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Common Vulnerabilities and Expore

https://nvd.nist.gov/search
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Common Vulnerabilities and Exposures

https://sec.cloudapps.cisco.com/security/center/publicationListing.x
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Common Vulnerabilities and Exposures

CVSS

Common Vulnerabilities Scoring System

CVE

NVD

National Vulnerabilities Database

Common Vulnerabilities and Expore



▪ Industry standard that rates the severity of vulnerabilities

▪ Used in Common Vulnerabilities and Exposures (CVE) listings to aid in 
prioritizing vulnerabilities

▪ Based on a set of metrics that determines the overall score
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Common Vulnerabilities and Scoring System



CVSS severity factors

▪ Attack vector:  the attacker needs to be authenticated or whether the 
attack can be launched remotely.

▪ Attack complexity:  the attack requires special knowledge or tools

▪ Privileges required: an attacker would need administrative access or user-
level access.

▪ Impact on confidentiality, integrity, and availability: potential impact of 
the vulnerability on the confidentiality, integrity, and availability of 
systems and data.

▪ CVSS uses a scoring system ranging from 0 to 10, with higher scores 
indicating more severe vulnerabilities. 
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CVSS Score Qualitative Rating:
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Score Rating

0.0 None

0.1 – 3.9 Low

4.0 – 6.9 Medium

7.0 – 8.9 High

9.0 – 10.0 Critical

https://www.first.org/cvss/v3.1/examples

https://nvd.nist.gov/vuln-metrics/cvss



5



Impact Metrics:

▪ What impact will this have if the threat is able to exploit the 
vulnerability?

▪ Will it be a violation of confidentiality, integrity, or availability
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Temporal Metrics:

▪  The Current  state of the exploit
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Common Vulnerabilities and Scoring System

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
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NESUSS

1



• Nessus dates back to 1998

• Nessus moved to closed source commercial 

product in 2005

• The most trusted and gold standard vulnerability 

assessment solution

• Most widely deployed security standard 
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• Nessus Essential is limited to scanning only 16 
IP addresses
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https://www.tenable.com/products/nessus/nessus-essentials?action=register
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https://www.tenable.com/downloads/nessus?loginAttempted=true
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https://docs.tenable.com/nessus/Content/GettingStarted.htm
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Cloud based service
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NESUSS

1



https://www.tenable.com/products/nessus/nessus-essentials
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• Nessus installer realize that i don’t have windows packet 
capture library

• Nessus can’t work on winods without WinPcap
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Nessus Manger use TCP port 8834
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Accessing Nessus 

1



1. First, ensure that the Nessus vulnerability scanner is installed on your system.

2. Once Nessus is installed, open a web browser (Chrome, Firefox, etc.) on the system you 
installed Nessus on.

3. In the web browser, navigate to the following URL: https://localhost:8834/ OR 
https://127.0.0.1:8834/

4. If Nessus is running on the same system that you are accessing the web interface from, 
the Nessus login page should appear in your web browser.

5. Enter your Nessus username and password and click "Login" to access the Nessus web 
interface.

2



3



4



5



6



7



▪ Lets take a look at Nessus features

1

Nessus Features 



▪ Nessus (Reports):

– Customize reports to sort by vulnerability or host

– Create an executive summary or compare scan results

– Targeted email notifications of scan results
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Nessus Features 



▪ Nessus (Scan Types):

– Asset discovery

– Un-credentialed vulnerability discovery 

– Credentialed scanning for system hardening & missing patches
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Nessus Features 



▪ Nessus (Compliance & Config Scans):

– Compliance auditing: FFIEC, FISMA, CyberScope, GLBA, HIPAA/ 
HITECH, NERC, PCI, SCAP, SOX

– Configuration auditing: CERT, CIS, COBIT/ITIL, DISA STIGs, FDCC, 
ISO, NIST, NSA
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Nessus Features 



▪ Nessus (Risk scores):

– Vulnerability ranking based on CVE, five severity levels (Critical, 
High, Medium, Low, Info), customizable severity levels for 
recasting of risk

5

Nessus Features 



6

Nessus Features 



7

Nessus Features 



8

Nessus Features 



▪ Nessus is a cost-effective scanner that gets most of the job done for 
vulnerability scanning

▪ It has CIS and DISA compliance templates
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Nessus Features 



▪ Lets take a look at Qualys features

1

Qualys Features



▪ Qualys:

– Cloud-based service

– On-premise device

– Complete suite

– Scalable and immediate deployment
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Qualys Features



▪ Qualys:

– Asset discovery; find and organize hosts 

– Prioritize & manage remediation tickets

– Continuous monitoring service

– Policy compliance scanning

– Qualys Secure Seal for websites
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Qualys Features


