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Secure Seal

A Secure Seal for websites refers to a visual indicator, such
as a badge or logo, displayed on a website to indicate that
the site has been verified and is secure.

The purpose of the secure seal is to assure visitors that the
website is legitimate, trustworthy, and has taken measures
to protect the privacy and security of their personal and
financial information.
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QUALYS  FEATURES

FILE INTEGRITY MONITORING
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QUALYS FEATURES

SEARCH KNOWLEDGEBASE
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QUALYS  FEATURES

CISCO VULNERABILITIES – PATCH AVAILABLE



▪ Qualys:

– Website scanning

– Annual subscription service model

– Qualys is a convenient and scalable VM tool that comes with 
several modules

– Several advantages due to cloud-based service 
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▪ Lets have a look at the Qualys features

1

QUALYS DEMO - PART 2
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QUALYS DEMO - PART 2

QUALYS
14 APPLICATIONS
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QUALYS DEMO - PART 2

VULNERABILITY MANAGEMENT DASHBOARD
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QUALYS DEMO - PART 2

LAUNCH VULNERABILITY SCAN
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QUALYS DEMO - PART 2

SCAN INITIATED
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QUALYS DEMO - PART 2

VULNERABILITY MANAGEMENT DASHBOARD
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QUALYS DEMO - PART 2

VULNERABILITY MANAGEMENT DASHBOARD

SCAN TUTORIALS
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QUALYS DEMO - PART 2

WANNACRY & SHADOW BROKERS SCAN



• Lets have a look at how 
Qualys can aid in the 
security hardening 
process

1

QUALYS DEMO – SECURITY HARDENING
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QUALYS DEMO – SECURITY HARDENING

QUALYS GUARD – HOME SCREEN 
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QUALYS DEMO – SECURITY HARDENING

POLICY COMPLIANCE – HOME SCREEN
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QUALYS DEMO – SECURITY HARDENING

POLICY COMPLIANCE – 5 STEPS
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QUALYS DEMO – SECURITY HARDENING

HELP OPTIONS
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QUALYS DEMO – SECURITY HARDENING

ONLINE HELP – POLICY COMPLIANCE
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QUALYS DEMO – SECURITY HARDENING

RESOURCES



8

QUALYS DEMO – SECURITY HARDENING

QUALYS WEBSITE - TRAINING
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QUALYS DEMO – SECURITY HARDENING

TRAINING VIDEOS - VIMEO



• Qualys is an excellent 
tool with detailed online 
help, training, and 
resources to aid the new 
user 
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QUALYS DEMO – SECURITY HARDENING

END



• Lets have a detailed look 
at Qualys interface for 
Policy Compliance

1

QUALYS DEMO – SECURITY HARDENING II
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QUALYS DEMO – SECURITY HARDENING II

1. ADD IP ADDRESSES TO SCAN



3

QUALYS DEMO – SECURITY HARDENING

1. ADD IP ADDRESSES TO SCAN



4

QUALYS DEMO – SECURITY HARDENING

2. CONFIGURE SCAN SETTINGS



5

QUALYS DEMO – SECURITY HARDENING

2. CONFIGURE SCAN SETTINGS
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QUALYS DEMO – SECURITY HARDENING

NEW COMPLIANCE PROFILE
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QUALYS DEMO – SECURITY HARDENING

‘CIS SCAN TEST PROFILE’ CREATED



8

QUALYS DEMO – SECURITY HARDENING

3. CONFIGURE AUTHENTICATION
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QUALYS DEMO – SECURITY HARDENING
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QUALYS DEMO – SECURITY HARDENING

3. CONFIGURE AUTHENTICATION
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QUALYS DEMO – SECURITY HARDENING

3. CONFIGURE AUTHENTICATION
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QUALYS DEMO – SECURITY HARDENING

3. CONFIGURE AUTHENTICATION

COMPLIANCE LIBRARY: CIS RED HAT ENT. LINUX 7
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QUALYS DEMO – SECURITY HARDENING

POLICY EDITOR
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QUALYS DEMO – SECURITY HARDENING

POLICY EDITOR

LAUNCH COMPLIANCE SCAN



• The scan features may 
also be adjusted from 
the main Qualys 
dashboard
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QUALYS DEMO – SECURITY HARDENING II

END



▪ Kali Linux 

▪ Virtual Box

1



• Virtual Box

• https://www.virtualbox.org/wiki/Downloads

• Kali Linux 

• https://www.kali.org/

• https://www.osboxes.org/kali-linux/#kali-linux-2022-
3-vbox
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▪ Nikto

1



• Web server scaning is a black box test that 
identifies security vulnerabilties.
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Scans for outdated versions of servers, server-specific problems, 
missing headers and dangerous files and CGIs
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Nmap(Network Mapper)
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Nmap

Nmap, short for Network Mapper, is a free and open source utility network 

discovery and security auditing tool. 

It is the world's leading port scanner,known for its simple and easy to remember 

flags that provide powerful scanning options. 

▪ Guess the operating system running on a target machine

▪ Get accurate packet routes till the target machine

▪ Discovering connected hosts on a network

▪ Analyzing free ports on a target host

▪ Detecting running services on a system along with version number

▪ Uncovering network vulnerabilities and system loopholes
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Nmap

Network administrators often use

•  to detect the devices that are presently working on the system

•  the port number to which the devices are attached

•  the free ports that may be used.

•  what services (application name and version) those hosts are offering

•  what operating systems (and OS versions) they are running
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Nmap

• helpful while performing network penetration testing. 

• not only gives network information but also assists in discovering 

security issues in the system. 

• Nmap is platform-agnostic and may be run on various standard 

operating systems, including Linux, Windows, macOS.

•  It is straightforward to use and includes both a command-line 

interface(CLI) and a graphical user interface(GUI).
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Zenmap

• Nmap has a graphical user interface called Zenmap. It helps you 
develop visual mappings of a network for better usability and reporting.
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Zenmap GUI



Nmap Commands

• various commands you can use in Nmap along with their flag and usage 
description with an example on how to use it.

Basic Nmap Scan against IP or host

nmap 1.1.1.1

• Now, if you want to scan a hostname, simply replace the IP for the host, 
as you see below:

nmap scanme.com
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Nmap Commands with flags
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Flag Use Example

-Pn only port scan nmap -Pn192.168.1.1

-sn only host discover nmap -sn192.168.1.1

-PR arp discovery on a local network nmap -PR192.168.1.1

-n disable DNS resolution nmap -n 192.168.1.1

Flag Use Example

-p specify a port or port range nmap -p 1-30 192.168.1.1

-p- scan all ports nmap -p- 192.168.1.1

-F fast port scan nmap -F 192.168.1.1

Flag Use Example

-sV detect the version of services running nmap -sV 192.168.1.1

-A aggressive scan nmap -A 192.168.1.1

-O detect operating system of the target nmap -O 192.168.1.1



• Time tested security and networking tool

• Open source package with large community 

• Available for most operating systems

• Free!

▪ Download Link 

https://nmap.org/download

1

Nmap Benefits and Installation
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