gualxs Features
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10.10.25.85
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10.10.25.80

©

10.10.25.81

—Q

10.10.25.65

©

10.10.25.82

©

10.10.25.51

©

10.10.25.52

©

10.10.25.56

Host Details

Name: 10.10.25.65

IP: 10.10.25.65
Domain: No registered h
Status. Reachable

OS: Windows 2003

Last scan: 09/14/2013
Scannable: Scan now

Discovery: ICMP
TCP Port 135
TCP Port 139
TCP Port 445
TCP Port 53
TCP Port 80
TCP Port 88
TCPRST
UDP Port 137
UDP Port 53
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ualys Features

Patch Report

w1 Summary
wany:  Qualys Training

Total Hosts Requi Vulnerabdilities
adby: Phip Niegos Patches Pl"::;m A:.dnmd
odon: 011102014

149 14 156

Report Targets...

PATCHES required on "1982.168.1.211" (41)

T | VendertD ] Sow.] Wit Published ]
L2 centosSlablocal Cent0S 5.10 41 Apachel 3, A.. 3 Apache 1.3 and 2.0 Web Server Muliple .. 6 years 290
1.2.. dscolablocal Cisco 105 12.2(13)2H1, EA... 40 FEDORA-200.. 3  APR-util Library Integer Overflow Winera... 4 years 20
1.2 centosh ab.local Cent0S 6.4 16 Apache 2.2.15 4 Apache HTTP Server Prior t0 2.2.15 Multi.. 3 years 290
1.2.. windowsS 1labiocal WINDOWSS.. Windows 8.1 Enterprise 10 Tomeat5, To.. 3 Apache Tomcat Directory Traversal Weak... 3 years 3g0
L2 weZiBr2 blocal WS2K8R2 Windows Server 2008 R2 E 9 Apache Tome.. 3 Apache Tomcat Servict Host Manager Ser... S years 500
1.2 winserver2012.0ablo.. WINSERVE.. Windows Server 2012Stand.., 7 Apache Tome., 3 Apache Tomcat 5 and 6 Host Manger W, 5 years 250
L2, vistafA4.lab Jocal VISTAXGA Windows Vista 64 bit Ecitio... 6 Tomcatd, To. 3 Apache Tomcat RequestDispatcher Infor.. 5 years 390
L2 win?xEAlab.local WINTXEA  Windows 7 Uitimate 64 bit 5 Asache Tome. 3 Aoache Tomcat Javo AJP Connector Invali. 4 vears 200
Page Vioft| ¥ i || Flter X 1-140f94 | (4 | | Page 1o12| » D] | Finer x 1




gualxs Features

@UALYSGUARD‘

Vulnerability Management v

Dashboard Scans Reports

New Vv

1013

1015

1020

1021

1135

Remediation Assets

KnowledgeBase REITCRINERIIS:- Pl  Predictions

Search
Title

Hack a Tack backdoor detected

"NetBus”™ Backaoor

Potential Remote Shell Trojan

Installed Back Orifice 2000

Sasser Worm Detected

l-x!

I&-)

1@

Severity

o

o

KnowledgeBase Users

Search Lists iDefense Intelligence

~ Category CVEID Vendor R

Backdoors and
trojan horses

Backdoors and
trojan horses

Backdoors and
trojan horses

Backdoors and
trojan horses

Backdoors and
trojan horses
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@ QUALYS" SECURE SEAL

A Qualys SECURE Seal ' ¥  http://funkytown.vuln.ga.qualys.com v

http://funkytown.vuln.qa.qualys.com
2 Results
Seal Status: FAIL

Scan Status: Finished
URL: http://funkytown.vuln.q
5 Recommend to Others 10,10.26.77

L5 History

E] Exceptions

Filter Results

[ ] Perimeter

] Web Application
1 Malware




Secure Seal

* A Secure Seal for websites refers to a visual indicator, such
as a badge or logo, displayed on a website to indicate that
the site has been verified and is secure.

* The purpose of the secure seal is to assure visitors that the
website is legitimate, trustworthy, and has taken measures
to protect the privacy and security of their personal and
financial information.



QUALYS FEATURES

File Integriw Mnnituring DASHEOARD EVENTS NCIDENTS ASSETS COMNFIGURAT

Welcome to Qualys® File Integrity Monitoring

FIM

Built on our revolutionary Cloud Agent technology, Qualys FIM logs and centrally tracks file change events
started!

Get started with these quick steps

Install Cloud Agents (using CA) =

CA) to inst

Configure monitoring profiles >
Aszsociate a set of rules with the as=zets You want 1o
manor ass';“ direct r use asset tags). import a F"C'- e

from our Library or create a new profile

WView your events >

Check out the events detected on your assets and search
for specific event details.

FILE INTEGRITY MONITORING

10



QUALYS FEATURES

Categony:

Patch Salution:

CVE ID:

Exploitabiity:

Associated Mahwars:

‘\iendor Reference:

CW35 Base Score:

- Al =

# Patch Avsilable
Trend Micro Virbusl Patch Availabia
Mo Patch Solution

All -

Al -

Al -
%oT | |ascol

greater than or equaltc ¥

SEARCH KNOWLEDGEBASE

11



QUALYS FEATURES

Vulnerability Management

Dashboard Scans  Hepors  Hemediation  Assets KnowledgeBase — Users

CVE ID

Qi Title Category
37347 Cisco Dats Center Metwork Manager Path Traversal Vulnerabaity A ek server
318188 Cisco Email Security Appliance and Contant Security Management Appliance HTTF Response Cisco

Splittng Wulnerability | cisco-sa-20171115-2sa)

T @
JBTZE  Cisco TelePresence WG5S Denial of Service Wulnerabibty{cisco-sa-201180815-ucmimps-dos) Genersl remnote services
L' @
318215 Cisco Unity Connection Apache Struts Remote Code Execution Vulnerability( cisco-sa-20180823- Cisco
apache-struts)
P H -
318314 Cisco Unified Communications Manager IM And Presence Service Apache Sitruts Remote Code Cisco
Execution ulnerability( cisco-sa-20120823-apache-siruts)
PH=-
318313 Cisco Unified Communications Manager Apache Struts Remote Code Execution Wulnerahility( cisco- Ciseo
53-20130223-apache-struts)
PH =
ATRAN  Cisnn Nets Center Metwnck Mansnar Crnss-Site Serintinn Vidnerahilibelnisnn-sa-2MM RANR-Arnm-rss) Weh srruar

CVE-2012-0464

CVE-2017-12200

CVE-2012-0408

CWE-2018- 11775

CVE-Z018-11776

CVE-Z018-11778

CWE-INMR-N4R0

CISCO VULNERABILITIES — PATCH AVAILABLE

12



gualxs Features

= Qualys:
— Website scanning
— Annual subscription service model

— Qualys is a convenient and scalable VM tool that comes with
several modules

— Several advantages due to cloud-based service



QUALYS DEMO - PART 2

= Lets have alook at the Qualys features



QUALYS DEMO - PART 2

You have 14 applications available in your subscription

PCI Compliance

Achieve compliance with the PCI Data Securnity
Standard (DSS).

isit mow

Continuous Mon itcring
Set up monitoring and alerting of new s=curity risks

it nows

Security Assessment
Questionnaire

Aurtornate risk and compliance through questionnaire
campaigns

it nows

File Integ ritv Monitori ng
Moniter changes en file systems

it nows

AssetView

Discover assets and wse dynamic tags to keep your
assets sutomabically onganized

isit mow

Administration

Contral wser access permissions and sctivity in your

subseription.

isit nows

Web Application Scanning
|dentify and manaps web application security risks.

isit movw

Certificate View

Anslyse and manage SSLTLS certificates and
vuinerabifties

isit nows

Cloud Agent

Stay updated with network security by deploying
M Wour Nosis.

isit mowd

Threat Protection

Add threat intelligence fesd to your existing

Web Application Firewall
Detect sttacks and protect your web applications

isit mows

QUALYS
14 APPLICATIONS

Vulnerability Management

Map and scan your network, pricntize your critical
wulnerabilities and fix them.

isit o

PO|iC!|I’ CDITIP”QHCE
Define, Audit and Document IT Security Compliance

Visit nows

Malware Detection
|dentfy and manape web sitz makware nisks.

isit mows



@ QLIdl ¥5. Exprass

Vulnerability Management W

Dashboard  Scans Reports  Remediation

Scans [EEIERE Maps Schedules

@@ e Eeeeeee®@®

NEW wr Saarch FINEME.
Title

internal tst

Cerview FreaScheduledScan2012-07-04T14:02:12.8812
Certview FreeScheduledScan2012-07-04T14:03:12.8812
Cerview FreaScheduledScan2012-07-04T14:02:12.8812
Certview FreeScheduledScan2012-07-04T14:03:12.8812
Cerview FreaScheduledScan2012-07-04T14:02:12.8812
Certview FreeScheduledScan2012-07-04T14:03:12.8812
Certview FreeScan 21 8-07-04T 14:11: 11,8882

Certview FreeScan 21 8-07-04T 14:03:15.412

WAF and Yebsite

QUALYS DEMO - PART 2

Asszets

Appliances

KnowledgeBase

Option Profiles

Users

Authentication

Search Lists

Targets

1982.168.0.102

amsoma s A om am

fmm o gam e

Setup

User

Mahil Mahmeood
Mahil Mahmeood
Mahil Mahmeood
Mahil Mahmeood
Mahil Mahmeood
Mahil Mahmeood
Mahil Mahmeood
Mahil Mahmood
Mahil Mahmood

Mahil Mahmood

Reference

scan/1538802014.55170
scan/1534221904.84111

scanf1533717201.48301
scan/1533112488.01208
scan/1532807508. 57560
scan/1531802200. 14745
scan/1531207907. 70528
scan/1530712485. 27682
scan/1530712012.27680
scan/1530002752. T4887

VULNERABILITY MANAGEMENT DASHBOARD



QUALYS DEMO - PART 2

Launch Vulnerability Scan

General Information

Give your scan & name, select a scan profile (& defau't is selected for you with recommended ssttings), and choose & scanner from the

Tithe: MEW SCAN

Option Profile: = Authenticated Scan v.1 “& Salec
Processing Priority: 0 - Mo Priarity T

Scannar Apgliance: Test ¥ | [E view

Choose Target Hosts from

Tell us which hosts {|P sddreszes) you want to scan.

® Assels Tags
Azset Groups Al - "kSelect
Fs/Ranges 192.168.0.1-192.168.0.50 & Szlect

Examgéz: 182.168.0.67-192.166.0192. 192.165.0.200
Exclude IPs/Ranges 192.168,0,25 & Sslect
Exampés: 182.168.0.57-192.168.0192, 192.183.0.200

Scan agent hosts in my target

Notification

# Send notfication when this scan is finishad

LAUNCH VULNERABILITY SCAN



QUALYS DEMO - PART 2

Scan Status (scan/1537463084.29199)

5 .
FAnErS Scan Information
Option Profile Secan Title: MEW SCTAM
Launch Date: DR/20v2018 at 22:04:44 (GMT+0500)
Targets Stafus: Clueued
Total |1Ps Scanned: ﬂ

Scanner Appliamce:

SCAN INITIATED



QUALYS DEMO - PART 2

Vulnerability Management - Help~  MNshi Mahmaod {d Li
Dashboard Scans Reports Remediation Assets KnowledgeBase Users
Top 10 vulnerabilities
Dashboard .- New Reopened @ = _ _ .
Status within your permissions 7 1 0 Apache HTTP Server Multiple Cmss-Slt:.
Last Updated: 20 September 2018 Schedule Scan S5L Server Allows Anonymous Authentic... HE
55H Protocol Version 1 Supported —
L ~ Open53H Signal Handling Vulnerability —
Vulnerabilities by severity DOpenS5L Multiple Remote Security Vuln...
SSLITLS Server Factoring R3A ExportK... [ ]|
i Ciseo 105 Malformed IPV4 Packet Denia...
Microsoft Windows HTTP.sys Remote Cod... [ ] ]
ECLIObsolete Software: PHP 5.3.x Dete... ———|
. DOpenS5L Weak R5A Key Exchange Vulnera... -
E
E
j Most vulnerable hosts View All Refre
31

Mo vulnerable hosts

Level 5 Level 4 Level 3

VULNERABILITY MANAGEMENT DASHBOARD



QUALYS DEMO - PART 2

Dashboard

Scans Reports  Remediation Assets  KnowledgeBase  Users

Scans Maps Schedules Appliances Option Profiles Authentication Search Lists

Setup

[ Get Started Tutorials: Scans

This is where you can manage your vulnerability scans and your scan configurations.

Manage Vulnerability Scans

Launch new vulnerability scans, monitor the status of running scans and view the detsils of vulnersbilifies discoverad after
scans complete.

Wiatch dema Cn

Manage Discovery Scans

Use free discovery scans (maps) to discover live devices on your network. Discovered devices can be selected for
y scanning based on the info gathered (05, ports, etc.) in a map.

Wiatch dema Cn

Configure Scan Settings

Customize the various scanning options reguired to run & scan. These can be saved a5 profiles for reuss. A default profile
is provided for common environments.

Wiatch dema Cn

Configure Search Lists

Apply custom lists of vulnersbilities to scan profiles in order to Bmit scanning to certain vulnerabifties only.

> 0 &

Do not show tutorials

Configure Scan Schedules
Configure scans to run sutomatically, or on a recurring basis and monitor results of your scans.
Vilsich demo (o

Configure Scanner Appliances
Scanner Appliances (physical or virtual) are required to scan devices on intemnal networks. Managers can download
applisnces and configure them for scanning,

Set Up Host Authentication
Use the authentication festure (Windows, Linux, Cracle, etc) to discover and validate vulnerabilities by performing an in-
h azsessment of your hosts.

SCAN TUTORIALS



QUALYS DEMO - PART 2

Launch Vulnerability Scan

General Information

Give your scan & name, select & scan profile (2 defsult is selected for you with recommended settings), and choose a scanm

Tithe:

Ciption Profile: = ‘WannaCry and Shadow Brokers & Selec
Processing Priority: 1 - Emergency v

Seanner Appliance: Test ¥ | [ View

Choose Target Hosts from

Tell us which hosts (I[P sddresses) you want to scan.

5 fAssets Tags
Azzet Groups Select foms v "k Select
- - o
P=/Ranges 192.168.0.1 b Salect
E = 192.168.0.67-182.168.0.92. 192.165.0.200

Exclude IPs/Ranges *k Salec

1628.0.57-152.168.0.92, 192.1E3.0.200

m
1]
(=]

Scan agent hosts in my target

Notification

Send notification when this scan is finishad

WANNACRY & SHADOW BROKERS SCAN



QUALYS DEMO - SECURITY HARDENING

Lets have a look at how
Qualys can aid in the
security hardening
process



QUALYS DEMO - SECURITY HARDENING

@ OI.JCIWS. Express

Vulnerability Management v Help w | Mahil Mahmood (

Welcome to QualysGuard Express

Your subscription includes the following applications.
Click one to get started.

m @ @

Vulnerability Management Policy Compliance PCI Compliance Web Application Scanning CertView
72 Total IPs 64 Total IPs 8§ Perimeter 5 Web Applications 25 Total IPs

QUALYS GUARD - HOME SCREEN



QUALYS DEMO - SECURITY HARDENING

@ OUGWS. Express

Policy Compliance v

Dashboard Policies Scans Reports Exceptions  Assets

Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance.

You'll find helpful information below to get started with your scans.

Users

Steps for a successful scan

Skip to Dashboard ?

Add IP addresses to scan >

U

Add the IPs/ranges that you want to scan for compliance.

0 Configure scan settings >

new profile.

Customize the various scanning options required to run a scan. These can be saved as profiles for reuse. View compliance profiles provided by Qualys or create a

Configure authentication >

Set up authentication records to use the authentication feature (Windows, Linux, Cracle, etc) in order to perform an in-depth assessment of your assets.

POLICY COMPLIANCE -

HOME SCREEN



QUALYS DEMO - SECURITY HARDENING

Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance.
You'll find helpful information below to get started with your scans.

Steps for a successful scan Skip to Dashboard >

Y Configure authentication >
LY

Set up authenticafion records to use the authentication feature (Windows, Linux, Oracle, efc) in erder to perform an in-depth assessment of your asseis.

@ Start your scan >
You're now ready to start scanning! Launch a new compliance scan or schedule your scan to run automatically or on & recurring basis
Build a policy =
Quickly create a new policy bazed on a scanned host. The service builds the policy for you using the host as a Golden Image. Or import a policy from the Library.

Once you have a policy, go to the Policy Summary to check your compliance status and run reports.

POLICY COMPLIANCE -5 STEPS



QUALYS DEMO - SECURITY HARDENING

|::?|',' Mshil Mahmood (detst-nm

Online Help
Contact Support._.

Account Info
Resources

Training

About

HELP OPTIONS



QUALYS DEMO - SECURITY HARDENING

Contents Search Back Print

Scanning - The Basics (for PC Scans)
VM - Vulnerability Management
Good to Know How to Scan

R Which option prefile should | use?

Recommendation for your first scan

Start Here What you can scan How can | customize my scan?
. How often you should scan Why should | use authentication?
Policies Scan complete email notification

What to Scan

Reports ) Are you scanning internally or externally
PC . SCAP C i How do | identify hosts to scan? _ Options when scanning asset groups
- [4 . .
ompliance Can | exclude hosts from the scan? Do | need to whitelist Qualys scanners?

Can | scan my IPv6 addresses?

SCA - Security Configuration Assessment | the scan impact my hosts? Scanning through a firewall

Don't see the scanner appliance option
How do | get a scanner appliance?

Assets What are asset groups?
s5€ What are asset tags?

Users

Resources . .
Recommendation for your first scan

We recommend you start small, maybe one or two [Ps. Review the results, fix the compliance issues found, and re-scan the [Ps to
down you'll feel mere comfortable scanning larger sets of IPs.

What you can scan

The simple answer to what to scan is this: pretty much anything that’s connected to your organization's network. Here's a list: all ro
commaon operating systems), workstations, databases, desktop computers, printers, and wireless access devices.

How often you should scan

e . . . - . " . I . T ' . . s i

ONLINE HELP - POLICY COMPLIANCE



QUALYS DEMO - SECURITY HARDENING

Resources

Look to these resources to help you with our cloud security and compliance solutions.

Get Started

Quick Tour

Evaluator's Guide

Community Edition

Securing Amazon Web Services with Qualys

Watch Videos

VM | PC | WAS | WAF | AWS EC2 | Express Lite | More Videos

Get started with your applications
CloudView

Container Security

Indication of Compromise

Web Application Scanning

- Crawling REST services using WAS

- Jenkins Plugin for WAS: user guide | download
- Qualys Browser Recorder: user guide | download
Web Application Firewall

Palicy Compliance

SCAP Compliance

Security Configuration Assessment

PCI Compliance

File Integnty Monitoring

Scan Authentication

Get system and account requirements for
supported technologies below.

S T S [ .

RESOURCES

Cloud Agents

Cloud Agent Getting Started Guide
Windows Installation Guide

Linux Installation Guide

Unix Installation Guide

Mac Installation Guide

Using a scanner appliance?

Scanner Appliance User Guide

Scanner Appliance Quick Start {prior version)
Virtual Scanner Appliance User Guide

Offline Scanner Appliance User Guide
Consultant Scanner Personal Edition User Guide
Cloud Platforms: AWS | Azure | GCE | OpenStack
Qualys Scanner - Static Route Configuration
Qualys Scanner - VLAN Scanning Guide
Scanner Appliance FAQs

AP| Documentation

Qualys API Quick Reference for all APls
Qualys APl (WM, SCA, PC)

Cloud Agent (CA) API

Web Application Scanning (WAS) API
Web Application Firewall (WAF) API
Malware Detection (MD} API




QUALYS DEMO - SECURITY HARDENING

Back 10 qualys.com

@ QUGI\/S. Training Documentation ~ Community ~ Blog

Training and certification

Video Library Self-Paced Training Instructor-Led Training

Browse the online library of videos organized by Take full, self-paced online training classes with Attend instructor-led classes with hands-on labs
topic to learn key techniques and to get hands-on labs and certifications on your own and certifications, held at specific times. Interact
answers to your specific questions. schedule and at any time. with our expert trainers either online or in

person in a traditional classroom setting.

See All > See All > See All »

QUALYS WEBSITE - TRAINING



QUALYS DEMO - SECURITY HARDENING

.
‘vmwo Login Hostvideosv Sellv Watch~ Stock new Search videos, people, and more ‘@

Self-Paced Class: Policy 5 videos  share
Compliance
® Qualys, Inc.

@ Qualys. @ Qualys.

Policy Compliance Overview Policies

TRAINING VIDEOS - VIMEO




QUALYS DEMO - SECURITY HARDENING

* Qualysis an excellent
tool with detailed online
help, training, and
resources to aid the new
user

END

10



QUALYS DEMO - SECURITY HARDENING I

* Lets have a detailed look
at Qualys interface for
Policy Compliance



QUALYS DEMO - SECURITY HARDENING I

@ OUGWS. Express

Policy Compliance v

Dashboard Policies Scans Reports Exceptions  Assets  Users

Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance.
You'll find helpful information below to get started with your scans.

Steps for a successful scan Skip to Dashboard 3

|

¢ Add IP addresses to scan > |
I \ ’ Add the IPs/ranges that you want to scan for compliance. I
I I

i

.a 0 Configure scan settings >

Customize the various scanning options required to run a scan. These can be saved as profiles for reuse. View compliance profiles provided by Qualys or create a
new profile.

Y Configure authentication >
LY

Set up authentication records to use the authentication feature (Windows, Linux, Cracle, etc) in order to perform an in-depth assessment of your assets.

1. ADD IP ADDRESSES TO SCAN



QUALYS DEMO - SECURITY HARDENING

New Hosts LaunchHelp  [Z %

General Information:

Host IPs
Host IPs b9 Enter IPs and ranges in the fisld below. See the Help for proper formatting.
Host Attributes e

192.168.0.6

Add to CertView Module

Add to WM Module
(ex: 192.168.0.200,192.168.0.87-192.163.0.92)

Validate IPs through Whois

1. ADD IP ADDRESSES TO SCAN
Cancel | Add |




QUALYS DEMO - SECURITY HARDENING

@ OUGWS. Express

Policy Compliance v

Dashboard Policies Scans Reports Exceptions  Assets  Users

Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance.
You'll find helpful information below to get started with your scans.

Steps for a successful scan Skip to Dashboard 3
¢ Add IP addresses to scan >
\ ’ Add the IPs/ranges that you want to scan for compliance.

- o = - . . o o E— EE O EE EE EE D O EE R R EE O EE R R EE EE EE e EE o E—
' | |
i .a 0 Configure scan settings > ’
I Customize the various scanning options required to run a scan. These can be saved as profiles for reuse. View compliance profiles provided by Clualys or create alé
I new profile. i

|

T ————

Y Configure authentication >
LY

Set up authentication records to use the authentication feature (Windows, Linux, Cracle, etc) in order to perform an in-depth assessment of your assets.

2. CONFIGURE SCAN SETTINGS



QUALYS DEMO - SECURITY HARDENING

Compliance Profile Information

General Information

Scan Settings b

Additional Settings

Scan restriction by Policy

Status:

Auto Update Expected Value
Status::

Control Types

File Integrity Monitoring Controls:
Custom WMI Query Checks:
Dissolvable Agent

Dissolvable Agent (for this profile):

Password Auditing Controls;
Windows Share Enumeration:
Windows Directory Search:
Lite OS5 Discovery:

Ports

Scanned Ports:

Hosts to Scan in Parallel

Use Appliance Parallel ML Scaling:

External Scanners:
Scanner Appliances:
Processes to Run in Parallel
Total:

HTTP:

Dizabled

Dizabled

Disabled
Dizabled

Disabled
Disabled
Disabled
Disabled
Disabled

Targeted Scan

10
10

2. CONFIGURE SCAN SETTINGS

e



QUALYS DEMO - SECURITY HARDENING

@ OL.ICIWS. Express

Policy Compliance v

Dashboard Policies Scans Reports  Exceptions  Assets  Users

@ Scans  pC Scans Schedules Appliances Option Profiles Authentication Setup

[ Ackions (1) v | Meaw | Search | Filters w |
Compliance Profile... 1
1) Type | g i
Download... ‘
Y] Compli!nct S |
I ——_——— -
Ld @ Compliance ClI5 SCAN TEST PROFILE
@ Compliance Initial PC Options
@ Compliance windows-7 scan

NEW COMPLIANCE PROFILE



QUALYS DEMO - SECURITY HARDENING

New Compliance Profile
Compliance Profile Title

Scan Title: * | CIS SCAN TEST PROFILE |

Additional Cwner Nzhil Mahmood (Manager: detat-nm1 )

Make this a globally available option profile

‘CIS SCAN TEST PROFILE’ CREATED



QUALYS DEMO - SECURITY HARDENING

Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance.
You'll find helpful information below to get started with your scans.

Steps for a successful scan Skip to Dashboard >

f ™ == mm e e e mm mm mm mm mm e mm e e e M O O Em e e e e o e

]
| D Configure authentication > I
I Set up authenticafion records to use the authentication feature (Windows, Linux, Oracle, efc) in erder to perform an in-depth assessment of your asseis. I
h — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —_—

@ Start your scan >
You're now ready to start scanning! Launch a new compliance scan or schedule your scan to run automatically or on & recurring basis

Build a policy =

Quickly create a new policy bazed on a scanned host. The service builds the policy for you using the host as a Golden Image. Or import a policy from the Library.
Once you have a policy, go to the Policy Summary to check your compliance status and run reports.

3. CONFIGURE AUTHENTICATION



QUALYS DEMO - SECURITY HARDENING

@ Qualys. express = = = = =
1

Windows Record... |

Policy Compjiant
— O RELO e e -
Dashboard = oracie Record... 5 Exceptions  Assets  Users

Oracle Listener Record...

m SHMP Recora. Appliances Option Profiles Authentication Setup
M3 S0L Record. ..

Saarch. Cizco Record...

IBM DB2 Record .
Overview ‘Mware E5Xi Record. .

Credentials Breg MySQL Record... Passing 0 Failing 0 Problematic 0 InVault 0
MariaDB Record...

Sybase Record...

Checkpaoint Firewall...

PostgreSCQL Record...

Palo Alto Metworks Firewall Record...
MongoDB Record...

Application Records... [

0 - Authentication Yaults 1

===

Download...
i 1

1 | Mew I

R U ———



QUALYS DEMO - SECURITY HARDENING

New Windows Record

Record Title Login Credentials
Windows Authentication
IPs Local
Comments ® Domain
Domain type: MatBIOS, User-Selected IPs v

Domain name: *

syntax: DOMAINT

Login

For compliance scans, trusted scanning is reguired. Trusted scanning allows the service to condu
assessment.

Use the basic login credential or choose to use authentication vault for authenticated scanning.
® Basic authentication Authentication Vault

User Mame: *

Password:

10



QUALYS DEMO - SECURITY HARDENING

Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance.
You'll find helpful information below to get started with your scans.

Steps for a successful scan Skip to Dashboard >

Y Configure authentication >
LY

Set up authenticafion records to use the authentication feature (Windows, Linux, Oracle, efc) in erder to perform an in-depth assessment of your asseis.

@ Start your scan >
You're now ready to start scanning! Launch a new compliance scan or schedule your scan to run automatically or on & recurring basis

]
1
Build a policy = l

Quickly create a new policy bazed on a scanned host. The service builds the policy for you using the host as a Golden Image. Or import a policy from the Librarg.r..l
Once you have a policy, go to the Policy Summary to check your compliance status and run reports.

3. CONFIGURE AUTHENTICATION
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QUALYS DEMO - SECURITY HARDENING

| Create a New Policy |

E Policy from Library: Choose from one of the policies in our library.

Find the policy that best suits your needs. Our Compliance Policy Library contains sevaral sample policies based on popular compliance frameworks,
including SOX, HIPAA, CoBIT and more. Click on one of the policies below, and then click Mext to import it

Labels Technologies Policies (6)
| Oracle 11g o~ ) . .
o [] Oracle 12 =1 HITRUST Cyber Security Framework (CSF) for Linux, Version 5.1
New [] Cracle Enterprise Linux 8.x E “ergion 3.0 07/24/2018 \iew Description | WView Policy *sa' 9 @
Updated [] Cracle Enterprise Linux 7.x

e ic e . . . . . E .
IS [ Oracle Weblogic Server 11g e DISA Security Technical Implementation Guide (STIG) for Red Hat Enterprise Linux 7,
[] oracle WeblLogic Server 12c VR4
Qualys [] PaloAlto Networks PAN-OS B Version 4D 08/02/20 o i
. - - Verzion 4.0 08027208  View Description | iew Policy 9
Mandate [] Pivotal tc Server 3.x .
[] Postgre=QL 9.x
DISA STIG [] Red Hat Enterprise Linux 5.x 5 CIS Benchmark for Red Hat Enterprise Linux 7, v2 2.0 [Scored, Level 1]
‘endor [] Red Hat Enterprise Linux 6 x B \ersion 1.0 082012012 View Description | View Policy 9
Red Hat Enterprise Linux 7.x '
[] sAP Adaptive Server ) )
Enterprize 16 < 5 C1S Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1 and Level 2] <

Back =3
COMPLIANCE LIBRARY: CIS RED HAT ENT. LINUX 7

12
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Policy Editor &

This policy is locked so it can be used for certification.
Click "Save As..." to create an editable version of this policy for purposes other than certification.

Overview

C18 Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1] v.1.0

Policy Information " Assigned Technologies (1) s
Sections Technologies Controls Red Hat Enterprise Linwx 7.x assigned to 295 controls

Status € Active | Deactivate

Locking: zﬁ Block other users

Last Evaluated: 09/20/2018 at 20:25:44 (GMT+0500)

Created By: MNahil Mahmood (detat-nm1)

POLICY EDITOR

13



QUALYS DEMO - SECURITY HARDENING

Launch Compliance Scan

General Information

Give your scan a name, select a scan profile (a default is selected for you with recommended seftings), and choose a scanner fron

Title: SCAN 1
Compliance Profile: CIS SCAN TEST PROFILE v | B View
Scanner Appliance: External v F o
Choose Target Hosts from
Tell us which hosts {IP addresses) you want to scan.
# Assets Tags
Asset Groups Calect itams o - hSelect
IPs/Ranges 197.168.0.1 n Seloct
Erampie: 102.168.0.87-192.188.0.82, 192 168.0.200
Exclude IPs/Ranges & Select

LAUNCH COMPLIANCE SCAN

14



QUALYS DEMO - SECURITY HARDENING I

* The scan features may
also be adjusted from
the main Qualys
dashboard

END
15



= Kali Linux
= Virtual Box



Virtual Box
https://www.virtualbox.org/wiki/Downloads
Kali Linux

https://www.kali.org/

https://www.osboxes.org/kali-linux/#kali-linux-2022-
3-vbox
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GETKALL BLOG  DOCUMENTATION v COMMUNITY v COURSES v  DEVELOPERS v  ABOUT v

The most advanced
Penetration Testing Distribution

Kali Linux is an open-source, Debian-based Linux distribution
geared towards various information security tasks, such as
Penetration Testing, Security Research, Computer Forensics and

Reverse Engineering.

DOCUMENTATION [0




About
Screenshots
Downloads
Documentation
End-user docs
Technical docs
Contribute

Cammunity

Login ~ Preferen

Here you will find links to VirtualBax binaries and its source code,

VirtualBox binaries
By downloading, you agree to the terms and conditions of the respective licanse.

If you're looking for the latest VirtualBox 6.1 packages, see VirtualBox 6.1 builds. Version 6.1 will remain supported until December 2023,

VirtualBox 7.0.6 platform packages

The binaries are released under the terms of the GPL varsion 3,
See the changelog for what has changed.

You might want to compare the checksums to verify the integrity of downloaded packages. The SHA256 checksums should be favored as the MDS algorithm must be freated as insecura!

Note: After upgrading VirtualBox it is recommended to upgrade the quest additions as well,

VirtualBox 7.0.6 Oracle VM VirtualBox Extension Pack

+ SHA256 checksums, MD3 checksums

+ Al supported platforms

= Windows hosts
=mac0S / Intel hosts

% Developer preview for mac0S / Arma4 (M1/M2) hosts

Linux distributions
= 50laris hosts
= 50laris 11 IPS hosts

Support VirtuzlBox RDP, disk encryption, NVMe and PXE boot for Intel cards. See this chapter from the User Manual for an introduction to this Extension Pack. The Extension Pack binaries are released under the VirtualBox Personal Use and Evaluation

License (PUEL). Please install the same version extension pack as your installed version of VirtualBox.

VirtualBox 7.0.6 Software Developer Kit (SDK)

= All platforms

User Manual
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\f Oracle VM VirtualBox Manager - X
file Machine Help

'UREL P i -

New Settings Discard Start Machine Tools  Global Tools

e e e e et e

"Ei_-f‘ S T T R “_ x :
.' CW mdoﬁ tion Welcome to VirtualBox!
The left part of this window lists all virtual machines and virtual machine groups on your computer,
N Windows 7
(Y] @ Powered Off The right part of this window represents a set of tools which are currently opened (or can be opened) for the currently chosen
machine. For a list of currently avallable tools check the corresponding menu at the right side of the main tool bar located at the
@] server 2016 top of the window, This list will be extended with new tools in future releases.

i (@ Powered Off

E’l WinDev1903¢val
b0] (© Powered Off

You can press the F1key to get instant help, or visit wiww.virtualbox,orq for more information and latest news.

py

Details

Tool to observe virtual machine (VM) detals. Reflects groups of properties for the currently chosen VM and allows basic operations on certain properties (ike
the machine storage devices).

Snapshots

Tool to control virtual machine (VM) snapshots. Reflects snapshots created for the currently selected VM and allows snapshot operations fie create, remove,
restore (make current) and observe their properties. Allows to edit snapshot attributes ke name and description.




o Oracle VM VirtualBox Manager

@@ 09

New Settings Discard Start

A  CyberOps Workstation 64
(' © Powered Off

lachine

l Windows 7
(V] @ Powered Off

qu Server 2016
101 @ Powered Off

m'q WinDev1903Eval
0] (@ Powered Off

Welcome to VirtualBox!
The left part of this window lists all virtual machines and virtual machine groups on your computer. v

You

1

|

Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install on
it, The name you choose will be used throughout VirtualBox to
identify this machine,

& - Ul

Machine Tools  Global Tools

the right side of the main tool bar located at the

more information and latest news.

for the currently chosen VM and allows basic operations on certain properties (ike

Name: | |
Type: | Mirosoft Windons v E’;
Version: W?(Mﬁ I v R liorﬂteunenﬂysdectedwm\dalowsmmtoperamhmM .

attributes ke name and description.




rERE,
V-
New Settings Discard Start
CyberOps Workstation 64

| © Powered Off
N | Windows 7
(70 @ Powered Off
S\ | Server 2016
mﬁ’ @ Powered Off

<3/ WinDev1903Eval
1] (@ Powered OFf

Welcome to VirtualBox!

The left part of this window lists al virtual machines and virtual machine aroups on your computer,
entiv opened (or can be opened) for the currently chosen

€ Create Virtual Machine

Memory size
Select the amount of memory (RAM) in megabytes to be

o allocated to the virtual machine,

T The recommended memory size is 1024 M,
|I,IIICIIIlIIXIlIIXlII!IIlilIlllI 1024&%
4MB 16334 MB

T

| Net || cancel |

Yol

Machine Tools  Global

the right side of the main tool bar located at the

more information and latest news,

for the currently chosen VM and allows basic operations on certain properties (ike

for the currently selected VM and allows snapshot operations like create, remove,
attributes ke name and description.




éad v

New Settings Discard Start

0 CyberOps Workstation 64
' © Powered Off
T

U | WinDev1903Eval
F() (@ Powered Off

(@ Powered Off

Server 2016
(@ Powered Off

Welcome to VirtualBox!

The left part of this window lists all virtual machines and virtual machine groups on your computer,

|

Te

la

€ Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine,
You can either create a new hard disk file or select one from

the list or from another location using the folder icon.

If you need a more complex storage set-up you can skip this
step and make the changes to the machine settings once the

machine is created.

The recommended size of the hard disk is 8.00 GB.
(O Do not add a virtual hard disk

() Create a virtual hard disk now

(® Use an existing virtual hard disk file

1EB_-_Win7-diskL.vmck (Norml, 127,00 GB)

A

* @

| cete |

Gl

Tt the ight side of the main too br located at the

Machine Tools ~ Glo

ed (or can be opened) for the currently chosen

more information and latest news.

for the currently chosen VM and allows basic operations on certain properties (ke

for the currently selected VM and allows snapshot operations like create, remove,
t attributes like name and description.




Workstation 64

CyberOps
® Powered Off

Windows 7
(@ Powered Off

= Server 2016
@ Powered Off

~ WinDev1903Eval
@ Powered Off

Welcome to VirtualBox!

The left part of this window lists all virtual machines and virtual machine groups on your computer,
ently opened (Umbemfd’fa’mmenuydwsa‘

lgzwllsaol

€& Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine.
You can either create a new hard disk file or select one from
the list or from another location using the folder icon.

If you need a more complex storage set-up you can skip this
step and make the changes to the machine settings once the
machine is created.

The recommended size of the hard disk is 8.00 GB.

O Do not add a virtual hard disk
O Create a virtual hard disk now
(® Use an existing virtual hard disk file

[E8_-_Win7-diskL.vmck (Normal, 127.0068) ¥ g

[create || cancel

t the right side of the main tool bar located at the

more information and latest news.

A

for the currently chosen VM and allows basic operations on certain properties (ke E

for the currently selected VM and allows snapshot operations like create, remove, @
t attributes like name and description.
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# g V. F - il

gm' /e Settings Discard  Start Machine Tools  Global Tools g
3 | CyberOps Workstation 64 Welcome to VirtualBox!
|| © Powered Off
The left part of this window lists all virtual machines and virtual machine groups on your computer. 0N
| Windows 7
17' @Poweredoff The right part of this window represents a set of tools : ) .
macy 9 Please choose a virtual hard disk file X
% Server 2016 top g
@ Powered Off You A || « Downloads > Kali > 64bit v| &/ | search 6dbit 0
s WinDev1903Eval ;
@Powered Off Organize v New folder = v [ o
A
This PC A Name Date modified Type
3 ) 30 Objects I‘ Kali Linux 2019.1 (64bit) 5/5/2019537PM  Virtual
[ Desktop
. %] Documents e
¥ Downloads
D Music
. [&] Pictures -
1 B Videos
‘s Windows (C:)
= RECOVERY (D:)
- MyStorage (F:)
- MyStorage (F:) Vi i >
File name: | v| | Allvirtual hard disk files (*vmd
I Open | \ Cancel
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) @ Powered Off

Windows 7
(@) Powered Off

[~ Server 2016
(@ Powered Off
[~ WinDev1903Eval
(@) Powered Off

Welcome to VirtualBox!

The left part of this window lists all virtual machines and virtual machine groups on your computer,

You N

B This PC

P 3D Objects
I Desktop
[£ Documents
4 Downloads
Music

=] Pictures

B Videos

‘s Windows (C)

laawllsasl

- MyStorage (F:)

- MyStorage (F:)

« Downloads » Kali » 64bit

Organize v New folder

Name

N# Kali Linux 2019.1 (64bit)

s RECOVERY (D:)

v £

Search 64bit yel
Bz ™M O
Date modified Type

5/5/2019 5:37 PM Virtual

File name: | Kali Linux 2019.1 (64bit)

v| | Al virtual hard disk files (*vmd +

Opei | 7acel- N

certain properties (ke @

ns like create, remove (ﬁ
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* e DD e o -
New Settings Discard Start Machine Tools Global Tools
' CyberOps Workstation

Welcome to VirtualBox!
The left part of this window lists all virtual machines and virtual machine groups on your computer.

ened (or can be opened) for the currently chosen
t the right side of the main tool bar located at the

Windows 7
(@) Powered Off

= Server 2016
(@) Powered Off

You & (CreateVirtisil Machine more information and latest news.

Hard disk '

If you wish you can add a virtual hard disk to the new machine.
You can either create a new hard disk file or select one from
the list or from another location using the folder icon.

for the currently chosen VM and allows basic operations on certain properties (like _@

= WinDev1903Eval
(@) Powered Off

If you need a more complex storage set-up you can skip this
step and make the changes to the machine settings once the
machine is created.

The recommended size of the hard disk is 8.00 GB.
. .. for the currently selected VM and allows snapshot operations like create, remove,
(O Do not add a virtual hard disk 5t attributes like name and description.

(O Create a virtual hard disk now
(@ Use an existing virtual hard disk file

Kali Linux 2019. 1 (64bit).vdi (Normal, 500.00G8) ~ [

Crsate Cancel
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V¥ Oracle VM VirtualBox Manager
File Machine Help

{;ﬁ P -

New Setfngs Discard Start

CyberOps Workstation 64
Powered Off

Windows 7
h}; (@) Powered Off

=l | Server 2016
A (@ Powered Off

qu WinDev1903Eval
Wio @ Powered Off

Welcome to VirtualBox!

The left part of this window lists all virtual machines and virtual machine groups on your computer,

The right part of this window represents a set of tools which are currently opened (or can be opened) for the currently chosen
machine, For a list of currently available tools check the corresponding menu at the right side of the main tool bar located at the
top of the window. This list will be extended with new tools in future releases.

You can press the F1 key to get instant help, or visit www.virtualbox.org for more information and latest news,

|
m)}
X

il

Machine Tools  Global Tools

20
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Details

the machine storage devices).

Tool to observe virtual machine (VM) details. Reflects groups of properties for the currently chosen VM and allows basic operations on certain properties (ke @

Snapshots

restore (make current) and observe their properties. Allows to edit snapshot attributes like name and description.

Tool to control virtual machine (VM) snapshots. Reflects snapshots created for the currently selected VM and allows snapshot operations like create, remove, (5
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New Setti R o ﬂ Kali Linux - Jasper [Running] - Oracle VM VirtualBox — O X Machine Tools  Global Tools
&) CyberOps Workstation 64 File Machine View Input Devices Help
Powered Off
You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture [; N ole
Windows 7 L.
. (@ Powered Off Close e currently chosen -
bl bar located at the

- Server 2016 - i i
% il Kali GNU/Linux s

Advanced-tptions for Kali GNU/Linux

[~ WinDev1903Eval
(@) Powered Off

K A L I d allows basic operations on certain properties (ke _:ji

BY OFFENSIVE SECURITY

Bnd allows snapshot operations like create, remove,
Eription.

: 1 and | keys to select which entry is highlighted.
nter to boot the selected 08, e' to edit the commands

> hooting or "c' for a command-line.
The highlighted entry will he executed automatically in 3s.

D@ o W@ 9 (@riht el
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L'1 Kali Linux - Jasper [Running] - Oracle VM VirtualBox

File

Machine

View

Input  Devices

(] kFuIl-screen Mode

=
C5)

NN B®

[ 1)

Scaled Mode
Adjust Window Size
Take Screenshot...

Video Capture

Menu Bar

Status Bar

Scale Factor

Virtual Screen 1

Help
Host+F

Host+C

Host+A
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¥ Oracle VM VirtualBox Manager - X
File Machine Help

L oAb

New  Add Settings

I 4= = General = preview
& Q) Powered Off 0= Neme Kl Linux
Operating System:  Linux 2.6 f 3.% f 4.x / 5. (64-bit)
System
Base Memory: 1024 MB
BootOrder:  Flappy, Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging, KVM Paravirtualization
™ pisplay
Video Memory: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

Storage
Controller: IDE
IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA
SATA Port 0: kaliinux-2022. 4-virtualbox-amdé64.vdi (Normal, 80.09 GB)
{0 Audio

Host Driver: Default
Controller:  ICH ACS7

= Network
Adapter 1:  Intel PRO/1000 MT Desktop (NAT)

(7 usB

USB Controller:  OHCI, EHCI
Device Filters: 0 (0 active)

|':| Shared folders
None

Description

None
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* Web server scaning is a black box test that
identifies security vulnerabilties.



Built into Kali Linux and is an open-source web server scanner

Performs complete testing on web servers for vulnerabilities

Scans for outdated versions of servers, server-specific problems,
missing headers and dangerous files and CGls



4] kali Linux [Running] - Oracle VM VirtualBox

x

Q|

Machine View Input Devices

P O]

*1 Favorites
@ Recently Used
I All Applications

% Settings
I Usual Applications
Q 01 - Information Gathering
% 02 - Vulnerability Analysis
03 - Web Application Analysis
@ 04 - Database Assessment
ﬁ 05 - Password Attacks
@ 06 - Wireless Attacks
% 07 - Reverse Engineering
&M 08 - Exploitation Tools
€ 09 - Sniffing & Spoofing

a 10 - Post Exploitation

@ 11 - Forensics

ﬂ 12 - Reporting Tools

=

Help

TerminalEmu(ator
[Z]Root Terminal Emulator
i File Manager
',. Text Editor
@ Web Browser
T8 Kali Linux
i Kali Docs

Kali Bugs

Offensive Security Training
F Exploit Database

@ VulnHub




2+] kali Linux [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

(= m PR OF]I|1 2 3 4
Q|
il Favorites , %-FuzzingTools
(®) Recently Used
3 » VolIP Tools
I All Applications
R( legion (root)
%° Settings
J ‘ nikto
I Usual Applications
& nmap

Q 01 - Information Gathering
q‘_r] 02 - Vulnerability Analysis
03 - Web Application Analysis
@ 04 - Database Assessment

g unix-privesc-check

Q 05 - Password Attacks
@ 06 - Wireless Attacks
@ 07 - Reverse Engineering
£M 08 - Exploitation Tools
<& 09 - Sniffing & Spoofing

‘(E 10 - Post Exploitation

@ 11 - Forensics

ﬂ 12 - Reporting Tools

@ v @
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* Favorites

¥) Recently Used
I All Applications

% Settings
P Usual Applications
Q 01 - Information Gathering
(t'] 02 - Vulnerability Analysis
03 - Web Application Analysis
@ 04 - Database Assessment
Q 05 - Password Attacks

@ 06 - Wireless Attacks
@ 07 - Reverse Engineering
&M 08 - Exploitation Tools
& 09 - Sniffing & Spoofing

;’:\l 10 - Post Exploitation

@ 11 - Forensics
A 12 - Reportina Tools

=

» % » Fuzzing Tools

ﬂ legion (root)
. nikto

& nmap

g unix-privesc-check
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Trash

File System

Home

D]~ 1 2 3 4 |FE

0

File Actions Edit View Help

scanme.nmap.org
Server: 192.168.50.11
Address: 192.168.50.11#53

Non-authoritative answer:

Name: scanme.nmap.org
Address: 45.33.32.156
Name: scanme.nmap.org

Address: 2600:3c@1:: f@3c:91ff:fel8:bb2f




File System

Home

; kali@kali: ~
File Actions Edit View Help

scanme.nmap.org
Server: 192.168.50.11
Address: 192.168.50.11#53

Non-authoritative answer:

Name: scanme.nmap.org
Address: 45.33.32.156
Name: scanme.nmap.org

Address: 2600:3c01::f03c:91ff:fel8:bb2f

45.33.32.156
- Nikto v2.1.6

+ Target IP: 45.33.32.156

+ Target Hostname: 45.33.32.156

+ Target Port: 80

+ Start Time: 2023-03-31 02:45:35 (GMT-4)

+ Server: Apache/2.4.7 (Ubuntu)

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the use
r agent to protect against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user age
nt to render the content of the site in a different fashion to the MIME type




Nmap(Network Mapper)



Nmap

Nmap, short for Network Mapper, is a free and open source utility network

discovery and security auditing tool.

It is the world's leading port scanner,known for its simple and easy to remember

flags that provide powerful scanning options.

* Guess the operating system running on a target machine

= Get accurate packet routes till the target machine

= Discovering connected hosts on a network

= Analyzing free ports on a target host

= Detecting running services on a system along with version number

= Uncovering network vulnerabilities and system loopholes
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Nmap

Network administrators often use

* to detect the devices that are presently working on the system

e the port number to which the devices are attached

* the free ports that may be used.

 what services (application name and version) those hosts are offering

 what operating systems (and OS versions) they are running



* helpful while performing network penetration testing.

* not only gives network information but also assists in discovering

security issues in the system.

* Nmap is platform-agnostic and may be run on various standard

operating systems, including Linux, Windows, macOS.

* Itis straightforward to use and includes both a command-line

interface(CLI) and a graphical user interface(GUI).



Scan:

Enterprise-scale networks
Small business networks
Connected devices

loT devices and traffic




Nmap Commands

Functions

Ping Scanning
Port Scanning
Host Scanning
OS Scanning
Scan Top Ports
Output to Files

Disable DNS
Resolution




Zenmap

Nmap has a graphical user interface called Zenmap. It helps you
develop visual mappings of a network for better usability and reporting.



Zenmap GUI

Scan Tools Profile Help

Target: |193.1m1m.v

=~ Prafile: | Regular Scan

Command: |nmap 192.168.100.¢

Hosts Services Nmap Output | Ports f Hosts| Topology | Host Details Scans
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Nmap Commands

* various commands you can use in Nmap along with their flag and usage
description with an example on how to use it.

Basic Nmap Scan against IP or host

nmap 1.1.1.1

* Now, if you want to scan a hostname, simply replace the IP for the host,
as you see below:

nmap scanme.com



Nmap Commands with flags

-Pn only port scan nmap -Pn192.168.1.1
-sn only host discover nmap -sn192.168.1.1
-PR arp discovery on a local network nmap -PR192.168.1.1
-n disable DNS resolution nmap -n 192.168.1.1

- specify a port or port range nmap -p 1-30 192.168.1.1
-p- scan all ports nmap -p- 192.168.1.1
-F fast port scan nmap -F 192.168.1.1

-sV detect the version of services running nmap -sV 192.168.1.1
-A aggressive scan nmap -A 192.168.1.1
-0 detect operating system of the target nmap -O 192.168.1.1
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Nmap Benefits and Installation

* Time tested security and networking tool

* Open source package with large community
* Available for most operating systems

* Free!

= Download Link

https://nmap.org/download



Npcap.com Seclists.org Sectools.org Insecure.org

o N <

Download ’ Reference Guide ’ Book f Docs ’ Zenmap GUI ’ In the Movies
Downloading Nmap

Get the latest Nmap for your system:

- Windows _

O [
» Linux (RPM)
« Any other OS (source code)

Older versions (and sometitmes newer test releases) are available from the Nmap release archive (and really old ones are in dist-old). For the
more security-paranoid (smart) users, GPG detached signatures and SHA-1 hashes for each release are available in the sigs directory
{verification instructions). Before downloading, be sure to read the relevant sections for vour platform from the Nmap Install Guide. The most
important changes (features, bugfixes, etc) in each Nmap version are described in the Changelog. Using Nmap 1s covered in the Reference
Guide, and don't forget to read the other available documentation, particularly the official book Nmap Network Scanning!

Nmap users are encouraged to subscribe to the Nmap-hackers mailing list. It 13 a low volume (7 posts in 2013), moderated list for the most
important announcements about Nmap, Insecure org, and related projects. You can join the 128 953 current subscribers (as of September 2017)
by submitting vour email address here:

| || Subscribe to Nmap-hackers |
{or subscribe with custom options from the Nmap-hackers list info page)

htmlEwindows @ £¢t updates by liking Nmap on Facebook or following us @nmap on Twitter.




1ap.org/download.htmli#Fwindows

am Jang Newspaper Jo E Join Pak Army - Pak... B Peer Zulfigar Ahma.. BB Jab Ek Sail Ne MUH Metweorks Imported From IE @ Virtual Infa
. Microsoft Windows binaries L
e Zenmap Please read the Windows section of the Install Guide for limitations and installation instructions for the
Scam Tools Profe Help Windows version of Nmap. It's provided as an executable self-installer which mncludes Nmap's dependencies
Taeget: | scanme.nmap.org | Profie and the Zenmap GUI We support Nmap on Windows 7 and newer, as well as Windows Server 2008 R2 and
Command: | nmup T4 -4 -F scanme Amap.org newer. We also maintain a guide for users who must run Mmap on earlier Windows releases
Heorsts Cervices Hmap Dutpat  Ports / Hedts _ i R . - : "
% % b g T4 -4 Franmenmee MOTE@: The version of Npcap included in our installers mayv not always be the latest version. If vou experience

B scammenmaporgi  Starting wesp 7.91 ( m problems or just want the latest and greatest version, download and install the latest Npcap release.
ecalbeost (127001 ’Ea 5'1::1‘::: ":ﬂ.‘!"f,
Host 3 up (B.8E7s late

Mot_shown; $7 closed x Latest stable release self-installerynmap-7.93-setup.exe
22/tcp open sk Latest Npcap release self-installerf npcap-1.73.exe

ssh-host ey
1824

sc:o0iat:ia:s2ifficcist We have written post-install usage instructions. Please notify us 1f vou encounter any problems or have
suggestions for the installer.

Linux RPM Source and Binaries

Many popular Linux distributions (Eedhat, Mandrake, Suse, etc) use the RPM package management svstem for quick and easy binary package
installation. We have written a detailed guide to installing our RPM packages, though these simple commands usually do the trick:

rpm -vhU https://nmap.org/dist/nmap-7.93-1.x86 &4.rpm
rpm -vhU https://nmap.org/dist/zenmap-7.93-1.noarch.rpm
rpm -vhU https://nmap.org/dist/ncat-7.93-1.x86_64.rpm
rpm -vhU https://nmap.org/dist/nping-©.7.93-1.x86_64.rpm

You can also download and mnstall the RPMs vourself:

Latest stable release:

x86-64 (64-bit Linux) Nmap RPM: nmap-7.93-1 x86_64 rpm

x836-64 (64-bit Linux) Ncat RPM: ncat-7.93-1 x86 64.1pm

x86-64 (64-bit Linux) Nping RPM: nping-0.7.93-1 x86_64 rpm

Optional Zenmap GUI (all platforms): zenmap-7.93-1 noarch rpm

Source EPM (includes Nmap, Zenmap, Necat, and Nping): nmap-7.93-1 src.rpm




License Agreement (

Please review the license terms before installing Mmap.

MNmap Setup IE'QIQ

ST

o)

Mullsoft Install Swskem w3.07

Press Page Down to see the rest of the agreement.

For mare information an this license, see httos: /inmap.ora/npsl! -
0. Preamble (Tl

The intent of this license is to establish freedom to share and change the software
requlated by this license under the open source model, It also indudes a Contributor
Agreement and disdaims any warranty on Covered Software. Companies wishing to use
or incorporate Covered Software within their own products may find that our Nmap OEM
product (https: /inmap. ora/oem/) better suits their needs. Open source developers who
wish to incorporate parts of Covered Software into free software with conflicting
Ilicenses may write Licensor to request a waiver of terms.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Nmap.

$[ I Agree ] [ Cancel

[ [ SE——
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Choose which features of Nmap you want to install. (‘;7
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