
• Nmap core files includes the Nmap scanning engine

• Register Nmap path allows you to execute Nmap from the 
command line in any directory

•   Network performance improvements optimization your system 
for running scans.

• Zenmap is a graphical front end for Nmap

• Ndiff allows you to compare the results of two Nmap scans.

• Ncat allows you to read and write data to network connections 
from the command line

• Nping is a packet generation utility that provides enhancements 
over the basic ping command.
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Port Stats &
Running Simple Namp command 

1



Port Stats in Nmap

2



Special cases of port states

• Nmap might be unable to make a definitive statement 
about the state of the port

• If the Namp is unsure of the state, it may reports two 
options.
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• Open | filtered means that the port is either open or 
filtered

• Closed | filtered means that the port is either closed 
or filtered
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Scan with DNS
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• (Microsoft Windows uses nslookup, while Mac OS X and 
Linux use dig.)

• Both perform DNS queries, and to test out your DNS 
configuration.

• determine the IP address associated with a domain name
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Scan with server IP
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OS and service Version Detection
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• Nmap is able to probe deeper than simply 
open reports

• Guesses the target OS
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• Service version detection
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• Guesses the service versions running on an 
open port of target system
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Port selection
Controls scan behavior

1



• By default, Nmap scans the 1000 most commonly 
used TCP ports

• Many of those probably are not used on our 
network

• Scanning each unused port takes some time

• There are 65535 TCP ports on a system
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• If a service is running on any of those ports 
other than the 1000 most commonly used 
ports then default Nmap scan will miss it

• There are some options that allow us to 
customize Nmap scan

3



4



5



6



7



8



9



Scan Service
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Specifying Scan Targets

11

• Single IP address or DNS name

• List of addresses and names, separated by spaces

• Range of IP addresses

• Subnet mask

• File containing addresses  and names

• Scan IPv6
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Scan subnet
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Scan from file
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Scan from file on windows

8



Nslookup 
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Scanning IPv6
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Scan Shortcut and Disable DNS option

1



scanning shortcut

• The –A flag offers a scanning shortcut that 
activate several popular options
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-A Options

• Remote operating system detection

• Service and version detection

• Traceroute

• Nmap Scripting engine (NSE)
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• DNS Resolution
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DNS resolution

• Adds information, but consumes time

• By default, Nmap perform DNS resolution to  
identify the names of any systems that are 
scanned by the IP addresses
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Zenmap

1

https://nmap.org/book/zenmap-results.html



• Zenmap is the official graphical user interface (GUI) for the Nmap 
Security Scanner. 

• Easy for beginners to use while providing advanced features for 
experienced Nmap users.
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