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QUALYS DEMO - PART 3

PROFILE CREATION
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QUALYS DEMO - PART 3

CHOOSE RULESET
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QUALYS DEMO - PART 3

NOTIFICATIONS
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QUALYS DEMO - PART 3

MONITORING PROFILE ACTIVE



▪ Qualys Continuous Monitoring is very useful for watching critical 
changes that may impact security

11

QUALYS DEMO - PART 3

END



• Lets have a look at Qualys Web Application Scanning

1

QUALYS WEB APPLICATION SCANNING
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QUALYS WEB APPLICATION SCANNING

DASHBOARD
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QUALYS WEB APPLICATION SCANNING

CREATION – BLANK OR EXISTING ASSET
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QUALYS WEB APPLICATION SCANNING

ASSET DETAILS
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QUALYS WEB APPLICATION SCANNING

CRAWL SCOPE
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QUALYS WEB APPLICATION SCANNING

SCAN SETTINGS
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QUALYS WEB APPLICATION SCANNING

MALWARE MONITORING



• Lets have a look at 
Qualys asset 
management 
capabilities

1

ASSET MANAGEMENT THROUGH QUALYS
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ASSET MANAGEMENT THROUGH QUALYS

QUALYS ASSET OVERVIEW DASHBOARD
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ASSET MANAGEMENT THROUGH QUALYS

QUALYS ASSET OVERVIEW DASHBOARD

ASSETS LIST
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ASSET MANAGEMENT THROUGH QUALYS

ADD NEW ASSET WIDGET TO DASHBOARD
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ASSET MANAGEMENT THROUGH QUALYS

CREATE A NEW DASHBOARD
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ASSET MANAGEMENT THROUGH QUALYS

NEW DASHBOARD CREATED
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ASSET MANAGEMENT THROUGH QUALYS

ASSETS WITH EXPLOITS AVAILABLE



• Qualys allows various 
reporting and views on 
assets and their 
characteristics

8

ASSET MANAGEMENT THROUGH QUALYS

END



• Lets have a detailed look 
at Qualys built-in 
libraries for creating 
scanning policies

• CIS

• QUALYS

• MANDATE

• DISA

• VENDOR

1

QUALYS POLICY LIBRARIES
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QUALYS POLICY LIBRARIES

EXPLORE THE CONTROLS LIBRARY
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QUALYS POLICY LIBRARIES

CREATE NEW POLICY > IMPORT FROM LIBRARY
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QUALYS POLICY LIBRARIES

CREATE A NEW POLICY
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QUALYS POLICY LIBRARIES

CIS > RED HAT ENT. LINUX 7.X
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QUALYS POLICY LIBRARIES

POLICIES DASHBOARD
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QUALYS POLICY LIBRARIES

DISA STIG
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QUALYS POLICY LIBRARIES

QUALYS SAP ADAPTIVE SERVER ENT 16
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QUALYS POLICY LIBRARIES

VENDOR POLICIES



• Qualys has a vast 
number of options for 
Compliance Scans, and 
these should be fully 
explored through the 
Qualys trial

10

QUALYS POLICY LIBRARIES

END



• Center for Internet 
Security (CIS)

– https://www.cisecurit
y.org/cis-benchmarks/

– Fill out your details 
and will receive an 
email with link

1

A Look At CIS Security Benchmarks (1)

https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
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A Look At CIS Security Benchmarks (1)



3

A Look At CIS Security Benchmarks (2)

# OVERALL CIS BENCHMARK CATEGORIES TOTAL

1 OPERATING SYSTEMS 36

2 SERVER SOFTWARE 33

3 CLOUD PROVIDERS 2

4 MOBILE DEVICES 8

5 NETWORK DEVICES 6

6 DESKTOP SOFTWARE 21

7 MULTIFUNCTION PRINT DEVICES 1

GRAND TOTAL CIS BENCHMARKS 107
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A Look At CIS Security Benchmarks (1)

# OPERATING SYSTEMS TOTAL

1 DISTRIBUTION INDEPENDENT LINUX 1

2 MICROSOFT WINDOWS DESKTOP 5

3 DEBIAN LINUX 2

4 UBUNTU LINUX 3

5 AMAZON LINUX 1

6 CENTOS LINUX 2

7 ORACLE LINUX 2
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A Look At CIS Security Benchmarks (1)

# OPERATING SYSTEMS (CONTD)… TOTAL

8 REDHAT LINUX 3

9 SUSE LINUX 2

10 APPLE OS (UNIX) 5

11 IBM AIX (UNIX) 1

12 ORACLE SOLARIS (UNIX) 3

13 MS WINDOWS SERVER 6

TOTAL BENCH MARKS OPERATING 
SYSTEMS

36
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A Look At CIS Security Benchmarks (1)
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A Look At CIS Security Benchmarks (1)
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A Look At CIS Security Benchmarks (1)

# SERVER SOFTWARE TOTAL

1 MICROSOFT IIS (WEB SERVER) 3

2 VMWARE (VIRTUALIZATION) 2

3 MONGODB (DATABASE SERVER) 3

4 IBM DB2 (DATABASE SERVER) 3

5 BIND (DNS SERVER) 1

6 APACHE TOMCAT (WEB SERVER) 2

7 MICROSOFT SQL SERVER (DB SERVER) 3
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A Look At CIS Security Benchmarks (1)

# SERVER SOFTWARE (CONTD)… TOTAL

8 APACHE (HTTP SERVER) 2

9 DOCKER (VIRTUALIZATION) 5

10 ORACLE (DATABASE SERVER) 3

11 KUBERNETES (VIRTUALIZATION) 1

12 MIT KERBEROS (AUTHENTICATION) 1

13 ORACLE MySQL (DB SERVER) 4

TOTAL BENCH MARKS SERVER 
SOFTWARE

33
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A Look At CIS Security Benchmarks (1)
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A Look At CIS Security Benchmarks (1)

# CLOUD PROVIDERS TOTAL

1 AMAZON WEB SERVICES 2

TOTAL CLOUD PROVIDERS 2



• Next 
module…remaining 
categories

12

A Look At CIS Security Benchmarks (1)

END



• Mobile devices, network 
devices, desktop 
software, multifunction 
print devices

1

A Look At CIS Security Benchmarks (2)
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A Look At CIS Security Benchmarks (2)

# MOBILE DEVICES TOTAL

1 APPLE IOS 5

2 GOOGLE ANDROID 3

TOTAL BENCH MARKS MOBILE DEVICES 8
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A Look At CIS Security Benchmarks (2)

# NETWORK DEVICES TOTAL

1 CISCO 4

2 PALO ALTO NETWORKS 2

TOTAL BENCH MARKS NETWORK 
DEVICES

6



4

A Look At CIS Security Benchmarks (2)

# DESKTOP SOFTWARE TOTAL

1 MICROSOFT OFFICE 13

2 GOOGLE CHROME (WEB BROWSER) 1

3 MS EXCHANGE SERVER 3

4 MS INTERNET EXPLORER 2

5 MOZILLA FIREFOX 2

TOTAL BENCH MARKS DESKTOP 
SOFTWARE

21



5

A Look At CIS Security Benchmarks (2)

# MULTIFUNCTION PRINT DEVICES TOTAL

1 MULTIFUNCTION DEVICE 1

TOTAL BENCH MARKS MULTIFUNCTION 
PRINT DEVICES

1
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A Look At CIS Security Benchmarks (2)
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A Look At CIS Security Benchmarks (2)



8

A Look At CIS Security Benchmarks (2)
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A Look At CIS Security Benchmarks (2)
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• CIS Benchmarks 
example (Network 
Devices)

11
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A Look At CIS Security Benchmarks (3)

# OVERALL CIS BENCHMARK CATEGORIES TOTAL

1 OPERATING SYSTEMS 36

2 SERVER SOFTWARE 33

3 CLOUD PROVIDERS 2

4 MOBILE DEVICES 8

5 NETWORK DEVICES 6

6 DESKTOP SOFTWARE 21

7 MULTIFUNCTION PRINT DEVICES 1

GRAND TOTAL CIS BENCHMARKS 107



CIS Benchmarks

• The CIS Benchmarks are prescriptive configuration
recommendations for more than 25+ vendor product
families. They represent the consensus-based effort of
cybersecurity experts globally to help you protect your
systems against threats more confidently.

1



CIS Benchmarks

CIS Benchmarks from the Center of Internet Security (CIS) 

•  a set of globally recognized and consensus-driven best practices to help 
security practitioners implement and manage their cybersecurity defenses.

•  Developed with a global community of security experts, the guidelines help 
organizations proactively safeguard against emerging risks. 

• Companies implement the CIS Benchmark guidelines to limit configuration-
based security vulnerabilities in their digital assets.

2



CIS Benchmarks

When you implement CIS Benchmarks, you can better secure your legacy 
systems against common and emerging risks by taking steps such as 
these:

• Disabling unused ports

• Removing unnecessary app permissions

Limiting administrative privileges

3



CIS levels 

• Level 1: Basic easily implementable configurations designed to lower 
the attack surface without impacting performance.

• Level 2: Configuration recommendations that may create system 
conflicts and are intended to provide “defense in depth” for 
environments that need enhanced security

4



Domain Controller& Memeber Server

• A computer with a server OS and Active Directory installed is a Domain 
Controller. 

• Any other computer with a server OS or for example with SQL Server 
installed, which works as a server and is joined to the domain can be 
called a member server. A member server does not have Active 
Directory installed. 

• If a computer has DHCP or DNS, but not Active Directory, it’s a member 
server.

5



Scored and Unscored

• Each recommendation is either 'scored' or 'not scored. 

•  'Scored' recommendations are mandatory to achieve CIS compliance, 
and if not met, they lower the total benchmark score. 

• Recommendations that are 'not scored' have no impact on the overall 
score of the benchmark.

6



7

https://www.cisecurity.org/cis-benchmarks



CIS Critical Security Controls 

• Formerly the SANS Critical Security Controls (SANS Top 20) these are 
now officially called the CIS Critical Security Controls (CIS Controls).

•  CIS Top 20 Critical Security Controls are a prioritized set of 
cybersecurity best practices that can help protect enterprises from the 
most pervasive and dangerous attacks.

• https://www.cisecurity.org/controls

8



• The CIS Critical Security Controls (CIS Controls) are a prescriptive, 
prioritized, and simplified set of best practices that you can use to 
strengthen your cybersecurity posture. 

• Thousands of cybersecurity practitioners from around the world use 
the CIS Controls and/or contribute to their development via a 
community consensus process.

9



CIS-CAT 

• CIS-CAT Pro Assessor evaluates the cybersecurity posture of a system 
against recommended policy settings. The tool helps organizations save 
time and resources by employing automated content with policy 
setting recommendations based on 100+ globally recognized CIS 
Benchmarks.

• The CIS Controls Self Assessment Tool (CSAT) is a companion tool that 
helps IT security teams track their implementation of every CIS Control 
and Sub-Control

• https://www.cisecurity.org/insights/blog/cis-csat-free-tool-assessing-
implementation-of-cis-controls

10



There are two versions of CIS CSAT. 

• The CIS-hosted CSAT is free to every organization for use in a non-
commercial capacity.

• CIS CSAT Pro is an on-premises version that offers additional features 
and benefits and is only available to CIS SecureSuite Members.

11



• CIS Benchmarks 
example (Operating 
Systems)

– MS Windows Server 
2012-R2

1

A Look At CIS Security Benchmarks (4)
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A Look At CIS Security Benchmarks (4)

# OVERALL CIS BENCHMARK CATEGORIES TOTAL

1 OPERATING SYSTEMS 36

2 SERVER SOFTWARE 33

3 CLOUD PROVIDERS 2

4 MOBILE DEVICES 8

5 NETWORK DEVICES 6

6 DESKTOP SOFTWARE 21

7 MULTIFUNCTION PRINT DEVICES 1

GRAND TOTAL CIS BENCHMARKS 107



3

A Look At CIS Security Benchmarks (4)

• January 31, 2017

• 760 pages PDF doc



• Profile applicability:

– Level 1 domain 
controller

– Level 1 member 
server

– Level 2 domain 
controller

– Level 2 member 
server

4

A Look At CIS Security Benchmarks (4)



• Level 1: Items in this 
profile intend to: 

– be practical and 
prudent; 

– provide a clear 
security benefit; and 

– not inhibit the utility 
of the technology 
beyond acceptable 
means

5

A Look At CIS Security Benchmarks (4)



• Level 2: extends the 
Level 1 - profile

– intended for 
environments or use 
cases where security 
is paramount 

– acts as defense in 
depth measure 

– may negatively inhibit 
the utility or 
performance of the 
technology 

6
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• Control content:

– Profile applicability 
(ASA 8.X, ASA 9.X)

– Description

– Rationale

– Audit

– Remediation

– Impact

– Default value

– References

7
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• 1.1.2 [L1]: Ensure 
'Maximum password age' 
is set to '60 or fewer 
days, but not 0' (Scored)

–  Profile applicability: 
Level 1 Domain 
Controller, Level 1 
Member Server

8
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• 1.1.2 [L1] Description:

– This policy setting 
defines how long a 
user can use their 
password before it 
expires. 

– Values for this policy 
setting range from 0 
to 999 days. If you set 
the value to 0, the 
password will never 
expire. 
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• 1.1.2 [L1] Audit:

– Navigate to the UI 
Path articulated in 
the Remediation 
section and confirm it 
is set as prescribed. 
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• 1.1.2 [L1] Default Value: 
42 days

• 1.1.2 [L1] Reference: CCE-
37167-4 

– Common 
Configuration 
Enumeration (Unique 
identifiers for 
common system 
config issues)

12

A Look At CIS Security Benchmarks (4)

END
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A Look At CIS Security Benchmarks (3)

• June 29, 2016

• 174 pages PDF doc



• Control content:

– Profile applicability 
(ASA 8.X, ASA 9.X)

– Description

– Rationale

– Audit

– Remediation

– Default value

– References

2

A Look At CIS Security Benchmarks (3)



• 1.8 (page 88); Session 
Timeout

– Profile applicability: 
Level 1, Cisco ASA9.X

– Description: Sets the 
idle timeout for a 
console session 
before the security 
appliance terminates 
it.  

3

A Look At CIS Security Benchmarks (3)



• 1.8 (page 88); Session 
Timeout

– Rationale: Limiting 
session timeout 
prevents 
unauthorized users 
from using 
abandoned sessions 
to perform malicious 
activities.  
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• 1.8 (page 88); Session 
Timeout

– Default Value: The 
default timeout is 0, 
which means the 
console session will 
not time out
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• 1.8 (page 88); Session 
Timeout

– Reference: CLI Book 
1: Cisco ASA Series 
General Operations 
CLI Configuration 
Guide, 9.1

8
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A Look At DISA STIGs (1)

• Defense Information Systems Agency (DISA) provides
technical guides referred to as Security Technical
Implementation Guides (STIGs).

1



• USA DoD

• Security Technical 
Implementation Guides 
(STIGs)

• Most expansive security 
benchmarks available

• Most regularly updated

• 425 STIGs available 

2

A Look At DISA STIGs (1)



• STIGs master list (A-Z):

– https://public.cyber.m
il/stigs/downloads/

– STIG viewer:

– https://public.cyber.m
il/stigs/srg-stig-tools/

3

A Look At DISA STIGs (1)



A Look At DISA STIGs (1)

STIGs HOME

https://public.cyber.mil/stigs/
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A Look At DISA STIGs (1)

STIGs Master List

https://public.cyber.mil/stigs/downloads/



A Look At DISA STIGs (1)

STIGs Viewer

https://public.cyber.mil/stigs/srg-stig-tools/
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A Look At DISA STIGs (1)

STIG Viewer Download
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A Look At DISA STIGs (1)

STIG Library Compilation



• There are three categories of severity, ranked on level of risk or 
vulnerability. 

• These are known as Severity Category Codes (CAT), with CAT 1, CAT 2 
and CAT 3 levels of risk. 

• CAT 1 controls cover the most severe vulnerabilities and risks.

• CAT I weaknesses should receive the highest priority for correction or 
mitigation.

9



A Look At DISA STIGs (1)

STIG Viewer Window
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A Look At DISA STIGs (1)

Import STIG
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https://www.stigviewer.com/stigs
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• Completely different 
mechanism for DISA 
STIGs

15

A Look At DISA STIGs (1)

END



• STIG content:

– General information 
(title)

– Discussion

– Check content

– Fix text 

– CCI (References)

1

A Look At DISA STIGs (2)
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A Look At DISA STIGs (2)

SEVERITY DISA CATEGORY CODE GUIDELINES

CAT 1 Any vulnerability, the exploitation of which 
will directly and immediately result in loss 
of Confidentiality, Availability, or Integrity.

CAT 2 Any vulnerability, the exploitation of which 
has a potential to result in loss of 
Confidentiality, Availability, or Integrity.

CAT 3 Any vulnerability, the existence of which 
degrades measures to protect against loss 
of Confidentiality, Availability, or Integrity
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A Look At DISA STIGs (2)

FILTER PANEL
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A Look At DISA STIGs (2)

CREATE CHECKLIST



5

A Look At DISA STIGs (2)

CHECKLIST



• Checklist screens:

– Overall totals

– Target data

– Role

– Finding details

– Comments

6
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• Checklist screens 
(STATUS):

– Not reviewed

– Open

– Not a finding

– Not applicable

7

A Look At DISA STIGs (2)
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A Look At DISA STIGs (2)

Totals



A Look At DISA STIGs (2)

Target Data
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A Look At DISA STIGs (2)

Status
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A Look At DISA STIGs (2)

Vuln Information



• In the next module lets 
look at further details
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A Look At DISA STIGs (2)

END



A Look At STIGs Viewer

1

https://public.cyber.mil/stigs/srg-stig-tools/



2



3

https://public.cyber.mil/stigs/srg-stig-tools/
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5



6
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A Look At STIGs Viewer



8



9



10



11



12
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• Firewall Security 
Technical 
Implementation Guide

• Vulnerability ID: V-3967

• Rule name: The console 
port does not timeout 
after 10 mins

1

A Look At DISA STIGs (4)
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A Look At DISA STIGs (4)

STIGVIEWER WINDOW



• General Information:

– Rule Title: The 
network devices 
must time out access 
to the console port at 
10 minutes or less of 
inactivity

– STIG ID: NET1624

– Severity: CAT II

3
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• Discussion:

– Terminating an idle 
session within a short 
time period reduces 
the window of 
opportunity for 
unauthorized 
personnel to take 
control of a 
management session 
enabled on the 
console or console…

4
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• Discussion…:

– port that has been 
left unattended. In 
addition quickly 
terminating an idle 
session will also free 
up resources 
committed by the 
managed network 
device. Setting the 
timeout of the 
session to 10 minutes

5
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• Discussion…:

– or less increases the 
level of protection 
afforded critical 
network components

6
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• Check Content:

– Review the 
configuration and 
verify a session using 
the console port will 
time out after 10 mins 
or less of inactivity.

– If console access is 
not configured to 
timeout at 10 minutes 
or less, this is a 
finding.
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• Fix Text:

– Configure the 
timeout for idle 
console connection 
to 10 minutes or less.

8

A Look At DISA STIGs (4)

END



• Windows Server 2012 R2 
Member Server

– Import STIG

– V1099 (Lockout 
duration)

1
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A Look At DISA STIGs (2)
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• Rule Title:

– The lockout duration 
must be configured 
to require an 
administrator to 
unlock an account

– Severity: CAT II

4

A Look At DISA STIGs (3)



• Discussion:

– The account lockout 
feature, when 
enabled, prevents 
brute-force password 
attacks on the 
system. This 
parameter specifies 
the period of time 
that an account will 
remain locked after 
the specified number

5
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• Discussion…:

– of failed logon 
attempts. A value of 
0 will require an 
administrator to 
unlock the account.

6

A Look At DISA STIGs (3)



• Check Content:

– Verify the effective 
setting in Local Group 
Policy Editor.
Run "gpedit.msc".

7
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• Check Content:

– Navigate to Local 
Computer Policy -> 
Computer 
Configuration -> 
Windows Settings -> 
Security Settings -> 
Account Policies -> 
Account Lockout 
Policy.
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• Check Content…:

– If the "Account 
lockout duration" is 
not set to "0", 
requiring an 
administrator to 
unlock the account, 
this is a finding.
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• Fix Text:

– Configure the policy 
value for Computer 
Configuration -> 
Windows Settings -> 
Security Settings -> 
Account Policies -> 
Account Lockout 
Policy -> "Account 
lockout duration" to 
"0" minutes, 
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• Fix Text….:

– "Account is locked 
out until 
administrator unlocks 
it".

• CCI: NIST SP 800-53 
Revision 4 :: AC-7 b

11

A Look At DISA STIGs (3)

END



• Windows 10

• DISA, Release 9

– 28 April 2017

1

Security Hardening – Case Study – Win 10



2

Security Hardening – Case Study – Win 10

STIGVIEWER WINDOW



• General Information:

– Rule Title: The 
antivirus program 
must be configured 
to update signature 
files on a daily basis.

– STIG ID: WN10-00-
000046

– Severity: CAT I

3

Security Hardening – Case Study – Win 10



• Discussion:

– Virus scan programs 
are a primary line of 
defense against the 
introduction of 
viruses and malicious 
code that can destroy 
data and even render 
a computer 
inoperable. Using a 
virus scan program 
provides the ability 
to…

4
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• Discussion…:

– …detect malicious 
code before 
extensive damage 
occurs. Updated virus 
scan data files help 
protect a system, as 
constantly changing 
malware is identified 
by the antivirus 
software vendors

5
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• Check Content:

– This requirement is 
NA if McAfee 
VirusScan Enterprise 
(VSE) is used. It will 
be addressed with 
the corresponding 
McAfee VSE STIG.

– Configurations will 
vary depending on 
the product.
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• Fix Text:

– Configure the 
antivirus program to 
update signature files 
at least daily. Ensure 
the updates are 
occurring on timely 
basis and are not 
more than a week 
old.
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• CCI (Control Correlation 
Identifier):

– CCI: 000366
The org implements 
the security config 
settings.
NIST SP 800-53 :: CM-
6 b
NIST SP 800-53A :: 
CM-6.1 (iv)
NIST SP 800-53 
Revision 4 :: CM-6

8

Security Hardening – Case Study – Win 10

END



Comparison of CIS Vs DISA 

1



• Many controls are 
common

• Approaches are 
different

• Organization styles are 
different

2

Comparison of CIS Vs DISA 
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Comparison of CIS Vs DISA 

FEATURE CIS DISA

CONTROL 
COVERAGE

GOOD EXCELLENT

ORG SUITABILITY SMALL AND 
MEDIUM ORGS

LARGE ORGS

USER 
FRIENDLINESS

GOOD SATISFACTORY

UNUSABLE 
TERMINOLOGY

NO YES

CONTROL DETAIL GOOD SATISFACTORY

TOOLS CAT (COMMERCIAL) SCAP 
(MILITARY USE)
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Comparison of CIS Vs DISA 

FEATURE CIS DISA

CONTROL 
PRIORITIZATION

LEVEL 1, LEVEL 2 CAT I - CAT III

TRACKING EASE CAT TOOL 
(COMMERCIAL)

FREE STIG 
VIEWER 

(CHECKLIST)

FREQUENCY OF 
UPDATES

FAIR QUARTERLY 

INDUSTRY 
CREDIBILITY

HIGH VERY HIGH

INDUSTRY 
ADOPTION

HIGH MODERATE



• How to select CIS/DISA:

– Size of organization

– IT infrastructure 
extent

– Nature of business

– Security program 
goals

– Maturity of IT & 
security staff

5
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• Rule of thumb:

– Smaller orgs use CIS

– Larger orgs use DISA

– CIS is part of 
Homeland Security, 
DISA is part of US 
Military

– DISA more frequently 
updated and 
maintained with 
wider coverage

6

Comparison of CIS Vs DISA 

END



• ISO27001:2013 (ISMS)

– Specifies the 
requirements for 
establishing, 
implementing, 
maintaining and 
continually improving 
an information 
security management 
system

– Ten short clauses

– Long annex
1

ISMS:Leading InfoSec Governance Framework 



2

ISMS:Leading InfoSec Governance Framework 

https://chapters.theiia.org/bermuda/Events/ChapterDocuments/Information%20Security%20Management%20System%20%28ISMS%29%20Overview.pdf

ISO27001:2013 MANDATORY CLAUSES



3

ISMS:Leading InfoSec Governance Framework 

https://chapters.theiia.org/bermuda/Events/ChapterDocuments/Information%20Security%20Management%20System%20%28ISMS%29%20Overview.pdf

TOTAL: 113

ISO27001:2013 DISCRETIONARY CONTROLS



• Merits of ISO27001:2013 
(ISMS):

– Exceptional 
framework with 
comprehensive 
coverage of 
mandatory 
requirements 
(clauses 4-10) and 
discretionary controls 
(annex)

4
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• Merits of ISO27001:2013 
(ISMS):

– Highly beneficial as a 
framework for 
security program

– Covers all domain 
areas

– Provides a structure 
and organized 
sequence for security 
controls 

5

ISMS:Leading InfoSec Governance Framework 



• Merits of ISO27001:2013 
(ISMS):

– Complements 
security 
transformation 
model as serves as a 
reference and 
guideline for activities 
and controls
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• De-merits of 
ISO27001:2013 (ISMS):

– Very broad

– Generic framework – 
leaves it to 
organization how to 
implement the 
measures and 
controls

– Not suited for orgs 
that are new to 
security program
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• How to best use 
advantages of 
ISO27001:2013 (ISMS):

– Implement security 
transformational 
model

– Cap off security 
transformation 
project with 
ISO27001:2013 (ISMS) 
certification
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• How to best use 
advantages of 
ISO27001:2013 (ISMS):

– ISMS as a 
complementary 
reference and 
checklist rather than 
main framework

9

ISMS:Leading InfoSec Governance Framework 


