QUALYS DEMO - PART 3

Monitoring Profile Creation Tum help tips: On | Off Launchhelp 3
Step 1 of 3 Configure a profile for continuous monitoring of your hosts.
o Hosts w  Profile for Continuous Monitoring REZUIRED FIELDE
Title*
2z Ruleset WEBSITE

Choose Target Hosts

Tell us which hosts {IP addresses) you would Bke to monitor.

Select Tags # Szlact IPs/Ranges

IPs/Ranges
192.18

Exclude IPs/Ranges

PROFILE CREATION




QUALYS DEMO - PART 3

Monitoring Profile Creation Tum help tips: On | OF Lounch help X

Step 2 of 3

1 Hosts

Cancel

Choose a set of alert rules to be used for this profile.

Choose Ruleset

“owr ruleset tells us the events you would like to be alerted on. For example: new host found, host changed, S5L
certificate expired, vulnerability detected and more.

Alert Rulesst*
WEBSITE CHANGES b | Create New I
WEBSITE CHANGES Edit
Description:

DETECT CHAMNGES TO WEBSITE

CHOOSE RULESET



QUALYS DEMO - PART 3

Step 3 of 3 You have the option to set up alert notifications for you and other users.
1 Hosts o Frequency “} REGZUIRED FIELDE
Tell us how often you want to receive notifications.
?  Ruleset o
Send email alerts | daily b
e Notifications o
Users
Tell us whao should receive alerts. Salect from your distribution groups. New Group i
Distribution Groups Select a distribution group w Rermowe All

TECHMICAL {1 email)

move

NOTIFICATIONS




QUALYS DEMO - PART 3

Continuous Monitoring -

Alerts Configuration

-‘"‘-' Configuration Monitoring Profiles Rulesets License Details

Search...
New Prafle
1 Title Ruleset Notifications Created by
1 ® WEBSITE WEBSITE CHANGES daily detat-nm1

MONITORING PROFILE ACTIVE

10



QUALYS DEMO - PART 3

= Qualys Continuous Monitoring is very useful for watching critical
changes that may impact security

END
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QUALYS WEB APPLICATION SCANNING

* Lets have alook at Qualys Web Application Scanning



UALYS WEB APPLICATION SCANNING

Web Application Scanning - E Help Mahil Mahmaod Log out

Dashboard \Web Applications  Scans Detections  Reports  Configuration  KnowledgeBase

Dashboard

Thu 20 Sep 2018 All Vulnerabilities || [T Severty DT severity L6 Severity Malware  [SAFE
1 total scanned web apps : . ;
0 with Mahware Monitoring 93 44 13 36 0 detections Add Web Anplicstion

=: MOST VULNERABLE WEB AFPLICATIONS Wi Al CATALOG Wi Al

Web Application Name Last Scan Date Total Vulnerabilities  High  Med Low  Severity Tots

test 07 Jul 2018 o3 44 13 36 HIGH

0 In Subscription

= YOUR LAST S3CANS iew Al ==! YOUR UPCOMING SCANS3 fizw A ==: LATEST REPORTS View A
S 5
fETLIE Da:: BRI SR Mo upcoming scans. Mo reports
Wb Agplication Wulnerability Scan - e Finished -

DASHBOARD




QUALYS WEB APPLICATION SCANNING

Web Application Creation

Select the starting point for your web application.

CCCCCC

CREATION — BLANK OR EXISTING ASSET



UALYS WEB APPLICATION SCANNING

[l =] ] o I s o o ey
Web Application Creation Tumn help tips: On | OF Launch help 3¢ |
Step 1 of 11 Tell us about the asset you want to scan
o Asset Details o  Definition RECUIRED FIELDE
7  Application Details FEEE s .
Name*
WEB

Target Definition

‘Wb Application URL™
hittp: [ | v, com

For scanning Swagper-based REST APls, the Web Application URL should paint to the
verify that you have permission to scan all web applications that you specffy as scan targsts

ger file. It is your responsibility to

Custom Attributes

Hame Value
| Add
Tags
Selact tans to apely to the wab anolication Saleot | Crmate |

Gancel
ASSET DETAILS




QUALYS WEB APPLICATION SCANNING

Web Application Creation Tumn hel
Step 2 of 11 Tell us about the web application you want to scan
1  Asset Details «  Target Definition

Web Application URL

e Application Details o pun: / fwww.

3  Scan Settings Crawd Scope™
Limit to content located at or below URL subdirectory W
|JI'I"I‘|: at or below URL hostname (wwawia” .com) JHTTF or

|Jl'l"l‘|: to URL hostname and spedfied sub-domain
| Limit to URL haostname and specified domains

CRAWL SCOPE



UALYS WEB APPLICATION SCANNING

Web Application Creation Tumn help tips: On | OF Leunchhelp 3
Step 3 of 11 Tell us the scan settings you'd like to use
1 Asset Details o Default Scan Options < REQUIRED FIELDE

7  Application Details
Option Profile
e Scan Settings o WEE SCANNING PROFILE (Default) ~ | View | Crese
Scanner Appliance
4  Crawl Settings Pe

% External Individual Tags {Scanner pool)
#| Lodk this scanner appliance for this web application.

Duration

Cancel Option
Cancel Scan After w |1 |2 hour

SCAN SETTINGS



UALYS WEB APPLICATION SCANNING

—_— e E e ) [ o e O
Web Application Creation Turn help fips: On | OF Launch hy
Step 9 of 11 Malware Monitaring |
1 Asset Details - o I .
2 Application Details = ==
Flatus
3 Scan Settings w
#| Emable Malware Monitoring for this web application
4 Crawl Settings o
Recurrence
K Redundamt Links W  Mode*®
Single occurrence o
6 Authentication o
7 B & Launch Infermation
Start: Data Time=™*
] Advanced Options o Fri 21 Sep 2018 w | 123 7AM -
9 Mabware Monitoring Time: Zone™

{GMT 05:00) French Southerm & Antarctic Lands Time (TFT 1/t

10 Comments
Motific ation

MALWARE MONITORING




ASSET MANAGEMENT THROUGH QUALYS

Lets have a look at
Qualys asset
management
capabilities



ASSET MANAGEMENT THROUGH QUALYS

Dashboard  Assels  Templates

Asset Overview -~

Agfions  w Acd \Widget Filter by Asset Tags ¢

oJi1 ASSET DISTRIBUTION BY OPERATING SYSTEM

2

o

| . .
Linuz Ubuntu Windaws Ubuntu
313 _ . _ T ITi..

("J SOFTWARE DISTRIBUTION ==: MANUFACTURERS

eeeeeeeeeee

QUALYS ASSET OVERVIEW DASHBOARD



ASSET MANAGEMENT THROUGH QUALYS

e e o e e e e
———————————— T[] [ el [ e e e
= AssetView Assets Tags

Saved Searchaes = - fzsets

Search. e Search 9
Group assets by.. ¥
| Asset Name 05 Modules Last Logged-in User Activity Sources Tags

(] WEB

m MiA MHew

O WEE Mot Applicable M My

O fiwall B Windows 7 Service Pack 1 —_ Scanned INACTIVE

(] ’ @ Uountu / Tiny Core Linus: / Linue 2.8 — Scanned INACTIVE
August 15, 2018

O W . & Linec213 — Scanned INACTIVE
August 15, 2013

O WWW. e N Linwe 213 — Seanned INACTIVE
August 15, 2018

O @ Ubuniu ! Fedora ! Tiny Core Linus / Linue 3.x — Scanned INACTIVE s=n

ASSETS LIST



ASSET MANAGEMENT THROUGH QUALYS

Add a new widget to your dashboard x

*ou can also creste and customize your own widgets.

m Assets with exploits available

A column chart displaying your assets which have an exqploit
Threat avsilable, broken down by operating system.

Aszets

Shared

Q086

Asszets with Qualys TOP-10 external
vulnerabilities

See how many assets contsin vulnerabdlities listed amongst
Quahys TOP-10 external vulns.

Assets with Qualys TOP-10 internal
vulnerabilities

See how many assets contsin vulnerabdlities listed amongst
Qualys TOP-10 intemal wuins.

Latest Threat Feeds

‘Wiew the Latest Thrests as provided by the Quslys threat
ntelligence feed. Get correlation data with your esasting
=sssstz and measure the threst severity.

Cuetnm Cannd

Cancel

ADD NEW ASSET WIDGET TO

Templates Pick a preconfigured widget to add to your dashboard or create a custom widget

d 0.

ASSETS WITH QUALYS TOP 10 EXTERMAL
VULNERABILITIES

116

AZSETS WITH QUALYS TOP 10 INTERNAL
VULNERABILITIES

69

LATEST THREATS FROS LIVE FEDD
Tie g Bewm. Febl
Asiohen Flash Plager wnder 5a. RUE I - e
Latewi Adebe Sy mom b, 101 EEm ¥
e s gEm ¥

ACCETE MANTM IIMDATC AR E

DASHBOARD



ASSET MANAGEMENT THROUGH QUALYS

[ e e e —— e e e ]
e e ——) = s b e Y | 9 = ) T 0 D ) [ e e e
Create a new dashboard *x
Templates Create a new dashboard from an existing template
Start by picking the desired template and click Mext to customize i.

All BT e T | S
This dashboard provides details on systems that hawe not C— - =

Threat e oeen patched for the Stack Clash vulnerability. A widget is R T
also ineluded to track & related privilege escalation

Assets e wulnerability in sudo. The checks against this wulnerability -
require authenticated scanning or the Qualys Cloud Agent A

Shared 0 RL £y
WannaCry and Shadow Brokers L
This dashboard provides detsils on systenns that have not e
been patched for vulnersbilities exploited by EtemnalBlue, == m———
such as WannaCry and other mahware. |t also contains ! i
widgets for fracking exploited systems that have WannaCry or I h’
the DoubleFPulsar backdoor as well as widgets to track other aEn
Shadow Brokers vulnerabiibes. e P ———
Asset Overview T
This dashboard provides s general ovenview of your assats. I

R [ ]
Cancel Mext

CREATE A NEW DASHBOARD



ASSET MANAGEMENT THROUGH QUALYS

Dashboard  Assets  Templates

EXPOITABLE -~

Actions  w Add Widget

Js1 ASSETS WITH EXPLOIT AVAILABLE BY OS5

0 - _
Ubuniu '-'lrl'1§I|rGl\'i

EXPLOITABLE AND PATCH AVAILABLE EXPLOITABLE AND NOT PATCHABLE

2 2

NEW DASHBOARD CREATED



ASSET MANAGEMENT THROUGH QUALYS

PoC Expleit available for CVE-2013-8355 ] [ MEDIUM | 3 days ago
PoC Exploit available for CVE-2006-4542 i) [ MEDIUM | 3 days ago
PoC Exploit available for CVE-2018-4240 ] [ MEDIUM | Bi12/2018

i) ASSETS WITH EXPLOITS AVAILAELE

; - I

Ubuntu Windows

[ %]

ACTIVE LEVEL 5 VULNERABILITIES WITH AVAILABLE EXPLOIT

ASSETS WITH EXPLOITS AVAILABLE



ASSET MANAGEMENT THROUGH QUALYS

* Qualys allows various
reporting and views on
assets and their
characteristics

END



QUALYS POLICY LIBRARIES

* Lets have a detailed look
at Qualys built-in
libraries for creating
scanning policies

. CIS

+ QUALYS
+ MANDATE
* DISA

+ VENDOR



Policy Compliance

QUALYS POLICY LIBRARIES

Y [ O e e e e

w :Dn Help v

Dashboard Policies Scans Reports Exceptions  Assets  Users

‘= Policies | Pglicies Controls Mandates Setup
L Get Started Tutorials: Policies
This is where you can manage your compliance policies and controls.

Set Up policies
% for a set of hosts.
L

Create a policy to identify a collection of controls used to measure and report compliance

Explore the Controls Library

Search for controls, view their details and add your own cu
(Managers and Auditors only).

EXPLORE THE CONTROLS LIBRARY



QUALYS POLICY LIBRARIES

Policy Compliance L

Dashboard Policies Scans Reports Exceptions  Assets  Users

:= Policies [ERTNPe Controls Mandates Setup

| Mewr W | Search | Filters W

Title Palicy b Create from Scratch...
! Download... Create from Host...
2 Import from ZML File...

CIS Benchmark for Red Hat Ent Import from Library. . Level 1] v.1.0

CREATE NEW POLICY > IMPORT FROM LIBRARY



QUALYS POLICY LIBRARIES

| Create a New Policy

Labels I Technologies
l .
15 o
I [ Ax7x
New [] Amazon Linux 2 AM
I Updated [] Amazon Linwe AMI
- I [] Apache HTTP Server 2.2.x
I [] Apache HTTP Server 2.4.x
I Qualys I [] Apache Tomeat 6.x
Mandate I [] Apache Tomeat 7.x
I [] Apache Tomeat 8.x
DISASTIC I [] CentOs &x
I ‘endor [ Cent0s 7x

I [] Checkpoint Firewall
W] ciscoASABX
[T Cizen ASA 9

h____

Back

IE Policy from Library: Choose from one of the policies in our library.

Find the policy that best suits your needs. Our Compliance Policy Library contains sevaral sample policies based on popular compliance frameworks,
including SOX, HIPAA, CoBIT and more. Click on one of the policies below, and then click Mext to import it.

Policies (260)

-}i\ CIS Benchmark for SuSE Enterprise Linux Server 10.x v2.0 [Scored] .
I ﬁ Wersion 2.0 D2M02016  isw Description | iew Policy an

-}i\ CIS Benchmark for Apache Tomcat 6.0 v1.0.0 [Scored and Mot Scored, Level 1]

I ﬁ Wersion 2.0 1201/2017  isw Description | iew Policy ,&:’E

-}i\ CIS Benchmark for Apache Tomcat 6.0 v1.0.0 [Scored and Not Scored, Level 1 and Level

—1 2

E Wersion 2.0 120172017 View Description | WView Policy ,&E
|_¥“ CIS Benchmark for Apache Tomcat 6.0 v1.0.0 [Scored, Level 1 and Level 2] <

CREATE A NEW POLICY



QUALYS POLICY LIBRARIES

Qualys
Mandate
DISA STIG

“endor

Technologies

MySQL 5.x

Oracle 11g

Oracle 12c

Oracle Enterprise Linux &.x
Oracle Enterprise Linux 7.x
Paloalte MNetworks PAN-OS
Red Hat Enterprise Linux 5.x
Red Hat Enterprize Linux 6.x
Red Hat Enterprise Linux 7.x

Solaris 10.x

J0OO00OOogoodd

Solaris 11.x

Policies (3) I

‘I T C15 Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1] i
I E Werzion 1.0 06202018  View Description | View Policy 9 I
I % CIS Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1 and Level 2] I
I E “ersion 1.0 06202018 view Description | WView Policy 9 I
. %y C1S Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 2] 1
I E “ersion 1.0 06R202ME  view Description | WView Policy Q I
h —_— _— _— _— _— _— —_— _— _— _— —_— —_— —_— _— _— —_— —_— —_— —_— —_— [

CIS > RED HAT ENT. LINUX 7.X



QUALYS POLICY LIBRARIES

Policy Compliance

Dashboard

s= Policies

b

Policies Scans Reports Exceptions  Assets  lUsers

Falicies Controls Mandates Setup

Title

| MNew w | Search | Filters w

#| |5 Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1 and Level 2] v.1.0 o '
— TG SEhC AT FE HATE TS R LT 7 TSI TR AT T e e e

IS Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1 and Level 2] v.1.0

1D:

Policy Title:
Lock Status:
Active:
Evaluate Now:

Created By:

372295

CIS Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1 and Level 21 v1.0
Locked at Import (2

Active &>

MNo

Mahil Mahmood {detat-nm1)

POLICIES DASHBOARD



QUALYS POLICY LIBRARIES

Create a New Policy |

I% Policy from Library: Choose from one of the policies in our library.

Find the policy that best suits your needs. Our Compliance Policy Library contains sevaral sample policies based on popular compliance frameworks,
including SOX, HIFAA, CoBIT and more. Click on one of the policies below, and then click Next to impaort it

Labels Technologies Policies (18)
Al [] msus10x ~ ] ) ) -
[ MS 1S 7 R DISA Security Technical Implementation Guide (3TIG) for Intermet Explorer 10, V1R 15
Mew [] mMsus8x L B versionan 07242018 Wigw Description | View Policy =.
Updated |:| Red Hat Enterprise Linux 5.x
cls [] Red Hat Enterprise Linux 6.x [re  DISA Security Technical Implementation Guide (STIG) for Windows 8.1, VIR20
[] Red Hat Enterprise Linux 7.x L] 1]
Qualys [ Windows 10 B version 10 0am2r2018 Wiew Description | View Policy u
Mandate [] windows 2008 Active
Directory E DISA Security Technical Implementation Guide (STIG) for Windows Server 2008 (non-R2)
[] wWindows 2008 Server L DC, VBR39

[J windows 2012 R1/R2 Active

‘Vendor Directory E “ersion 1.0 08022018 iew Description | WView Policy =.
[] windows 2012 Server
Ll E'I‘-I'r'l'i?:f 2018 Active + §tne  DISA Security Technical Implementation Guide (STIG) for Windows Server 2012 (non-R2)
Back Next

DISA STIG



QUALYS POLICY LIBRARIES

Create a New Policy |

Updated
Cls
Qualys
Mandate
DISA STIG

“endor

Back

Technologies

|| Cracle Enterprise Linux &.x
[] ©racle Enterprise Linux 7.x
|:| Oracle WeblLogic Server 11g
[] oracle WebLogic Server 12c
[] Pivotal te Server 3x

[] Postgre=al 5.x

[] Red Hat Enterprise Linux &.x
[] Red Hat Enterprise Linux 7.x

SAP Adaptive Server
Enterprize 16

vFabric tc Server 2.9.x
Windows 10

Windows 2000

ooog

Windows 2000 Active
Mirmadmee

FY

ﬁ Policy from Library: Choose from one of the policies in our library.

Find the policy that best suits your needs. Cur Compliance Policy Library contains sevaral sample policies based on popular compliance frameworks,
including SOX, HIPAA, CoBIT and more. Click on one of the policies below, and then click Mext to import it.

Policies (1)

Qualys - Security Configuration and Compliance Policy for SAP Adaptive Server Enterprise
16.0

E “ersion 2.0 0724/2018 Hide Description | View Policy

This paolicy for 'Security Configuration and Compliance Policy for SAP Adaplive Server Enterprise
16.0" is based on the "CIS benchmark for Sybase ASE 15.0, v.1.1.0". The Policy contains Level 1 and

Level 2 "Scored' types of checks from the benchmark. The controls within the policy are configured
on the basis of values specified by CIS benchmark.

QUALYS SAP ADAPTIVE SERVER ENT 16



QUALYS POLICY LIBRARIES

Create a New Policy |

I% Policy from Library: Choose from one of the policies in our library.

Find the policy that best suits your needs. Our Compliance Policy Library containg sevaral sample policies based on popular compliance frameworks,
including S0OX, HIPAA, CoBIT and more. Click on cne of the policies below, and then click Next to import it.

Labels

Al

MNew
Updated
Cls
Qualys

Mandate:

DISA 5TIG

Back

Technologies

[J wMware ESX/ESXi 4.x
[] vMware ESXi 5.x

[] wMware ESXi 6.x

[J windows 10

[] windows 2008 Active Directory
[J windows 2008 Server
[J windows 2012 Server
[] windows 2016 Server
[J windows 7

[J windows &

[] windows 8.1

[J windows Server 2012 R2

Policies (17)

WMWare vSphere Security Hardening Guide for ESXi 6.x

B version30 03012018 vView Description | View Policy o

Microsoft Security Compliance Manager (SCM) Baseline for Windows Server 2012 R2
[Member Server]

E “ersion 2.0 DS2002016  View Description | Wiew Policy =.
Microsoft Security Compliance Manager (SCM) Baseline for Windows 8.1
E “ersion 3.0 092072016 View Description | Wiew Policy =.

hirrnenft Sororhe Camnliznes Mananar (SCMY RBacoline for Windmwere 10 vareinn 1511

VENDOR POLICIES




QUALYS POLICY LIBRARIES

* Qualys has a vast
number of options for
Compliance Scans, and
these should be fully
explored through the
Qualys trial

END
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A Look At CIS Securitx Benchmarks (1)

e Center for Internet
Security (CIS)

— https://www.cisecurit
y.org/cis-benchmarks/

— Fill out your details
and will receive an
email with link


https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/

A Look At CIS Securitx Benchmarks (1)

C IS Center for Internet Security

@ CIS Benchmarks

You now have access to all of our CIS Benchmark PDFs. Feel free to download as many as you like!
If you have any issues accessing the files, please let us know at learn@cisecurity.org.

Looking for a previous version of a CIS Benchmark? See our archive .

Operating Systems

Distribution Independent Linux

CIS Distribution Independent Linux Benchmark v1.0.1

Download PDF

Microsoft Windows Deskiop UG E 8T U

CIS Microsoft Windows 10 Enterprize Release 1607 Benchmark v1.2.0




A Look At CIS Securitx Benchmarks (2)

| # | OVERALL CIS BENCHMARK CATEGORIES | TOTAL

1 OPERATING SYSTEMS 36
2 SERVER SOFTWARE 33
3 CLOUD PROVIDERS 2
4 MOBILE DEVICES

5 NETWORK DEVICES 6
6 DESKTOP SOFTWARE 21
7 MULTIFUNCTION PRINT DEVICES 1

GRAND TOTAL CIS BENCHMARKS 107



1
2
3
4
5
6
7/

A Look At CIS Securitx Benchmarks (1)

DISTRIBUTION INDEPENDENT LINUX
MICROSOFT WINDOWS DESKTOP
DEBIAN LINUX
UBUNTU LINUX
AMAZON LINUX
CENTOS LINUX
ORACLE LINUX

1

N NN P W N O



A Look At CIS Securitx Benchmarks (1)

' # |  OPERATING SYSTEMS (CONTD)..
3
9

REDHAT LINUX 3

SUSE LINUX 2

10 APPLE OS (UNIX) 5
11 IBM AIX (UNIX) 1
12 ORACLE SOLARIS (UNIX) 3
13 MS WINDOWS SERVER 6
TOTAL BENCH MARKS OPERATING 36

SYSTEMS



A Look At CIS Securitx Benchmarks (1)

Microsoft Windows Desktop

CIS Microsoft Windows 10 Enterprize Release 1607 Benchmark v1.2.0

CI5 Microsoft Windows &.1 Workstation Benchmark v2.2.1
CIS Microsoft Windows 7 Workstation Benchmark v3.0.1

CIS Microsoft Windows XP Benchmark v3.1.0

CIS Microsoft Windows & Benchmark v1.0.0



A Look At CIS Securitx Benchmarks (1)

Microsoft Windows Server gLIW Ly el e

CIS Microsoft Windows Server 2016 RTM (Release 1607) Benchmark v1.0.0

CIS Microsoft Windows Server 2008 (non-R2) Benchmark v3.0.1
CIS Microsoft Windows Server 2008 R2 Benchmark v3.0.1
CIS Microsoft Windows Server 2012 B2 Benchmark v2.2.1
CIS Microsoft Windows Server 2012 (non-R2) Benchmark v2.0.1

CIS Microsoft Windows Server 2003 Benchmark v3.1.0



A Look At CIS Securitx Benchmarks (1)

# SERVER SOFTWARE TOTAL

MICROSOFT IIS (WEB SERVER) 3
VMWARE (VIRTUALIZATION) 2
MONGODB (DATABASE SERVER) 3
IBM DB2 (DATABASE SERVER) 3
BIND (DNS SERVER) 1

APACHE TOMCAT (WEB SERVER) 2
MICROSOFT SQL SERVER (DB SERVER) 3

N OO O B W N



A Look At CIS Securitx Benchmarks (1)

# | SERVER SOFTWARE (CONTD)..  |TOTAL

3 APACHE (HTTP SERVER) 2
9 DOCKER (VIRTUALIZATION) 5
10 ORACLE (DATABASE SERVER) 3
11 KUBERNETES (VIRTUALIZATION) 1
12 MIT KERBEROS (AUTHENTICATION) 1
13 ORACLE MySQL (DB SERVER) 4

TOTAL BENCH MARKS SERVER 33

SOFTWARE



Microsoft SQL Server BB el b e a4

ClS Microsoft SQL Server 2008 R2 Benchmark v1.4.0
ClS Microsoft SGL Server 2012 Benchmark v1.3.0

ClS Microsoft SQL Server 2014 Benchmark v1.2.0

A Look At CIS Securitx Benchmarks (1)
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A Look At CIS Securitx Benchmarks (1)

1 AMAZON WEB SERVICES 2
TOTAL CLOUD PROVIDERS 2

11



A Look At CIS Securitx Benchmarks (1)

* Next
module...remaining
categories

END

e



A Look At CIS Securitx Benchmarks (2)

* Mobile devices, network
devices, desktop
software, multifunction
print devices



A Look At CIS Securitx Benchmarks (2)

# MOBILE DEVICES TOTAL
1 APPLE 10S 5
2 GOOGLE ANDROID 3

TOTAL BENCH MARKS MOBILE DEVICES 8



A Look At CIS Securitx Benchmarks (2)

1 CISCO
2 PALO ALTO NETWORKS 2
TOTAL BENCH MARKS NETWORK 6

DEVICES



A Look At CIS Securitx Benchmarks (2)

MICROSOFT OFFICE 13
GOOGLE CHROME (WEB BROWSER) 1
MS EXCHANGE SERVER
MS INTERNET EXPLORER
MOZILLA FIREFOX

TOTAL BENCH MARKS DESKTOP 21
SOFTWARE

o B W NN =



A Look At CIS Securitx Benchmarks (2)

' # |  MULTIFUNCTION PRINT DEVICES | TOTAL

1 MULTIFUNCTION DEVICE 1

TOTAL BENCH MARKS MULTIFUNCTION 1
PRINT DEVICES



A Look At CIS Securitx Benchmarks (2)

Apple 105

ClIS Apple 1035 10 Benchmark v2.0.0
ClS Apple 105 9 Benchmark v1.0.0
ClS Apple 105 & Benchmark v1.0.0
ClS Apple 105 7 Benchmark v1.1.0

ClS Apple 105 6 Benchmark v1.0.0




A Look At CIS Securitx Benchmarks (2)

(Google Android

ClS Google Android 7 Benchmark v1.0.0

ClS Google Andrond 4 Benchmark v1.0.0

ClS Google Android 2.3 Benchmark v1.1.0



A Look At CIS Securitx Benchmarks (2)

ClS Cisco Firewall Benchmark v4.0.0

ClS Cisco 05 12 Benchmark w400

ClS Cisco 05 15 Benchmark w400

ClS Cisco Wireless LAMN Controller 7 Benchmark v1.1.0



A Look At CIS Securitx Benchmarks (2)

Microsoft Office Ealitl=iy BTG

ClS Microsoft Office 2016 Benchmark v1.1.0

CI5 Microsoft Office PowerPoint 2016 Benchmark v1.0.1
ClS Microsoft Office PowerPoint 2013 Benchmark v1.0.1
CIS Microsoft Office Excel 2016 Benchmark v1.0.1

CIS Microsoft Office Excel 2013 Benchmark v1.0.1

CIS Microsoft Office Access 2016 Benchmark v1.0.1

ClIS Microsoft Office Access 2013 Benchmark v1.0.1




A Look At CIS Securitx Benchmarks (2)

ClIS Microsoft Office 2013 Benchmark v1.1.0

CIS Microsoft Office Word 2016 Benchmark v1.1.0

CIS Microsoft Ofice Word 2013 Benchmark v1.1.0

CIS Microsoft Office Outlook 2016 Benchmark v1.1.0

CIS Microsoft Office Outlook 2013 Benchmark v1.1.0

ClIS Microsoft Outlook 2010 Benchmark v1.0.0

10



A Look At CIS Security Benchmarks (3)

* (IS Benchmarks
example (Network
Devices)

11



A Look At CIS Securitx Benchmarks (5)

 # | OVERALL CIS BENCHMARK CATEGORIES | TOTAL

1 OPERATING SYSTEMS 36
2 SERVER SOFTWARE 33
3 CLOUD PROVIDERS 2
4 MOBILE DEVICES

5 NETWORK DEVICES 6
6 DESKTOP SOFTWARE 21
7/ MULTIFUNCTION PRINT DEVICES 1

GRAND TOTAL CIS BENCHMARKS 107



CIS Benchmarks

* The (IS Benchmarks are prescriptive configuration
recommendations for more than 25+ vendor product
families. They represent the consensus-based effort of

cybersecurity experts globally to help you protect your
systems against threats more confidently.



CIS Benchmarks

CIS Benchmarks from the Center of Internet Security (CIS)

a set of globally recognized and consensus-driven best practices to help
security practitioners implement and manage their cybersecurity defenses.

Developed with a global community of security experts, the guidelines help
organizations proactively safeguard against emerging risks.

Companies implement the CIS Benchmark guidelines to limit configuration-
based security vulnerabilities in their digital assets.



CIS Benchmarks

When you implement CIS Benchmarks, you can better secure your legacy

systems against common and emerging risks by taking steps such as
these:

* Disabling unused ports
* Removing unnecessary app permissions
* Limiting administrative privileges



CIS levels

Level 1: Basic easily implementable configurations designed to lower
the attack surface without impacting performance.

Level 2: Configuration recommendations that may create system
conflicts and are intended to provide “defense in depth” for
environments that need enhanced security



Domain Controller& Memeber Server

A computer with a server OS and Active Directory installed is a Domain
Controller.

Any other computer with a server OS or for example with SQL Server
installed, which works as a server and is joined to the domain can be

called a member server. A member server does not have Active
Directory installed.

If a computer has DHCP or DNS, but not Active Directory, it’s a member
server.




Scored and Unscored

e Each recommendationis either 'scored' or 'not scored.

e 'Scored' recommendations are mandatory to achieve CIS compliance,
and if not met, they lower the total benchmark score.

* Recommendations that are 'not scored' have no impact on the overall
score of the benchmark.



CIS Internet Security”
Creating Conficdence in the Connected World, COMPANY ~  SOLUTIONS~  INSIGHTS ¥ JOINCIS ~

(_\ Center f (15 Hardened Images @ Support'  CIS WorkBench Sign In A _
enter for

CIS Benchmarks

C | S Be N Ch ma rkS |—|St Find the CIS Benchmark you're looking for

The CIS Benchmarks are prescriptive configuration recommendations for
more than 25+ vendor product families. They represent the consensus-based
effort of cybersecurity experts globally to help you protect your systems Download your CIS Benchmark.

against threats more confidently. Download the latest version or learn what other resources are

available for this CIS Benchmark.
ACCESS ALL BENCHMARKS —>

Are you new to the CIS Benchmarks? Learn More

CLOUD PROVIDERS DESKTOP SOFTWARE DEVSECOPS TOOLS MOBILE DEVICES MULTI FUNCTION PRINT DEVICES NETWORK DEVICES OPERATING SYSTEMS SERVER SOFTWARE

Alibaba Cloud ~

I DOWNLOAD THE BENCHMARK —>

https://www.cisecurity.org/cis-benchmarks



CIS Critical Security Controls

* Formerly the SANS Critical Security Controls (SANS Top 20) these are
now officially called the CIS Critical Security Controls (CIS Controls).

* (IS Top 20 Critical Security Controls are a prioritized set of
cybersecurity best practices that can help protect enterprises from the
most pervasive and dangerous attacks.

* https://www.cisecurity.org/controls



The CIS Critical Security Controls (CIS Controls) are a prescriptive,
prioritized, and simplified set of best practices that you can use to
strengthen your cybersecurity posture.

Thousands of cybersecurity practitioners from around the world use
the CIS Controls and/or contribute to their development via a
community consensus process.



CIS-CAT

CIS-CAT Pro Assessor evaluates the cybersecurity posture of a system
against recommended policy settings. The tool helps organizations save
time and resources by employing automated content with policy
setting recommendations based on 100+ globally recognized CIS
Benchmarks.

The CIS Controls Self Assessment Tool (CSAT) is a companion tool that
helps IT security teams track their implementation of every CIS Control
and Sub-Control

https://www.cisecurity.org/insights/blog/cis-csat-free-tool-assessing-
implementation-of-cis-controls
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There are two versions of CIS CSAT.

The CIS-hosted CSAT is free to every organization for use in a non-
commercial capacity.

CIS CSAT Prois an on-premises version that offers additional features
and benefits and is only available to CIS SecureSuite Members.
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* (IS Benchmarks
example (Operating
Systems)

— MS Windows Server
2012-R2
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 # | OVERALL CIS BENCHMARK CATEGORIES | TOTAL

1 OPERATING SYSTEMS 36
2 SERVER SOFTWARE 33
3 CLOUD PROVIDERS 2
4 MOBILE DEVICES

5 NETWORK DEVICES 6
6 DESKTOP SOFTWARE 21
7 MULTIFUNCTION PRINT DEVICES 1

GRAND TOTAL CIS BENCHMARKS 107
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CIS Microsoft Windows Server 2012 R2

Benchmark

v2.2.1-01-31-2017

* January 31, 2017
* 760 pages PDF doc
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* Profile applicability:
— Level 1 domain
controller

— Level 1 member
server

— Level 2 domain
controller

— Level 2 member
server
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* Level 1: Items in this
profile intend to:

— be practical and
prudent;

— provide a clear
security benefit; and

— not inhibit the utility
of the technology
beyond acceptable
means
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e Level 2: extends the
Level 1- profile

— intended for
environments or use
cases where security
IS paramount

— acts as defense in
depth measure

— may negatively inhibit
the utility or
performance of the
technology
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e Control content:

— Profile applicability
(ASA 8.X, ASA 9.X)

— Description
— Rationale

— Audit

— Remediation
— Impact

— Default value
— References
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* 1.1.2[L1]: Ensure
'Maximum password age'
is set to '60 or fewer
days, but not o' (Scored)

— Profile applicability:
Level 1 Domain
Controller, Level 1
Member Server
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* 1.1.2 [L1] Description:

— This policy setting
defines how long a

user can use their

password before it
expires.

— Values for this policy
setting range from 0
to 999 days. If you set
the value to o, the
password will never
expire.
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* 1.1.2[L1] Audit:

— Navigate to the Ul
Path articulated in
the Remediation
section and confirm it
is set as prescribed.
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Remediation:

To establish the recommended configuration via GP, set the following Ul path to 60 or
fewer days, but not O0:

Computer Configuration\Policies\Windows Settings\Security Settings\Account
Policies\Password Policy\Maximum password age

11
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* 1.1.2 [L1] Default Value:
42 days
* 1.1.2 [L1] Reference: CCE-
37167-4
— Common
Configuration
Enumeration (Unique
identifiers for
common system
END config issues)
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CIS Cisco Firewall Benchmark

v4.0.0 - 06-29-2016

* June 29,2016
* 174 pages PDF doc



A Look At CIS Security Benchmarks (3)

e Control content:

— Profile applicability
(ASA 8.X, ASA 9.X)

— Description
— Rationale

— Audit

— Remediation
— Default value
— References



A Look At CIS Security Benchmarks (3)

* 1.8 (page 88); Session
Timeout

— Profile applicability:
Level 1, Cisco ASA9.X

— Description: Sets the
idle timeout for a
console session
before the security

appliance terminates
it.
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* 1.8 (page 88); Session
Timeout
— Rationale: Limiting

session timeout
prevents
unauthorized users
from using
abandoned sessions
to perform malicious
activities.
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Audit:

e Step 1: Run the following command to show what the console timeout is set to

hostname#sh run conscle | in timeout.5

The output should look like

console timeout 5

Example:

Asa-fw#sh run console | in timeout.5
console timeout 5

Here the session timeout is 5 minutes

e Step 2:Ifan outputis displayed, the system is compliant. If not, there is a finding.
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Remediation:

e Step 1: Run the following command to set the console timeout to less than or equal
to 5 minutes

hostname (config) # console timeout 5
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* 1.8 (page 88); Session
Timeout

— Default Value: The
default timeout is o,
which means the
console session will
not time out
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* 1.8 (page 88); Session
Timeout

— Reference: CLI Book
1: Cisco ASA Series
General Operations
CLI Configuration
Guide, 9.1



A Look At DISA STIGs (1)

* Defense Information Systems Agency (DISA) provides
technical guides referred to as Security Technical
Implementation Guides (STIGs).
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USA DoD

Security Technical
Implementation Guides
(STIGs)

Most expansive security
benchmarks available

Most regularly updated
425 STIGs available
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 STIGs master list (A-Z):

— https://public.cyber.m
il/stigs/downloads/

— STIG viewer:

— https://public.cyber.m
il/stigs/srg-stig-tools/



»s DoD CYBER

@
5]

79 EXCHANGE pusLIC

{

SECURITY TECHNICAL

IMPLEMENTATION GUIDES
CRITICAL UPDATES

To provide increased flexibility for the future, DISA has updated the systems that produce STIGs and SRGs. This has resulted in a modification to Group and
SRG/STIGs Home Rule IDs (Vul and Subvul IDs).

Automation Test STIGs and test benchmarks were published from March through October 2020 to invite feedback. New and updated STIGs are now being published

with the modified content.
Control Correlation Identifier (CCI)

New releases of STIGs published prior to this change will include the “legacy” Group and Rule IDs as XCCDF ident elements.
Document Library

For all questions related to STIG content, please contact the DISA STIG Customer Support Desk at disa.stig_spt@mail. mil.
DoD An or NIAP Protection Profiles
DoD Cloud Computing Security

Frequently Asked Questions - FAQs

Group Policy Objects

Quarterly Release Schedule and

Summary STIG UPDATES

SRG/STIG Library Compilations

1G Mailing List

SRG/STIG Tools and Viewing Guidance

https://public.cyber.mil/stigs/



STIGs Master List

LOgIN WITh LAC

DoD CYBER
EXCHANGE pusLIic

5]

Show 10 entries Search: STIGTOPICS

e [ | me EERLE

Control Correlation Identifier (¢

2016-04-21 DoD CIO Memo - Use of Wearable Devices DoD Accredited Spaces with FAQ 541.89KB 30Nov2018
Document Li
A10 Networks ADC ALG - Ver 2,Rel 1 523.3KB 27 Apr 2021
= - A10 Networks Application Delivery Controller (ADC) NDM STIG Ver 1 26956 KB 30 Nov 2018
DoD Cloud Computing 5¢
[+
Frequently Asked Questions - FAQs A10 Networks Application Delivery Controller (ADC) Overview, Ver 1 86.24KB 30Nov2018
[+
A10 Networks Application Delivery Controller (ADC) STIG Ver 1 Release Memo 70.89KB 30 Nov 2018 1
AAASRG - Ver 1, Rel 2 665.83KB 16 Jan 2020 o
Active Directory Domain STIG - Ver 3, Rel 2 668.75KB 09 Nov 2022 - +l
Active Directory Forest STIG - Ver 2, Rel 8 433.92KB 30MNov2018
Adobe Acrobat Pro DC STIGs - Release Memo 707.86 KB 30 Nov 2018
Adobe Acrobat Professional DC Continuous Track STIG - Ver 2, Rel 1 1.33MB 26 Jul 2021 [+

Vendor pment Proce:

https://public.cyber.mil/stigs/downloads/
5



STIGs Viewer

DoD CYBER
EXCHANGE pusLIC

o
@

o

=

Home

STIG VlewmgTunIs

Automation

Control Correlation |

Document Library

DaoD Ar for NIAP Protection Profil
viewer. Users wit

DoD Cloud Computing

Frequently Asked Question: Show 10 entries Search:
Quarterly Ry ._m-
Si How to Create and SRG-STIG ID Mapping Spreadsheet 29821 KB 03 Feb 2021

[ STIG Sorted by STIGID 103.46 KB 30 Mar 2015

=3 STIG Sorted by Vulnerability ID 101.59 KB 30 Mar 2015

5 STIG Viewer 2.17 114MB 215ep2022

STIG Viewer 2.17 Hashes 136 KB 215ep 2022

Vendor STIG Development Process

H

5 STIG Viewer 2.17-Win4 54.03MB 215ep 2022

5 STIG Viewer 2.17-Win64 msi 54.26MB 215ep 2022

B
El STIG Viewer 2.17-Linux 7338 MB 215ep2022

https://public.cyber.mil/stigs/srg-stig-tools/
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Document Library

DoD A for NIAP Protection Profil
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STIG Viewer Downloa

v rwmmng 1vvig

XCCDF f

idated tool for use in

ARfile. D

Show 10 entries Search:
= =
How to Create and SRG-STIG ID Mapping Spreadsheet 298.21KB 03 Feb 2021
= STIG Sorted by STIGID 103.46 KB 30Mar 2015
3 STIG Sorted by Vulnerability ID 101.59KB 30Mar 2015

5 STIG Viewer 2.17 114MB 21Sep 2022
N

STIG Viewer 2.17 Hashes 136KB 21Sep 2022
S STIG Viewer 2.17-Linux 73.38MB 215ep 2022
S STIG Viewer 2.17-Winé4 54.03MB 215ep 2022
5 STIG Viewer 2.17-Winé4 msi 54.26 MB 21 5ep 2022

STIG Viewer User Guide (Sep 2022) 177MB 215ep 2022
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STIG Library Compilation

DoD CYBER
EXCHANGE pusLIC

3/STIGs Home oD Security Requirem

ifically excluded are
Automation

Control Correlation Identifier (CCI)

Document Library

action instructiol

DoD Annex for NIAP Protection Profil NOTE: '\

to the com 53 ompi n or the currently in force

status of the contents

DoD Cloud Computing S

NOTE: WV rkloads. U Compilation fi

publish

Frequently Asked Questions - FAQs

Group Policy O

pilation files should rected to the DISA STIG Customer Sup,

Qual

Summary

Library Comy SRE/STIE EUmp"atiUHS

E Compilation - SRG-STIG Library 260.47 MB 24 Jan 2023

Sunset Produ Compilation - SRG-STIG Library - READ ME 12217 KB 19Jun 2019

Vendor STIG ypment Prot




* There are three categories of severity, ranked on level of risk or
vulnerability.

* These are known as Severity Category Codes (CAT), with CAT 1, CAT 2
and CAT 3 levels of risk.

 CAT 1 controls cover the most severe vulnerabilities and risks.

* CAT | weaknesses should receive the highest priority for correction or
mitigation.
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STIG Viewer Window

(%) DISA STIG Viewer : 2.

File Export Checklist Options Help

STIG Explorer

¥ STIGs Vul ID Rule Name * | ¥ General Information
= " | ves2t Object Ownership.. p
— — mc . V-8522 Directory Service In... Active Directory Domain Security Technical Implementation Guide (STIG) ::
Active Directory Domain Security Technical Implementation G Vo853 DS Visibilty of Dir Release: 7 Benchmark Date: 22 Apr 2016
Gy e A et | e Ry eI , Rule Title: User accounts with delegated authority must be removed from Windows built-in v
1S6 Server V-8524 Directory Service A...
TIS6 Site V-8525 Directory Service A... ¥ Discussion
Juniper SRX SG NDM Security Technical Implementation Guide V-8526 Cross-Directory Aut... In AD it is possible to delegate account and other AD object ownership and administration tasks.
Juniper SRX SG VPN Security Technical Implementation Guide V-8530 Cross-Directory Aut... (This is commonly done for help desk or other user support staff.) This is done to avoid the need to
) 5 _ assign users to Windows groups with more widely ranging privileges. If a user with delegated
Microsoft Dot Net Framework 4.0 STIG VACHEE UL =Gl nutharit A siear aceainge in a enacifie OLLie alea a mambar af tha Adminictratare arain that acar
> MC SOl C e Md Dot b Comurin Tachacal Too o bt ™ V-8534 Trust - Classificatio... v Check Content
Profile: | Mo Profile - VAEED rustgtion,bon 1. Interview the IAM or site representative and obtain the list of accounts that have been delegated
p g
V-8338 Trust - SID Filter Q... AD object ownership or update permissions and that are not members of Windows built-in
¥ Filter Panel V-8540 Trust - Selective Au... administrative groups.
[Thir inchidar sccannte far haln dack ar climmnart narcannal wha ara nat Adesinictestace baad haea
. V-8547 Pre-Windows 2000 ...
Select Filter - Add v Fix Text
Inclusi il Exclusive (-} Fil V-8348 Privileged Group M... . . . . o
@) Inclusive (+) Filter cusive (-} Filter - 1. Remove user accounts with delegated authority from Windows built-in administrative groups or
= - Keyword Filter V8549 Privileged Group M.. remove the delegated authority from the accounts.
V-8551 Comain Functional ...
V-8553 Replication SChEdLIIE T Nacimnant all iear accnnnte with dAalamastnd AN Aakinct menarchin Aar mdata aothoarioe
¥ CCI
V-25385 Directory Data Bac...

R [ . CCL CCI-000366
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Import STIG

(%' DISA STIG Viewer : 2.5.4

File Export Checklist Options Help

Vul ID
V-8521
v'| Active Directory Domain Security Technical Implementation G V-8522
Application Security and Development Checklist V-8523
l I156 Server V-8524
586 Site V-8525
Juniper SRX 5G NDM Security Technical Implementation Guide V-8526
Juniper 5RX 3G VPN Security Technical Implementation Guide V-8530
Microsoft Dot Net Framework 4.0 5TIG V-8533
¢ RAS 71 Cmevime I A Pobobinrs Socaribee Tocknie rm“,ﬁm“h;:v V-8534
Profile: | No Profile - V-8536
V-8538
¥ Filter Panel V-8540
Select Filter - Add V-8547

2
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=

HOME STIGS DOD 8500

NIST 800-53 COMMON CONTROLS HUEB ABOUT

Microsoft Windows 11

Aicrosoft Windows 2008 Server Domain Name System
Vicrosoft Windows 2012 Server Domain Name System
Aicrosoft Windows Defender Antivirus

Aicrosoft Windows Firewall with Advanced Security
Microsoft Windows PAW

Microsoft Windows Phone 8.1

Aicrosoft WWindews'Server 2012 Domain Controller
Aicrosoft Windows Server 2012 Member Server
ficrosoft Windows Server 2012/2012 R2 Domain Controller
Vicrosoft Windows Server 2012/2012 R2 Member Server
Microsoft Windows Server 2016

Aicrosoft Windows Server 2019

Aicrosoft Windows Server 2022

Vicrosoft Word 2003

Aicrosoft Word 2007

Aicrosoft Word 2010

https://www.stigviewer.com/stigs

Search...

e



STIG

Viewer

HOME STIGS DOD 8500 NIST 800-53 COMMON CONTROLS HUB ABOUT Search...

Microsoft Windows Server 2012/2012 R2 Member
Server Security Technical Implementation Guide

Overview
Version Date Finding Count (330) Downloads
3 2022-09-06 @ CAT | (High): 33 CAT Il (Med): 238 CAT Il (Low): 59 Excel @ JSON® XML@®

STIG Description

This Security Technical Implementation Guide is published as a tool to improve the security of Department of Defense (DoD)
information systems. The requirements are derived from the National Institute of Standards and Technclogy (NIST) 800-53
and related documents. Comments or proposed revisions to this document should be sent via email to the following address:
disa.stig_spt@mail.mil.

Available Profiles @
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= [

HOME STIGS DOD 8500 NIST 800-53 COMMON CONTROLS HUB ABOUT Search... Q

Findings (MAC Il - Administrative Sensitive)

Finding  Severity Title Description

ID

V-225438

High

High

High

High

High

High

Anonymous access to the registry must be restricted.

Administrative accounts must not be used with appli
cations that access the Internet, such as web browser

s, or with potential Internet sources, such as email,

The Windows 2012 / 2012 R2 system must use an an

ti-virus program.

The Act a5 part of the operating system user right m

ust not be assigned to any groups or accounts.

File Transfer Protocol (FTP) servers must be configure

d to prevent access to the system drive.

counts with blank passwords must be restrict

i n bl

The registry is integral to the function, security, and stability of the Windows
system. Some processes may require anonymous access to the registry. This

must be limited to properly protect the system.

Using applications that access the Internet or have potential Internet sources
using administrative privileges exposes a system to compromise. If a flaw in an

application is exploited while...

Malicious software can establish a base on individual desktops and servers.
Employing an automated mechanism to detect this type of software will aid in

elimination of the software from the..

Inappropriate granting of user rights can provide system, administrative, and
other high-level capabilities. Accounts with the "Act as part of the operating

system" user right can assume the...

The FTP service allows remote users to access shared files and directories. Access
outside of the specific directories of shared data could provide access to system

resources and compromise the system,

An account without a password can allow unauthorized access to a system as

PRSP SRIPR SR ST i S— ” PR -
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END

* Completely different
mechanism for DISA
STIGS

A Look At DISA STIGs g1 )
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 STIG content:
— General information
(title)
— Discussion
— Check content
— Fix text
— CCI (References)
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DISA CATEGORY CODE GUIDELINES

CAT 1 Any vulnerability, the exploitation of which
will directly and immediately result in loss
of Confidentiality, Availability, or Integrity.

CAT 2 Any vulnerability, the exploitation of which
has a potential to result in loss of
Confidentiality, Availability, or Integrity.

CAT 3  Any vulnerability, the existence of which
degrades measures to protect against loss
of Confidentiality, Availability, or Integrity
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FILTER PANEL

¥ Filter Panel
| catt - | cat1 Add
Keyword Filter Exclusive (-) Filter
Rule Title Keyword Filter
STIGID

Vulnerability ID
Rule IDx

IA Control content in table
CATII
CATIIL

CClI
T Remove Fier(s) Remowe All Filters
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CREATE CHECKLIST
) DISA STIG Viewer: 2.5.4 1 ——

File Export Checklist Options Help

5TIG ExplDrEF| Open Checklist from File

¥ 5TlGs Vul ID

Import v1.2 Checklist

V-8521 Objé
B Create Checklis - Check Marked STIGE) |+
V-8522 Dire

v Active Directory Domain Secunty Technical Implementation Gu -

Application Security and Development Checklist V-8323 ID5
I 156 Server V-8324 Chre
‘ _ .

156 Site V-8325 Dire



A Look At DISA STIGs (2

1'% DISA STIG Viewer : 254 w

CHECKLIST

T T i

Import
STIG Explorer | Checklist X
¥ Totals
Overall Totals | CATI| CATII | CATIIL
Open: 0 Not Reviewed: 42
Mot a Finding: 0 Not Applicable: 0
¥ Target Data
Computing -
Get Host Data
Role
® None
Workstation

Member Server

Domain Controller

Web or Database 5TIG

¥ STIGs
Name

Active Directory Domain Security Technical Implementation Guide (STIG)

Status
NR
NR
NR
NR
NR
NR
MR
NR
NR
NR
NR
NR
NR
NR
NR
NR
NR
NR
NR
NR
NR
NR
NR
NR

Vul ID

V-8521
V-8522
V-8523
V-8524
V-8525
V-8526
V-8530
V-8533
V-8534
V-8536
V-8538
V-8540
V-8547
V-8548
V-8549
V-8551
V-8553
V-25385
V-25840
V-25841
V-25997
V-36431
V-36432
V-36433

Rule Name +
Object Owners... -
Directory Servic...
1DS Visibility of ...
Directory Servic...
Directory Servic...
Cross-Directory...
Cross-Directory..
Trusts - docum...
Trust - Classific...
Trust - Non-DoD
Trust - SID Filte...
Trust - Selective...
Pre-Windows 2...
Privileged Grou...
Privileged Grou...
Domain Functio..
Replication Sch...
Directory Data ..
DSRM Passwor..,
Review of Hosti..
Replication in t...
Enterprise Admi...
Domain Admin...

Domain Memb... -

Showing rule 1 out of 42

7 B IETa ]

=1

¥ General Information

Active Directory Domain Security Technical Implementation Guide (STIG) ::
Release: 7 Benchmark Date: 22 Apr 2016

Rule Title: User accounts with delegated authority must be removed from Windows built-in
administrative groups or remove the delegated authority from the accounts.

w
Status: '@ Mot Reviewed Open Not a Finding Not Applicable | sayerity Querride =

¥ Vuln Information

Discussion | Check Content | Fix Text | CCI | Misc

In AD it is possible to delegate account and other AD object ownership and administration tasks.
(This is commanly done for help desk or other user support staff.) This is done to aveid the need to
assign users to Windows groups with more widely ranging privileges. If a user with delegated
authority to user accounts in a specific OU is also a member of the Administrators group, that user
has the ability to reconfigure a wide range of domain security settings and change user accounts

¥ Finding Details

¥ Comments

2 —_—
Desktop « B |




A Look At DISA STIGs (2)

e Checklist screens:
— Overall totals
— Target data
— Role
— Finding details
— Comments
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e Checklist screens
(STATUS):

— Not reviewed
— Open

— Not a finding
— Not applicable
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Totals

File Import Export

STIG Explorer | Checklist X

¥ Totals Stat
Cwerall Totals | CATI | CATII | CAT I | 0
MR
Open: 1 NotReviewed: 4 NR
Mot a Finding: 0 MNot Applicable: 0
Total: 3 NR
MR

¥ Target Data
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Target Data

¥ Target Data

Computing -

et Host Data
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Status

* General Information

Active Directory Domain Security Technical Implementation Guide (STIG) ::
Release: 7 Benchmark Date: 22 Apr 2016
Rule Title: User accounts with delegated authority must be removed from Windows built-in

administrative groups or remove the delegated authorty from the accounts.

Status: Mot Reviewed (@ Open Mot a Finding Mot Applicable Severity Override

10
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Vuln Information

eview of Hostin.. v

Status: | | NotReviewed @ Open | | NotaFinding | | Not Applicable Severity Overide »

¥ Yuln Information
Discussion | Check Content | Fix Text | CCT | Misc

In AD it 1s possible to delegate account and other AD object ownership and administration fasks,
(This is commonly done for help desk or other user support staff,) This 15 done to avoid the need fo
assign users to Windows groups with more widely ranging privileges. If 3 user with delegated
authority to user accounts in a specific QU 1s also a member of the Administrators group, that user

11



END

* |nthe next module lets
look at further details

A Look At DISA STIGs (2)
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https://public.cyber.mil/stigs/srg-stig-tools/
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Frequently Asked Questions - FAQs Show 10 entries —_—

Group Policy Objects

TITLE

[

E How to Create and SRG-5TIG ID Mapping Spreadsheet

Quarterly Release Schedule and
Summary

) STIG Library Compilations
{ STIG Library Compilations = STIG Sorted by STIG ID

/STIG Mailing List
> STIG Sorted by Vulnerability ID
/STIG Tools and Viewing Guidance

STIG Viewer 2.17

n
h
% STIG Viewer 2,17 Hashes

Sunset Products

Wendor STIG Development Process

Y

el STIG Viewer 2.17-Linux
elp

e
& STIG Viewer 2.17-Winé4

A
E STIG Viewer 2.17-Win&4 msi

FOF [
STIG Viewer User Guide (Sep 2022)

E—p STIG Viewer Video

r'|:|-
L

Showing 1to 100of 11 entr
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¢ lU_STIGViewer_2-17_Win64.zip

https://public.cyber.mil/stigs/srg-stig-tools/



Mame

app
runtime

SWIDTAG
= 5TIG Viewer
= 5TIG Viewer
=] Actionlog

Date modified

27/07/2022 2:54 pm
27/07/2022 2:54 pm
2770772022 2:54 pm
27/07/2022 2:56 pm
27/07/2022 2:54 pm
11/04/2023 1:04 pr

Type

File folder
File folder
File folder
Application
lcon

Text Document

Size

592 KB
175 KB
1KE



1% DISA STIG Viewer: 2,17 : STIG Explorer

File Export Checklist Options Help

STIG Explorer

¥ 5TlGs Vul ID

CK Name +

Mo content in table

Profile: | Mo Profile -

¥ Filter Panel

Must match: (@ All Any
Keyword - Add
& Inclusive (+) Filter Exclusive (-} Filter

+f - Keyword Filter

Mo content in table

Remaove Filter(s) Remaove All Filters
Mo Rules Selected

Rule 1D

Mo content in table

Rule Name

+




Exit

CK

Export

Checklist

(% DISA STIG Viewer: 2.17: 5TIG Explorer

Options Help

Mo content in table



A Look At STIGs Viewer

{ bop cvBER B
/j/ EXCHANGE pusLic opic

Show 10 entries Search:

Automation 157 I+

TILE UPDATED 4 .
Contro tion Identi N

& Microsoft Sharepoint Designer 2013 STIG - Ver 1,Rel 3 442.79 KB 01 Dec2018
Document Library

E Microsoft Skype for Business 2016 STIG - Ver 1,Rel 1 3522KB 01Dec2018

for NIAP Protection Profil

E Microsoft Visio 2013 5TIG - Ver 1,Rel 4 427.91KB 01Dec2018
DoD Cloud Computing Security
- =
Frequently Asked Questio ) E Microsoft Visio 2016 5TIG - Ver 1,Rel 1 355.78 KB 01Dec2018 .
Group Po jects @VIicmscuft\'Vinduws‘lOST\G'VA:-\ 2,Rel5 l 96635 KB 09 Nov 2022 &
Qi El Microsoft Windows 10 STIG Benchmark - Ver 2, Rel 7 10042K8 13Jan 2023 -

o E Microsoft Windows 115TIG - Ver 1Rel 2 948.64 KB 09 Nov 2022 i
[ STIG Compilations (2

E Microsoft Windows 11 STIG Benchmark - Ver 1, Rel 1 94.76 KB 17 Nov 2022 [ STIG Policy (1)

E Microsoft Windows 2012 and 2012 R2 DCSTIG- Ver 3, Rel 5 905.58 KB 09 Nov 2022

E Microsoft Windows 2012 and 2012 R2 MSSTIG - Ver 3,Rel 5 852.32KB 09 Nov 2022 =
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Show 10 entries Search: STIGTOPICS
Automation +]
- TITLE UPDATE :
Control Carrelation Identifie N
E' Microsoft Word 2013 STIG - Ver 1, Rel 6 46291K8 01Dec2018

Document Library

5 Microsoft Word 2016 STIG- Ver 1, Rel 1 361.84KB 01Dec2018
Do for NIAP Protection Profil

Moabile Iron Core v9.x Release Memo 65.5KB 11Mar 2019

DaoD Clou mputing Secur

5 Mobilelron Core v10.x MDM STIG Ver 1Rel 1 1MB 06Jun 2019

5 MongoDB Enterprise Advanced 3.x STIG - Ver 2,Rel 1 609.61KB 19 Apr 2022
n
MengoDB Enterprise Advanced 4.x STIG - Ver 1,Rel 2 156 MB 210ct 2022

5 Motorola Android 9xSTIG 295MB 10 Nov 2020

5 Motorola Solutions Android 11 - Ver 1, Rel 2 168MB 07 Sep 2022

uidance 5 Mozilla Firefox for Linux STIG Benchmark - Ver 6, Rel 3 17.52K8 210ct 2022

w

&

5 Mozilla Firefox for Windows STIG Benchmark - Ver 6, Rel 3 I 143KB 210ct 2022
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% Open *
= v A L r- STIGS v Search STIG Viewer - STIGS o
Organize = Mew folder =~ T @

~ Marme Date modified Type Size

3 Quick access
I Decktop
; Downloads
Documents
[&] Pictures
Software

~ § U_MS_Windows_10_V2R5_STIG 11/29/2022 11:57...  Compressed (zipp.. 967 KB
¢ U_RHEL_8 VIRB_STIG 11/28/2022 8:08 PM  Compressed (zipp... 1,222 KB

o

% % N % % %

Editing
E This PC
_J 30 Objects
I Decktop
Documents

B meociooa

v
-

9
File name: | "U_RHEL_& VIR&_STIG" "U_MS_Windows_10_V2R3_STIG" k| STIG XML ar zip files (*xml), (*. ~

\[ Open |l Cancel




5TIG Explorer
¥ 5TIGs

CK Mame +
I W I Microsoft Windows 10 Security Technical Implementation Guide

Red Hat Enterprise Linux & Security Technical Implementation Guide

= = = = = o= =D
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SU 220697r8571..
S5V-220698r85/71...
5V-220699r5691...
5V-220700r5691...
S5V-220701r7931...
5V-220702r8592...
S5V-220703r8591...
S5V-220704r859.2...
S5V-220705r8519...

V- 22059?
V-220698
V-2200959
V-220700
V-220701
V-220702
V-220703
V-220704
V-220705

+ v

SRG-05-000480-...
SRG-05-000480-...
SRG-05-000480-...
SRG-05-000480-...
SRG-05-000191-...
SRG-05-000185-...
SRG-0S5-000185-... Group Title: :
>RG-05-000185-... Rule Title: Wi
SRG-05-000370-... the following

e oo cwvtarnal cranc
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e e ——) = s b e Y | 9 = ) T 0 D ) [ e e e
D LU IR LT * Microsoft Windows 10 Security Technical Implementation Guide :: Version 2, Release: 5 Benchmark Date: 14 Nov 2022
W-220697 SV-2206897r85... SRG-05-00048... Vul ID: V-220701  Rule ID: 5V-220701r793197_rule  STIG ID: WM 10-00-000025
V-220698 5V-220698r85.. SRG-05-00043.. L Severity: CAT Il Classification: Unclass Legacy IDs: V-63343; 5WV-77833
W-220699 SV-220699r56.. SRG-0O5-000438... 1‘
W-220700 SV-220700r56... SRG-0O5-00048... |
V-220702 SV-220702r85.. 5RG-05-00018..
V-220703 SV-220703r85.. SRG-0S-00018... Group Title: SRG-0S-000191-GPOS-00080
V-220704 5V-220704r85.. S5RG-0S-00018... Rule Title: Windows 10 must employ automated mechanisms to determine the state of system components with regard to flaw
V-220705 SW-220705r85... SRG-0OS-00037... remediation using the following frequency: continuously, where ESS is used; 30 days, for any additional internal network scans
not covered by ESS; and annually, for external scans by Computer Network Defense Service Provider (CNDSP).
W-220706 SV-220706r85.. SRG-05-00043...
W-220707 SV-220707r79.. SRG-0O5-000435.. Discussion: An approved tool for continuous network scanning must be installed and configured to run.
W-220708 SV-220708r56... SRG-OS-00008...
Without the use of automated mechanisms to scan for security flaws on a continuous and/or pericdic basis, the operating system
V-220709 5W-220709r56... S5RG-O5-00048... or other system components may remain vulnerable to the exploits presented by undetected software flaws.
W-220710 SV-220710r56.. SRG-0O5-00013..
V-320711 SV-220711r56... SRG-0OS-00011... To supp_ort_this req_uirem_erlt, the operating syste_n.'l m._ay have an .integrated solution incorporating continuous scanning using ESS
and pericdic scanning using other tools, as specified in the requirement.
W-220712 SV-220712r85.. SRG-0OS-00032..
W-220713 SV-220713r56... SRG-05-00048... Check Text: Verify DoD-approwved ESS software is installed and properly operating. Ask the site ISSM for documentation of the
V_220714 SV_220714r56.. SRG-OS-00009... ESS software installation and configuration.
V-220715 5V-220715r56.. SRG-05-00048... If the ISSM is not able to provide a documented configuration for an installed ESS or if the ESS software is not properly
V-220716 SV-220716r56... SRG-05-00007... maintained or used, this is a finding.
V-220717 5V-220717r85.. SRG-OS5-00031.. Mote: Example of documentation can be a copy of the site's CCB approved Software Baseline with wversion of software noted or a
V-220718 5V-220718r56.. SRG-05-00009... memo from the ISSM stating current ESS software and version.
W-220719 SV-220719r56.. SRG-OS5-00009..
Fix Text: Install DoD-approved ESS software and ensure it is operating continuously.
W-220720 SV-220720r56... SRG-0OS-00009...
W-220721 SV-220721r56.. SRG-05-00009.. References
T ST SRS CCI: CCI-001233: The organization employs automated mechanisms on an organization-defined frequency to determine the
W-220723 SW-220723r56... SRG-05-00048... state of information system components with regard to flaw remediation.
V-220724 SV-220724r56.. SRG-OS-00045... NIST SP 800-53 = 51-2 (2)
MIST SP 800-53A = 51-2 (2).1 (ii)
W-220725 SV-220725r56.. SRG-05-000438.. _| | NIST SP 800-53 Revision 4 = SI-2 (2)

Showing rule 5 out of 257

12



Microsoft Windows 10 Securitv Technical Implementation Guide :: Version 2_ Release: 5 Benchmark Date: 14 Nov 2022
Vul ID: V-220701  Rule ID: 5V-220701r793197 rule  STIG ID: WN10-00-000025

Severity: CATIl  Classification: Unclass Legacy IDs: V-03343; SV-77833

Group Title: SRG-05-000191-GPOS-00080
Rule Title: Windows 10 must employ automated mechanisms to determine the state of system compaonents with regard to flaw
remediation using the following frequency: continuously, where E55 is used; 30 days, for any additional internal network scans

not covered by ESS; and annually, for external scans by Computer Network Defense Service Provider (CNDSP).

Discussion: An approved tool for continuous network scanning must be installed and configured to run.
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STIG Explorel Open Checklist from File...

¥ STlGs I Create Checklist - Check Marked 5TIG(s)

| Create Checklist - Current Filter Results |

MName

CK

Microsoft Windows 10 Security Technical Implementation Guide

Red Hat Enterprise Linux 8 Security Technical Implementation Guide
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= DISA STIG Viewer : 2,17 : *Mew Checklist

File Import Export Cptions

STIG Explorer_- [ ~New Checkiist > [§

w Totals

Owerall Totals || CAT 1 || CAT 1 || CAT 1

Cpen: o
Mot a Finding: o

Mot Reviewed: 257
Mot Applicable: 0O

w Target Data

Computimg -

cun

Get Host Data

Role

- MNone
Workstation
Member Serwver

Comain Controller

Web or Database STIG

Status

MNR
MNR
MR
MNR
MR
MNR
MR
MNR
MR
MNR
MR
MNR
MR
MNR
MR
MNR
MR
MNR
MR
MNR
MR
MR
MR
MNR

Wl 1D
V-220697
V-220698
V-220699
W-220700
W-220701
V-220702
V-220703
V-220704
V-220705
V-220706
W-220707
V-220708
V-220709
V-220710
W-220711
W-220712
V-220713
V-220714
V-220715
V-220716
V-220717
V-220718
V-220719
W-220720

WP OT A

Rule 1Dy
SW-220697Fr857 ...
SW-220698r857 ...
SW-220699r569...
SW-220700r569...
SW-220701r793...
SW-220702r859...
SW-220703r859...
SW-220704r859...
SW-220705r851...
SW-220706r857 ...
SW-220707r793...
SW-220708r569...
SW-220709r569...
SW-220710r569...
SW-220711r569...
SW-220712r851...
SW-220713r569...
SW-220714r569...
SW-220715r569...
SW-220716r569...
SW-220717rg51...
SW-220718r569...
SW-220719r569...
SW-220720r569...

SN2 INT 21 rsA0

Rule Mame

SRG-OS5-000480...
SRG-OS5-000480...
SRG-OS5-000480...
SRG-OS5-000480...
SRG-OS5-000191...
SRG-OS-000185...
SRG-OS5-000185...
SRG-OS-000185...
SRG-OS5-000370...
SRG-OS5-000480...
SRG-OS5-000420...
SRG-OS-000080...
SRG-OS5-000480...
SRG-OS-000138...
SRG-OS-000118...
SRG-OS-000324...
SRG-OS5-000480...
SRG-OS-000095...
SRG-OS5-000480...
SRG-OS-000076...
SRG-OS5-000312...
SRG-OS-000095...
SRG-OS5-000096...
SRG-OS-000095...

SRS TS S S
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A Look At DISA STIGs (4)

* Firewall Security
Technical
Implementation Guide

* Vulnerability ID: V-3967
e Rule name: The console

port does not timeout
after 10 mins



A Look At DISA STIGs (4

STIG Explorer

v STiGs

x

Naene

TRERAN JOUUNLY 1 EL a1 e e UL e

Layer 2 Switch Secunty Techmcal implementatic

Guide - Casex

*

Vil ID

V-3965

Rule Name

B L

More than one kocal account is defined.

v Gereral Information

Firewall Security Technical Implementation Guide ::
Release: 22 Benchmark Date: 28 Apr 2017

Layer 2 Switch Security Techmical implementation Guide V3969 Network element must coly aliow SNMP read access. Rule Title: The network devices must time out access to the
" . . V-3982 L2TP is terminated in the private network. console port at 10 minutes or less of inactivity,
SharePont 2010 Securay Technical Implementation Gude (519
Windows Setver 2008 R2 Member Server Secusity Technical Im v-as82 Authentication required for console acoess. STIG ID: NET1624 Caranlbas FAT T
Windows Setver 2012/2012 R2 Member Server Security Techs V-4619 Firewall is not opeqating on a STIG'G 05 ==
HKUsHON
Firewall Security Techrical Implementation Guide - Cico V-5611 Management CoONNECions are NOt restrcted,
v F Seaxdy T P Guide V-5612 SSH 5055000 timeout is not 60 seconds or Jess. Terminating an idle session within a short ime peniod reduces the L
V-5413 . o 5 aler than 3 window of opportunity for unauthorized personnel to take controlofa
- n i 3
s fogin 4Rempts velus Is. are management session enabled on the console or console port that has
Profie:  No Profile - V-5646 Devices not configured to filter and decp half-open conn.. been left unattended. In addition quicidy terminating an idle session
V-5731 Penmeter is not compliant with DOO nstr. 8551.1 will also free up resources commated by the managed network device.
v Fiter Panel m t of n b minut 1
V2011 The ary peet is not disabled. Se!t-nqlm timeout of the session 10 10 minutes of less increases the
Select Fiver - Add V14637 IPv6 Router Advestisements must be suppressed. ¥ Check Contert
@) Inckzsive (<) Flter (_j Exclusive () Filter V14543 Firewall inspection & not performed adequately Review the configuration and verily 3 session using the console port will
v/ Keyword Filter V-14524 Firewall must block loopback address time out after 10 minutes or less of inactivity.
~14645 erey, 75% & .
o7 At P ST 1y NoaR pach If console access s not configured to timeout at 10 minutes or less, this is
V14647 No FW log dump procedures a finding,
V-14543 FA 15 not informed of critical alerts.
No content in table V-14549 FW alert not written to remote console. v Fux Text
V14633 Audit recoed must display Wolstion Configure the timeout for idle console connection to 10 minutes of less.
V-14655 Alerts must remain until acknowledged,
V-14556 FW acknowledge messages must be recorded
V-14687 Key expraton exceeds 150 days.
Remove Filter(s) Remowve AB Fiters L it e S g =
Showing rule 26 out of 73
= T T




A Look At DISA STIGs (4)

e General Information:

— Rule Title: The
network devices
must time out access
to the console port at
10 minutes or less of
inactivity

— STIG ID: NET1624

— Severity: CAT Il



A Look At DISA STIGs (4)

e Discussion:

— Terminating an idle
session within a short
time period reduces
the window of
opportunity for
unauthorized
personnel to take
control of a
management session
enabled on the
console or console...



A Look At DISA STIGs (4)

e Discussion...:

— port that has been
left unattended. In
addition quickly
terminating an idle
session will also free
up resources
committed by the
managed network
device. Setting the
timeout of the
session to 10 minutes



A Look At DISA STIGs (4)

e Discussion...:

— or less increases the
level of protection
afforded critical
network components



A Look At DISA STIGs (4)

e Check Content:

— Review the
configuration and
verify a session using
the console port will
time out after 10 mins
or less of inactivity.

— If console access is
not configured to
timeout at 10 minutes
or less, this is a
finding.



A Look At DISA STIGs (4)

e Fix Text:

— Configure the
timeout for idle
console connection
to 10 minutes or less.

END



A Look At DISA STIGs (3)

* Windows Server 2012 R2
Member Server

— Import STIG

— V1099 (Lockout
duration)



A Look At DISA STIGs (2

Export  Checklist

Options

Help

STIG Explorer
¥ S5TIGs

CK

Name +
(L) P -\J\{I_ SCITVED LVl Lalarasc -\JCLUIIL_'P' T gl I.IIII.u'ICIII'EIII.CILI A

Firewall Security Technical Implementation Guide - Cisco
Firewall Security Technical Implementation Guide

SharePoint 2010 Secunity Technical Implementation Guide (5T
Windows Server 2008 B2 Member Server Security Technical Im
Layer 2 Switch Security Technical Implementation Guide - Cisce

Layer 2 Switch Security Technical Implementation Guide

v Windows Server 2012/2012 R2 Member Server Security Techni —
¢ 3
Profile: | Mo Profile -
¥ Filter Panel
CATI = | CATI Add

@ Inclusive (+) Filter Exclusive (-) Filter

+f- Kevword Filter

W-1070
V-1072
V-1073
V-1074
V-1075
V-1076
V-1081
V-1089
V-1080
V-1093
V-1087
V-1098

V-1102

W-1104

Vul ID

Rule Name
Physical security
Shared User Accounts
Unsuppaorted Service Packs
WINOO-000100
Display Shutdown Button
System Recovery Backups
MTFS Requirement
Legal Motice Display
Caching of logon credentials
Anonymaous shares are not restricted
Bad Logon Attempts

Bad Logon Counter Reset

User Right - Act as part of OS

Maximum Password Age




A Look At DISA STIGs (2

VullD &
WV-1070
WV-1072
W-1073
WV-1074
V-1075
WV-1076
WV-1081
V-1089
W-1090
WV-1093
W-1097
V-1098
V-1099
V-1102
WV-1104
V-1105
W-1107
V-1112
V-1113
V-1114
V-1115

Rule Name
Physical security
Shared User Accounts
Unsupported Service Packs
WINOO-000100
Display Shutdown Button
System Recovery Backups
MTFS Requirement
Legal Motice Display
Caching of logon credentials
Anonymous shares are not restricted
Bad Logon Attempts
Bad Logon Counter Reset
Lockout Duration
User Right - Act as part of OS5
Maximum Password Age
Minimum Password Age
Password Uniqueness
Dormant Accounts
Disable Guest Account

Rename Built-in Guest Account

Rename Built-in Administrator Account

+

¥ (General Information

Windows Server 2012/2012 R2 Member Server Security
Technical Implementation Guide :: Release: 8 Benchmark
Date: 28 Apr 2017

Rule Title: The lockout duration must be configured to reguire an

¥ Discussion

The account lockout feature, when enabled, prevents brute-force
password attacks on the system. This parameter specifies the period of
time that an account will remain locked after the specified number of
failed logon attempts. A value of O will require an administrator to
nnlock the arcnoant

¥ Check Content

Werify the effective setting in Local Group Policy Editor.
Run "gpedit.msc".

Mavigate to Local Computer Policy -> Computer Configuration -=»

Windnws Settinns -= Security Settinns - Accnnnt Poliries - Acrnnnt

¥ Fix Text

Configure the policy value for Computer Configuration -> Windows
Settings -> Security Settings -> Account Policies -> Account Lockout
Policy -» "Account lockout duration” to "0" minutes, "Account is locked
out until administrator unlocks it".

¥ CCI



A Look At DISA STIGs (3)

 Rule Title:

— The lockout duration
must be configured
to require an
administrator to
unlock an account

— Severity: CAT Il



A Look At DISA STIGs (3)

e Discussion:

— The account lockout
feature, when
enabled, prevents
brute-force password
attacks on the
system. This
parameter specifies
the period of time
that an account will
remain locked after
the specified number



A Look At DISA STIGs (3)

e Discussion...:

— of failed logon
attempts. A value of
o will require an
administrator to
unlock the account.



A Look At DISA STIGs (3)

e Check Content:

— Verify the effective
setting in Local Group
Policy Editor.

Run "gpedit.msc".



A Look At DISA STIGs (3)

e Check Content:

— Navigate to Local
Computer Policy ->
Computer
Configuration ->
Windows Settings ->
Security Settings ->
Account Policies ->
Account Lockout
Policy.



A Look At DISA STIGs (3)

* Check Content...:

— If the "Account
lockout duration' is
not setto'"o",
requiring an
administrator to
unlock the account,
this is a finding.



A Look At DISA STIGs (3)

e Fix Text:

— Configure the policy
value for Computer
Configuration ->
Windows Settings ->
Security Settings ->
Account Policies ->
Account Lockout
Policy -> ""Account
lockout duration" to
"o" minutes,



A Look At DISA STIGs (3)

e Fix Text....:

— "Account is locked
out until
administrator unlocks
it

* CCl: NISTSP 800-53

Revision 4 :: AC-7 b

END



Securitz Hardening — Case Studx - Win 10

* Windows 10
* DISA, Release 9
— 28 April 2017



Security Hardening — Case Study - Win 10

] ] I N I ] I [ e [ e
(%) DISA STIG Viewer : 254 T— — R AR —— — ol i
File  Export  Checklist
STIG Explorer
¥ STIGs Vul ID Rule Name +| ¥ General Information
p— - . V-63325 WN10-CC-000315
ame . 0} N . N
VHIUOWS JETVET £ULZ/2UTE e WICTIDET Jerver secaniy e | | | -63335 WN10-CC-000330 Windows 10 Security Technical Implementation Guide ::
Firewall Security Technical Implementation Guide - Cisco V-53337 WN10-00-0000320 Release: 9 Benchmark Date: 28 Apr 2017
Firewall Security Technical Implementation Guide e T Rule Title: The Windows Installer Always install with elevated
. . ) privileges must be disabled.
Windows Server 2012/2012 R2 Domain Controller Security Tecl V-63349 WN10-00-000040
SOLARIS 10 X86 SECURITY TECHNICAL IMPLEMENTATION GUI e LTS = Dfemes o
WV-63353 WN10-00-000050 Standard user accounts must not be granted elevated privileges. Enabl
Oracle Database 11.2g Security Technical Implementation Guid V-63361 WN10-00-000070 Windows Installer to elevate privileges when installing applications can
v Windows 10 Security Technical Implementation Guide allow malicious persons and applications to gain full control of a syster
2 V-63377 WMN10-00-000100
Profile: | No Profile - V-63379 WN10-EM-000005
V-63429 WN10-AC-000045 EaCheciatoniens
¥ Filter Panel V-63651 WN10-CC-000155 If the following registry value does not exist or is not configured as
V-63667 WN10-CC-000180 specified, this is a finding:
CATI > | CATI Add
® Inclusive (+) Filter @) Exclusive (-) Filter CAELTE WIS Registry Hive: HKEY_LOCAL_MACHINE
g o] Filter V-63673 WN10-CC-000190 Renistrs Path- \SOFTWARFP\Paliriec) Micrnsnft\\Windnws\nstallarh




Securitz Hardening — Case Studx - Win 10

e General Information:

— Rule Title: The
antivirus program
must be configured
to update signature
files on a daily basis.

— STIG ID: WN10-00-
000046

— Severity: CAT |



Securitz Hardening — Case Studx - Win 10

e Discussion:

— Virus scan programs
are a primary line of
defense against the
introduction of
viruses and malicious
code that can destroy
data and even render
a computer
inoperable. Using a
virus scan program
provides the ability
to...



Securitz Hardening — Case Studx - Win 10

e Discussion...:

— ...detect malicious
code before
extensive damage
occurs. Updated virus
scan data files help
protect a system, as
constantly changing
malware is identified
by the antivirus
software vendors



Securitz Hardening — Case Studx - Win 10

e Check Content:

— This requirement is
NA if McAfee
VirusScan Enterprise
(VSE) is used. It will
be addressed with
the corresponding
McAfee VSE STIG.

— Configurations will
vary depending on
the product.



Securitz Hardening — Case Studx - Win 10

e Fix Text:

— Configure the
antivirus program to
update signature files
at least daily. Ensure
the updates are
occurring on timely
basis and are not
more than a week

old.



Securitz Hardening — Case Studx - Win 10

* CCl(Control Correlation
|dentifier):
— CCl: 000366
The org implements

the security config

settings.

NIST SP 800-53 :: CM-

6b

NIST SP 800-53A ::
END CM-6.1(iv)

NIST SP 800-53

Revision 4 :: CM-6



Comparison of CIS Vs DISA



ComEarison of CIS Vs DISA

* Many controls are
common

* Approaches are
different

* Organization styles are
different



ComEarison of CIS Vs DISA

CONTROL GOOD EXCELLENT
COVERAGE
ORG SUITABILITY SMALL AND LARGE ORGS
MEDIUM ORGS
USER GOOD SATISFACTORY
FRIENDLINESS
UNUSABLE NO YES
TERMINOLOGY
CONTROL DETAIL GOOD SATISFACTORY
TOOLS CAT (COMMERCIAL) SCAP

(MILITARY USE)



FEATURE cis ___DisA___

CONTROL LEVEL 1, LEVEL2  CATI-CAT Il
PRIORITIZATION
TRACKING EASE CAT TOOL FREE STIG
(COMMERCIAL) VIEWER
(CHECKLIST)
FREQUENCY OF FAIR QUARTERLY
UPDATES
INDUSTRY HIGH VERY HIGH
CREDIBILITY
INDUSTRY HIGH MODERATE

ADOPTION



ComEarison of CIS Vs DISA

* How to select CIS/DISA:
— Size of organization

— IT infrastructure
extent

— Nature of business

— Security program
goals

— Maturity of IT &
security staff



ComEarison of CIS Vs DISA

* Rule of thumb:
— Smaller orgs use CIS
— Larger orgs use DISA

— CIS is part of
Homeland Security,
DISA is part of US
Military

— DISA more frequently
updated and

END maintained with

wider coverage



ISMS:Leading InfoSec Governance Framework

* 1SO27001:2013 (ISMS)

— Specifies the
requirements for
establishing,
implementing,
maintaining and
continually improving
an information
security management
system

— Ten short clauses
— Long annex



ISMS:Leading InfoSec Governance Framework

(0427001 1SO27001:2013 MANDATORY CLAUSES

h\rog
Reference Description
Clause 4 Context of the organization
> Clause 5 Leadership
o Clause 6 Planning
E Clause 7 Support
E Clause 8 Operation
Clause 9 Performance evaluation
Clause 10 | Improvement

https://chapters.theiia.org/bermuda/Events/ChapterDocuments/Information%20Security%20Management%20System%20%28ISMS%29%200verview.pdf



ISMS:Leading InfoSec Governance Framework

£0027001  1ISO27001:2013 DISCRETIONARY CONTROLS

NS
Reference Description Control Total
A5 Information security policies 2
Ab Organization of information security 7
A7 Human resource security 6
A8 Asset management 10
A9 Access control 13
E Al10 Cryptography 2
=) All Physical and environmental security 15
E Al12 Operations security 14
g Al3 Communications security 7
Al4 System acquisition, development and maintenance 13
Al5 Supplier relationships 5
Al6 Information security incident management 7
Al17 Information security aspects of business continuity management 4
A18 Compliance 8

TOTAL: 113

https://chapters.theiia.org/bermuda/Events/ChapterDocuments/Information%20Security%20Management%20System%20%28I1SMS%29%200verview.pdf




ISMS:Leading InfoSec Governance Framework

* Merits of ISO27001:2013
(ISMS):

— Exceptional
framework with
comprehensive
coverage of
mandatory
requirements
(clauses 4-10) and
discretionary controls
(annex)



ISMS:Leading InfoSec Governance Framework

* Merits of ISO27001:2013
(ISMS):
— Highly beneficial as a
framework for
security program

— Covers all domain
areas

— Provides a structure
and organized
sequence for security
controls



ISMS:Leading InfoSec Governance Framework

* Merits of ISO27001:2013
(ISMS):

— Complements
security
transformation
model as serves as a
reference and
guideline for activities
and controls



ISMS:Leading InfoSec Governance Framework

* De-merits of
1ISO27001:2013 (ISMS):

— Very broad

— Generic framework -
leaves it to
organization how to
implement the
measures and
controls

— Not suited for orgs
that are new to
security program



ISMS:Leading InfoSec Governance Framework

* How to best use
advantages of
1SO27001:2013 (ISMS):

— Implement security
transformational
model

— Cap off security
transformation
project with
1SO27001:2013 (ISMS)
certification



ISMS:Leading InfoSec Governance Framework

* How to best use
advantages of
1SO27001:2013 (ISMS):

— ISMS as a
complementary
reference and
checklist rather than
main framework



