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Introduction

➢Computers and networks are now a days a vital part of the daily life.

➢System administration matters because computers and networks matter

▪ Applications  are every where  e.g SOHO, SME, NGOs, Government and 
Educational Institutes

▪ User of Computers have  increased, esp the networked computers
▪ Technologies are diversified and heterogeneous

▪ Architectural approaches are also diversified

➢The need to have specialized people to operate and maintain computers 

and networks

▪ Build the infrastructure

▪ Operate and maintain

▪ Provide Support to users



Introduction

➢This course focuses on the principles  of  systems and network 

administration

▪ Introduction To System Administration

▪ Servers/Datacenters 

▪ Installation, configurations and verifications of server

▪ Support and Processes

▪ Network and Traffic Control

▪ Best Practices

▪ Services



Books

➢Following are text and reference books in addition to various articles from 

internet

▪ The Practice of System and Network Administration, Second Edition by Thomas Limoncelli, 
Christina Hogan and Strata Chalup, Addison-Wesley Professional; 2nd Edition (2007). ISBN-10: 
0321492668

▪ Red Hat Enterprise Linux 6 Bible: Administering Enterprise Linux Systems by William vonHagen, 
2011

▪ Studyguide for Practice of System and Network Administration by Thomas A. Limoncelli, Cram101; 
2nd Edition (2011). ISBN-10: 1428851755

▪ Networking Systems Design and Development by Lee Chao, CRC Press; 1st Edition (December 21, 
2009). ISBN-10: 142009159X (TB2)

▪ The Practice of System and Network Administration, Third Edition by Thomas Limoncelli, Christina 
Hogan and Strata Chalup, Addison-Wesley Professional; 2nd Edition (2017). ISBN-10: 0321492668



Course Details

➢Credit Hours:

▪ Theory : 3
▪ Practicals : 1

➢Assessment

▪ Quizzes
▪ Assignments
▪ Graded Discussion Board
▪ Mid Term Exam
▪ Final Term Exam
▪ Practical Exam



Prerequisites

➢Operating Systems

➢Data Communications  and Computer Networks



Course Instructors

➢ Dr. Hasnain Ahmed Bukhari
▪ Virtual University of Pakistan
▪ Email : hasnain@ vu.edu.pk

➢ Mr. Arif Husen
▪ Virtual University of Pakistan
▪ Email : arif.husen@ vu.edu.pk

➢ Mrs. Fauzia Jumani
▪ Virtual University of Pakistan
▪ Email : fouziajumani@ vu.edu.pk
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System

• System

• IT System

• General Definition



IT System

A system is a collection of 
elements or components that 
are organized for a common 
purpose

C3

C1

C2

Common Purpose Organized

A. What is a System?

Component

Procedure



IT System

a collection of computing and/or 
communications components and 
other resources that support one or 
more functional objectives of an 
organization

A. What is a IT System?

Computing
Network

DHCP

DNS

http

Computing

PC

Phone

Configure

Provision

Test



IT System Components

Computing Machines Software

Network

Services

Users

Processes



IT System Components

Computing 

Machines

Software

Network

Services

Users

Servers/ 

Workstation
Dekstops

Laptops/ Mobile 

Devices

Processes

Computing Machines are  important component of IT Systems 

and there are different forms of computing machines in an 

organization
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IT System Components

Computing 

Machines

Software

Network

Services

Users

Operating Systems Applications

Utilities

Processes
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IT System Components

Wireless

Router

Switch

Firewall

DPI

Loadbalancers

VPNs

Computing 

Machines

Software

Network

Services

Users

Processes

Cable and Connectors



IT System Components

Application Services

Network Sevices

Webservices

Computing 

Machines

Software

Network

Services

Users

Processes



IT System Components
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Diverse 
Users

Different 
Roles

Different 
Levels

Computing 

Machines

Software

Network

Services

Users

Processes



IT System Components

Computing 

Machines

Software

Network

Services

Users

Processes

Support 
System

Operations

Configurations

Change 
Managment
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Workstations/Desktops

IT System

Runs on

Accessed With

Do work

Webserver

Database

DHCP

DNS

Services

Servers

Users
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Computing Machines

Slide 
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• Hardware Components

• Operating System

• Accessories

• Evard's Computer Machine Life Cycle 

• A Computer Machine Goes through different states in their life.

• A Computer Machine Consists of ….

• Evard has outline different states and process that are performance on 

• Has Different States and Several Processes Associated with it



Evards ‘ Life Cycle Of Computer Machine

New

Clean

Off

Configured Unknown

• Five States

• New

• Clean

• Configured

• Unknown

• Off

• Several Processes

• Build

• Initialize

• Update

• Entropy

• Debug

• Retire

Build

Entropy

Debug

Update

Initialize

Retire

Rebuild

Retire



Evards ‘S Life Cycle Of Computer Machine
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New State

A new machine

Unpacking

Physical Connections

Power up

Preinstalled OS or No OS

New

Clean

Off

Configured Unknown

Build

Initialize

Retire

Entropy

Debug

Update

Rebuild



Evards ‘S Life Cycle Of Computer Machine

Slide 
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New

Clean

Off

Configured Unknown

Build

Initialize

Retire

Entropy

Debug

Update

Rebuild

Clean State

A machine that has the operating 

system installed but isn't set up to 

function in the System.

Build Process

Select OS

Install OS

Drivers and Softwares

Rebuild Process

Recovered Data

Reformate Disks

Reinstall OS/Software



Evards ‘S Life Cycle Of Computer Machine
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Configured State

• A machine that is properly 

configured to meet the 

needs of the System.

• User Roles and Permissions

• Updates

Update Process

Select Updates

Schedule Updates

Monitor

New

Clean

Off

Configured Unknown

Build

Initialize

Retire

Entropy

Debug

Update

Rebuild



Evards ‘S Life Cycle Of Computer Machine

Slide #7

Unknown State

• A machine that has been misconfigured, 
or that has become out of date, or that 
has been borrowed by an intern and 

returned stained

Debug Process

Troubleshooting

Remove the bugs

Fix Drivers and Softwares

Entropy Process

Changes by user/admin/updates

Compromised State

Rebuild Process

Recover  User Data

Formate Disks and Reinstall OS

New

Clean

Off

Configured Unknown

Build

Initialize

Retire

Entropy

Debug

Update

Rebuild



Evards ‘S Life Cycle Of Computer Machine
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Off State

Powered Off

No User Data

OS installed or Removed

Disconnected from Infrasture

Retire Process

Recover User Data

Flush the Hard Disks

Isolate from Infrastructure

New

Clean

Off

Configured Unknown

Build

Initialize

Retire

Entropy

Debug

Update

Rebuild



Summary

• Computer Machine Passes through 5 states 

throughout their life cycle

• Different Processes  are used  for transition  of the 

state of Computer Machines
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• What is System Administration?, its Importance?
• Orgnization Size play role
• Formal Definition of System Administration.

TOC



• What is SNA and Who is System Administrator?

What is SNA?

Slide 
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Computers Networks People

Configs

Hardwares OS

SW & Apps

Security

• look after hardware, operating systems, software, 
configurations, applications, or security

• looks after computers, networks, and the people 
who use them.

1. Difficult to define because system administrators do so many 

things

https://www.google.com/imgres?imgurl=https%3A%2F%2Fopentextbc.ca%2Fcomputerstudies%2Fwp-content%2Fuploads%2Fsites%2F322%2F2020%2F11%2FDesktop-computer.png&imgrefurl=https%3A%2F%2Fopentextbc.ca%2Fcomputerstudies%2Fchapter%2Ftypes-of-computers%2F&tbnid=eBJ6AUrI0GyZtM&vet=12ahUKEwjgmfjMrcz8AhX6VqQEHXe2DCEQMygDegUIARDlAQ..i&docid=6YhDrGMrz3QHeM&w=1280&h=1046&q=computer%20machines&client=firefox-b-d&ved=2ahUKEwjgmfjMrcz8AhX6VqQEHXe2DCEQMygDegUIARDlAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fbournetocode.com%2Fprojects%2FGCSE_Computing_Fundamentals%2Fpages%2Fimg%2Fcomputer-network.jpg&imgrefurl=https%3A%2F%2Fbournetocode.com%2Fprojects%2FGCSE_Computing_Fundamentals%2Fpages%2F3-5-1-comp_net.html&tbnid=hJzj6ZiZu9BFPM&vet=12ahUKEwi-_pz0rcz8AhV1uCcCHY0tChAQMygBegUIARDiAQ..i&docid=6bqVjUqZF-wgQM&w=800&h=600&q=computer%20networks&client=firefox-b-d&ved=2ahUKEwi-_pz0rcz8AhV1uCcCHY0tChAQMygBegUIARDiAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.cellusys.com%2Fwp-content%2Fuploads%2F2019%2F12%2Fservices-network-security-logo-blue.svg&imgrefurl=https%3A%2F%2Fwww.cellusys.com%2Fservices%2Fnetwork-security-assessment%2F&tbnid=IYzeFIJvZvcaAM&vet=12ahUKEwibrbWqsMz8AhVmR6QEHRaFCZkQMygRegUIARCAAg..i&docid=SSl6FTblkKCUeM&w=800&h=800&q=security&client=firefox-b-d&ved=2ahUKEwibrbWqsMz8AhVmR6QEHRaFCZkQMygRegUIARCAAg


What is SNA?

Slide 
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3 - A system administrator sometimes needs to be a

business-process consultant corporate visionary janitor software engineer

electrical engineer economistpsychiatrist mindreader

2 - A system administrator influences how effectively other people can or do 

use their computers and networks.

network administrators system architects system engineers

system programmersoperators

4 - Known with different names. 

Help Employees Support Others Guide Others



General Definition

Slide 
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● The objective are efficiency and effectiveness

System administration is the field of work  which involves…

● Managing one or more systems, 

● System could be software, hardware, servers or workstations. 



Importance of System Administration

• System administration matters because computers and networks matter.

Business Operations Colloborations Solve Many Problems

Internet Interanet World Wide Web

• Business Depends on 

• Unreliable machine room power system that caused occasional but 

bearable problems now prevents sales from being recorded.

• Management now has a more realistic view of computers, More people 

becoming direct users of Computers

• Computers matter more than ever. If computers are to work and work 

well, system administration matters



Orgnization Size and System Administrtaion

• Small and Home Offices: 

• Most businesses in the U.S. fall under this category. 

• The typical characteristics of a small business are having no more than 1,500 employees 

• Mid-market enterprise: 

• These organizations are larger than small businesses but smaller than large enterprises. 

• They generally employ between 1,500 and 2,000 people

• Large enterprise: 

•These organizations are relatively few, 



Managing an IT System means?

● Installation and Configuration

● Monitoring, Logging and Reporting

● Changing

● Supporting

● Provisioning

● Troubleshooting

Changes 

System State

Applying Tasks and actions



Formal Definition of  System Administration
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Action

{a1,a2,a3…..an}

At Given Time (T) 

configuration (files, 

kernel, memory or CPU 

usage) of a system.

states of the system that 

match the system policy.  

Over time, the system 

state shifts away from 

the ideal state.

specification of a system

Components ‘s configuration 

and its acceptable usage.

modifying the system to 

bring it closer to S*(t).

new, clean, 
configured,unknown, off

new, clean, 
configured,unknown, off
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Maturity Model

• System Administration Maturity Model

What  is a process?

• Maturity model in IT?



Process and its Maturity

● The term process describes the meansby which 
the system components are integrated or interact 
with each other  to produce a desired end result.

people, 

procedures, 

equipment, 

and tools 

methods, 

Common 
Objective● IT System have several components which 

interacts or integrate with each other for 
the common objectives.

people, 

Process

● Process maturity is a measure of how well defined 
and controlled a system 's processes are. 

● A high level of process maturity shows that 
processes are documented well, users understand 
and follow procedures, and there is continuous 
process improvement.

Maturity



Maturity Models IT

We Focus on System Administration Maturity Model (SAMM) which is quite similar to ITIL Maturity Model.

Several maturity models  exists for IT and Business, Examples are….

• CMMI

• ITIL Maturity Model

• Agile Maturity Model

• DevOps Maturity Model

• MDM Maturity Model



SAMM Maturity Levels
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Level 1
Initial Adhoc Proceses

Level 2
Repeatable

Disciplined process

Level 3
Defined

Standard, consistent process

Level 4
Managed

Predictable process

Level 5
Optimizing

Continuously Improving

Fire fighting – loosing

Fire fighting – lessons

Fire Appreciation

Fire Detection

Fire Prevention



SAMM Maturity Levels
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Level 1

Initial Adhoc Proceses

Level 2

Repeatable Disciplined process

Level 3

Defined Standard, consistent process

Level 4

Managed Predictable process

Level 5

Optimizing
Continuously Improving

Key Process Area

• The user is given the authority to decide what to 
do and when to do.

• They must also be able to assign work to other 
people creating interactions.



SAMM Maturity Levels
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Level 1

Initial Adhoc Proceses

Level 2

Repeatable Disciplined process

Level 3

Defined Standard, consistent process

Level 4

Managed Predictable process

Level 5

Optimizing
Continuously Improving

Key Process Area

• Requirements Management
• Project Planning
• Project Tracking
• Subcontract/Vendor Management
• Quality Assurance
• Configuration Management



SAMM Maturity Levels
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Level 1

Initial Adhoc Practices

Level 2

Repeatable Disciplined process

Level 3

Defined Standard, consistent process

Level 4

Managed Predictable process

Level 5

Optimizing
Continuously Improving

Key Process Area

• Process Focus

• Process Definition

• Training

• Integrated Management

• System & Network Engineering

• Intergroup Coordination



SAMM Maturity Levels

Slide 

#9

Level 1

Initial Adhoc Proceses

Level 2

Repeatable Disciplined process

Level 3

Defined Standard, consistent process

Level 4

Managed Predictable process

Level 5

Optimizing
Continuously Improving

Key Process Area

• Quantitative Process Management

• Quality Management



Maturity  Levels
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Level 1

Initial Adhoc Proceses

Level 2

Repeatable Disciplined process

Level 3

Defined Standard, consistent process

Level 4

Managed Predictable process

Level 5

Optimizing
Continuously Improving

Key Process Area

Defect Prevention

Technology Change Management

Process Change Management
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• Five Levels
• Initial
• Repeatable
• Defined
• Managed
• Optimizing

Common Practices at different SAMM Levels

Lets see the common Proactices of System Administration at above Levels.



New user – Verbal requests are addressed as time permits or escalated with management.

Software install – New or upgraded software is installed whenever & where ever makes the most sense at 
the moment.

Hardware install – New or upgraded hardware is installed whenever & where ever makes the most sense 
at the moment.

Problem report – Problems are sometimes reported by users by mail or phone to a random administrator.

Security – No specific security standards or policies exist.

Disk capacity – Disk space is in short supply. No information on usage rates is available. Project managers 
of supported organizations often fight among themselves regarding disk space.

Backups – Backups are usually done according to a weekly schedule.

Level 1 – Initial -Practices



Backups – Failure conditions for backups are understood. Failure rates and effort to resolve 
problems are tracked.

New user – Procedure to request and create an account is well documented. Cycle time for 
requests is monitored.

Software install – Installation guidelines are understood. Time spent installing and configuring 
software is tracked.

Hardware install – Installation standards are understood. Time spent installing and 
configuring hardware is tracked.

Problem report – Process to report problems is well understood by users and cycle time for 
problem resolution is monitored.

Security – Various security standards are clearly documented. Security violations are 
monitored.

Disk capacity – Acceptable disk capacity levels are established. Capacity is periodically 
monitored.

Level 2 – Repeatable -Practices



Backups – Training is provided for network and systems group to enhance backup programs and 
procedures.

New user – Head count expansion information is provided to signal new account requests are 
expected. Revision of procedure.

Software install – Installations are planned with the  supported organizations Reasons for 
install/upgrade are recorded.

Hardware install – Installations are coordinated with supported organizations and vendors. 
Reasons for install/upgrade are recorded.

Problem report – Problems are mapped to root causes. Group reviews solutions to resolutions 
suggested to address root causes.

Security – Group reviews security incidents for root vulnerabilities. Resolutions are discussed, 
tested and released.

Disk capacity – Capacity planning is addressed in project plans written by supported 
organizations and reviewed by the network & systems group.

Level 3 – Defined -Practices



New user – Cycle time numbers are used to adjust staffing to meet demand and requirements.

Software install – Productivity measures and goals for installation created.

Hardware install – Productivity/problem data is compare to goals for installs, tests and demos.

Problem report – Cycle time and resolution quality information is used on a regular basis to access 
effectiveness of problem reporting and resolution system.

Security – Effectiveness of group reviews is studied. 

Disk capacity – Metric for disk availability is created and used.

Backups – Backup system is certified with high reliability rating.

Level 4 – Managed -Practices



New user –Accounts are electronically requested and verified.

Software install – Problems with software installs are documented and avoidable with new procedures.

Hardware install – New hardware technologies are evaluated & integrated.

Problem report – New problem reporting system installed to better meet user requirements for ease of 
use.

Security – Internal contest to establish better security practices is established.

Disk capacity – Project tracking information combined with metrics of utilization are used to predict needs.

Backups – Backup process is revisited with input from supported organizations re: production schedules.

Level 5 – Optimizing -Practices



Rating Score Characterization

Poor 0 No ability No interest

Ineffective results

Weak 2 Partial ability Fragmented usage Inconsistent results

Fair 4 Implementation Plan defined Usage in major areas Consistent positive 

results

Marginal 6 Implementation across organization Usage in most areas

Positive measurable results

Qualified 8 PracticeisintegralpartofprocessConsistentuseacrossorganization

Positivelongterm results

Outstanding 10 Excellence in practice well recognized Consistent long term use

Consistent world class results

SAMM Process Evaluation Ratings
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Introduction to Reliability

• All systems will eventually fail.

• An important term that quantifies 
dependability of a system during 
its life-cycle  is the reliability. 

• Generally, Reliability is defined as 
the probability of success. 

Hardware 
Failure

Process 
Failurè

Software 
Bug

Security 
Breach Network 

Failure

• Many Reasons

https://www.google.com/imgres?imgurl=https%3A%2F%2Fsquatuniversity.com%2Fwp-content%2Fuploads%2F2016%2F02%2Fsystemfailure.jpg&imgrefurl=https%3A%2F%2Fsquatuniversity.com%2F2016%2F02%2F19%2Fsystem-failure%2F&tbnid=2TQeO6fiWks7pM&vet=12ahUKEwiuuo7BpNH8AhVCoycCHczjD4MQMygFegUIARD4AQ..i&docid=B9nIl5-biy7a-M&w=1280&h=720&q=system%20failure&client=firefox-b-d&ved=2ahUKEwiuuo7BpNH8AhVCoycCHczjD4MQMygFegUIARD4AQ


Objectives of Reliability

• The objective of studying reliability 
To quantify how “reliable” a product or service is, 

To understand the causes for poor reliability, 

To deploy actions to improve the reliability of Orgnizations.

• Unreliable Systems contributes 
Increase cost of ownership of the systems. 



Defining Reliability

Slide 
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• Reliability is defined as the probability that a system will 
perform its intended function(s) during a specified period 
of time under defined conditions.

• Specified Time Period

• Defined Conditions

https://www.google.com/imgres?imgurl=https%3A%2F%2Fi.pinimg.com%2Foriginals%2F8a%2Fc4%2Fda%2F8ac4da7a6582406d6e1dc01b9b7350a7.png&imgrefurl=https%3A%2F%2Fwww.pinterest.com%2Fpin%2F215469163399119626%2F&tbnid=wc9oY46dxq3gnM&vet=12ahUKEwj10_Xp2tP8AhUDmicCHXM9CiUQMygCegUIARDyAQ..i&docid=tugi5bvLnzyx-M&w=512&h=512&q=duration%20icon&hl=en&client=firefox-b-d&ved=2ahUKEwj10_Xp2tP8AhUDmicCHXM9CiUQMygCegUIARDyAQ


Examples of Reliability

Reliability usually changes as a function of time and is denoted as R(t). 

We warrant the bulb will be free from defects and will operate for 3 years based on 3 hours/day.

Examples of reliability statements are: 

The basic coverage warranty lasts for 36 months or 36,000 miles.



Calculating Reliability

The Reliability is  calculated ….. 

𝑟 𝑡 = 𝑁𝑤(𝑡)𝑁 𝑡0 r 𝑇 Reliability at  time T𝑁𝑤(𝑇) Working Systems at  time T𝑁(𝑇0) Total Systems at  time T0



Failure Probability

The formula for calculating reliability is: 

𝑓(𝑡) = 𝑁𝑛𝑤(𝑡)𝑁 𝑡0 𝐹(𝑇( Failure Probability at  time T𝑁𝑛𝑤(𝑇) Failed Systems at  time T𝑁(𝑇0) Total Systems at  time T0= 1 − 𝑅(𝑡)



Failure Rate

𝜆 𝑡 = 𝑁𝑤 𝑡 − 𝑁𝑤(𝑡 + 𝑑𝑡)𝑑𝑡 ∗ 𝑁 𝑡 𝜆 𝑡 Failure rate at  time t

dtinterval

• The frequency of component failure per unit time. It is 
usually denoted by the λ.



Weibull distribution

𝑟 𝑡 = 𝑒− 𝑡𝛼 𝛽
Early Life

Constant

Decay Life

𝑡

𝑓(𝑡)
𝛼 is called the scale factor which 
represents the characteristic life of the 
product 

• 𝛽 > 1 represents wear-out failures

𝛽 is called the shape factor and 
represents the different shapes for the 
Weibull distribution. 

• 𝛽 < 1 represents early failures 

• 𝛽 = 1 represents constant failure rate 

• which is the time at which 
63% of the products have 
failed.



• MTTF
• Mean time to failure

• MTTD
• Mean time to detection

• MTTR
• Mean time to recovery

• MTBF
• Mean time between failure

System/Service Metrics

Functional Troubleshoot Fix Functional

MTTF MTTD MTTR MTTF

MTBF

F1 Rb Re F2



Failure Rate

𝜆 = 1𝑀𝑇𝐵𝐹 = 1𝑀𝑇𝑇𝐹

• The frequency of component failure per unit time denoted by λ.

• Failure rate is considered as forecasted failure intensity given that the 
component is fully operational in its initial condition. 



Repair rate

𝜇 = 1𝑀𝑇𝑇𝑅
• The frequency of successful repair operations performed on a failed 

component per unit time and denoted μ  . 

• Repair rate is defined mathematically as follows:



Mean time to failure (MTTF)

𝑀𝑇𝑇𝐹 = 𝑇𝑜𝑡𝑎𝑙 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛𝑎𝑙 𝐻𝑜𝑢𝑟𝑠𝑇𝑜𝑡𝑎𝑙 𝑈𝑛𝑖𝑡𝑠 = 1𝜆

The average time duration before a non-repairable system component 
fails. 



Mean time between failure (MTBF)

𝑀𝑇𝐵𝐹 = 𝑇𝑜𝑡𝑎𝑙 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛𝑎𝑙 𝐻𝑜𝑢𝑟𝑠𝑇𝑜𝑡𝑎𝑙 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠 = 1𝜆
𝑀𝑇𝐵𝐷 = 𝑀𝑇𝑇𝐹 +𝑀𝑇𝑇𝑅

The average time duration between inherent failures of a repairable system 
component. 



Mean time to recovery (MTTR)

𝑀𝑇𝑇𝑅 = 𝑇𝑜𝑡𝑎𝑙 𝑀𝑎𝑖𝑛𝑡𝑒𝑛𝑎𝑛𝑐𝑒 𝐻𝑜𝑢𝑟𝑠𝑇𝑜𝑡𝑎𝑙 𝑅𝑒𝑝𝑎𝑖𝑟𝑠 = 1𝜇

• The average time duration to fix a failed component and return to 
operational state. 

• It includes the time spent during the alert and diagnostic process before 
repair activities are initiated. 



Mean time to detection (MTTD)

𝑀𝑇𝐷 = 𝑇𝑜𝑡𝑎𝑙 𝐻𝑜𝑢𝑟𝑠 𝑜𝑓 𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡 𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝑇𝑜𝑡𝑎𝑙 𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡𝑠

The average time elapsed between the occurrence of a component 
failure and its detection.



Availability

𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 = 𝑀𝑇𝐵𝐹𝑀𝑇𝐵𝐹 +𝑀𝑇𝑇𝑅

It Determines the instantaneous performance of a component at 
any given time based on time duration between its failure and 
recovery



Reliability in Practical IT Systems

S1

S2.1

S2.2

S2.3

S3 S4

𝜆1
𝜆2
𝜆2
𝜆2

𝜆3 𝜆4



• For series connected components, the effective failure rate is 
determined as the sum of failure rates of each component. Given n 
series-connected components:

• For parallel connected components, MTTF is determined as the reciprocal 
sum of failure rates of each system component. Given n parallel-connected 
components:

• For hybrid systems, the connections may be reduced to series or parallel 
configurations first.

𝜆 =෍𝑖=1𝑛 𝜆𝑖

𝑀𝑇𝑇𝐹 =෍𝑖=1𝑛 1𝜆𝑖



Availability and Reliability specifications

• Calculate reliability and availability of each component individually. 
For series connected components, compute the product of all 
component values. for N series-connected components.

• For parallel connected components, for N parallel-connected 
components.

• For hybrid connected components, reduce the calculations to series or 
parallel configurations first.

𝑅 𝑡 = ෑ𝑖=1𝑛 𝑅𝑖 𝑡 , 𝐴 𝑡 =ෑ𝑖=1𝑛 𝐴𝑖 𝑡

𝑅 𝑡 = 1 − ෑ𝑖=1𝑛 (1 − 𝑅𝑖 𝑡 ) , 𝐴 𝑡 = 1 −ෑ𝑖=1𝑛 (1 − 𝐴𝑖 𝑡 )



• It’s important to note a few caveats regarding these incident metrics and the 
associated reliability and availability calculations.

Caveats

• Organizations should therefore map system reliability and availability 
calculations to business value and end-user experience. 

• These metrics may be perceived in relative terms. Failure may be 
defined differently for the same components in different applications, 
use cases, and organizations.

• The value of metrics such as MTTF, MTTR, MTBF, and MTTD are 
averages observed in experimentation under controlled or specific 
environments. These measurements may not hold consistently in real-
world applications.

• Decisions may require strategic trade-offs with cost, performance 
and, security, and decision makers will need to ask questions beyond the 
system dependability metrics and specifications followed by IT 
departments.



• https://www.bmc.com/blogs/system-reliability-availability-calculations/
• https://sigmamagic.com/blogs/introduction-to-reliability/

Rferences

https://www.bmc.com/blogs/system-reliability-availability-calculations/
https://sigmamagic.com/blogs/introduction-to-reliability/
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1.Services

2.Computing Machines

3.Network

4.Processes

5.Softwares

6.Users

IT System Components

Network
Computing 
Machines

Services

Softwares

Users

Processes

Services Services



1)User Managment

2)Hardware Managment.

3)Backup Managment.

4)Software Managment.

5)Troubleshooting.

6)System monitoring.

7)Security Managment.

8)Users Assistance.

9)Communication.

Common Tasks

1)Architecuture

2)Physical Planning

3)IP Addressing

4)VLANS

5)Internet vs Intranet

Planning and Design Routine Tasks



User Management

Slide #4

Adding User 
Accounts

Consistency

Startup (dot) files

automation

Namespace 
management

Usernames UIDs

Multiple namespaces

SSI

Removing user 
accounts

Consistency automation

Many accounts different systems



4.2 -Hardware Management

Adding and 
removing hardware

Configuration, 
cabling, etc.

Purchase

Evaluate and 
purchase 

servers + other 
hardware

Capacity planning

How many 
servers?  How 

much 
bandwidth, 
storage?

Data Center 
management

Power, racks, 
environment 
(cooling, fire 
alarm)

Virtualization

When can 
virtual servers 
be used vs. 
physical?



4.3 -Backups

Backup strategy 
and policies

Scheduling: when and 
how often?

Capacity planning

Location: on-site vs. off-
site.

Monitoring 
backups

Checking logs

Verifying media

Performing restores 
when requested

Time

Automated?



4.4 -Software Installation

Automated 
consistent OS 
installs

Desktop vs. 
server OS image 

needs.

Installation of 
software

Purchase, find, 
or build custom 
software.

Managing 
multiple 

versions of a 
software pkg.

Managing 
software 
installations

Distributing 
software to 
multiple hosts.

Patching and 
updating 
software

When?

Updates vs 
Upgrades



4.5 -Troubleshooting

Slide #8

Problem 
identification

By user notification

By log files or 
monitoring programs

Tracking and 
visibility

Ensure users know 
you’re working on 

problem

Provide an ETA if 
possible

Finding the root 
cause of problems

Provide temporary 
solution if necessary

Solve the root problem 
to permanently 
eliminate



4.6 -System Monitoring

Slide #9

Automatically monitor 
systems for

Problems (disk full, 
error logs, security)

Performance (CPU, 
mem, disk, network)

Provides data for capacity 
planning

Determine need for 
resources

Establish case to 
bring to management



4.7 -Helping Users

Request tracking system

Ensures that you don’t forget 
problems.

Ensures users know you’re working 
on their problem; reduces 
interruptions, status queries.

Lets management know what 
you’ve done.

User documentation and 
training

Policies and procedures

Schedule and 
communicate downtimes

EffectedSystems

Donwtimes



4.8 -Communicate

Slide #11

Customers

Keep customer appraised of 
process.
•When you’ve started working on a request 
with ETA.

•When you make progress, need feedback.
•When you’re finished.

Communicate system status.
•Uptime, scheduled downtimes, failures.

Meet regularly with customer managers.

Managers

Meet regularly with your manager.

Write weekly status reports.



Server Operating Systems

IT601 – System and Network Administration

Arif Husen

Department of Computer Science and Information Technology,

Virtual University of Pakistan

Week # 3



Two Major Server Operating Systems

➢ Linux Operating Systems

➢ Windows Operating Systems

▪ Servers

▪ Desktops

▪ Mobiles

▪ Servers

▪ Desktops

▪ Mobiles



Linux Choice on Developers



Linux Usage Worldwide on Servers



Linux and Desktop Systems



Linux Usage and Websites



Usage of Linux Distributions



Quick Comparison

Architecture

Centered around 
the Linux kernel

Cost

Free

open-source 
software 

Security

▪ Highly secure 
against 

malware 
cyber threats

Support

Large comm. 
supports 

Answer commonly 
asked questions

▪ Based on the 
Windows NT 
architecture

▪ Owned by 
Microsoft, 

▪ a licensing fee 
per user

▪ More prone to

▪ hacking 
attempts 

▪ cyber 
threats

▪ Community and 
long-term 
customer 
support

▪ Great 
documentation

OS



Quick Comparison

Operation

command line

User Experience

requires an 
relatively 

experienced Linux 
administrator

Database 
Support

MySQL, 
PostgreSQL

Scripting Support

Python

PHP, 

Perl, 

Other Unix 
languages

graphical user 
interface

more beginner-
friendly

Microsoft SQL

Microsoft Access

ASP 

ASP.NET

OS



Advantages/Disadvantages of Linux Servers

➢ Advantages

➢ Disadvantages

▪ No additional licensing fee as the operating system is free.

▪ More reliable -it rarely experiences malware, cyber threats, or other security errors.

▪ Not demanding on the client hardware and lower resource consumption.

▪ Due to its low infrastructure requirements, it shows excellent performance rates.
▪ System administrators have the freedom and opportunity to customize the system.

▪ Seamless use of open-source software on the server.

▪ Supports cooperative work without exposing the program’s core.

▪ Operating via a command line instead of a GUI requires some learning or experience.

▪ Not all versions have long-term support.

▪ Updating from one major version to another can sometimes be complex.

▪ Some third-party and professional programs may not have support or require admin privileges.



Advantages/Disadvantages of Windows Servers

➢ Advantages

▪ Beginner-friendly due to its intuitive graphical user interface and out-of-the-box functionality.

▪ Guaranteed five years of maintenance + five years of extended support.

▪ Supports third-party applications and is compatible with Microsoft applications.

▪ Requires less admin monitoring and maintenance thanks to its robust approach and 
automated updates.

➢ Disadvantages

▪ Higher costs due to the obligatory licensing fee for the OS.

▪ More prone to malware, cyber-threats, and other security-related errors.

▪ Its mandatory GUI makes it more resource intensive.
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What is Ubuntu Server?

➢ Ubuntu Server is a server operating system developed by Canonical that runs on all major architectures

➢ Ubuntu is a server platform that anyone can use for the following and much more:

➢ Ubuntu Server has these minimum requirements:

x86 x86-64 ARM v7 ARM64 POWER8
IBM System z 
mainframes via 
LinuxONE. 

Websites FTP
Email 
server

File & 
print 
server

Develop. 
platform

Container
Cloud 
services

Database 
server



Differences from Ubuntu Desktop

➢ The differences between the two editions are the lack of an X window environment in the Server Edition 
and the installation process.

➢ There are a few differences between the Ubuntu Server Edition and the Ubuntu Desktop Edition. 

➢ It should be noted that both editions use the same apt repositories, making it just as easy to install a server 
application on the Desktop Edition as it is on the Server Edition.

➢ Ubuntu version 10.10 and prior, actually had different kernels for the server and desktop editions. Ubuntu 
no longer has separate -server and -generic kernel flavors. 

➢ These have been merged into a single -generic kernel flavor to help reduce the maintenance burden over 
the life of the release.

➢ When running a 64-bit version of Ubuntu on 64-bit processors you are not limited by memory
➢ addressing space.

➢ To see all kernel configuration options you can look through /boot/config-4.14.0-server. Also, Linux Kernel in 
a Nutshell3 is a great resource on the options available.



Installing Ubuntu Server

➢ Preparing install media

➢ Booting the installer

▪ There are platform specific step-by-step examples for ppc64el installations.

▪ For amd64, download the install image from https://releases.ubuntu.com/20.04/.

▪ There are many ways to boot the installer but the simplest and most common way is to create a 
bootable USB stick to boot the system to be installed.

▪ Plug the USB stick into the system to be installed and start it.

▪ Most computers will automatically boot from USB or DVD, though in some cases this is disabled to 
improve boot times. If you don’t see the boot message and the “Welcome” screen which should appear 
after it, you will need to set your computer to boot from the install media.

▪ There should be an on-screen message when the computer starts telling you what key to press for 
settings or a boot menu. 

▪ Depending on the manufacturer, this could be Escape, F2, F10 or F12. Simply restart your computer 
and hold down this key until the boot menu appears, then select the drive with the Ubuntu install 
media.

https://releases.ubuntu.com/20.04/


Example of Installer



Installation Steps

➢ The installer is designed to be easy to use and have sensible defaults so for a first install you can mostly 
just accept the defaults for the most straightforward install:

Choose your language

Update the installer (if offered)

Select your keyboard layout

Configure Networking
•Auto (Recommended)
•Manual

Configure Proxy •If required

Enter a username, hostname 
and password

On the SSH and snap screens, 
select “Done”

Logon for Log Messages

Login
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Software Package Management

▪ The software management tools in Ubuntu will do this automatically.

➢ Package management system is derived from the same system used by the Debian GNU/Linux 

Distribution.

▪ The package files contain all of the necessary files, meta-data, and instructions to implement a 
particular functionality or software application on your Ubuntu computer.

▪ Debian package files typically have the extension '.deb', and usually exist in repositories which are 
collections of packages found on various media, such as CD-ROM discs, or online. 

➢ Package Files

▪ Packages are normally in a precompiled binary format; thus installation is quick, and requires no 
compiling of software.

➢ Dependencies

▪ Many complex packages use dependencies. 

▪ Dependencies are additional packages required by the principal package in order to function properly. 

❑ For example, the speech synthesis package festival depends upon the package 
libasound2, which is a package supplying the ALSA sound library needed for audio 
playback. In order for festival to function, it and all of its dependencies must be installed. 



dpkg

➢ Using dpkg to manage software

➢ dpkg is a package manager for Debian-based systems. 

➢ It can install, remove, and build packages, but unlike other package management systems, it cannot 

automatically download and install packages or their dependencies. 

dpkg-S /etc/host.conf
base-files: /etc/host.conf

▪ List all packages installed on the system, from a terminal prompt type:

dpkg -l

▪ Depending on the amount of packages on your system, this can generate a large amount of output. Pipe 
the output through grep to see if a specific package is installed:

dpkg -l | grep apache2

▪ To list the files installed by a package, in this case the ufw package, enter:

dpkg -L ufw

▪ If you are not sure which package installed a file, dpkg-S may be able to tell you. For example:



dpkg

▪ Uninstalling a package can be accomplished by:

▪ You can install a local .deb file by entering:

sudo dpkg-i zip_3.0-4_i386.deb

sudo dpkg -r zip

▪ For more dpkgoptions see the man page:

man dpkg



APT

➢ The apt command is a powerful command-line tool, which works with Ubuntu's Advanced 

Packaging Tool (APT) performing such functions as

▪ upgrading the entire Ubuntu system

▪ installation of new software packages

▪ upgrade of existing software packages

▪ updating of the package list index

➢ Advantages

▪ Being a simple command-line tool, apt has numerous advantages over other package management 
tools available in Ubuntu for server administrators. 

▪ Ease of use over simple terminal connections (SSH)

▪ The ability to be used in system administration scripts

▪ Which can in turn be automated by the cronscheduling utility.



Using APT

➢ Installing a Package

sudo apt install nmap

➢ Removing a Package

sudo apt remove nmap

Also, adding the --purge option to apt remove will remove the package configuration files as well. 
This may or may not be the desired effect, so use with caution.

The APT package index is essentially a database of available packages from the repositories defined in 
the /etc/apt/sources.listfile and in the /etc/apt/sources.list.ddirectory. To update the local package index 
with the latest changes made in the repositories, type the following:

sudo apt update

➢ Updating the Package Index 

Over time, updated versions of packages currently installed on your computer may become available from 
the package repositories (for example security updates). To upgrade your system, first update your 
package index as outlined above, and then type:

➢ Upgrade Packages 

sudo apt upgrade

➢ Actions of the apt command, such as installation and removal of packages, are logged in the 

/var/log/dpkg.log log file.



Aptitude

➢ You may start the menu-driven interface of Aptitude as a normal user by typing the following command at a 
terminal prompt:

➢ Launching Aptitude with no command-line options, will give you a menu-driven, text-based front-end to 
the Advanced Packaging Tool (APT) system. 

➢ Many of the common package management functions, such as installation, removal, and upgrade, can be 
performed in Aptitude with single-key commands, which are typically lowercase letters.

➢ Aptitude is best suited for use in a non-graphical terminal environment to ensure proper functioning of 
the command keys. 

sudo aptitude

➢ Actions

▪ Install Packages

▪ Remove Packages

▪ Update Package Index 

▪ Upgrade Packages



Aptitude

▪ i: Installed package
▪ c: Package not installed, but package configuration remains on system
▪ p: Purged from system
▪ v: Virtual package
▪ B: Broken package
▪ u: Unpacked files, but package not yet configured
▪ C: Half-configured -Configuration failed and requires fix
▪ H: Half-installed -Removal failed and requires fix

➢ The first column of information displayed in the package list in the top pane, when actually viewing 
packages lists the current state of the package, and uses the following key to describe the state of the 
package:

➢ To exit Aptitude, simply press the q key and confirm you wish to exit. Many other functions are available 
from the Aptitude menu by pressing the F10 key.

➢ Command Line Aptitude

sudo aptitude install nmap

sudo aptitude remove nmap



Automatic Updates

➢ The unattended-upgrades package can be used to automatically install updated packages, and can be 
configured to update all packages or just install security updates. 

➢ To configure unattended-upgrades, edit /etc/apt/apt.conf.d/50unattended-upgrades and adjust the 
following to fit your needs:

sudo apt install unattended-upgrades

➢ Install the package by entering the following in a terminal:

Unattended-Upgrade::Package-Blacklist {
// "vim";
// "libc6";
// "libc6-dev";
// "libc6-i686";
};

Unattended-Upgrade::Allowed-Origins {
"${distro_id}:${distro_codename}";
"${distro_id}:${distro_codename}-security";
// "${distro_id}:${distro_codename}-updates";
// "${distro_id}:${distro_codename}-proposed";
// "${distro_id}:${distro_codename}-backports";
};

➢ Certain packages can also be blacklisted and therefore will not be automatically updated. To blacklist a 
package, add it to the list:



Automatic Updates

➢ To enable automatic updates, edit /etc/apt/apt.conf.d/20auto-upgrades and set the appropriate apt 
configuration options:

APT::Periodic::Update-Package-Lists "1";
APT::Periodic::Download-Upgradeable-Packages "1";
APT::Periodic::AutocleanInterval"7";
APT::Periodic::Unattended-Upgrade "1";

➢ The above configuration updates the package list, downloads, and installs available upgrades every day. 
The local download archive is cleaned every week

➢ On servers upgraded to newer versions of Ubuntu, depending on your responses, the file listed above may 
not be there. In this case, creating a new file of this name should also work.



Automatic Updates

Once the package is installed edit /etc/apticron/apticron.conf, to set the email address and other 
options:

➢ Notifications

Configuring Unattended-Upgrade::Mail in /etc/apt/apt.conf.d/50unattended-upgrades will enable 
unattended-upgrades to email an administrator detailing any packages that need upgrading or have 
problems.

Another useful package is apticron. apticronwill configure a cronjob to email an administrator information
about any packages on the system that have updates available, as well as a summary of changes in each
package.

To install the apticronpackage, in a terminal enter:

sudo apt install apticron

EMAIL="root@ example.com"



Configuration of APT

➢ Configuration of the Advanced Packaging Tool (APT) system repositories is stored in the /etc/apt/sources.listfile 
and the /etc/apt/sources.list.ddirectory. 

# no more prompting for CD-ROM please
# deb cdrom:[Ubuntu 18.04 _Bionic Beaver_ -Release i386 (20111013.1)]/ bionic main restricted

➢ You may edit the file to enable repositories or disable them. For example, to disable the requirement of 
inserting the Ubuntu CD-ROM whenever package operations occur, simply comment out the appropriate line 
for the CD-ROM, which appears at the top of the file:

➢ Extra Repositories

deb http://archive.ubuntu.com/ubuntu bionic universe multiverse
deb-srchttp://archive.ubuntu.com/ubuntu bionic universe multiverse
deb http://us.archive.ubuntu.com/ubuntu/ bionic universe
deb-srchttp://us.archive.ubuntu.com/ubuntu/ bionic universe
deb http://us.archive.ubuntu.com/ubuntu/ bionic-updates universe
deb-srchttp://us.archive.ubuntu.com/ubuntu/ bionic-updates universe
deb http://us.archive.ubuntu.com/ubuntu/ bionic multiverse

▪ By default, the Universe and Multiverse repositories are enabled but if you would like to 
disable them edit /etc/apt/sources.listand comment the following lines:

deb-srchttp://us.archive.ubuntu.com/ubuntu/ bionic multiverse
deb http://us.archive.ubuntu.com/ubuntu/ bionic-updates multiverse
deb-srchttp://us.archive.ubuntu.com/ubuntu/ bionic-updates multiverse
deb http://security.ubuntu.com/ubuntu bionic-security universe
deb-srchttp://security.ubuntu.com/ubuntu bionic-security universe
deb http://security.ubuntu.com/ubuntu bionic-security multiverse
deb-srchttp://security.ubuntu.com/ubuntu bionic-security multiverse
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Network Management

➢ Ubuntu ships with a number of graphical utilities to configure your network devices.

➢ The network management includes

▪ Configuring Interfaces

▪ IP Addressing

▪ DNS 

▪ Bridging 



Ethernet Interfaces

➢ Ethernet interfaces are identified by the system using predictable network interface names. 

➢ In some cases an interface may still use the kernel eth# style of naming.

➢ These names can appear as eno1 or enp0s25. 

➢ Identify Ethernet Interfaces

To identify all available Ethernet interfaces, you can use following commands as shown below.

ipa

sudo lshw -class network

quickly identify all available Ethernet interfaces

provides greater details around the hardware capabilities of specific adapters. 



Ethernet Interfaces

ip a



Ethernet Interfaces

sudo lshw -class network



Ethernet Interface Logical Names

➢ Interface logical names can also be configured via a netplanconfiguration. If you would like control which
interface receives a particular logical name use the match and set-name keys. 

➢ The match key is used to find an adapter based on some criteria like MAC address, driver, etc. Then the 
set-name key can be used to change the device to the desired logialname.



Ethernet Interface Settings

➢ ethtool is a program that can display and 
change Ethernet card settings such as 

➢ The following is an example of how to view 
supported features and configured settings 
of an Ethernet interface.

sudo ethtooleth4

▪ auto-negotiation, 
▪ port speed, 
▪ duplex mode, 
▪ and Wake-on-LAN. 



IP Addressing

➢ Temporary IP Address Assignment

➢ Dynamic IP Address Assignment (DHCP Client)

➢ Static IP Address Assignment

➢ Loopback Interface



Temporary IP Address Assignment

➢ To temporarily configure an IP address, you can use the ipcommand in the following manner. Modify the IP 
address and subnet mask to match your network requirements.

➢ For temporary network configurations, you can use the ipcommand which is also found on most other 
GNU/Linux operating systems. 

➢ The ipcommand allows you to configure settings which take effect immediately, however they are not 
persistent and will be lost after a reboot.

iplink set dev enp0s25 up
iplink set dev enp0s25 down

sudo ipaddradd 10.102.66.200/24 dev enp0s25

➢ The ipcan then be used to set the link up or down.



Temporary IP Address Assignment

To verify the IP address configuration of enp0s25, you can use the ipcommand in the following manner.

ipaddress show dev enp0s25

To configure a default gateway, you can use the ipcommand in the following manner. Modify the default
gateway address to match your network requirements.

sudo iproute add default via 10.102.66.1



Temporary IP Address Assignment

➢ To verify your default gateway configuration, you can use the ipcommand in the following manner.

iproute show

➢ If you require DNS for your temporary network configuration, you can add DNS server IP addresses in
the file /etc/resolv.conf. 

➢ The example below shows how to enter two DNS servers to /etc/resolv.conf, which should be changed to 
servers appropriate for your network. 

nameserver 8.8.8.8

nameserver 8.8.4.4

➢ In general, editing /etc/resolv.confdirectly is not recommanded, but this is a temporary and non-persistent 
configuration. 

➢ If you no longer need this configuration and wish to purge all IP configuration from an interface, you can 
use the ipcommand with the flush option as shown below.

ipaddrflush eth0



Dynamic IP Address Assignment (DHCP Client)

network:
version: 2
renderer: networkd
ethernets:
enp3s0:
dhcp4: true

➢ To configure your server to use DHCP for dynamic address assignment, create a netplanconfiguration in 
the file /etc/netplan/99_config.yaml. 

➢ The example below assumes you are configuring your first Ethernet interface identified as enp3s0.

The configuration can then be applied using the netplancommand.

sudo netplanapply



Dynamic IP Address Assignment (DHCP Client)

➢ To configure your system to use static address assignment, create a netplanconfiguration in the file /etc/ 
netplan/99_config.yaml. 

➢ The example below assumes you are configuring your first Ethernet interface identified as eth0. Change 
the addresses, gateway4, and nameservers values to meet the requirements of your network.

network:
version: 2
renderer: networkd
ethernets:
eth0:
addresses:
-10.10.10.2/24
gateway4: 10.10.10.1
nameservers:
search: [mydomain, otherdomain]
addresses: [10.10.10.1, 1.1.1.1]

➢ The configuration can then be applied using the netplancommand.

sudo netplanapply



Loopback Interface

➢ The loopback interface is identified by the system as lo and has a default IP address of 127.0.0.1. It can 
be viewed using the ipcommand.

ipaddress show lo
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Name Resolution

➢ Name resolution as it relates to IP networking is the process of mapping IP addresses to hostnames, making 
it easier to identify resources on a network. 

➢ Two cases shall be discussed,

▪ Name resolution using DNS

▪ Name resolution using  static hostname records


