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eaesn

» Computers and networks are now a days a vital part of the daily life.
» Applications are everywhere eg SOHO ,SME ,NGOs,Goverrmentad
Educatonal hsties
» UserofCanputrshave naeased,esp e netvorked acom puers
» Tedrolbges are dirersiied and heterogeneous
» Archiectialappioades are albo durersiied

» The need to have specialized people to operate and maintain computers
and networks

* Bull te niflastuctie
* Operat admanan
* Provide Sugportb users

» System administration matters because computers and networks matter



eaesn

» This course focuses on the principles of systems and network
administration

» htoduction To Sysem Adn niskatibn

= SenerishDaboeners

= SewvDes

 hsalHtDhN, cofipurations and verications ofsener
» Supportaid Processes

* Netvork and Tiafic Contol

* BestPracties



» Following are text and reference books in addition to various articles from
internet

» The Practice ofSysem and Netvork Adn nstiation, Second Edtion by Thomas Lmoncell,
Chrstina Hogan and Stata Chalbp , AddiBonW eskby Proesspnalk 2nd Edilion €007). BEBN-0:
0321492668

» The Practie of Sysem and Netvork Adn nstation, Third Edition by Tham as Limonce i, Chrstima
Hogan and Stata Challp , AddiBon esky Proessonak 2nd Edition @01.7). EBN-10:0321492668

» RedHatEntempree Lnux 6 B bE-Adn nskering Enepree Lnux Sysems by W iliam voHagen,
2011

» Stdygune DrPracte ofSysem and Netvorkk Adn nistiation by ThomasA .Lmonceli,Cran 101 ;
2d Ediibn @011). BBN-10:1428351755

» Netvorking Sysem sDeson and Develbpom entloy Lee Chao ,CRC Press; 1stEdtion Oecanmber?2l,
2009). BBN-10:142009150X (IB2)



» Credit Hours:

* Theory -3
» Practab -1

> Assessment

» QUEZES

* Asspgpments

» Graded D Bousson Board
= M o Tem BExan

= FnalTem BExan

» PractalExan



» Operating Sysens
» Data Canmuncatons and Can pueriNetvorks



» DrrHasanAlhmedBukan > MrArfiHusen > Mis.Fauze Junani
»  VitalUnirersily ofPakisan »  VitalUniersly ofPakstn »  VitalUniersly ofPakistan
* Emaill:hagsan@ wedupk »  Email-arifhusen@ wwedu pk » Emal:-buzRpman wedupk



IT601 — System and Network Administration

ITSYSTEM

ArfHuUsEN

Department of Computer Science and Information Technology,
Virtual University of Pakistan



System

* System

* IT System

e General Definition



IT System

A. What is a System?

A system is a collection of
elements or components that
are organized for a common
purpose

(

5

Component

Procedure

Common Purpose

Organized




IT System

A. What is a IT System?

Mrovision

a collection of computing and/or
communications components and

@ xnﬁgure
Computing
other resources that support one or -.-
more functional objectives of an

organization Q
Testf




System Components




System Components

Software

Network

Services

Users

Processes

Computing Machines are important component of IT Systems
and there are different forms of computing machines in an

organization

Servers/
Workstation

Laptops/ Mobile
Devices



System Components

Computing
Machines

Network

Services

Users

Processes

Wienclows

0{;?

Iy
ubuntu \pos

=N6

Windows 8 I.mux fe dOI’O

CIN2:01D

Operating Systems

Utilities

&



System Components

Computing ’
Machines

Software ’

Services

Users

Processes

Wireless

Cable and Connectors

Router

Switch
Firewall

DPI
Loadbalancers

{ Branch Headquarters =

Mobile user

Home user

VPNs



System Components

Computing
Machines

Software

Network

Users

Processes

Application Services

Network Sevices

Webservices



System Components

Computing ’
Machines

Software

Network

Services

Processes

A

f

Diverse
Users

~\

A

Different
Roles

A

Different
Levels

10



System Components

Computing
Machines

Software

Network

Services

Users

Change
Managment

Operations

Configurations

11



IT System

Servers

Users

Sy

Runs on

Services

Accessed With

——

Workstations/Desktops
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Computing Machines

* A Computer Machine Consists of ....

* Hardware Components
* Operating System
* Accessories

 Has Different States and Several Processes Associated with it

* Evard's Computer Machine Life Cycle

* A Computer Machine Goes through different states in their life.

» Evard has outline different states and process that are performance on



Evards ' Life Cycle Of Computer Machine

New

Retire

Rebuild

* Five States

* New
Clean
Configured
Unknown
Off

e Several Processes
e Build
* |nitialize
* Update
* Entropy
* Debug
* Retire



Evards 'S Life Cycle Of Computer Machine

New

Build

Clean —_—
Initialize

Retire

Configured

Off

NDetvg

Unknown

New State
A new machine
Unpacking
Physical Connections

Power up

Preinstalled OS or No OS



Evards 'S Life Cycle Of Computer Machine

New

Clean State
A machine that has the operating
system installed but isn't set up to
function in the System.

Build Process

Select OS
Configured Unknown Install OS

NDetvg

Initialize
Drivers and Softwares
Rebuild Process

Retire Recovered Data

Reformate Disks

Reinstall OS/Software

Off



Evards 'S Life Cycle Of Computer Machine

New

Build

Clean Configured
Initialize

Unknown

Retire

Off

Configured State

* A machine thatis properly
configured to meet the
needs of the System.

 User Roles and Permissions

* Updates

Update Process

Select Updates
Schedule Updates

Monitor



Evards 'S Life Cycle Of Computer Machine

New
Rebuild
Build
Clean _—
Initialize
Retire

Update

Configured

Off

Entropy

Debug

Unknown State

A machine that has been misconfigured,
or that has become out of date, or that
has been borrowed by an intern and
returned stained
Debug Process
Troubleshooting
Remove the bugs
Fix Drivers and Softwares
Entropy Process
Changes by user/admin/updates
Compromised State
Rebuild Process
Recover User Data

Formate Disks and Reinstall OS



Evards 'S Life Cycle Of Computer Machine

New

Build

Clean Configured
Initialize

Unknown

Retire

Off State

Powered Off
No User Data

OS installed or Removed

Disconnected from Infrasture

Retire Process

Recover User Data

Flush the Hard Disks

Isolate from Infrastructure



e Computer Machine Passes through g states
throughout their life cycle

e Different Processes are used for transition of the
state of Computer Machines
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TOC

« W hattie Sysem Adn nsation?, ks In porance?
 OiIgnkEaton Skee phy ok
« Fom allDefniibn ofSysem Adn nsEatDN.



What is SNA?

 What is SNA and Who is System Administrator?

1. Difficult to define because system administrators do so many
things

+ boks aferacom puters, netvorks, and the peopke

who use tem
Computers Networks People
- bokafernaldvare, operating sysem s, sofvaie, @
confipuratinons, gop Icatibns, orsecurly AN
Hardwares oS Security
B e !
e P00

Configs SW & Apps


https://www.google.com/imgres?imgurl=https%3A%2F%2Fopentextbc.ca%2Fcomputerstudies%2Fwp-content%2Fuploads%2Fsites%2F322%2F2020%2F11%2FDesktop-computer.png&imgrefurl=https%3A%2F%2Fopentextbc.ca%2Fcomputerstudies%2Fchapter%2Ftypes-of-computers%2F&tbnid=eBJ6AUrI0GyZtM&vet=12ahUKEwjgmfjMrcz8AhX6VqQEHXe2DCEQMygDegUIARDlAQ..i&docid=6YhDrGMrz3QHeM&w=1280&h=1046&q=computer%20machines&client=firefox-b-d&ved=2ahUKEwjgmfjMrcz8AhX6VqQEHXe2DCEQMygDegUIARDlAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fbournetocode.com%2Fprojects%2FGCSE_Computing_Fundamentals%2Fpages%2Fimg%2Fcomputer-network.jpg&imgrefurl=https%3A%2F%2Fbournetocode.com%2Fprojects%2FGCSE_Computing_Fundamentals%2Fpages%2F3-5-1-comp_net.html&tbnid=hJzj6ZiZu9BFPM&vet=12ahUKEwi-_pz0rcz8AhV1uCcCHY0tChAQMygBegUIARDiAQ..i&docid=6bqVjUqZF-wgQM&w=800&h=600&q=computer%20networks&client=firefox-b-d&ved=2ahUKEwi-_pz0rcz8AhV1uCcCHY0tChAQMygBegUIARDiAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.cellusys.com%2Fwp-content%2Fuploads%2F2019%2F12%2Fservices-network-security-logo-blue.svg&imgrefurl=https%3A%2F%2Fwww.cellusys.com%2Fservices%2Fnetwork-security-assessment%2F&tbnid=IYzeFIJvZvcaAM&vet=12ahUKEwibrbWqsMz8AhVmR6QEHRaFCZkQMygRegUIARCAAg..i&docid=SSl6FTblkKCUeM&w=800&h=800&q=security&client=firefox-b-d&ved=2ahUKEwibrbWqsMz8AhVmR6QEHRaFCZkQMygRegUIARCAAg

What is SNA?

2 - A system administrator influences how effectively other people can or do
use their computers and networks.

Heb Em pbyees SupportO ters Guie Oters

3 - A system administrator sometimes needs to be a

busiessprocess consulant | | comporate viebnary | | _pnibr | | softvare engineer

ekcmalegineer | | psydhBEBL m ndreader econan Bt

4 - Known with different names.

netvork adn nsEabIs System aidhiecs | | sysem engnesats

operbIS SysSEm programm ers




System administration is the field of work which involves...

e Managing one or more systems,
e System could be software, hardware, servers or workstations.

e The objective are efficiency and effectiveness



In porence of Sysem Adn nsEatbN

« System administration matters because computers and networks matter.

BusnessOperatins | | Colbboratibns| | Sole Many ProbkEns

 Business Depends on

hemnet heraett | WorllW pbeW eb

« Management now has a more realistic view of computers, More people
becoming direct users of Computers

* Unreliable machine room power system that caused occasional but
bearable problems now prevents sales from being recorded.

 Computers matter more than ever. If computers are to work and work
well, system administration matters



O ionekation S ke and Sysem Adn nsr&bn

« Small and Home Offices:

 Mostbushness=s Nnte U S _Alludertis category.
+  The gpraldaracerstcs ofa sn allbusness are having no more tan 1. 500 em pbyees

 Mid-market enterprise:
+ These olganations are higertan sn allbusiness=s butsn alerttan hirge enelpris=es.
+ Theygenerally em pby betveen 1. 500 and 2 000 peopk

« Large enterprise:
*These oilganatons are ehael/ Ew,



Applying Tasks and actions

e Installation and Configuration

e Monitoring, Logging and Reporting

e Changing > Changes
System State

e Supporting

e Provisioning

e Troubleshooting



new ,ckan,

coripured pnknowvn, off

|

specification of a system
Components ‘s configuration
and its acceptable usage.

)

At Given Time (T)
configuration (files,
kernel, memory or CPU
usage) of a system.

new ,clkan,
confipured pnknowvn, off

[

modifying the system to
bring it closer to S*(t).

states of the system that
match the system policy.
Over time, the system

state shifts away from
the 1deal state.
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Maturity Model

What is a process?

* Maturity model inIT?

* System Administration Maturity Model



@® The tm process describes te meansbywhioh
e sysem aom ponents are negiated or nelact
w h eadch otber L produce adesied end resulic

® IT Sysem have saveralcom ponentswhioh
nmeract or negae w ih eadh oberbr
te common copctaes.

Maturity

@® Processmaturly Bameasure ofihrov welldefined
and coolEd a sysem S processesare.

® A hoh B\elofprocess matirly shovs tat
processes are doaum ened well, users udersaed
and Bibw procedures,and tele B contnuous
PIOGESS M provem ent




M attrily M odels I

Several maturity models exists for IT and Business, Examples are....

- CMMI
- TLMatriyModel

. AgikMatriyModel

- De\OpsMaturiyModel

- MDM MaturiyMocel

We Focus on System Administration Maturity Model (SAMM) which is quite similar to ITIL Maturity Model.



SAMM Matiny Leveb

Level 5 Continuously Improving
Optimizing | Fre Prevention

Level 4 Predictable process
Managed | e Detectin

Level 3 Standard ,consistent process
Defined | Fge Apprecrtion

Level 2 Disciplined process
Repeatable | e mtig- bssons

L
|$|‘i,tei;|1 Adhoc Proceses

Fre fohting - bosing




SAMM Matriy Levekb

Level 5

Optimizing Continuously Improving

Level 4 .
Managed Predictable process

Key Process Area

15 +  The user egien e autorily © decoe whatb
L
D:;:,ed Standard ,consistent process do andwhen b do.

- Theymustako be abE D asspnwolkk © oter

peop ke aeating nercinns.
Level 2 e
Repeatable Disciplined process

- Adhoc Proceses




SAMM Matunly Lenveb

Level 5
Optimizing

Level 4
Managed

Predictable process

Level 3
Defined

Standard, consistent process

- Disciplined process

Level 1
Initial

Adhoc Proceses

Continuously Improving

Key Process Area

* RegquemensManagemeant
 PropctP hning

Propctlhadking

»  SubcoTiactX/endorM anagem ent
 QuallyAssurance

« Coripuration M anagement



SAMM Matunly Lenveb

Level 5
Optimizing

Level 4
Managed

Predictable process

- Standard, consistent process

Level 2
Repeatable

Level 1
Initial

Adhoc Practices

Disciplined process

Continuously Improving

Key Process Area

« ProoessFoaus

Process Definitibn

Tranng

hegrated M anagement

Sysem & Netvork Engineering

hegroup Coordnation



SAMM Matinly Leneb

Level 5 ° °
Optimizing Continuously Improving
- Predictable process Key Process Area
Level 3 . *  Quantiatae ProcessManagemeant
Defined Standard, consistent process

* QuallyManagement

Level 2

Repeatable Disciplined process

Level 1
Initial Adhoc Proceses




- Continuously Improving

Level 4 .
Managed Predictable process

Level 3
Defined

Level 2

Standard, consistent process

Repeatable Disciplined process

Level 1
Initial

Adhoc Proceses

Key Process Area
DefctPreventon
Tedobgy Change Managem ent

Process Change Management
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Canmon Practioes atdiiEeitSAMM Leveb

- Fieleeb
- himl
* Repeabbk
« Defined
* Managed
« Optin ENg

Lets see e aamm on Proacties of Sysem Adn nstation atabove Leve k.



Levell - himl-Practoes

New user — Veralreguest are addiessed as tin e pemm s orescallited w th management
Software install - New orupgraded softvare B nstlked whenever& whetre everm akes te m ost=ense at
temanent

Hardware install - New oruograded hardvare s nstlled whenever& whetre everm akes te m ostsense
atbemanent

Problem report — Prablen s are sam etin es reported by users by m allorpphone © a andom adn nsabr-

Security — No goeciic seaunly sthdards orpolicEs exst

Disk capacity — D BEkgoace B n shortsuppl/.No imbim atibn on usage rates B avalbbk . Propctm anagers
ofsuppored oilganizations ofen fiohtam ong hem selles regarding diesk oace.

Backups — Badwjos are usually done acoording © aweekly sdedule.



New user — Procedure O requestand aeate an accouttswelldoaum ented.Cyck tne Br
requests BEmonibred.

Software install — hstalbtibn gunelnes are uderstood. T e soantinstaling and confoumg
oilvare B taded.

Hardware install — hstalktion sbdards are uderstood . Tim e spentinsaling ard
confipuring hardvare B tiad<ed.

Problem report — Process 0 rieportprobkEm s swelluderstood by usetsand o ck tine br
probEm resollitibpn Emonibied.

Security — Varpus seaunly stindaids are clkearly doaum ented - Seaunly vbltins are
monibred.

Disk capacity — Aaoeptbk dEk capacily bB\ek are estbliEhed . Capacily B perndally
monibied.

Backups — Faill.re cordiiibns Brivados are uderstood . Fallre iaes and efbrtb resole
probkEm s are teded.



Lenel3- Defined Practoes

New user — Head countexqoansibn nmbm ation B pilovioed © spnalnew acocouTtreguest ae
exjoectd.Revisbn ofproceduie.

Software install — hstalktibns are plhned with te supported olganzations Reasons bBr
nstllpgrade are recorided.-

Hardware install — hstlktins are coordnated w ih supored organieatibns and vendors.
Reasons Hrinstllpgrade are recoided.

Problem report — ProblkEm s are m ggped 1 1ootcaus=s. G oup ieviews solutions 0 riesolitions
uggestd b addriess 1ootcauses.

Security — G roup reviews seaurly ncioents brioctvuherabilies_Resoltions are disoussed,
tsked ad rekased.

Disk capacity — Capacily plhhning B addiessed n propectphns wrtien by suported
oiganzations and reviewved by te netvork & sysem sgroup.-

Backups — Traning B provioed Brmetvork and sysem s group  enhance badap progran sand
procedures.



New user — CycE tin e num bers are us=ed © adpststaiing © m eetdem and and requrem ents.

Software install — Producti/ilyy m easures and goalk HBrnstalbton aeated.

Hardware install — Producti/sy/OrcbEn data B aom pare © goak brinstlk, st ad demos.

Problem report — CyCk tin e ad resolition qualily nmbim atibn B used on a regulbribass  acoess
efbectieness ofprablen rigporting and resolution sysem -

Security — Efectieness ofgroup revews Bstded.

Disk capacity — M ettic BrdEk anvaibbilily B aeatd and used.

Backups — Badap sysem B certiied w iih hiph relisbilly rating -



New user — Acoounts are elbectionally requested and verilied -

Software install — ProbkEmsw iih softvare nsalk are dooum ented and avotabke w ih new procedures.

Hardware install - New hardvare edrobges are evaliated & nmegiaed.

Problem report — New pirobEm reporting sysem nstliEd O betierm eestu=serrequiiem ents brease of
use.

Security — hemnalconesto esBbiEn betierseaunly practioes B estbliEed.

Disk capacity — Propctadking imbm ation acom bined w ih m eteics ofutiigation are used O predictneeds.

Backups — Badwp process B revsied w ih npution suppored organizations 1e - production schedues.



SAMM Process Evaliation Ratings

Rating Score Characterization

Poor O Nodbilly No nmaest
et e=ails

W eak 2 Partelcbiily Fagnatsed use0e haossataesuls

Far 4 npknatatin Pindeiimad Ussoe nmagpraessCassatooatae
i=ls

Magnal 6 Inpbnaatin aacssogmrEaiin Ussoe nmcstaess
PoastisemesaacbE iesiis

Qualied 8 Pracize B negal partofijooceess CasasaiLse aacss OigaNizatiim
Poastae bgtam =2ils

Ousstbding 10 BEcibe npaedrewelliecoghreed Caastathgeam use
Caastmtworicbesealiils
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heoouctibn © ReliBbilily
- Allsysemswilleventtall/ Bl R N
o MHVRGGSTB Fallne™

* An mporatem tatouaaies
dependab iy ofa sysem durnmng
s B ocCckE Bte Bl Softvare

. Gererally,Relbilly kdefied as
e probabililyy ofsucoess. sreadh


https://www.google.com/imgres?imgurl=https%3A%2F%2Fsquatuniversity.com%2Fwp-content%2Fuploads%2F2016%2F02%2Fsystemfailure.jpg&imgrefurl=https%3A%2F%2Fsquatuniversity.com%2F2016%2F02%2F19%2Fsystem-failure%2F&tbnid=2TQeO6fiWks7pM&vet=12ahUKEwiuuo7BpNH8AhVCoycCHczjD4MQMygFegUIARD4AQ..i&docid=B9nIl5-biy7a-M&w=1280&h=720&q=system%20failure&client=firefox-b-d&ved=2ahUKEwiuuo7BpNH8AhVCoycCHczjD4MQMygFegUIARD4AQ

. The chpctie ofstdying iebilly

To quantify how “reliable” a product or service is,

To uderstid the causes Brpoorreisbilily,

To depby actions © i piove e ieliBbilily ofO IgnkEatnns.

* UnelBbE Sysem s aoebues

Ihaease aostofovnershp ofte sysemns.



Defining Reliability

 RelBbilily B defined as the probab iy tata sysem w il
perbim s neded TinctionG)durmng a Soeciied pernd
oftin e underdefined condiibns.

. L

v
s

« Speciied Tme Permd

Defined Codibns


https://www.google.com/imgres?imgurl=https%3A%2F%2Fi.pinimg.com%2Foriginals%2F8a%2Fc4%2Fda%2F8ac4da7a6582406d6e1dc01b9b7350a7.png&imgrefurl=https%3A%2F%2Fwww.pinterest.com%2Fpin%2F215469163399119626%2F&tbnid=wc9oY46dxq3gnM&vet=12ahUKEwj10_Xp2tP8AhUDmicCHXM9CiUQMygCegUIARDyAQ..i&docid=tugi5bvLnzyx-M&w=512&h=512&q=duration%20icon&hl=en&client=firefox-b-d&ved=2ahUKEwj10_Xp2tP8AhUDmicCHXM9CiUQMygCegUIARDyAQ

BE>an pks ofkRelbbiily

RelBbillly usually dhanges as a tinction oftin e and s denoed asR @.

Exam pks ohelBbililyy setement ae:

The basc coverage wananty bsts HBr36 motthsor36 000 m #es.
W e wanatbe bub w llbe fee fom defect and w lloperate Dr3 years based on 3 hoursfay.



Calbubtig Relisbilily

The Reliabllity is calculated .....

r(T) RelBbilllyat tine T
N,,(T) Workking Sysemsattme T

N(T,) ToalSysemsat e TO




The Bimulh Brahbubting elibilly E:

F(T( Fadre Prooebililyat tne T
N, (T) Faled Sysemsat timeT

N(T,) ToalSysemsat e TO



Fallie Rae

«  The feguency ofaom pornentiilliie perunktine. K6
usually denoted by the A.

N,, (t) — N, (t + dt) A(t) Failre e at tine t




W ebuldsributin

t

B
(@) = e (@ ‘

a Bcalkd te scak Bcorwhioh Earl/LiE
iepres2ns te dhalaecerstc e ofte
pproduct

+ whih Bte tine atwhih J ()
63% oftbe product hane Consant
fikd.

B BGd te shape Bcorad
iepresents e diieEretadgpes brite t
W eibulldstibution.-

¢« <1 representearl/illiies
« [ =1 epresents consantiillie e
(> 1 representswearouthiliies



MTTF
e Meantine b Haile

F1

Rb

Re

MTTD
* Mean time b detection Functioral
MTTR

Troubkghoot

 Mean tine O recovery

MTBF

« Mean tin e betveen allie MTTH

MTTD

MTTR

MTBF

MTTF

F2



Fallie Rae

« The frequency of component failure per unit time denoted by A.

- Faille iake Baonskered as Diecasted fillie nensly gien tiatthe
aom ponants Tl goeratbnal n s nimlcondiibn.

1 1

" MTBF  MTTF




+  The feguency ofsuccesshiliepargperations perbmed on a filed
component per unit time and denoted p .

 Reparat Bdefined matem atcally as Dibvs:

1
~ MTTR

u



Mean time to failure (MTTF)

The average tin e duratibn bebie a nonHeparabk sysem aom ponaerttc
Ak

VTTFE — Total Functional Hours B 1
B Total Units 2




M ean tin e betveen allie (M TBF)

The average tin e duratibn betveen nherenthilies ofa rieparab ke sysem
aom ponent

VTRF — Total Functional Hours B 1
B Total Failures 2

MTBD = MTTF + MTTR



« The average tin e duration © fka fikd acom porentand rietum ©
operathnalsEee.

+ tncldes e tin e soentdurg e akbrtand diegosiic process bebre
Ieparactiiies are nteed.

Total Maintenance Hours 1
MTTR = . = —
Total Repairs U




The average tin e elfos=d betveen the coaunence ofa aom ponent
HAillre ad ks detectin.

Total Hours of Incident Detection
MTD =

Total Incidents



KD eteim nes te nstataneous perbim ance ofa aom ponentat
any gien tin e based on tin e duratibn betveen s Blbie ad
lecovery

MTBF
MTBF + MTTR

Availability =



Relbilly n Prectalll Sysens




« For series connected components, the effective failure rate is
determined as the sum of failure rates of each component. Given n
series-connected components:

A=z,1i
* ForparalElcomected aom porents,M TTF Bdetem ned as e recprocal

aum ofalle rates ofeadh system aom ponentt G 1en n parakeElaomeced
aom ponents:.

=1
MTTF = —

Z Ai

=1

« Fortnvorm system s, e comnections m ay be reduced © seres orpara el
coTiipuiations fast



 Calculate reliability and availability of each component individually.
For series connected components, compute the product of all
component values. for N series-connected components.

rRo=| R . aw=]]a®
=1 i=1

 For parallel connected components, for N parallel-connected
components.

n n

rRO=1-]]a-rR@ . 4©=1-] [a-aw

i=1 i=1

« For hybrid connected components, reduce the calculations to series or
parallel configurations first.



e It's important to note a few caveats regarding these incident metrics and the
associated reliability and availability calculations.

 Thesemetrrs may be perceied n eltae ems_Falle maybe
defined diiErently HBrte san e aon ponents N diErentaopicatinns,
use Gas=s,and organzatinns.

 Thevale ometcssudasMTITFMTIR ,MTBF,axdMTITD are
avelages dosernved N exoer atation udercono iEd orgoecilic
awviom ats. These measurem ents m ay notholl conssently n real-
worl gopicatnns.

 Organizations should therefore map system reliability and availability
calculations to business value and end-user experience.

 Decisions may require strategic trade-offs with cost, performance
and, security, and decision makers will need to ask questions beyond the
system dependability metrics and specifications followed by IT
departments.



» htipsZvww lIom c.com Hbgssysem e iBbili-anvalbbiis-abuBEtihns/
» htibsZADm an agic.oom O bgs/ateoducton-oHe iBb i/



https://www.bmc.com/blogs/system-reliability-availability-calculations/
https://sigmamagic.com/blogs/introduction-to-reliability/
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1. Sewres

2. Canputing Madhines

3. Netvork

4. Prooesses

5. Softvares

6. Usars

Prooesses

Sewvires | | Sewvies | | Sewvies

Cam puting
Madchines pERO

Softvares

Usars




P Bhning axd Deson

D Axdhisautee

2 Phys=AlPBEmMing
3 PAddiesag

D VLANS

5 harstshiiaet

Routne Tasks

1D UsarM anegnait

2) HadvaeM aregnmantc
3) BaddpM anegnat
D) SoftvaeM arnsgnatc
5) Talblsootg.-

6) SysBm maoImyg.-
/) SearyM anegnatc
8 UsasAsHae.

9) Conmunic=tm.






Adding and . .
removing hardware s Capacity planning
Eveletead How mary
= snas? How
Catfipusatin, pudese o
Gcblig.ec. ssvas+oter ey b
hexdvae ?

S 0 58 %

Data Center
management

Pover, iads,

aveamait

@)Eg;ﬁe
alkm)

Virtualization

W hencen
vrtaelsnas
beus\a
gy’



43 —-Baadwos

Bad<w jp siaty Maomg Perfom g restoies
adpoicEs ledd 05 whaen reg .ested
SdhecLiEg-whenad
how oftef? Chedkig bos Tine
Cepecityplmirg
L octin-an<sie\s. ofE- Vailiyigmadna Automatd?



4 4 -Softvare hsael=ltDn

Automated
aseEatos
n=Bls

Manegirg
Oftvae

R

D st LG
oftvae
mulipkEhces

Pat:h'rgard
Jesz o
ftvae

W hat?

Updetes\s
Uporades



PrdolBnm Tredkasgad Frdigteicot
3Sal [z g vEDIEy/ ca eeofipdbns
Esreusaskon _
By usamotiiratin you’r'gv(\;grbk;ng on PIQ/I:EI e ﬁmmay
_ Soletericotxdobn
Tilsor PiovieanETA F
oGS iy opematy

Skke#8



46 -Sysem Monibimg

Autmam=ai/maitor Provioesscea orcaoecy

saBanshr pBnig
PrcdbEnsOe<Til, Detaam rernssdfor
(S290 €=
EsbiBhG=0D
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47 -HepbngUsais

Rer estiacking syt Usardoamatatmad Sdaedukead
Tanrg anmunaiedovntmes
Ensures that you don’t forget
2o ils Effctd Sysens
Ensures users know you’re working
antesradobn ;ieducss PolCEsadpiocsdues
_ ! =
Lesmanecpmatikon whaett Dowiines

you’ve done.



Cuamas

Kespastmagyoaesor
proces.

*When you’ve started working on a request
wihETA.

‘W henyoumakeprogess, nasd Bedoadk. M estieguirl/w thyoumarece-
*When you’re finished .

Canmunizes/sen sHs. W nieweskly st sigoors.
Uptime, st eduiid dovntmes, AllLies.

M estieguirlyw hasonaemaecas.

Skoe#1
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Two MaprSernerO perating Sysems

> LnuxOperating Sysems

» Seners Ling—.x e

» Desktops
-
= Mobiks
> W indows O perating Sysems /g
— ]
= Serers Windows |
. Deskips Server System

= Mabiks



Linux Choe on Devebpers

Primary Operating Systems Among +” TRUELIST
Professional Developers

e

,:..H'"

61% -‘ ) 4L4%
Wind ¥ MacOs
ndows ]’ ;-,.—‘ ne

t)’ ‘
47%
Unixflinux Other



Linux Usage W orblv be on Seners

Server Market Share Worldwide « TRUELIST
by Operating System

13.60% vinux
7 :.-'.i-':]. U 5.60%0 unix
Wirdlcrais
2.10% oz

Othoy




Linuxand Desktop Sysems

Leading Desktop Operating Systems & TRUELIST
Worldwide by Market Share

- .-:z
y 15.33% racos
o~ '{‘. |'F!.H
§ ¥ 3 — 2.18% chromeos
Windowe ll'!| l{\-, #— 2_1}5% Lirix
N T "l:‘lh' Othar
- »



LnuxUsage and W elosiies

Distribution of Linux-Powered Websites ” TRUELIST
by Global Ranking

&49%

20

Ol | Top 1,000,000 Tap 100000 Tap 10,000 Top Lo00



Top Linux Subcategories by Market Share +’ TRUELIST

Libsunty | i 339%

ossi | -

cercs [ -5
Bl Hat . 0-8%
GEnton Il 0.5%
Fedom I&,ﬂ%
SHISE Iﬂw&
Baspbian Ii =0,1%

Seientito Linus I -:ﬂ,,‘l:%

CrandLiniy | <001%
Turtolinux Il*ﬂ,"llﬁﬁ
Mandiiva | <B.7%,
MEdeis ! <05
Trisoel Ii =015
PeLinucs | <08
Aianiog '| <075

I mbeoer

" T o T T = !
L [ 16t e AbTa b L At



0oS Architecture Cost Security Support

= Highly secure Large comm.
» N Free against supports
Llnux : Centered around
S - the Linux kernel open-source m alvare Answer commonly
N software abertieats asked questions

/g
.U

Micmagft' >

Windows
Server System




i Python
. requires an PHP
- i relatively MySQL, ’
LlHUXA LU experienced Linux PostgreSQL Perl,
S v administrator Other Unix
o languages

Wﬁdows
Server System




» Advantages

No addiibnal Iibensing e as te operating sysem s fee.

M ore relBbE - trarely exqerences m alvare , oertreats, oroterseaunly enors.
Notdem anding on e clienthardwvare and bwverresource consum ption.

Due © s by niflastuctie requisem ents, kishows exceibntperbim ance 1iaes.
System adn nsabis have the freedan and opportnilyy © austom ke e syskem .
Seam ss u=se ofgpensource soffvare on the sener-

Supports cooperative work without exposing the program’s core.

» Disadvantages

Operating v aammand Ine nskead ofa GU lregures som e kamning orexqoerence.
Notalhersons have bng-eim support

Updatting fom one mapneison O anotercan som et es be acom plkex.

San e tindparty and proEssonalprogram s m ay nothave supportorrequise adn n privikeges.



Advantgesdh) sEechvantges ofiV ndows Seners

» Advantages
 Begimeriendlydue © s nuiie giephaluser nerbcoe and outofte-box Tinctionalily.
" Guamrated fie years ofm anenance + fle years ofexended support
= Supports hiidparty gppicatibns and B aom patibe w iih M Dosoitappicatons.

» Regures Essadn nmonibring and m anenance tanks 1 s 1Itbustappioach and
autom ated updaes.

» Disadvantages

* Hipheraost due D e dblipabry Ibensing Ee brite OS.
* More prone © malvare,, oertireat, ad oberseaurnkA~e bed enors.
»  smadabry GU Im akes im ole resource nensie.
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W hats Ubutl Serner?

> Ubutu Serner B a serneropeiating sysem develbped by Canonaltatauns on alim apramchiiecties

BM Sysem z
86 x86-64 ARM V7 ARM 64 POW ER8 mainfflamesvia
LIwONE .
> Ubumtu Basernerphbtbim tatanyone can use brte Bibyving ardd mudhmoie:
W ebsies TP Email Fﬁﬁ‘__ Devebp.- Container Chbud Datbase
sener sgner phtbm SeIVIES sener

» Ubuntt Sernerhas tese m ninun requrem ents:



D iErences fom Ubuntt Deskiop

> There are a Bw diiErenaes betveen e Ubutu Servertdtion and the Ubunta Desktop Edtion.

> shouH be noted thatiooth ediions use the san e gptagposibres, making kpstas easy O nsblla sener
appiication on e Deskiop Edilibn as kB on e SernertEdion.

> The dilerences betveen the tvo editibns are te bdkofan X wndow ervaom entin the Senertdon
and e nsalltbn process.

> Ubuntt versbn 1010 and pror, actally had diierettkemelk Brite sernverand deskiop edions_Ubuntt
No bbngerhas separat senerad -generc kemelhvors.

» These hanve been merged N a singk -generc kemelHibvor o heb reduce the m antenance burden over
te e ofte ekas=.

> W hen luming a 64-bbverson oftUbuntt on 64-bitprocessors you are notin ked by mem ory
» addressing goace.

> To see allkemelconipuration options you can Ibok trough .oootconin4 14 O-sener-A ko, LinuxKemeln
aNueheB B a greataresource on the options avallbe.



Ihstalihg Ubuttl Sener

> Preparng nstlinedn

Thetre are pHtbim speciic siep-by-step exam pks brippcdel nstlltns.
Foram do4 ,dowvnibad e nsballin age fon htipsAelbases Lbuniti.oom 2004/,

Thetre are many ways 1 lbootthe nstlbrbutte s pkEstand mostconmonway B aeak a
lbootbE USB stk © lbootthe sysem b be nskalkd.

» Bootig te nstlker

P g the USB stk b te sysem b be nstlked and startic

M ostaom puters w llautom atically boothion USB orDVD ,though nsome cases s BdsabkEd ©
improve boot times. If you don’t see the boot message and the “Welcome™ screen which should appear
afer i, you w llineed O setyouraom puter o bootiom te nselimedi.

There shouH be an onsaeen m essage when te aaom puterstars £iling you whatkey 0 press br
Setings ora lbootmenu.

Depending on the m anubctrer;, this coul be Escape ,F2,F10 orF12 .S m ply restartyouraom puter
and hoH dovn s key untiltte bootim enu appears, ten sekectte dne w ih te Ubunt nstall
medi.


https://releases.ubuntu.com/20.04/

BE>amn pk ofhstalker



> The nstlbr Bdespned L be easy © use and hanve sensbk debulls <o Pra fisstinsbliiyou canm ostly
pstacoeptbe deulls Drite moststaphtbivard nselk

Choose your bnguege
Upcaie te nstilbr@ofered)
Sectyourkeyboard Byout
Confiuie Netvorking Q‘;‘iﬁfmﬂmm
Corfiure Proxy * ifequired

Entera usemam e, hostbame
and passvord

Onte SSH and sap saeaens,
select “Done”

Logon HriogMessages

Login
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Softvare Padage M anagement

> Package management system is derived from the same system used by the Debian GNU/Linux
Distribution.

» Package Files
" The padage files contan allofte necessary filbs, M eta-data, ad nstuctions © mpkenenta
partoubrtnctionalilyy orsoftvare app Icatipn on yourU burntl com puter-
» Debin padage filks spall/ have te exensin “deb”,and usually exstin igposibres whioh are
oo lections ofpadages Hund on varbus medi, sudh asCD-ROM diecs,oronine.

= Padages are nom ally n a precon piked binary Him ait; tus insaliltion B ouik,ad lequiesno
aom piling ofsofivare.

» Dependencies
= Mary aom pkex padages use dependencEes.
" Depaendencies are addtibnalpad<ages required by te principaljipad<age n order© tinction properly.

U Forexam pk, the goeed sybess padage Estialdepends yoon e padkage
Ibasound? ,whith B a pad<age suppll/ing te ALSA soud Ibrary needed Braudb
phyadk. h oiderbriEstialo tinction, kand allofiks dependencies m ustie nskalked.

» The softvare m anagem ettook n Ubutta w lldo tis autom atcall,.



apkg

> dpkg is a package manager for Debian-based systems.

» It can install, remove, and build packages, but unlike other package management systems, it cannot
automatically download and install packages or their dependencies.

» Using dpkg to manage software

»  Lstallpadages nstlked on te sysem , fon a m nalpran ptgpe:
dpkg -/

* Depaending on e an cuntofpadages on yoursysem , s can gererat a lhige am ocuntofouput P pe
e oufputhirough grep © see fa goeciic padage B nsklked:

dpkg -I | grep apacheZ2
= To sthhe fiEs nskalkd by a pad<age, n b a2 te ulv padage ,entr:
dpkg -L ufw
»  IRyou are notsure whith padage nstlied a fik, dokg -S may be abk © lhyou._Forexanm pk:

dolkg -S Athostoonf
base-fibs: Achostoonfh



" You can nskalla bal deb ik by enernng:
sudo dokg 4zp 304 B86deb

» Uninstalling a padage can be acoom plEhed by
sudo dpkg -r zip

* Form ore dokg gotions see e man page:
man dpkg



APT

» The apt command is a powerful command-line tool, which works with Ubuntu's Advanced
Packaging Tool (APT) performing such functions as

»  nstallEbn ofnew softvale padages
= ypdating oftbe pad<age IBEtndex
=  ypgrading the entae Ubunttl sysem

» Advantages

= Beng asmpk acommand-Hine ol gothas num elous achantges overoterpadage m anagem ent
ok avalbbE nUbutl Brserneradn nsabIs.

» Ease ofuse oversm pk em nalaconmectons GSH)
» The abilly © be used N sysem adn nsatbn saps
= W hih can ntn be autom ated by the aon scheduling utilily.



Using APT

> Installing a Package

sudo apt install nmap

» Removing a Package
sudo apt remove nmap

A Bo,adding the —purge gotion © gotaem ove w llrem ove e pad<age confipuiaton filessaswell
Thsmay orm ay notie e desired efect, so use w iih caution.

» Updating the Package Index
The APT pad<age ndex B essentially a datbbase ofavailbbk padages fan e igposibres defined n
e £tbhotsources stk and N e AchotEources std drecbry. To yodake the balpadage ndex
w ih e hiestthanges made n te 1Igposibres, §0e e Dby ing:
sudo apt update

» Upgrade Packages
Overtm e, updaed versins ofjpad<ages aunently nstlled on youraom puterm ay beaom e availbbEk faom
e pad<age reposibres (brexan pk seaunly updates). To uograde yoursysem , fastupdate your
padage ndex as outined above ,and ten §poe:
sudo apt upgrade

> Actions of the apt command, such as installation and removal of packages, are logged in the
Ivar/log/dpkg.log log file.



> Launching Aptitde w iih no acom m andHine options, w llgile you a m enu-anen, extdoased fontend ©
te Advanced Padkaeging Tool@QPT)sysem .

» Many oftbte comm on padkage m anagem entEnctions, sudh as nstallton, rem oval, and upgrede ,can be
perbmed n Aptitde w ih singk-key comm ands,whioh are gpally bvercase Eters.

> Aptitde B bestsuied Bruse n a nongrephalem nalenveaom entto ensue proper Enctiopning of
teammand keys.

> You may startthe m enu-drien nerboe ofAptitide as a nom aluserioy §ping te Bibyving conmand ata
m nalpian pt

sudo aptitude

» ActibDns
»  hsallPadages
* Remowe Padages
= Update Padage hdex
» Upgrade Padkages



> The fastoollm n ofimbm ation disphyed N e padage BN te p pane,when actally view ng
padages B e aunentste ofte padage ,ad uses te Dby g key © desarbe e stk ofte
pad<age:

» £ hstlked padage

»  c:Padkage notinstliEd , butppadage confipuration iem ans on syseem
» p:-Puilged fan sysem

» v:Virtalpadage

= B:-Broken padage

»  u:Unpaded s, butpadage notyetooipured

» C:-HalFaoipured —Confipuration fAilked and requires 1K

» H:-HalFnstllEd -Removaliiked ad requires 1k

> To ex#tAptide,sm ply press te g key and coiam you w Hh © exit M any otber £inctions are availbbk
fom e Aptitde m enu by pressing e F10 key.

» Caonmand Line Aptitde
sudo aptitude install nmap
sudo aptitude remove nmap



> The unatiended-upgrades padkage can be used 1 autom atically nstllupdated padkages,and canbe
coripured © yodae allpadages or pstinstllseaunty yodaes.
> Ihstallte padage by entering te Bibving natem nak

sudo apt install unattended-upgrades

> To conipure unattiended-upgrades, ed AtAotHotoonid/S0unatiended-upgrades and adpstbe
‘HBibying © fihourneeds:
Unatiended-U pgrade A bved-O rgns{
"‘Sdso Odibdseo acodenanel s
"‘Sdso 000 codenan e}seaunty/
A/ Sdsio dEbdseo acodenam e jupdaes'
A Sdso dEbdsto codenam e Horoposed'
A Sdso Ok dseo aodenam e Hoadqoorss 5
¥

» Certan padages can albo be bibdkisted and terebre w llinotioe autom atially yodated - To bibdkista
padkage ,add Kb te B

Unatiended-U pgrede -Padage B bakIBE
V/ AV, (e

V4l seois

A/ hG-deV

V/ 4l o0 5SS

¥



> To enablk autom atc updates,, ed iAot toonTd/20aub-upgrades and sethe appiroprate ot
coripuration optiDNs:

APTPerdcctpdatPadage L B6"'1"
APTPerpdc-DovnbadUpgradeabbPadages "1,
APTPerdc-Autbckanhernal’ 7 5
APTPerpdctnatiended-Upgrade " 1",

> The above configuration vpdaes e padage 6L, dovnibads, and nslk avalbbE vuogiades every day.
The bcaldovnbad ardhie B ckaned everyweek

> On servers uograded © newenersons ofUbunta, depending on your resoponses, te fik IBed above may
note tetre. h b a2, aeating a new ik ofhis nam e shoul alBb work.



> Noticathns

Confipuring UnaitiendedU pgrade -M all n AcAotbotoonid/S0unatiended-uogrades w llenable
unattiended-upgiades © em allan adn nstabrdetailing any padkages thatneed yograding orihanve
probEm s.

Anocterusstilpadage B gotion -gptcion w llcoigure a aon pb © em allan adn nsabor mbm ation
aboutany padkages on e sysem tathave updates avalbbE ,aswellas a summ ary ofdhanges neach
padage.-

To nsallte gotoion pad<age , N a em nalentr:

sudo apt install apticron

Once e padage B nshlked edAtAotiongotion conf, © sethe em alladdiess and oter
optiDNs:

EMAL=1ooQ eanpkoom"*



» Caonipuration oftte Advanced Padkaging Tool@PT)sysEm 1ieposibres B sbired N te Achottources st
and e £tthpotsources Istd drecbry.

> You may edithe filk © enabk reposibres ordis2bE tem _Foream pk, © disabE te requem aettofr
n=erting te Ubunttt CD-ROM whenenerpad<sage gperatibns ooaur, sim plly com m entoutthe appiropree Ine

HBre CD-ROM ,whith gopears atthe tp ofte -

#nomoie pion pting BrCD-ROM pkase

# deb ailom Pbunt1 1804 BoncBeaver —Relkbase 886 Q0111013 1D)Ybbncman reskced

» Exta Reposibres

» Bydefulk te Unterse and Mullerse reposibres are enabed butiihouwoul ke ©
dsabk ten edi&tthotsources Iistand commanthe Dby ing Ines:.

deb hitip zarchive Lbunt. com Jount bonc unilerse mullerse
deb-sic htp Zardie Lbuntt.com Abunt bonc unierse mulilerse
deb hith /s archive Lbuntt.con Aountvbbnc universe

deb-sic http /s archile Lbuntu con Jountv/bbnc unierse

deb htip /s ardhive ubuntt.com Aountt/bDnicupdaes unierse
deb-sic htp s archile Lbuntu. com Jountv/bonic-updates unierse
deb hitih /s archive Lbuntt.com Aountvbonemulierse

deb-sic hittp s archile Lbuntt.oom Abuntvbonec mulilerse

deb htip s ardhile vbunttl.com Aountvboncupdaes mullerse
deb-sic hittp s archile Lbunt.oom Abuntvboncupdates mulierse
deb hittp ZAeaurnily Libuntti. com Jbuntl bonicseaunly unierse

deb-sic hitip Aeourlyubunti.com Jountl bonicseaunly unierse

deb hittp ZAeauniy Libunti.com Jbunttl bonicseauniymullerse
deb-sic hitip Aeounlyubuntt.com Jountl boncseauniymullerse
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NetvorkM anagem ent

» Ubut shipsw ih a num berofgraphcalutiities © confipure yournetvork devines.
» The netvork m anagem entinclldes

» Conipuring hterboes
= P Addressing

= DNS
= Brogng



» Etemetntrboes are dentiied by te sysem using predicb k netvork nerboe names.
» These nam es can gppearas enol orenp0s25.

» hsone asesan nerbce may stllu=se te kemelet? styk ofinam ng.-

» ety Ebtemetherboes
To dentily allavailbb ke Ettemetinerboes, you can use Dby ing comm ands as Sown bebw.

pa
quikly dentlly allavailbbk Etemnetnerboes

sudo Hw chbss netvork
provies greaterdetik aroud e hardwvare capabiliiies ofgoecilic adapers.



Etemetherboes

ip a



sudo Ishw -class network



Etemethterboe LogralNanes

> hterbce bgalnam es can alo be conipured v a neplbn conipuration - iiyou woul ke contoiwhioh
nerboe receies a partoulbr bgalnam e use tie math and sehan e keys.

> Thematth key B used © Tnd an adaperbased on some aerm ke MAC addiess, dnier,etc. Then te
s=stam e key can be used  dange e devibe © e desred bgalname.



Etemetiherboe Settings

> ethtool Baprogan tatcan dephy ad sudo ethbolet4
dhange Etemnetcad sstiihngs sudch as

aUb-+egotEtion,

portspeed,
dupbxmade,

and W ake-on+ AN .

» The Dby g Ban eampk ofhov bvew

suppored atures and confpured settings
ofan Ebemetinerbce.



» Tempomary P AddiessAssgment

» Dynam C P AddiessAssgpment@©HCP C iend

» Sttt P AddiessAssgment

> Loopbadk herbae



Tem porary P AddriessAssgpmatt

» Foreem porary netvork confipurations, you can use te p aamm and whioh salbo Hund onm ostoter
GNUALNnux operating sysems.

» The p ammand albvs you © confipuie sstings whith &lke efiectin m edeel/, hovevertey are not
persisentad w llbe bstaliera relboot

> Totm porarilly configure an P address,you can use e p anmmand nte Bibyving mamer-Modily te P
addiess and subnetm ask © m atth yournetvork requrem ants.

sudo p addradd 10102 66 20024 dev enp0s25
» The p can ten be used L s=stthe INKUP ordowvn.

p Ihksstdevayp0s25 uwp
p Ihksstdevayp0s25 dowvn



Tem porary P AddriessAssgpmatt

Tovenly te P address confipuration ofenp0s25,you can use e p anmand n te Bibyv g mamer-
p address show dev enp0s25

To configure a debubigatway, you can use te p aammand n te HBibyv g maer-M odily te deuk
gateway address © m atth yournetvork requrem ents.

sudo p rlouke add debubvir 10102661



Tem porary P AddriessAssgpmatt

> To verly yourdetuligateway coipuration, you Gan use te p cammand n te Bibyving mamer-

p loute show

> IRlyou require DNS Bryourem porary netvork coriipuration, you can add DNS serner P addiesses n
te ik £tAesol/oon

> | general, ediling £ttAesol/oconfdrectly 5 notaiecom m anded, buths B a m porary and nonHerssent
confipuration.-

» The ean pk bebwv shovshowv © ernertvo DNS serers b AtcAesol/zocont, whioth shoul be dhanged ©
eners gopropree bnourmetvork.

nameserver 8.8.8.8
nameserver 8.8.4.4
> Iiyou No bngermeed tis configuration and w BN © purge all P configuration fom an nerboe,you can
use te p anmadw ih te flish gotion as sowvn bebw.
p addrflsh ettO



Dyrnam © P AddiessAssgpm ent@©HCP C i)

» To configure yours=erner  use DHCP HBirdynam ¢ address asspm ent, aeae a nepplhin confipuiation n
te ik ACNephn/OO aoigyam L

» The ean pk beby assum es you are coipurng your fastEtemetnierboe tentiied as enp3<0.

netvork:
verson:2
iIenderer: netvorkd
etemets:
enp30:
dhag4-twwe

The configuration Gan ten be goplied using te Nnephbhn conmand.

sudo nepln apply



Dyrnam © P AddiessAssgpm ent@©HCP C i)

> To confipure yoursysem ' use st address assgm et aeat a neplbn conipuiaton N te ik £/
Nephn/f9 _confgyan L

» The exampk bebwv asaum esyou are conipuring your fisstEtemetnerbce oentiied as etti0.Change
e addres=es, gaewvay4 , and nam eseners \alies O m eethe requilem erts ofiyournetvork.

netvork:
verson:2
iIenderer: netvorkd
etbemets:

etO:

addresses:
-101010224

gaeway4:-1010101

Nam esenelrs:
seardh: nydom an,otberdan an|
addies==s:[1010101,1111])

> The confipuration can ten be goplied using te nephbn conmand.
sudo nephbn goply



> The bopoadk nerbce B tatied by te sysem as bad hasadeukP addiessof127 001 . kcan
be viewed using e p command.

p addressdowv b
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» Name resolution as krebtes © P netvorking B e process ofm aoping P addiesses © hostham es, m aking
easeEr o oentily iesources on a netvork.

> Two cases dallbe dBoussed,

* Name resoltion usng DNS
* Name resolutibn using satr hostham e records



