
• What is ISO27002:2013 ?

– Information 
technology -- Security 
techniques -- Code of 
practice for 
information security 
controls

– Renamed from ISO 
17799
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How to Use ISO27002:2013



• 0.1 Background & 
Context

– This Int’l Standard is 
designed for orgs to 
use as a reference for 
selecting controls 
within the process of 
implementing an 
Information Security 
Management System 
(ISMS) based on 
ISO/IEC 27001;

2

How to Use ISO27002:2013



• 0.1 Background & 
Context

– or as a guidance 
document for 
organizations 
implementing 
commonly accepted 
information security 
controls.
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How to Use ISO27002:2013



4

How to Use ISO27002:2013

STRUCTURE OF ISO27002:2013

http://www.iso27001security.com/html/27002.html



• Lets have a look at 
control A.5.1.2 (Review 
Of The Policies Of 
Information Security)
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How to Use ISO27002:2013
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How to Use ISO27002:2013

A.5.1.2

REVIEW OF 
THE POLICIES 
FOR 
INFORMATION 
SECURITY

Control: 

The policies for information 
security shall be reviewed at 
planned intervals or if significant 
changes occur to ensure their 
continuing suitability, adequacy 
and effectiveness.

ISO27001:2013
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How to Use ISO27002:2013

ISO27002:2013
TITLE
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How to Use ISO27002:2013

ISO27002:2013 CONTROL
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How to Use ISO27002:2013

ISO27002:2013

27002 IMPLEMENTATION GUIDANCE
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How to Use ISO27002:2013

A.5.1.2

REVIEW OF 
THE 
POLICIES 
FOR 
INFOSEC

27002: Implementation Guidance: 
Each policy should have an owner who 
has approved mngmt responsibility for 
the development, review and 
evaluation of the policies. The review 
should include assessing opportunities 
for improvement of the org’s policies 
and approach to managing Infosec in 
response to changes to the org 
environment, business circumstances, 
legal conditions or tech environment.

ISO27002:2013



• Practically:

– ISO27001:2013 
controls are brief and 
generic

– 27002 clarifies 
further what is being 
referred to, gives 
further context & 
very useful 
implementation 
guidance 
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How to Use ISO27002:2013

END



• The Computer Security 
Resource Center (CSRC) 
website guides users to 
NIST resources on 
computer, cyber, and 
information security 
and privacy.

1

NIST FRAMEWORK



• Its content includes 
publications, projects, 
research, news and 
events from the NIST 
Information Technology 
Laboratory's (ITL) two 
security divisions
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NIST FRAMEWORK
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NIST FRAMEWORK



• SP 800, Computer 
Security (December 1990-
present):
NIST's primary mode of 
publishing 
computer/cyber/informa
tion security guidelines, 
recommendations and 
reference materials
(SP 800s are also 
searchable in the NIST 
Library Catalog);
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NIST FRAMEWORK

http://csrc.nist.gov/publications/PubsSPs.html#SP 800
http://csrc.nist.gov/publications/PubsSPs.html#SP 800
https://library.nist.gov/uhtbin/cgisirsi/0/NIST/0/28/70/X
https://library.nist.gov/uhtbin/cgisirsi/0/NIST/0/28/70/X
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NIST FRAMEWORK
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NIST FRAMEWORK
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NIST FRAMEWORK

AUGUST 2014
32 PAGES DOC



• NIST has a tremendous 
library of free 
documentation on a 
diverse range of topics

• Relevance is often 
average, however, 
depth and detail of 
material is extra-
ordinary
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NIST FRAMEWORK

END



• PCI Data Security 
Standard (DSS):

– Designed to ensure 
that ALL companies 
that accept, process, 
store or transmit 
credit card info 
maintain a secure 
environment

– Managed by Security 
Standards Council

1

PCI DSS V3

https://www.pcicomplianceguide.org/
pci-faqs-2/



• PCI DSS:

– SSC is an 
independent body 
that was created by 
the major payment 
card brands (Visa, 
MasterCard, 
American Express, 
Discover and JCB

– 6 Broad goals and 12 
requirements
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PCI DSS V3

REF: PCI Best Practices  For Implementing 
Security Awareness; 
https://www.pcisecuritystandards.org/doc
uments/
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PCI DSS V3

https://www.pcisecuritystandards.org/documents/P
CI%20SSC%20Quick%20Reference%20Guide.pdf
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PCI DSS V3

https://www.pcisecuritystandards.org/documents/PCI%20SSC%20Quick%20Refere
nce%20Guide.pdf



5

PCI DSS V3

REQUIREMENT
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PCI DSS V3

TESTING PROCEDURES
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PCI DSS V3

GUIDANCE
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PCI DSS V3

REQMT TEST PROCEDURES GUIDANCE

7.1.4 
Require 
documente
d approval 
by 
authorized 
parties 
specifying 
required 
privileges. 

7.1.4 Select a sample of 
user IDs & compare with 
documented approvals to 
verify that: 
-Documented approval 
exists for the assigned 
privileges 
-The approval was by 
authorized parties 
-That specified privileges 
match the roles assigned to 
the individual.

Documented 
approval (for 

example, in writing 
or electronically) 

assures that those 
with access and 

privileges are 
known and 

authorized by 
management, and 
that their access is 
necessary for their 

job function. 
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PCI DSS V3

REQMT TEST PROCEDURES GUIDANCE

8.1.4 
Remove/ 
disable 
inactive 
user 
accounts 
within 90 
days. 

8.1.4 Observe user 
accounts to verify that 
any inactive accounts 
over 90 days old are 
either removed or 
disabled. 

Accounts that are not 
used regularly are often 
targets of attack since it 
is less likely that any 
changes (such as a 
changed password) will 
be noticed. As such, 
these accounts may be 
more easily exploited 
and used to access 
cardholder data. 



• PCI is specific to the card 
environment to protect 
cardholder data

• PCI controls are very 
specific and in-depth 
compared to generic 
and high-level controls 
of ISO27001
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PCI DSS V3

END



• COBIT:

– ISACA framework for 
IT Governance

– COBIT 5 helps 
enterprises to create 
optimal value from IT 
by maintaining a 
balance between 
realising benefits and 
optimising risk levels 
and resource use 
(ISACA)
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COBIT



2

COBIT

IT Governance

Resource
Management



• COBIT 5 brings together 
five principles that allow 
the enterprise to build 
an effective governance 
and management 
framework (ISACA)

• Based on a holistic set of 
seven enablers that 
optimises IT investment 
and use for the benefit 
of stakeholders (ISACA)
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COBIT
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COBIT
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COBIT



• Governance ensures 
that enterprise 
objectives are achieved 
by evaluating 
stakeholder needs, 
conditions & options; 
setting direction 
through prioritisation & 
decision making; 
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COBIT



• …& monitoring 
performance, 
compliance and 
progress against agreed 
direction and objectives 
(EDM)
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COBIT



• Management plans, 
builds, runs and 
monitors activities in 
alignment with the 
direction set by the 
governance body to 
achieve the enterprise 
objectives (PBRM)
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COBIT
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COBIT



• COBIT 5 is a detailed 
framework for IT 
governance developed 
by ISACA which has 
principles, enablers, and 
processes

• These tools assist 
implementers and 
customer organizations 
to successfully deploy 
the framework

• Certifiable framework
10

COBIT

END



MALWARE
MALICIOUS SOFTWARE



Malware

• Malicious software

• Rogue software

• Rogue
• Large, destructive, anomalous or unpredictable

• Operating outside normal or desirable controls



Malware
• Malware (a portmanteau for malicious software) is any software intentionally designed to cause disruption to a computer, 

server, client, or computer network, leak private information, gain unauthorized access to information or systems, deprive 
access to information, or which unknowingly interferes with the user's computer security and privacy. 

• Researchers tend to classify malware into one or more sub-types (i.e. computer viruses, worms, Trojan horses, ransomware, 
spyware, adware, rogue software, wiper and keyloggers).

• Malware poses serious problems to individuals and businesses on the Internet. 

• According to Symantec's 2018 Internet Security Threat Report (ISTR), malware variants number has increased to 669,947,865 
in 2017, which is twice as many malware variants as in 2016. 

• Cybercrime, which includes malware attacks as well as other crimes committed by computer, was predicted to cost the world 
economy $6 trillion USD in 2021, and is increasing at a rate of 15% per year.

• Since 2021, malware has been designed to target computer systems that run critical infrastructure such as the electricity 
distribution network.

• The defense strategies against malware differ according to the type of malware but most can be thwarted by installing 
antivirus software, firewalls, applying regular patches to reduce zero-day attacks, securing networks from intrusion, having 
regular backups and isolating infected systems. 

• Malware is now being designed to evade antivirus software detection algorithms.



Malware Types

• Virus

• Worm

• Trojan

• Logic bomb

• Time bomb

• Drive-by download

• Backdoor 

• PUPs(Potentially Unwanted Program)

• Spyware

• Adware

• Scareware

• Ransomware

• FakeAV / Rogue security 
software

• Malvertising

• APT

• Fileless malware



Software versus Malware

• Writing a typical software

• Software application (word processor, spreadsheet, graphics)

• Higher-level programming language

• Usually independent of OS

• Writing a virus

• Detailed knowledge of OS



Computer Virus

• Biological virus
• Latin → Poison

• Shell filled with genetic material that it injects into a living cell, thereby 
infecting it

• The cell then starts manufacturing copies of virus

• Computer virus behaves similarly
• Injects its contents, a short computer program / instructions, into a host 

computer and infecting it

• When the computer executes the virus code, it replicates the code, performs 
some task(s), usually of a malicious nature



• A computer virus is a type of computer program that, when 
executed, replicates itself by modifying other computer programs 
and inserting its own code into those programs.

• Computer viruses generally require a host program.

• The virus writes its own code into the host program. 

• When the program runs, the written virus program is executed first, 
causing infection and damage. 



• By contrast, a computer worm does not need a host program, as it 
is an independent program or code chunk. 

• Therefore, it is not restricted by the host program, but can run 
independently and actively carry out attacks.



• Any virus will by definition make unauthorised changes to a 
computer, which is undesirable even if no damage is done or 
intended. 

• The first page of Dr Solomon's Virus Encyclopaedia explains the 
undesirability of viruses, even those that do nothing but reproduce.



• The first academic work on the theory of self-replicating computer 
programs was done in 1949 by John von Neumann who gave lectures at 
the University of Illinois about the "Theory and Organization of 
Complicated Automata". 

• The work of von Neumann was later published as the "Theory of self-
reproducing automata". 

• In his essay von Neumann described how a computer program could be 
designed to reproduce itself.

• Von Neumann's design for a self-reproducing computer program is 
considered the world's first computer virus, and he is considered to be 
the theoretical "father" of computer virology.



• In 1972, Veith Risak directly building on von Neumann's work on self-
replication, published his article "Selbstreproduzierende Automaten mit
minimaler Informationsübertragung" (Self-reproducing automata with 
minimal information exchange). 

• The article describes a fully functional virus written in assembler 
programming language for a SIEMENS 4004/35 computer system. 

• In 1980 Jürgen Kraus wrote his diplom thesis "Selbstreproduktion bei
Programmen" (Self-reproduction of programs) at the University of 
Dortmund.

• In his work Kraus postulated that computer programs can behave in a 
way similar to biological viruses.



Creeper / Reaper

• The Creeper virus was first detected on ARPANET, the forerunner of 
the Internet, in the early 1970s.

• Creeper was an experimental self-replicating program written by 
Bob Thomas at BBN Technologies in 1971.

• Creeper used the ARPANET to infect DEC PDP-10 computers running 
the TENEX operating system.

• Creeper gained access via the ARPANET and copied itself to the 
remote system where the message, "I'M THE CREEPER. CATCH ME 
IF YOU CAN!" was displayed.

• The Reaper program was created to delete Creeper.



• In 1984 Fred Cohen from the University of Southern California 
wrote his paper "Computer Viruses – Theory and Experiments". 

• It was the first paper to explicitly call a self-reproducing program a 
"virus", a term introduced by Cohen's mentor Leonard Adleman.



This is the MacMag virus 'Universal Peace' message, 
as displayed on my Mac in March of 1988.



Brain virus

• 26 September 1988: front cover of Time magazine

• Title: “Invasion of the data snatchers”

• The first IBM PC compatible virus in the "wild" was a boot sector 
virus dubbed (c)Brain, created in 1986 and was released in 1987 by 
Amjad Farooq Alvi and Basit Farooq Alvi in Lahore, Pakistan, 
reportedly to deter unauthorized copying of the software they had 
written.



Hex dump of the Brain virus, generally regarded as the first computer 
virus for the IBM Personal Computer (IBM PC) and compatibles



The first virus to specifically target Microsoft Windows, WinVir was 
discovered in April 1992, two years after the release of Windows 3.0.



Parts of a Virus

• A computer virus generally contains three parts: 

• the infection mechanism, which finds and infects new files

• the payload, which is the malicious code to execute

• the trigger, which determines when to activate the payload



Computer worm

• A computer worm is a standalone malware computer program that 
replicates itself in order to spread to other computers.

• It often uses a computer network to spread itself, relying on 
security failures on the target computer to access it. 

• It will use this machine as a host to scan and infect other 
computers. 

• When these new worm-invaded computers are controlled, the 
worm will continue to scan and infect other computers using these 
computers as hosts, and this behaviour will continue.



Computer worm

• Computer worms use recursive methods to copy themselves without 
host programs and distribute themselves based on exploiting the 
advantages of exponential growth, thus controlling and infecting more 
and more computers in a short time.

• Worms almost always cause at least some harm to the network, even if 
only by consuming bandwidth, whereas viruses almost always corrupt or 
modify files on a targeted computer.

• Many worms are designed only to spread, and do not attempt to change 
the systems they pass through. 

• However, as the Morris worm and Mydoom showed, even these 
"payload-free" worms can cause major disruption by increasing network 
traffic and other unintended effects.



Hex dump of the Blaster worm, showing a message 
left for Microsoft CEO Bill Gates by the worm's creator



Ransomware

• Ransomware is a type of malware from cryptovirology that 
threatens to publish the victim's personal data or permanently 
block access to it unless a ransom is paid off. 

• While some simple ransomware may lock the system without 
damaging any files, more advanced malware uses a technique 
called cryptoviral extortion. 

• It encrypts the victim's files, making them inaccessible, and 
demands a ransom payment to decrypt them.







Trojan horse

• In computing, a Trojan horse is any malware that misleads users of 
its true intent by disguising itself as a standard program. 

• The term is derived from the ancient Greek story of the deceptive 
Trojan Horse that led to the fall of the city of Troy.



• Once installed, Trojans may perform a range of malicious actions. 

• Many tend to contact one or more Command and Control (C2) 
servers across the Internet and await instruction. 

• Since individual Trojans typically use a specific set of ports for this 
communication, it can be relatively simple to detect them.



Wireless Network Security



Figure 24.1 Wireless Networking Components

Endpoint Access point

Wireless Networking Components



Wireless Security
• Key factors contributing to higher security risk of wireless networks compared to wired 

networks include:

• Channel
• Wireless networking typically involves broadcast communications, which is far more susceptible to 

eavesdropping and jamming than wired networks

• Wireless networks are also more vulnerable to active attacks that exploit vulnerabilities in 
communications protocols

• Mobility
• Wireless devices are far more portable and mobile, thus resulting in a number of risks

• Limited Resources
• Some wireless devices, such as smartphones and tablets, have sophisticated operating systems but 

limited memory and processing resources with which to counter threats, including denial of service 
and malware

• Accessibility 
• Some wireless devices, such as sensors and robots, may be left unattended in remote and/or hostile 

locations, thus greatly increasing their vulnerability to physical attacks

Figure 24.1 Wireless Networking Components

Endpoint Access point



IEEE 802.11 Standard 



Wired and Wireless LANs
• LANs are designed for use in a small area (offices, campuses)

• IEEE has defined the specifications for a 
o wired LAN, called IEEE 802.3

o wireless LAN, called IEEE 802.11, 

• These specifications are concerning the physical and data link layers.

CSMA/CDCSMA/CA

IP IP



Brief History of IEEE 802
• Since there are various types of computer system 

manufacturers, the IEEE's computer society started a 

project in 1985 called Project 802 to enable standard 

communication between various devices.

• The IEEE 802 LAN/MAN Standards Committee (LMSC) 

develops and maintains networking standards and 

recommended practices for local, metropolitan, and 

other area networks, using an open and accredited 

process, and advocates them on a global basis.
https://www.ieee802.org/ 



The IEEE 802.11 Working Group is one of the most active WGs in 802

November 2022
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 The 802.11 Working Group was established in 1990.

 Focus on link and physical layers of the network stack

 Leverage IETF protocols for upper layers
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MAC/PHY focus



Development of the IEEE 802.11 Standard is ongoing since 1997 

November 2022
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IEEE802.11 Wi-Fi standard evolution: 802.11be is under development

• 2.4GHz and 5GHz 
supported

• Wider channels (40MHz)
• Better modulation (64-

QAM)
• Additional streams (Up 

to 4)
• Backward compatibility 

with 11a/b/g
• Standard supports up to 

600Mbps

• 5GHz only
• Wider channels (80, 

160MHz)
• Better modulation (256-

QAM)
• Additional streams (Up 

to 8, implemented up to 
4)

• Backward compatibility 
with 11a/b/g/n

• Standard supports up to 
7Gbps

• 2.4GHz, 5GHz and 6GHz 
supported

• Wider channels (80, 
160MHz)

• Better modulation 
(1024-QAM)

• Additional streams (Up 
to 8, implemented)

• Backward compatibility 
with 11a/b/g/n/ac

• Standard supports up to 
9.6Gbps

• 2.4GHz, 5GHz and 6GHz 
supported

• Wider channels (40, 80, 
160, 240, 320MHz)

• Better modulation 
(4096-QAM)

• Backward compatibility 
with 11a/b/g/n/ac/ax

• Throughput minimum of 
30Gbps, expect 40Gbps+

• Low latency features
• Draft 2.0 now in Working 

Group Ballot

802.11n (2009)
Wi-Fi 4

802.11ac (2013)
Wi-Fi 5

802.11ax (2021)
Wi-Fi 6 6E

802.11be (est. 2024)
Wi-Fi 7

November 2022

(Ratification date) Products available in the market typically ~2 years prior
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IEEE 802.11 
Terminology 



IEEE 802.11 Terminology

Figure 24.5  IEEE 802.11 Extended Service Set
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IEEE 802.11 Extended Service Set Example



IEEE 802.1x Standard 



Securing Wireless 
Networks

• The main threat involving wireless 
access points is unauthorized access 
to the network

• Principal approach for preventing 
such access is the IEEE 802.1X 
standard for port-based network 
access control
• The standard provides an authentication 

mechanism for devices wishing to attach 
to a LAN or wireless network

• Use of 802.1X can prevent rogue 
access points and other unauthorized 
devices from becoming insecure 
backdoors



Figure 24.9  802.1X Access Control
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IEEE 802.1X standard for Securing 

Wired/Wireless Networks

Extensible Authentication Protocol (EAP) originally designed 
for Point-to-Point Protocol (PPP)

EAPoL (EAP over LAN)

EAPoW (EAP over Wireless)



Wireless Fidelity (Wi-Fi) 
Alliance 



Wireless Fidelity (Wi-Fi) Alliance
• The Wi-Fi Alliance is a non-profit 

organization that owns the Wi-Fi trademark. 
• Manufacturers may use the trademark to brand products 

certified for Wi-Fi interoperability.

• 802.11b
• First 802.11 standard to gain broad industry acceptance

• Wireless Ethernet Compatibility Alliance 
(WECA)
• Industry consortium formed in 1999 to address the concern 

of products from different vendors successfully 
interoperating

• Later renamed the Wi-Fi Alliance in 2002

• Term used for certified 802.11b products is 
Wi-Fi in 1999

• In 2018, the Wi-Fi Alliance introduced 
simplified Wi-Fi generational numbering to 
indicate supported 802.11 standard by the 
equipment e.g.

• Other programs
• Wi-Fi Direct: In October 2010, the Alliance began to certify Wi-Fi Direct

• Wi-Fi Easy Connect protocol via QR Code  

• Wi-Fi Passpoint : Wi-Fi Passpoint, alternatively known as Hotspot 2.0

• and may others…

https://www.wi-fi.org/ 

Demo Wi-Fi Info…

https://www.wi-fi.org/
https://www.wi-fi.org/
https://www.wi-fi.org/


Wireless LAN Security 



Wireless LAN Security
• There are two characteristics of a wired LAN that are not 

inherent in a wireless LAN.

• In order to transmit over a wired LAN, a station must be physically connected to 
the LAN, which is not the case in Wireless…

• Similarly, in order to receive a transmission from a station that is part of a wired 
LAN, the receiving station also must be attached to the wired LAN, which is not 
the case in Wireless...


