
Name resolution using DNS

➢ Generally, the file /etc/resolv.confis  a static configuration file that rarely needed to be changed or 
automatically changed via DCHP client hooks. 

➢ Systemd-resolvedhandles name server configuration, and it should be interacted with through the systemd-
resolve command. 

➢ Netplanconfigures systemd-resolved to generate a list of nameservers and domains to put in 
/etc/resolv.conf, which is a symlink

/etc/resolv.conf-> ../run/systemd/resolve/stub-resolv.conf

▪ systemmdis replacement of sysVand LSB init, All have PID=1

▪ systemadm: It is a Front-end for systemctlcommand.

▪ systemctl: It Controls the systemdsystem and services.

▪ journalctl: Used To manage journal, systemd’s own logging system
▪ hostnamectl: Can Control hostname.

▪ localectl: Helps Configure system local and keyboard layout.

▪ timedatectl: Used to Set time and date.

▪ systemd-cgls: It Shows cgroupcontents.



Name resolution using DNS

➢ It is also possible to add an optional DNS suffix search-lists to match your network domain names. 
The resulting file might look like the following:

➢ To configure the resolver, add the IP addresses of the nameservers that are appropriate for your network to the 
netplanconfiguration file. 



Name resolution using DNS

➢ The search option can also be used with multiple domain names so that DNS queries will be appended in the 
order in which they are entered. 

➢ For example, your network may have multiple sub-domains to search; a parent domain of example.com, and 
two sub-domains, sales.example.com and dev.example.com.

➢ If you have multiple domains you wish to search, your configuration might look like the following:



Name resolution using DNS

1. server1.example.com
2. server2.sales.example.com
3. server3.dev.example.com

➢ If you try to ping a host with the name of server1, your system will automatically query DNS for its Fully 
Qualified Domain Name (FQDN) in the following order:

➢ If no matches are found, the DNS server will provide a result of not found and the DNS query will fail.



Name resolution using  static hostname records

➢ Example of a hosts file 

➢ Static hostnames are locally defined hostname-to-IP mappings located in the file /etc/hosts. 

▪ Entries in the hosts file will have precedence over DNS by default. 

▪ When system tries to resolve a hostname and it matches an entry in /etc/hosts, it will not attempt 
to look up the record in DNS. 

▪ In some configurations, especially when Internet access is not required, servers that 
communicate with a limited number of resources can be conveniently set to use static 
hostnames instead of DNS.

▪ Consider local servers have been identified by simple hostnames, aliases and their equivalent 
Fully Qualified Domain Names (FQDN's)

127.0.0.1 localhost
127.0.1.1 ubuntu-server
127.0.0.11 server1 server1.domain.com vpn
127.0.0.12 server2 server2.domain.com mail
127.0.0.13 server3 server3.domain.com www
127.0.0.14 server4 server4.domain.com ftp



Name Service Switch Configuration

➢ The following is an example of the line responsible for this order of hostname lookups in the file 
/etc/nsswitch.conf.

hosts: files mdns4_minimal [NOTFOUND=return] dnsmdns4

➢ The order in which your system selects a method of resolving hostnames to IP addresses is controlled by the 
Name Service Switch (NSS) configuration file /etc/nsswitch.conf. 

➢ Typically static hostnames defined in the systems /etc/hosts file have precedence over names resolved 
from DNS. 

▪ files first tries to resolve static hostnames located in /etc/hosts.
▪ mdns4_minimal attempts to resolve the name using Multicast DNS.
▪ [NOTFOUND=return] means that any response of not found by the preceding mdns4_minimal process should be treated as 

authoritative and that the system should not try to continue hunting for an answer.
▪ dns represents a legacy unicast DNS query.
▪ mdns4 represents a Multicast DNS query.

➢ To modify the order of the above mentioned name resolution methods, you can simply change the hosts: string 
to the value of your choosing. For example, if you prefer to use legacy Unicast DNS versus Multicast DNS, you 
can change the string in /etc/nsswitch.confas shown below.

hosts: files dns[NOTFOUND=return] mdns4_minimal mdns4



VM3

VM2

VM1

Bridging

➢ Bridging multiple interfaces is a more advanced configuration but is very useful in multiple scenarios. 

➢ Another scenario is setting up a bridge with multiple network interfaces, then using a firewall to filter 
traffic between two network segments. 

➢ One scenario is using bridge on a system with one interface to allow virtual machines direct access to the 
outside network. 

eth0 tap1

eth0 tap1

eth0 tap1

eth0

Host

br0
Network



Bridging

➢ Configure the bridge by editing your netplanconfiguration found in /etc/netplan/:

sudo netplan apply

➢ Now apply the configuration to enable the bridge:

➢ The new bridge interface should now be up and running. The brctl provides useful information about the state

of the bridge, controls which interfaces are part of the bridge, etc.
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Legacy Bridging

➢ The brctlutility  provide ubuntu ‘s legacy bridging that can  be installed using the following command.

sudo apt install bridge-utils

➢ creating a new bridge device, we’ll create 
one called br-sna1

brctladdbrbr-sna1
iplink set br-sn1 up

➢ A net device can be added to  bridge using 
following command

brctladdifbr-sna1 NetDeviceName

➢ See man brctlfor more information

eth0
veth1

veth1

veth1

192.168.1.2/24

192.168.1.1

192.168.1.4/24

eth0
x:x:x:x:x:0

veth1
x:x:x:x:x:1
10.x.x.1/8

veth1

veth1

x:x:x:x:x:2
10.x.x.2/8

x:x:x:x:x:3
10.x.x.3/8

192.168.1.2192.168.1.1



Open vSwitchBridge devices

▪ sudo apt update
▪ sudo apt install openvswitch-switch

▪ systemctlstatus openvswitch-switch.service

➢ Service is started automatically after installation:

▪ ovs-vsctlshow

➢ Open vSwitch(OVS) is an open source, production-quality, multilayer-virtual switch. 

➢ Open vSwitchis designed for massive network automation through programmatic 
extension, but still with the support for standard protocols and management interfaces.

➢ It is designed to support distribution across multiple physical 
servers similar to VMware’s vNetworkdistributed vswitchor 
Cisco’s Nexus 1000V.

▪ LACP , Link Aggregation Control Protocol  

▪ NetFlow 

▪ sFlow

▪ IPFIX , Internet Protocol Flow Information Export 
▪ RSPAN , Remote SPAN 
▪ CLI 
▪ 802.1ag 

➢ OVS can be installed as below



MACVLAN
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➢ MacVLAN helps the user to configure sub-
interfaces of a parent physical Ethernet interface 
with its own unique MAC address and as a result 
with its own IP address. 

➢ Applications, VMs and containers can now be grouped 
to a specific sub-interface, in order to connect directly 
to the physical network using their own MAC and IP 
addresses.

▪ limitation to the number of different MAC 
addresses allowed on the physical port. 

➢ Drawbacks

▪ NICs have a limitation on the number of MAC 
addresses they support natively. 

▪ IEEE 802.11 protocol specifications, multiple MAC 
addresses on a single client are not allowed. 

➢ Common DHCP Server, Low CPU, Normal Network Utilization, Meets 802.11 
standards and Easy to Set-Up are some salient feature of MACVLAN
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User Management

➢ User management is a critical part of maintaining a secure system. Ineffective user and privilege 
management often lead many systems into being compromised. 

➢ it is important  to understand how you can protect your server through simple and effective user 
account management techniques.

➢ Root User

▪ Root is the superuser account in Unix and 
Linux. It is a user account for administrative 
purposes, and typically has the highest 
access rights on the system. 

▪ Usually, the root user account is called root . 
However, in Unix and Linux, any account 
with user id 0 is a root account, regardless of 
the name.

sudoer rights

root

• Highest Privileges

admin

• Middle Privileges

No sudoer rights

limuser

• Lowest Privileges



Root user in Ubuntu

▪ In ubuntu server, administrative root account  is disabled by default.

❑ This does not mean that the root account has been deleted or that it may not be 
accessed. It merely has been given a password which matches no possible encrypted 
value, therefore may not log in directly by itself

❑ This simple yet effective methodology provides accountability for all user actions, and 
gives the administrator granular control over which actions a user can perform with said 
privileges.

❑ Instead, users are encouraged to make use of a tool by the name of sudo to carry out 
system administrative duties. 

▪ sudo allows an authorized user to temporarily elevate their privileges using their own 
password instead of having to know the password belonging to the root account. 

▪ By default, the initial user created by the installer is a member of the group "sudo" which 
is added to the file /etc/sudoersas an authorized sudo user. 

▪ To give any other account full root access through sudo, simply add them to the sudo 
group.



Enabling/disabling root

▪ If for some reason you wish to enable the root account, simply give it a password:

▪ sudo will prompt you for your password, and then ask you to supply a new 
password for root.

sudo passwd

▪ You should read more on sudo by reading the man page:

▪ To disable the root account password, use the following passwd syntax:
sudo passwd -l root

▪ However, to disable the root account itself, use the following command:

usermod--expiredate1

man sudo



User Management Operations

The process for managing local users and groups is straightforward and differs very little 
from most other GNU/Linux operating systems. Ubuntu and other Debian based 
distributions encourage the use of the "adduser" package for account management.

➢ Deleting an account does not remove their respective home folder. It is up to you 
whether or not you wish to delete the folder manually or keep it according to your 
desired retention policies. 

Remember, any user added later on with the same UID/GID as the previous owner will 
now have access to this folder if you have not taken the necessary precautions.

sudo adduser username

• follow the prompts to give the account a password 
and identifiable characteristics

sudo deluser username

• delete a user account and its primary group

Add/Remove User

sudo passwd -l username

sudo passwd -u username

Lock/Unlock User



User Group Management

usersGroup

hrgroup

fingroup

enggroup

admgroup

margroup

➢ A user can be assigned to group(s)  based on their  department or activities.

➢ A group allows a user special 
access to system resources, 
such as files, directories, or 
processes (programs) that are 
running on the system. 

➢ This group membership can also be used to 
prevent access to system resources because 
several security features in Linux make use of 
groups to impose security restrictions.



User Group Management

➢ Every user is a member of at least one group. This first group is called the user’s primary group. Any 
additional groups a user is a member of are called the user’s secondary groups.

➢ Group membership can be displayed by executing either the id or groups command:

student@ onecoursesource:~$ id
uid=1002(student) gid=1002(student)
groups=1002(student),60(games),1001(ocs)

student@ onecoursesource:~$ groups
student games ocs

➢ Both the id and groups commands display information about the current user by default. Both commands 
also accept an argument of another user account name:

student@ onecoursesource:~$ id root
uid=0(root) gid=0(root) groups=0(root)
student@ onecoursesource:~$ groups root
root : root

➢ The most important difference between primary and secondary group membership relates to when a user 
creates a new file. Each file is owned by a user ID and a group ID. 

➢ When a user creates a file, the user’s primary group membership is used for the group ownership of the 
file:



Group information

➢ Group information is stored in several files:

▪ The /etc/passwd file contains user account information, including the primary group membership for 
each user. 

▪ The /etc/group file stores information about each group, including the group name, group ID (GID) and 
secondary user membership.

student@ onecoursesource:~$ grep student /etc/passwd
student:x:1002:1002::/home/student:

▪ The /etc/gshadow file stores additional information for the group, including group 
administrators and the group password. 

student@ onecoursesource:~$ head /etc/group
root:x:0:
daemon:x:1:
bin:x:2:
sys:x:3:
adm:x:4:syslog,bo
tty:x:5:
disk:x:6:
lp:x:7:
mail:x:8:
news:x:9:



Special Groups

➢ Administrators who are focused on security should be 
aware of these special group accounts because these 
accounts can provide either security features or pose 
security threats. 

Group Description

root

This group account is reserved for the system administrator. Do not add 

a regular user to this group because it will provide the regular user with 

elevated access to system files.

adm

Members of this group typically have access to files related to system 

monitoring (such as log files). Being able to see the contents of these 

files can provide more information about the system than a regular user 

would typically have.

lp

This is one of many groups (including tty, mail, and cdrom) used by the 

operating system to provide access to specific files. Typically, regular 

users are not added to these groups because they are used by 

background processes called daemons.

sudo This group is used in conjunction with the sudo command. 

staff
A default group that was traditionally used on Unix systems but is rarely 

used in modern Linux distributions.

users A default group that is rarely used in modern Linux distributions.

operators

A group that was traditionally used on Unix systems for users who 

required elevated privileges for specific system tasks. This group is 

rarely used in modern Linux distributions.

➢ A typical Linux system will have many default group 
accounts. These default group accounts typically have 
GID values under 1000, making it easy for an 
administrator to recognize these as special accounts.

➢ Additionally, if you add new software to the system, 
more groups may be added as software vendors make 
use of both user and group accounts to provide 
controlled access to files that are part of the software.



Adding Removing Groups

➢ To add or delete a personalized group, use the following syntax, respectively:

sudo addgroupgroupname
sudo delgroupgroupname

➢ To add a user to a group, use the following syntax:

sudo adduser username groupname
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User Profile Security

➢ When a new user is created, the adduser utility creates a new home directory named /home/username.

▪ The default profile is modeled according to contents of /etc/skel, which includes all profile basics.

▪ For multiuser environment, close attention is required to the user home directory permissions to ensure 
confidentiality. 

➢ By default, user home directories in Ubuntu are created with world read/execute permissions. 

▪ This means that all users can browse and access the contents of other user’s home directories. 

➢ To verify your current user home directory permissions, use the following syntax:

ls -ld/home/username

drwxr-xr-x 2 username username4096 2007-10-02 20:03 username
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User Profile Security

➢ To remove the world readable-permissions, following command can be used.

sudo chmod0750 /home/username

➢ The efficient approach is to modify the adduserglobal default permissions when creating user home folders. 
Simply edit the file /etc/adduser.confand modify the DIR_MODE variable to something appropriate, so that all 
new home directories will receive the correct permissions.

DIR_MODE=0750

drwxr-x---2 username username4096 2007-10-02 20:03 username

ls -ld/home/username



Password Policy

➢ A strong password policy is one of the most important aspects of your security posture. Many successful 
security breaches involve simple brute force and dictionary attacks against weak passwords. 

➢ To offer any form of remote access involving your local password system, make sure you adequately 
address

▪ Minimum password complexity requirements
▪ Maximum password lifetimes
▪ Frequent audits of your authentication systems



Password Expiry

➢ When creating user accounts, you should make it a policy to have a minimum and maximum password age 
forcing users to change their passwords when they expire.

➢ To easily view the current status of a user account, use the following syntax:

sudo chage-l username

Last password change : Jan 20, 2015

Password expires : never

Password inactive : never

Account expires : never

Minimum number of days between password change : 0

Maximum number of days between password change : 99999

Number of days of warning before password expires : 7

➢ To set any of these values, simply use the following syntax, and follow the interactive prompts:

sudo chageusername

➢ Example : Change the explicit expiration date (-E) to 01/31/2015, minimum password age (-m) of 5 days, 
maximum password age (-M) of 90 days, inactivity period (-I) of 30 days after password expiration, and a 
warning time period (-W) of 14 days before password expiration:

sudo chage-E 01/31/2015 -m 5 -M 90 -I 30 -W 14 username



Other Considerations

➢ Many applications use alternate authentication mechanisms that can be easily. It is important to understand 
and control how users authenticate and gain access to services and applications on your server.

➢ SSH Access by Disabled Users

▪ Simply disabling/locking a user account will not prevent a user from logging into your server remotely if 
they have previously set up RSA public key authentication. 

▪ Remember to check the users home directory for files that will allow for this type of 
authenticated SSH access, e.g./home/username/.ssh/authorized_keys.

▪ They will still be able to gain shell access to the server, without the need for any password. 

▪ Remove or rename the directory .ssh/ in the user's home folder to prevent further SSH 
authentication capabilities.

▪ Be sure to check for any established SSH connections by the disabled user, as it is 
possiblethey may have existing inbound or outbound connections. Kill any that are found.

who | grep username (to get the pts/# terminal)
sudo pkill-f pts/#

▪ Restrict SSH access to only required user accounts. You may create a group called "sshlogin" and add the 
group name as the value associated with the AllowGroupsvariable located in the file /etc/ssh/sshd_config.

AllowGroupssshlogin

➢ External User Database Authentication
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OpenSSH

➢ This  topic introduces a powerful collection of tools for the remote control of, and transfer of 
data between, networked computers called OpenSSH.

➢ OpenSSH is a freely available version of the Secure Shell (SSH) protocol family of tools for remotely controlling, or 

transferring files between, computers. 

➢ OpenSSH provides a server daemon and client tools to facilitate secure, encrypted remote control and file transfer 

operations, effectively replacing the legacy tools.

➢ Traditional tools used to accomplish these functions, such as telnet or rcp, are insecure and transmit the user's 

password in cleartext when used. 



OpenSSH

➢ The OpenSSH server component, sshd, listens continuously for client connections from any of the client tools.

➢ OpenSSH can use many authentication methods, including plain password, public key, and Kerberos tickets.

▪ If a remote user connects to an OpenSSH server with scp, the OpenSSH server daemon initiates a secure 
copy of files between the server and client after authentication. 

▪ if the remote computer is connecting with the sshclient application, the OpenSSH server sets up a 
remote control session after authentication. 

➢ When a connection request occurs, sshdsets up the correct connection depending on the type of client 
tool connecting. 



Install OpenSSH

➢ Installation of the OpenSSH client and server applications is simple. 

sudo apt install openssh-client

▪ To install the OpenSSH client applications on your Ubuntu system, use this command at a terminal 
prompt:

▪ To install the OpenSSH server application, and related support files, use this command at a terminal prompt:

sudo apt install openssh-server

➢ Configuring the OpenSSH

▪ You may configure the default behavior of the OpenSSH server application, sshd, by editing the file 
/etc/ssh/sshd_config. 

▪ For information about the configuration directives used in this file, you may view the appropriate 
manual page with the following command, issued at a terminal prompt:

man sshd_config



Configuring the OpenSSH

➢ There are many directives in the sshdconfiguration file controlling such things as communication 
settings, and authentication modes. 

➢ Example configuration : Various  directives that can be changed by editing the /etc/ssh/sshd_configfile.

1. Copy the /etc/ssh/sshd_configfile and protect it from writing 
with the following commands, issued at a terminal prompt:

sudo cp /etc/ssh/sshd_config/etc/ssh/sshd_config.original

sudo chmoda-w /etc/ssh/sshd_config.original
1

1. To set your OpenSSH to listen on TCP port 2222 instead of 
the default TCP port 22, change the Port directive as such:

Port 2222
2

▪ To have sshdallow public key-based login credentials, 
simply add or modify the line:

PubkeyAuthenticationyes
3

▪ To make your OpenSSH server display the contents of the 
/etc/issue.net file as a pre-login banner, simply add or 
modify the line In the /etc/ssh/sshd_configfile.

Banner /etc/issue.net
4

▪ After making changes to the /etc/ssh/sshd_configfile, save 
the file, and restart the sshdserver application to effect the 
changes using the following command at a terminal prompt:

sudo systemctlrestart sshd.service
5



SSH Keys

➢ SSH keys allow authentication between two hosts without the need of a password. SSH key authentication 
uses two keys, a private key and a public key.

▪ By default the public key is saved in the file ~/.ssh/id_rsa.pub, while ~/.ssh/id_rsais the private key. Now copy 
the id_rsa.pub file to the remote host and append it to ~/.ssh/authorized_keysby entering:

▪ To generate the keys, from a terminal prompt enter:

ssh-keygen -t rsa

This will generate the keys using the RSA Algorithm. During the process you will be prompted for a 
password. Simply hit Enter when prompted to create the key.

▪ You should now be able to SSH to the host without being prompted for a password.

ssh-copy-id username@ remotehost

▪ Finally, double check the permissions on the authorized_keysfile, only the authenticated user should 
have read and write permissions. If the permissions are not correct change them by:

chmod600 .ssh/authorized_keys



Puppet

➢ The code can do a variety of tasks from installing new software, to checking file permissions, or updating 
user accounts. 

➢ Puppet is a cross platform framework enabling system administrators to perform common tasks using code.

➢ Puppet is great not only during the initial installation of a system, but also throughout the system’s entire 
life cycle. In most circumstances puppet will be used in a client/server configuration.

▪ The Puppet Agents are nodes with Puppet installed on them with the Puppet Agent 
daemon running.

➢ Puppet uses a client-server approach and consists of 
the following systems:

▪ The Puppet Master is a server with the Puppet Master daemon that manages 
crucial system information for all nodes using manifests.



Puppet

3 -The Puppet Agent configures itself 
based on the catalog and reports back to 
the Puppet Master.

➢ Puppet utilizes a client/server architecture consisting of the Puppet Master and Puppet Agents. Puppet 
Agents uses pull mode to poll the master and retrieve node-specific and site-specific configuration info.

➢ The topology goes through the following steps:

1 -A node running a Puppet Agent daemon 
gathers all the information (facts) about 
itself, and the agent sends the facts to the 
Puppet Master.

2 -The Puppet Master uses the data to 
create a catalog on how the node should 
be configured and sends it back to the 
Puppet Agent.



Installing and Configuring Puppet

192.168.1.16 puppetmaster.example.com puppetmasterpuppet

➢ Prior to configuring puppet you may want to add a DNS CNAME record for puppet.example.com, where 
example.com is your domain. 

➢ By default Puppet clients check DNS for puppet.example.com as the puppet server name, or Puppet 
Master. 

➢ If you do not wish to use DNS, you can add entries to the server and client /etc/hosts file. For example, in 
the Puppet server's /etc/hosts file add:

127.0.0.1 localhost.localdomainlocalhost puppet
192.168.1.17 puppetclient.example.com puppetclient

➢ On each Puppet client, add an entry for the server:

sudo apt install puppet

➢ To install Puppet, in a terminal on the server enter:

sudo apt install puppetmaster

➢ On the client machine, or machines, enter:



Installing and Configuring Puppet

➢ Create a folder path for the apache2 class:

sudo mkdir-p /etc/puppet/modules/apache2/manifests

➢ Now setup some resources for apache2. Create a file /etc/puppet/modules/apache2/manifests/init.pp
containing the following:

➢ Next, create a node file /etc/puppet/code/environments/production/manifests/site.ppwith:

➢ The final step for this simple Puppet server is to restart the daemon:

sudo systemctlrestart puppetmaster.service



Installing and Configuring Puppet

▪ Back on the Puppet server, view pending certificate signing requests:

➢ Now everything is configured on the Puppet server, it is time to configure the client.

▪ First, configure the Puppet agent daemon to start. Edit /etc/default/puppet, changing START to yes:

START=yes

▪ Then start the service:

sudo systemctlstart puppet.service

▪ View the client cert fingerprint

sudo puppet agent --fingerprint

sudo puppet cert list

▪ Check /var/log/syslog on both hosts for any errors with the configuration. If all goes well the apache2 
package and it's dependencies will be installed on the Puppet client.

▪ On the Puppet server, verify the fingerprint of the client and sign puppetclient'scert:

sudo puppet cert sign puppetclient.example.com

▪ On the Puppet client, run the puppet agent manually in the foreground. This step isn't strictly 
speaking necessary, but it is the best way to test and debug the puppet service.

sudo puppet agent --test



Zentyal

➢ Zentyalis a Linux small business server that can be configured as a gateway, infrastructure manager, 
unified threat manager, office server, unified communication server or a combination of them. 

▪All network services managed by Zentyalare tightly integrated, automating most tasks. 
• This saves time and helps to avoid errors in network configuration and administration. 

Integrated

• Zentyalis open source, released under the GNU General Public License (GPL) and runs on top of Ubuntu GNU/Linux.
• Zentyalconsists of a series of packages (usually one for each module) that provide a web interface to configure the 
different servers or services. 

• Zentyal publishes one major stable release once a year based on the latest Ubuntu LTS release.

Opensource

• The configuration is stored on a key-value Redis database, but users, groups, and domains-related configuration 
is on OpenLDAP.

• When you configure any of the available parameters through the web interface, final configuration files are 
overwritten using the configuration templates provided by the modules.

Configuration

• The main advantage of using Zentyalis a unified, graphical user interface to configure all network services and 
high, out-of-the-box integration between them.

Advantage 



Installing and Configuring Zantyal

➢ During installation you will be asked to set a root MySQL password and confirm port 443.

➢ Create a new user to access the Zentyalweb interface, run:

sudo adduser username sudo

➢ Add the Zentyalrepository to your repository list:

sudo add-apt-repository "deb http://archive.zentyal.org/zentyal 3.5 main extra"

➢ Import the public keys from Zentyal:

sudo apt-key adv --keyserverkeyserver.ubuntu.com --recv-keys 10E239FF
wget-q http://keys.zentyal.org/zentyal-4.2-archive.asc -O-| sudo apt-key add -

➢ Update your packages and install Zentyal:

sudo apt update
sudo apt install zentyal



Installing and Configuring Zantyal

➢ As Zentyalcreates its own self-signed SSL certificate, you will have to accept a security exception on 
your browser. Log in with the same username and password used to log in to your server.

➢ Any system account belonging to the sudo group is allowed to log into the Zentyalweb interface. The 
user created while installing Ubuntu Server will belong to the sudo group by default.

➢ To access the Zentyalweb interface, point a browser to https://localhost/ or to the IP address of your 
remote server. 

➢ Once logged in you will see an overview of your server. Individual modules, such as Antivirus or Firewall, 
can be installed by simply clicking them and then clicking Install. Selecting server roles like Gateway or 
Infrastructure can be used to install multiple modules at once.
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Logging

➢ Logging is particularly important in multi-user software, to have a 
central overview of the operation of the system.

➢ Logging refers to record keeping of information about events that occur 
in a computer system, such as problems, errors or just information on 
current operations. 

▪ Different types of events may occur in the operating 
system or in other software. 

➢ These log messages can then be used to monitor and understand 
the operation of the system, to debug problems, or during an 
audit. 

➢ On Linux, you have two types of logging mechanisms : 

▪ Kernel logging: related to errors, warning or information entries 
that your kernel may write

▪ User logging: linked to the user space, those log entries are related 
to processes or services that may run on the host machine.
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Kernel Logging

➢ On the kernel space, logging is done via the Kernel Ring Buffer. The ring buffer is a circular buffer that is 

the first datastructure storing log messages when the system boots up.

▪ When starting Linux machine, if log messages are displayed on the screen, those 
messages are stored in the kernel ring buffer.

▪ The Kernel logging is started before user logging

▪ The kernel ring buffer, pretty much like any other log files on your system can be inspected.

▪ In order to open Kernel-related logs on your system, you have touse the “dmesg” command.

Example of events  : Errors in mounting a disk, Driver Loading etc

dmesg

/dev/kmsg

Ring Buffer

/proc/kmsg

syslog rsyslog Logging Tools
CLI

Systemd-journal

printk
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reading
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Log files locations

➢ There are many different log files that all serve different purposes. When trying to find a log about 
something, you should start by identifying the most relevant file. 

Auth log

/var/log/auth.log

Daemon Log

/var/log/daemon.log

Debug log

/var/log/debug

Kernel log

/var/log/kern.log

System log

/var/log/syslog

➢ System logs

➢ Application logs

Apache logs

/var/log/apache2/

X11 server logs

/var/log/Xorg.0.log

Print System Logs

/var/log/cups/error_log

Rootkit Hunter Log

/var/log/rkhunter.log

SMB Logs

/var/log/samba

➢ Non-human-readable logs

Login failures log

/var/log/faillog

Last logins log

/var/log/lastlog

Login records log

/var/log/lastlog



Viewing and monitoring log files

➢ The most basic way to view files from the command line is using the cat command. You simply pass in the 
filename, and it outputs the entire contents of the file: cat file.txt.

▪ Due to the nature of log files being appended to at the bottom, the tail command will generally be more useful.

➢ Viewing the start or end of a file

▪ It is generally required to quickly view the first or last n number of lines of a file. 

▪ the head and tail commands come in handy. 

▪ These commands work much like cat, although you can specify how many lines from the start/end of the file you want to view. 

▪ To view the first 15 lines of a file, run head -n 15 file.txt, and to view the last 15, run tail -n 15 file.txt. 

▪ To monitor a log file, you may pass the -f flag to tail. It will keep running, printing new additions to the file, until you stop it (Ctrl + C). 
For example: tail -f file.txt.

➢ Monitoring files

▪ If the result of a grep search is too long, you may pipe it to less, allowing you to scroll and search through it: grep "test" file.txt | less.

➢ Searching files

▪ One way that we looked at to search files is to open the file in less and press /. 

▪ A faster way to do this is to use the grep command. 

▪ We specify what we want to search for in double quotes, along with the filename, and grep will print all the lines containingthat 
search term in the file. For example, to search for lines containing “test” in file.txt, you would run grep "test" file.txt.



System Logging Daemon (syslogd)

➢ The system logging daemon syslogd, also known as sysklogd, awaits logging messages from numerous 
sources and routes the messages to the appropriate file or network destination. 

▪ Messages logged to syslogdusually contain common elements like system hostnames and time-stamps 
in addition to the specific log information. 

➢ Configuration of syslogd

▪ The action field consists of a target for the log information, such as a standard log file (i.e.
/var/log/syslog), or the hostname of a remote computer to send the log information to. 

▪ The syslogddaemon's configuration file is /etc/syslog.conf. 

▪ Each entry in this file consists of two fields, the selector and the action. 

▪ The selector field specifies a facility to be logged, such as for example the auth facility which deals 
with authorization, and a priority level to log such information at, such as info, or warning. 



Log Rotation

➢ Typically, logrotateis called from the system-wide cronscript /etc/cron.daily/logrotate, and further defined by 
the configuration file /etc/logrotate.conf. Individual configuration files can be added into /etc/logrotate.d

➢ When viewing directory listings in /var/log or any of its subdirectories, you may encounter log files with 
names such as daemon.log.0, daemon.log.1.gz, and so on. 

▪ What are these log files? They are 'rotated' log files. That is, they have automatically been renamed 
after a predefined time-frame, and a new original log started. After even more time the log files are 
compressed with the gziputility as in the case of the example daemon.log.1.gz. 

➢ The purpose of log rotation is to archive and compress old logs so that they consume less disk space, but
are still available for inspection as needed. 



Log Rotation

var/log/log name here].log {
Missingok
Notifempty
Compress
Size 20k
Daily
Create 0600 root root
}

▪ missingok – Tells logrotatenot to output an error if a log file is missing
▪ notifempty – Does not rotate the log file if it is empty. It reduces the size of the log file with gzip
▪ size – Ensures that the log file does not exceed the specified dimension and rotates it otherwise
▪ daily – Rotates the log files on a daily schedule. This can also be done on a weekly or monthly schedule
▪ create – Instantiates a log file where the owner and group are a root user

➢ Log files that have zeroes appended at the end are rotated files. That means log file names have automatically 
been changed within the system.

➢ logrotatehandles systems that create significant amounts of log files. The command is used by the cron
scheduler and reads the logrotateconfiguration file /etc/logrotate.conf. It’s also used to read files in the 
logrotateconfiguration directory.

➢ The commands perform the actions as follows:



Logging related commands

1) dmesg. the dmesgkernel ring buffer utility

2) faillog, the faillogcommand (and alsothe faillogconfiguration file via man 5 faillog)

3) grep , the grep pattern searching utility

4) head ,the head utility

5) klogd, the kernel log daemon (klogd)

6) last , the last command which shows last logged in users

7) less , the less paging utility

8) logger , the logger command-line interface to syslog utility

9) logrotate, the thelogrotateutility

10)savelog, the saveloglog file saving utility

11)syslogd, the system log daemon (syslogd)

12)syslog.conf, the syslogdconfiguration file

13)Tail , the tail utility
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Writing and Editing Files

➢ Vim is an acronym for Vi IMproved. It is a free and open-source cross-platform text editor. It was first 
released by Bram Moolenaarin 1991 for UNIX variants. 

➢ Vim is based on the original Vi editor, which was created by Bill Joy in 1976. In the 90’s, it started 
becoming clear that Vi was lacking in some features when compared with the Emacs editor. 

➢ VIM includes all the missing features of VI.

sudo apt-get update
sudo apt-get install vim

➢ VIM is generally preinstalled with many linuxdistributions, if not  it can be installed as below



Vim Modes

➢ Everything in Vim is considered a mode. You can achieve whatever you want if you understand modes in 
Vim. 

➢ There are many modes in Vim. But,we'll be looking at the 4 most important modes.

▪ Default mode, also called 
Normal mode. 

▪ To switch from one mode to 
another, you have tocome to 
Command Mode

▪ The commands that you run 
without any prefix (colon) 
indicate that you're running the 
command in command mode.

▪ to edit the contents of the file. 

▪ You can switch to insert mode 
by pressing i from command 
mode.

▪ You can use the Esc key to 
switch back to command mode. 

▪ To execute commands

▪ the commands in this mode 
are prefixed with a colon (:)

▪ Switch to this mode by 
pressing : (colon) in 
command mode

▪ to visually select some text 
and run commands over that 
section of code

▪ switch to this mode by 
pressing v from the command 
mode. 

Command Mode Insert Mode Command-Line Mode Visual Mode



VIM Commands

▪ a    Append text following current cursor position
▪ A    Append text to the end of current line
▪ i     Insert text before the current cursor position
▪ I     Insert text at the beginning of the cursor line
▪ o    Open up a new line following the current line and add text there
▪ O   Open up a new line in front of the current line and add text there

➢ Insert mode commands

▪ Ctrl + e    -1 line up  
▪ Ctrl + d    -1/2 page up
▪ Ctrl + f    -1 page up
▪ Ctrl + y    -1 line down  
▪ Ctrl + u    -1/2 page down
▪ Ctrl + b    -1 page down
▪ %    -use with '{','}','(',')' to jump with the matching one.
▪ 0      -first column of the line
▪ $      -jump to the last character of the line

➢ Command mode commands



VIM Commands

▪ d …delete the characters from the cursor position up the position given by the next command 
▪ c …change the character from the cursor position up to the position indicated by the next command.
▪ y …copy the characters from the current cursor position up to the position indicated by the next command.
▪ p …paste previous deleted or yanked (copied) text after the current cursor position.

➢ Editing Commands

▪ :s/old/new/gc
▪ :s/old/new/g

➢ Searching and Replacing

▪ :wq, Save file and exit
▪ :q! , Exit file without saving the changes

➢ Save the file

▪ u         -you can undo almost anything using u in the command mode.
▪ Ctrl+r-undo is undoable using Ctrl-r.

➢ Undo and Redo

Note: Doubling d, c or y operates on the whole line, for example yycopies the whole line.



First Script

#!/bin/sh

# Author : IT601
# Copyright (c) Virtual University of Pakistan

echo “Hello Virtual University Student, What is your student iD”

read VUID

echo “WELCOME !, $VUID"

➢ Create a new script file with name : myfirstScript.sh

Vi myfirstScript.sh

Chmod777myfirstScript.sh

➢ Make the script executable

➢ Write the following content

➢ Run script

./myfirstScript.sh



Variables

➢ Variable Names

➢ Defining Variables

➢ Accessing Values

➢ Read-only Variables

➢ Unsetting Variables

➢ Variable Types

▪ Local Variables 
▪ Environment Variables 
▪ Shell Variables

unset VAR_NAME

readonlyVAR_NAME

echo $VAR_NAME

VAR_NAME=variable_value

The name of a variable can contain only letters (a to z or A to Z), numbers ( 0 to 9) or the underscore character 
( _). By convention, Unix shell variables will have their names in UPPERCASE.



Special variables

➢ $!-The process number of the last background command.

➢ $0 -The filename of the current script.

➢ $n-These variables correspond to the arguments with which a script was invoked. Here n is a positive 
decimal number corresponding to the position of an argument.

➢ $#-The number of arguments supplied to a script.

➢ $*-All the arguments are double quoted. If a script receives two arguments, $* is equivalent to $1 $2.

➢ $@ -All arguments are individually double quoted. If script receives two arguments, $@  is equivalent to $1 $2.

➢ $?-The exit status of the last command executed.

➢ $$-The process number of the current shell. This is the process ID under which they are executing.



Defining Array Values

array_name[index]=value

array_name=(value1 ... valuen)

➢ For the ksh shell, here is the syntax of array initialization 

set -A array_namevalue1 value2 ... valuen

➢ For the bash shell, here is the syntax of array initialization 

➢ Accessing Array Values

${array_name[index]}

➢ Basic Syntax



Operators 

➢ Arithmetic Operators

+ (Addition) Adds values on either side of the operator èxpr $a + $b̀ will give 30

-(Subtraction) Subtracts right hand operand from left hand operand èxpr $a -$b̀ will give -10

* (Multiplication) Multiplies values on either side of the operator èxpr $a \* $b̀ will give 200

/ (Division) Divides left hand operand by right hand operand èxpr $b / $à will give 2

% (Modulus)
Divides left hand operand by right hand operand and returns 
remainder

èxpr $b % $à will give 0

= (Assignment) Assigns right operand in left operand a = $b would assign value of b into a

== (Equality) Compares two numbers, if both are same then returns true. [ $a == $b ] would return false.

!= (Not Equality) Compares two numbers, if both are different then returns true. [ $a != $b ] would return true.

➢ Relational Operators
-eq Checks if the value of two operands are equal or not; if yes, then the condition becomes true. [ $a -eq $b ] is not true.

-ne
Checks if the value of two operands are equal or not; if values are not equal, then the condition becomes 
true.

[ $a -ne $b ] is true.

-gt
Checks if the value of left operand is greater than the value of right operand; if yes, then the condition 
becomes true.

[ $a -gt $b ] is not true.

-lt
Checks if the value of left operand is less than the value of right operand; if yes, then the condition becomes 
true.

[ $a -lt $b ] is true.

-ge
Checks if the value of left operand is greater than or equal to the value of right operand; if yes, then the 
condition becomes true.

[ $a -ge $b ] is not true.

-le
Checks if the value of left operand is less than or equal to the value of right operand; if yes, then the 
condition becomes true.

[ $a -le $b ] is true.



Operators

➢ Boolean Operators

!
This is logical negation. This inverts a true condition into false 
and vice versa.

[ ! false ] is true.

-o
This is logical OR. If one of the operands is true, then the 
condition becomes true.

[ $a -lt20 -o $b -gt100 ] is true.

-a
This is logical AND. If both the operands are true, then the 
condition becomes true otherwise false.

[ $a -lt20 -a $b -gt100 ] is false.

➢ String Operators

= Checks if the value of two operands are equal or not; if yes, then the condition becomes true. [ $a = $b ] is not true.

!=
Checks if the value of two operands are equal or not; if values are not equal then the condition 
becomes true.

[ $a != $b ] is true.

-z Checks if the given string operand size is zero; if it is zero length, then it returns true. [ -z $a ] is not true.

-n Checks if the given string operand size is non-zero; if it is nonzero length, then it returns true. [ -n $a ] is not false.

str Checks if str is not the empty string; if it is empty, then it returns false. [ $a ] is not false.



Operators

➢ File Test Operators

-b file Checks if file is a block special file; if yes, then the condition becomes true. [ -b $file ] is false.

-c file Checks if file is a character special file; if yes, then the condition becomes true. [ -c $file ] is false.

-d file Checks if file is a directory; if yes, then the condition becomes true. [ -d $file ] is not true.

-f file
Checks if file is an ordinary file as opposed to a directory or special file; if yes, then the condition becomes 
true.

[ -f $file ] is true.

-g file Checks if file has its set group ID (SGID) bit set; if yes, then the condition becomes true. [ -g $file ] is false.

-k file Checks if file has its sticky bit set; if yes, then the condition becomes true. [ -k $file ] is false.
-p file Checks if file is a named pipe; if yes, then the condition becomes true. [ -p $file ] is false.

-t file Checks if file descriptor is open and associated with a terminal; if yes, then the condition becomes true. [ -t $file ] is false.

-u file Checks if file has its Set User ID (SUID) bit set; if yes, then the condition becomes true. [ -u $file ] is false.

-r file Checks if file is readable; if yes, then the condition becomes true. [ -r $file ] is true.
-w file Checks if file is writable; if yes, then the condition becomes true. [ -w $file ] is true.

-x file Checks if file is executable; if yes, then the condition becomes true. [ -x $file ] is true.
-s file Checks if file has size greater than 0; if yes, then condition becomes true. [ -s $file ] is true.
-e file Checks if file exists; is true even if file is a directory but exists. [ -e $file ] is true.



Control Statements

➢ The if...else statements

if...fi statement

if [ expression ] 
then 
Statement(s) if true 

fi

a=10
b=20
if [ $a == $b ]
then
echo "a is equal to b"

fi

if...else...fi statement

if...elif...else...fi statement

if [ expression ]
then
Statement(s) if true

else
Statement(s) if not 

true
fi

a=10
b=20
if [ $a == $b ]
then
echo "a is equal to b"

else
echo "a is not equal to b"

fi

if [ expression 1 ]
then
Statement(s) to be executed if expression 1 is true

elif[ expression 2 ]
then
Statement(s) to be executed if expression 2 is true

elif[ expression 3 ]
then
Statement(s) to be executed if expression 3 is true

else
Statement(s) to be executed if no expression is true

fi

a=10
b=20
if [ $a == $b ]
then
echo "a is equal to b"

elif[ $a -gt$b ]
then
echo "a is greater than b"

elif[ $a -lt$b ]
then
echo "a is less than b"

else
echo "None of the condition met"

fi



Control Statements

The case...esacStatement

case word in
pattern1)
Statement(s) to be executed if pattern1 matches
;;

pattern2)
Statement(s) to be executed if pattern2 matches
;;

pattern3)
Statement(s) to be executed if pattern3 matches
;;

*)
Default condition to be executed
;;

esac

FRUIT="kiwi"

case "$FRUIT" in
"apple") echo "Apple pie is quite tasty." 
;;
"banana") echo "I like banana nut bread." 
;;
"kiwi") echo "New Zealand is famous for kiwi." 
;;

esac



Loops

➢ The select loop

while command
do
Statement(s) to be executed if command 

is true
done

a=0
while [ $a -lt10 ]
do
echo $a
a=̀expr $a + 1̀

done

➢ The while loop ➢ The for loop

➢ The until loop

for var in word1 word2 ... wordN
do
Statement(s) to be executed 

for every word.
done

for var in 0 1 2 3 4 5 6 7 8 9
do
echo $var

done

until command
do
Statement(s) to be executed 

until command is true
done

a=0

until [ ! $a -lt 10 ]
do
echo $a
a=̀expr $a + 1̀

done

select var in word1 word2 ... wordN
do
Statement(s) to be executed for 

every word.
done

select K in tea cofeewater juice appeall none
do
case $K in
tea|cofee|water|all) 
echo "Go to canteen"
;;

juice|appe)
echo "Available at home"

;;
none) 
break 

;;
*) echo "ERROR: Invalid selection" 
;;

esac
done



Nesting while Loops

while command1 ; # this is loop1, the outer loop
do
Statement(s) to be executed if command1 is true

while command2 ; # this is loop2, the inner loop
do
Statement(s) to be executed if command2 is true

done

Statement(s) to be executed if command1 is true
done

a=0
while [ "$a" -lt10 ]    # this is loop1
do
b="$a"
while [ "$b" -ge0 ]  # this is loop2
do
echo -n "$b "
b=̀expr $b -1̀

done
echo
a=̀expr $a + 1̀

done

➢ The break Statement

➢ The continue statement

➢ Substitution

a=10
echo -e "Value of a is $a \n"

\\ backslash
\a alert (BEL)
\b backspace
\c suppress trailing newline
\f form feed

\n new line
\r carriage return
\t horizontal tab
\v vertical tab

➢ Escape Sequences



Creating Functions

function_name() { 
list of commands

}

# Define your function here
Hello () {
echo "Hello World"

}

# Define your function here
Hello () {
echo "Hello World $1 $2"

}

# Invoke your function
Hello

# Invoke your function
Hello test1 test 2

# Define your function here
Hello () {
echo "Hello World $1 $2"
return 10

}

Syntax Simple Function Passing Parameters Returning Data

# Invoke your function
Hello Zara Ali

# Capture value returndby last command
ret=$?

echo "Return value is $ret"
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Introdcution

A group of computer machines in an organization  generall referd 
to as server.

It is used to provide different types of services. 

• Application services 
• Web services
• Back-office processing 
• Databases
• Batch computation
• Etc.



Servers vs Services

A server is a computer machine consisting of.

• Hardware

• Operating System

• Software packages

CPU Memory Storage Power Supply Network Interface Motherboard RackPeripheral 
Devices
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https://www.google.com/imgres?imgurl=https%3A%2F%2Fm.media-amazon.com%2Fimages%2FI%2F61olZajPSkL._AC_SY450_.jpg&imgrefurl=https%3A%2F%2Fwww.amazon.ca%2FSilverStone-Technology-Rackmount-Micro-ATX-RM21-308%2Fdp%2FB07PHQJ8JL&tbnid=LPzXAM5mZ8FTWM&vet=12ahUKEwjn27bykdT8AhWruCcCHUBwBX8QMygNegUIARD9AQ..i&docid=g_NM9slllhWRdM&w=1467&h=450&q=server%20chassis&client=firefox-b-d&ved=2ahUKEwjn27bykdT8AhWruCcCHUBwBX8QMygNegUIARD9AQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fresearchhubs.com%2Fimages%2Fcategories%2Flinux-server.jpg&imgrefurl=https%3A%2F%2Fresearchhubs.com%2Fpost%2Fcomputing%2Flinux-basic%2Findex.html&tbnid=juJ8tkCz6gdZ4M&vet=12ahUKEwiVivK4k9T8AhXZlCcCHS4CA0sQMygFegUIARDoAQ..i&docid=ejXmlk9ftuRkGM&w=600&h=250&q=linux%20server&client=firefox-b-d&ved=2ahUKEwiVivK4k9T8AhXZlCcCHS4CA0sQMygFegUIARDoAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Faidanfinn.com%2Fwp-content%2Fuploads%2F2015%2F08%2Fwindows-server-blue-a517bed8722d2e781.jpg&imgrefurl=https%3A%2F%2Faidanfinn.com%2F%3Fp%3D21047&tbnid=52bBmExfBs5tbM&vet=12ahUKEwi_vqDJk9T8AhUuVaQEHfRwBxcQMygFegUIARDqAQ..i&docid=uZtWIebRm56T9M&w=888&h=894&q=windows%20server&client=firefox-b-d&ved=2ahUKEwi_vqDJk9T8AhUuVaQEHfRwBxcQMygFegUIARDqAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fitservicesgb.com%2Fwp-content%2Fuploads%2F2021%2F03%2Fimg-3.jpg&imgrefurl=https%3A%2F%2Fitservicesgb.com%2Funix-server-support%2F&tbnid=wFI3-ACfMPjGzM&vet=12ahUKEwiN7-31k9T8AhVbTKQEHQQVDC4QMygIegUIARDsAQ..i&docid=GImbpJoQujiiBM&w=252&h=253&q=unix%20server&client=firefox-b-d&ved=2ahUKEwiN7-31k9T8AhVbTKQEHQQVDC4QMygIegUIARDsAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fd1.awsstatic.com%2Fasset-repository%2Fproducts%2Famazon-rds%2F1024px-MySQL.ff87215b43fd7292af172e2a5d9b844217262571.png&imgrefurl=https%3A%2F%2Faws.amazon.com%2Frds%2Fmysql%2F&tbnid=iNzoFCxK5x6qnM&vet=12ahUKEwj6jIKSlNT8AhXIpCcCHb0uAU4QMygBegUIARDiAQ..i&docid=abacBKOFA5VUoM&w=1024&h=530&q=mysql&client=firefox-b-d&ved=2ahUKEwj6jIKSlNT8AhXIpCcCHb0uAU4QMygBegUIARDiAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.opensourceforu.com%2Fwp-content%2Fuploads%2F2014%2F10%2F45_mail-server.jpg&imgrefurl=https%3A%2F%2Fwww.opensourceforu.com%2F2014%2F12%2Fsetting-mail-server-can-fun%2F&tbnid=7WOVfU9e2GzuLM&vet=12ahUKEwjb5-ydlNT8AhXErycCHZLhDuUQMygBegUIARDfAQ..i&docid=a7hVRW65AY1QyM&w=1520&h=1696&q=email%20server&client=firefox-b-d&ved=2ahUKEwjb5-ydlNT8AhXErycCHZLhDuUQMygBegUIARDfAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.fujitsu.com%2Flu%2FImages%2Foracle-db580x224_tcm67-40873.jpg&imgrefurl=https%3A%2F%2Fwww.fujitsu.com%2Flu%2Fproducts%2Fcomputing%2Fservers%2Fmainframe%2Fbs2000%2Fsoftware%2Fdb%2Foracle%2F&tbnid=e-MUooxdP-3d8M&vet=12ahUKEwi_-bDElNT8AhVXsycCHThlALcQMygGegUIARDpAQ..i&docid=WW3G9EL3RdWZuM&w=580&h=224&q=oracle&client=firefox-b-d&ved=2ahUKEwi_-bDElNT8AhVXsycCHThlALcQMygGegUIARDpAQ


• 1000s of clients depend on server.
• Requires high reliability.
• Requires tighter security.
• Often expected to last longer.
• Investment amortized over many clients, longer lifetime.

How are Servers different?
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CPUs

CPU

There are two main types of server processors: 

• X86 processors are the most common type of processor found in 
servers. 

• They are made by companies such as Intel and AMD. 
• X86 processors are designed for general-purpose computing. 
• They can be used for a variety of tasks, including web hosting, database 
management, and file sharing.

X86.

RISC

• RISC processors are designed for specific tasks. 
• They are often used in high-performance servers. 
• RISC processors are made by companies such as IBM and Oracle.

https://www.google.com/imgres?imgurl=https%3A%2F%2Fm.media-amazon.com%2Fimages%2FI%2F51BH6v-CIAL._SL500_.jpg&imgrefurl=https%3A%2F%2Fwellshop.pk%2Fproduct%2Fintel-xeon-x5690-slbvx-server-cpu-processor-lga136-808408%2F&tbnid=IpEBH7WICD2fOM&vet=12ahUKEwiex8zwj9T8AhU-U6QEHYgCBy4QMygEegUIARDoAQ..i&docid=-ijIPdiCIW7K-M&w=500&h=375&itg=1&q=server%20cpu&client=firefox-b-d&ved=2ahUKEwiex8zwj9T8AhU-U6QEHYgCBy4QMygEegUIARDoAQ


• The type of server processor you need depends on the type of server you are using. 
• If you are using a general-purpose server, an x86 processor is likely the best choice. 
• If you are using a high-performance server, a RISC processor may be the better choice.

Selection of CPU

Clock speed

• keep up with the demands of 
modern businesses

• ablity to process large 
amounts of data quickly and 
efficiently

Cores

• number of cores in a 
processor can have a big 
impact on its performance.

• More cores means that the 
processor can handle more 
tasks at the same time.

• in the market today have up to 
32 cores and more

Memory support

• support large amounts of 
memory

• need to store and process 
large amounts of data



Selection of CPU

Expand-ability

• Need to be expandable so that 
businesses can add more 
features as their needs change.

• Built-in features such as 
security or management tools

• Expansion slots so that 
businesses can add more 
features as they need them

Efficient Data Management

• Data management is a key 
concern

• Must be able to efficiently 
handle large amounts of data

• keep the server running 
smoothly, even when under 
heavy load

Cost and Power Consumption

• Most important factors to 
consider is cost

• Initial Cost
• Operational Cost

• energy-efficient
• Right balance between power 
consumption and performance 
to minimize your carbon 
footprint



Selection of CPU

Budget

• key factors to consider 
is your budget

Workload

• The server load

Source : https://dtc1.com/guide-for-server-processors/



1- Intel Xeon

(a) -Multicore with two threads per core, 1.8 to 3.3 Ghz, 8 cores

(b) -upto 18 MB L3 Cache

2 - AMD Opteron
(a) - 4, 6, 8, or 12 cores @ 1.4 to 3.2 GHz
(b) - Up to 12 MB L3 cache

3 - IBM Power 7/8/9/10...
(a) - 4, 6, or 8 cores with 4 threads each @ 3.0 to 4.25 GHz

(b) - 4 MB L3 cache per core (up to 32MB for 8-core)

4 - Sun Niagara 3
(a) - 16 cores with 8 threads each @ 1.67 GHz

(b) - 6 MB L2 cache

SERVER CPU Choices



Xeon vs Pentium/Core CPUs

Xeon based on Pentium/Core with changes that vary by model:

• Allows more CPUs 
• Has more cores
• Better hyper-threading
• Faster/larger CPU caches
• Faster/larger RAM support



1)Intel® Xeon® Scalable Processors 

4th Gen Intel® Xeon® Scalable processors have the most built-in accelerators of any CPU on the market to 
improve performance in AI, analytics, networking, storage, and HPC.

1)Intel® Xeon® Max Series 

Maximize bandwidth with the Intel® Xeon® CPU Max Series, the first and only x86-based processor with high-
bandwidth memory (HBM).

1)Intel® Xeon® W Processor 

Designed for creative professionals, delivering the performance you need for VFX, 3D rendering, and 3D CAD on 
a workstation.

1)Intel® Xeon® D Processor 

When space and power are at a premium, these innovative system-on-a-chip processors bring workload 
optimized performance.

1)Intel® Xeon® E Processor 

Essential, business-ready performance, expandability and reliability for entry server solutions.

Intel Processor Families
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Servers need faster RAM than 
desktops.

• Higher memory speeds.
• Multiple DIMMs accessed in parallel.
• Larger CPU caches.

Memory

Two Major aspects of server memory are

➢ Large Capacity

➢ Higher speed

Server memories are concerned witn

➢ CPU Cache

➢ RAM

x86 supports up to 64GB with PAE.

x86-64 supports 1 PB (1024 TB)



Types of Memory

FBDIMM 

– Fully buffered

UDIMM

- Unbuffered dual in-line memory module

RDIMM

- Registered dual in-line memory module

LRDIMM  

- Load Reduced dual in-line memory module

SODIMM

-Used with laptops

MicroDIMM

Source : https://www.pcmag.com/encyclopedia/term/memory-module



Transfer Speed of RAM

SDRAM 

- Synchronous Dynamic Random Access Memory

DDR

- Double Data Rate SDRAM

DDR2 

– 2 x times the DDR

DDR3

low power, Twice clock multiplier with a four times clock multiplier , 
No F/B Compatibility, 2 x DDR2 TT

DDR4

-low power higher module density and lower voltage 
requirements, coupled with higher data rate transfer speeds
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The L1, L2, L3 Cache

Source : https://www.techspot.com/article/2066-cpu-l1-l2-l3-cache/

Cache memory is high speed  memories placed between RAM  and CPU.

RAM -> L3 -> L2 – L1->  Registers -> CPU
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System Buses

➢Data sharing 

➢Addressing

➢Power

➢Timing



Expansion Bus Types

common expansion bus types are 

➢ ISA-Industry Standard Architecture
▪ designed for use in the original IBM PC
▪ 8 bit / 16 bit
▪ The ISA bus ran at a clock speed of 4.77 MHz and improved version 8MHz.
▪ 16-bit version of the ISA bus is sometimes known as the AT bus (AT-Advanced 
Technology).

➢ EISA - Extended Industry Standard Architecture
▪ as an alternative to MCA
▪ use a 32-bit data path and provided 32 address lines, giving access to 4GB of 
memory

▪ ran at 8MHz in order for it to be compatible with ISA

➢MCA - Micro Channel Architecture
▪ IBM developed this bus as a replacement for ISA when they designed the PS/2 PC in 

1987
▪ speed of 10MHz and supported either 16-bit or 32-bit data



Expansion Bus Types

common expansion bus types are 

➢VESA - Video Electronics Standards Association
▪ invented to help standardize PCs video specifications
▪ 32-bit data path and ran at 25 or 33 MHZ
▪ VL-Bus was superseded by PC

➢PCMCIA - Personal Computer Memory Card Industry Association (Also 
called PC bus)

➢AGP - Accelerated Graphics Port

➢SCSI - Small Computer Systems Interface

➢Universal Serial Bus (USB)



Expansion Bus Types

Servers need high I/O throughput.
• Fast peripherals: SCSI-3, Gigabit ethernet
• Often use multiple and/or faster buses.

PCI
• Desktop: 32-bit 33 MHz, 133 MB/s
• Server: 64-bit 66 MHz, 533 MB/s

PCI-X (backward compatible)
• v1.0: 64-bit 133 MHz, 1.06 GB/s
• v2.0: 64-bit 533 MHz, 4.3 GB/s

PCI Express (PCIe)
• Serial architecture, v3.0 up to 16 GB/s

http://en.wikipedia.org/wiki/File:PCIExpress.jpg
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Server Power Supply

➢Servers based on the ATX or microATX form factors generally use an 
ATX power supply

➢ Pedestal servers based on one of the Server System Infrastructure 
(SSI)  form factors generally use an EPS12V power supply



ATX Power Supply Standards

https://flylib.com/books/en/4.55.1.48/1/

➢ ATX power supplies were originally designed 
for use in desktop computers. 

➢ Widely used in entry-level tower and slimline 
servers. 

➢ATX power supply standards include the following:

▪ ATX version 2.03 Older entry-level tower servers

▪ ATX12V More recent entry-level tower servers

▪ ATX1U 1U slimline servers

▪ ATX2U 2U slimline servers

The ATX version 2.03 power supply connector

ATX auxiliary power connector.

ATX12V power connector



ATX1U/2U Rack-Mounted Power Supplies

➢ Rack-mounted servers use a variety of power supply standards. 

➢ Most 1U and 2U servers use the power supply standards 
developed by the SSI Forum, such as  the ATX1U and ATX2U 
power supplies

▪ The ATX1U and ATX2U power supply standards use the same 
20-pin ATX power supply, floppy, and hard disk power 
connectors used by the ATX 2.03 and ATX12V v1.x power 
supply standards.

▪ Some 200w and larger ATX1U power supplies also feature the 
4-pin ATX12V power supply connector 

▪ ATX2U power supplies feature the 6-pin auxiliary power supply 
connector



The SSI Forum has developed a series of power supply and connector 
form factors designed for use in various types of servers. 

➢Pedestal-mounted servers
▪ EPS12V
▪ ERP12V

➢1U rack-mounted servers
• EPS1U

➢2U rack-mounted servers
▪ EPS2U
▪ ERP2U

EPS1U

EPS2U 

SSI Power Supplies
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Storage Types

Four Types of Storage Solutions are :

➢ Direct-attached storage (DAS)
▪ Conencted with SAS, SATA or 
▪ PCIe

➢ Network-attached storage (NAS)

➢ Cloud storage
➢ Requires Internet

➢ Storage area network (SAN)

Application 
Server

Application 
Server

Application 
Server

Application 
Server

Application 
Server

FS FS FS

RAID FS
RAID

RAID

Net

Net

DAS NAS SAN



Storage Types

▪ NVME SSD
▪ Applications : High-performance computing , Boot drives , Databases
▪ Advantages : Currently the fastest persistent server storage type on the market
▪ Disadvantages : Can be very expensive , Limited number of writes

➢ Direct-attached storage

▪ HDD
▪ Applications : Suitable for  Write Heavy Applications, Backups
▪ Advantages : Cheap, High Capacity, Unlimited number of writes , Low Cost
▪ Disadvantages : Frgile, Breaks down over time, Slow

▪ SSD
▪ Applications : General storage , Boot device
▪ Advantages : Relatively cheap , Fast enough for most , Enough capacity for most
▪ Disadvantages : Limited number of writes , May not be suitable for enterprise use



Storage Types

▪ NVME SSD
▪ Applications : High-performance computing , Boot drives , Databases
▪ Advantages : Currently the fastest persistent server storage type on the market
▪ Disadvantages : Can be very expensive , Limited number of writes

➢ Direct-attached storage

▪ HDD
▪ Applications : Suitable for  Write Heavy Applications, Backups
▪ Advantages : Cheap, High Capacity, Unlimited number of writes , Low Cost
▪ Disadvantages : Frgile, Breaks down over time, Slow

▪ SSD
▪ Applications : General storage , Boot device
▪ Advantages : Relatively cheap , Fast enough for most , Enough capacity for most
▪ Disadvantages : Limited number of writes , May not be suitable for enterprise use



Storage Types

➢ Network-attached storage 

▪ Applications : Provides access to the same data on multiple systems
▪ Advantages : Can be very fast and very high capacity, Can mix SSDs and 
hard drives to make a faster solution than hard drives alone, RAID storage 
always

▪ Disadvantages : Requires a separate computer, Expensive

➢ Storage area network 

▪ Applications :  Sophisticated databases , Virtualization deployments , Large virtual  
desktop infrastructures (VDIs) , Enterprise resource management 
workloads

▪ Advantages :  Resilient, Removes single points of failure , Easily withstands failure 
of  multiple components/devices

▪ Disadvantages : Expensive , Complex



Storage Types

➢ Cloud Storage

▪ Applications : Off-site backups , Provides access to data from multiple 
locations

▪ Advantages :Peace of mind
▪ Disadvantages : Requires Internet connection , Usage rates may impact 
upload/download capacity



SAS , SATA SSDs and NVME

➢ Hard Disks:

▪ Three RPM speeds: 7,200 RPM, 10,000 RPM, and 15,000 RPM
▪ Capacity varies, starting at about 300GB and going up to over 10TB
▪ SATA 6, SAS 6, and SAS 12 are typical connection speeds

➢ SSDs

▪ NAND flash memory cells and are always faster than hard drives, primarily 
because they do not have to “seek” the data on the disk, and latency is low

▪ SAS or SATA connector
▪ SATA 6, SAS 6, and SAS 12, SAS 24
▪ High Cost
▪ SSDs wear out as they are written to



SAS , SATA SSDs and NVME

➢ Hard Disks:

▪ SAS and SATA bus interfaces were originally designed for slow, mechanical 
hard drives

▪ NVMe storage can connect via a wide range of connector types from M.2 to 
U.2 to U.3 to newer standards such as E1.S, also known as “ruler” SSDs

▪ connect over the PCIe bus, typically an x4 connection, though x2 and x8 are 
also possible

▪ The maximum speeds for Gen 3 PCIe and Gen 4 PCIe are 3.5GB/s and 7 
GB/s, respectively



RAID and its Levels

➢ RAID (redundant array of independent disks)

➢ A way of storing the same data in different places 
on multiple hard disks or solid-state drives 
(SSDs) to protect data in the case of a drive 
failure. 

➢ There are different RAID levels, however, and 
not all have the goal of providing redundancy.

RAID 0

RAID 1

Raid 5

RAID 6

RAID 10 (RAID 1 + 0)

RAID 50 (RAID 5 + 0)

RAID 60 (RAID 6 + 0)



RAID 0

Block 5

Block 3

Block 1

Block 6

Block 4

Block 2

Disk 1 Disk 2



RAID 1

Block 3

Block 2

Block 1

Block 3

Block 2

Block 1

Disk 1 Disk 2



RAID 5

C1

B1

A1

Cp

B2

A2

Disk 1 Disk 2

C2

Bp

A3

C3

B3

Ap

Disk 3 Disk 4

Dp D1 D2 D3



RAID 6

Cp

B2

A2

Cq

Bp

A3

Disk 1 Disk 2

C2

Bq

A3

C3

B3

Aq

Disk 3 Disk 4

Dq D1 D2 D3

C1

B1

A1

Disk 1

Dp

E1 E2 E3 EpEq



RAID 10

Block 5

Block 3

Block 1

Disk 1 Disk 2 Disk 3 Disk 4

Block 7

Block 5

Block 3

Block 1

Block 7

Block 6

Block 4

Block 2

Block 8

Block 6

Block 4

Block 2

Block 8

RAID 1
RAID 1

RAID 0



RAID 50

Cp

B1

A1

C1

Bp

A2

Disk 1 Disk 2

C2

B2

Ap

Disk 3

D1 D2 Dp

Cp

B3

A3

C3

Bp

A4

Disk 4 Disk 5

C4

B4

Ap

Disk 6

D3 D4 Dp

RAID 5 RAID 5

RAID 0



RAID 60

Cp

B2

A2

Cq
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C2

Bq
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DpD1 D2
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DpD3 D4
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A3

Dq

RAID 6 RAID 6

RAID 0
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Server Racks

➢ Racks organize IT equipment into standardized assemblies that make efficient use of space 
and other resources

➢ At the most basic level, a rack consists of two or four vertical mounting rails and the 
supporting framework required to keep the rails in place. 

➢ The rails and framework are typically made of steel or aluminum to support hundreds or even 
thousands of pounds of equipment.

➢ The width of the rails, the horizontal and vertical spacing of the mounting holes, the size of the 
equipment cabinets and other measurements are standardized

▪ Most IT equipment is nominally 19 inches wide (including mounting hardware) and follows a standard set by 
the Electronics Industry Alliance (EIA) and now maintained by the Electronic Components Industry 
Association (ECIA). 

▪ The current 19-inch rack standard is called EIA-310-E, which is essentially equivalent to IEC-60297-3-
100 or DIN 41494 in other regions. (There’s also a standard for 23-inch widetelecom equipment.

➢ Rack Standardization



Server Racks

➢ Remember that the rack also has to be deep enough for the equipment and rated to support the combined 
weight of all the equipment.

Rack Units

➢ Although 19-inch racks are always the same nominal width, the height and depth vary. 

➢ The depth of the rack rails is usually adjustable to some degree. 

➢ The height of the rack is divided into standardized segments called rack units. Each rack unit is 1.75 inches 
high, and the height of a rack or an equipment cabinet is expressed as the number of rack units followed by 
the letter “U”. For example, a 42U rack contains 42 rack units. 

➢ That does not mean the rack is exactly 42 x 1.75 inches high because racks usually include at least a 
little extra space at the top and bottom that isn’t usable rack space. 

➢ It does mean that the rack will accommodate any combination of standard rack equipment up to 42U—
whether it’s 42 x 1U switches, 14 x 3U servers or 21 x 1U switches with 7 x 3U servers. 



Server Racks

Rack Types 

➢ Open frame racks are just that—open frames with 
mounting rails, but without sides or doors.

➢ Rack enclosures have removable front and rear doors, 
removable side panels and four adjustable vertical 
mounting rails (posts).

➢ Wall-mount racks are designed to be attached to the wall, saving 
floor space and fitting in areas where other racks can’t. They can be 
open frame racks or enclosed cabinets. 



Server Racks

➢ Basic rack options 

▪ Doors 

▪ Side Panels 

▪ Roof 

➢ Factors influencing Rack Choice

▪ Airflow and cooling 

▪ Equipment width

▪ Security options 

▪ Casters and Levelers 

▪ Locks 

▪ Hinged Wall Bracket

▪ Mounting Holes

▪ Color 

▪ Toolless Mounting 



Server Racks

Rack enclosure  and Cooling

▪ Basic Airflow

▪ Side Panels

▪ Airflow Management

▪ Cable Management 

▪ Thermal Ducts

▪ Active Heat Removal 

▪ Close-Coupled Cooling 

Other Considerations

▪ Power Distribution

▪ Battery Backup

▪ Device Management

▪ Patch Panels 

▪ Environmental Monitoring 

▪ Security 

▪ Shock Pallet 

▪ Knockdown 

▪ Stability 

▪ Environmental Protection 

▪ Seismic Protection 
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Buying Servers -additional features for server hardware

➢Extensibility

➢More CPU performance

➢High-performance I/ORack mountable

➢Upgrade options

➢No side-access needs

➢High-availability options

➢Maintenance contracts

➢Management options
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Server Architecture / Approaches

Primary Approaches

⚫ All eggs in one basket: 

One machine used for many purposes

⚫ Beautiful snowflakes: 

Many machines, each uniquely configured

⚫ Buy in bulk, allocate fractions: 

Large machines partitioned into many smaller virtual 

machines using virtualization or containers

Other Approaches

⚫ Grid computing: 

Many machines managed one as unit

⚫ Blade servers: 

A hardware architecture that places many machines in 

one chassis

⚫ Cloud-based compute services: 

Renting use of someone else’s servers

⚫ Software as a service (SaaS): 

Web-hosted applications

⚫ Server appliances: 

Purpose-built devices, each providing a different service
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⚫ One Main Server

− All services like Database, Web, 
DNS, HTTP,Proxy all runs on same

− High End Hardware

− Virtual Machines vs. Containers

− Complete Failure

− Complex process

All in One  / All eggs in one basket

Web
Databas

e
DHCP
...


