Nam e resolition using DNS

> Gernerdl, te ik Siofe=ol/oconfs a satc conmipuration file tatiarely needed © be danged or
autom atcally dhanged via DCHP clienthooks.

» Sysem dHesoled handies nam e sernercotipuration,,and ishoul be neracted w ih tirough e sysemd-
resole conmand.

= sysemmd B repboem entofsysy ad LSB nib A lhanve PID=1

» sysemnctk KConwok te sysemd sysem and servies.
pumakbttUs=d Tomanage pumal,systemd’s ovn Ibgging sysem
hostham ectECan Cotollhostham e.

bakcttHebs Confipure sysem baalad keyboard hyout

i edatecttUsed © Settin e and date.-

sysend-gk - kKShowvs aroup conents.
sysemadn - kb a Froteed brsysem cllacomm and.

» Nephbn conipues sysem dHesoled © genelake a IBtofnam eserners and donmans O putin
LtAesol/conf,whoh Basym Ink

Ltfesol/oonf—= . Aunsysem desolesStibtesolzoont



Nam e resolition using DNS

> To coipure te resoler, add te P addiesses ofte nam esenelrs tatare gopropreat bnyournetvork © te
netpibn confipuration il

> kB ako possbE © add an gotionalDNS aufik seardHists © m atth yournetvork dom an names.
The resuliing ik m phitbok ke te Dby ing:



Nam e resolition using DNS

» The search gotibn can alko be used w iih m ulipe dom ain nem es so tatDNS queresw llbe gpopended N te
orider n whioh tey are entered.

» Forexam pk,yournetvork m ay have m ulipe sub-dom ans © seardh; a parentoom an ofesam pk .com ,ad
o sub-domans, sakbsexan pk.oom ad devexan pk.oon .

> Iiyou haane m ulipe dom ans you w Eh '© seardh, youraconipuration m phtbok ke the Dby ing:



Nam e resolition using DNS

> Iiyou &y © ping a hostw ih e nam e ofserverd, , yoursysem w llautom atcally query DNS briss Fuly
Qualiied Daonan Name QDN) n te Dibw ng order:

1.s=erned exampkoom
2.s=ener saksexan pk.oom
3.s=rnerB devexan pk.oom

> o matdes are Bbud, e DNS sernerw llprovioe a resulbofnotbund and e DNS queryw il



Nam e resolitibpn using st hostham e Krecorlds

» Sttt hostham es are bally defined hostham e m gpopings bcaed n e ik £AChosE.

» Enres n e hosts i w llhave precedence overDNS by defaulic

= W hen sysem s resole a hosthan e and m atthes an ety N £/ osts, iw llinotatiem pt
O bokup e recoid NDNS.

» | sone conipurations, egoeciBl/ when hemetaooess B notiequired , senelrs tat
aommunicate w ih a Iin ied num berofresouraes can be comenently sstb use saltc
hostbam es nstead GfDNS.

> Bxampk ofahosts ik

» Consioer bal=srers have been Dentilied by sin pk hostham es, alibses and terequiablnt
FullyQuallied DomanNames CFQDNS)

127001 Ibcahost

127011 ubuTtFsEeRer

1270011 el sererd. donanoom \Ve g
1270012 S \VS Lner2 doman.goom mai
1270013 E=ner3 LErner3 domangoom WWW

1270014 sred sered donanoom o)



Nam e Serwie Sw ioch Cotfipuration

> The oider nwhioh yoursysem selbcts am etbod oftesol/ing hostham es © P addiesses 5 conoled by te
Nam e Servie Sw ch (NSS) confpuration ik £/ ssy ich oot

> TypAal satc hostham es defined N te sysem s £tthhosts Tk have precedence overmam es resoled
#on DNS.

> The Dby g Ban ean pk ofte Ine responsbk Bras oilderofhostham e bokups nte ik
At ssyvioch.oone

hosts-fliesmdns4d m nimalNO TFOUND=rietum Jdrsmds4

»  files fastires © resole st hostham es bcated N AchosE.

* mdns4_minimal atiem pts O resole te nam e using M ulicastDNS -

= [NOTFOUND=return] means tatarny regpon=se ofnothbund by te precadingmdns4 m nim allprocess shoul be teated as
autborietae and tatbe sysem shoul notry © continue hunting HBran answer-.

» dns igpresantsa Bgacy unastDNS query.

* mdns4 representsaMulicastDNS guery.

» Tomaodily e orderofte above m ertibned nam e riesoltion m etbods, you can sin plly dnainge e hosts-sing
D te vale ochyourdoosing.-Forexam pk, Iiyou prieero use kgacy UncastDNS versus MullicastDNS ,you
can dange te stiing N £/ issy ilch confas showvn bebw -

hosts-files dns NOTFOUND=rtummdns4 m nmalmdns4



Brogng

> Briging mulipk nerboes B amore achvancad confipuration buts \ery usstilin mullipk scenaros.

» One scenard B using brioge ona sysem w ih one nerbce L abbwy virttalm achnes diectacess b e
outse netvork.

@ N

| 10 _-

\ =/

» Anoterscenard B setting up a brioge w iih m ullipk netvork nmerbaes, ten using a friewallo flker
=i betveen o netvorlk segnaents.




Brogng

> Confiyure te britige by ediling yournetpbn configuiation Bund in £cfephn/

» Now apply the configuration to enable the bridge:

sudo netplan apply

» The new bridge interface should now be up and running. The brctl provides useful information about the state
of the bridge, controls which interfaces are part of the bridge, etc.
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» The bictlutility provide ubuntu ‘s legacy bridging that can be installed using the following command.

sudo gptnsalibroge-utis
» creating a new bridge device, we’ll create
one callked brsal -
birctiaddorbraal 19216811
p Ihkssthranl up

> A netdevibe can be added © bridge using
HBibyving command

bicladdibraal NeBevieNam e -

19216811

» See man bictibrm ore nbim atibn



O pen \Sw o Broge devibes

» Open\swidh OVS) B an goen sourae, production-aua iy, mn ulilyervrtalsy kh.
» Open\sSwidh Bdespned HBrm assie netvork autom ation tirough progriam m atic
exenson, butstlivw ih the supportbrstindard protoaok and m anagem entinerboes.
= LACP ,LnkAggregatibn CoteolPiotool Host 1 Host 2
= Ne€Ebw
= g~bw
» PFK , hemetProocolFby hbm ation Exqort

= RSPAN ,Remote SPAN
= CLI

= 8021ag
> It despned 1 supportdsribution actoss mullipke physcal
servers similar to VMware’'s \Wetvork dstributed sy ikch or
Cisco’s Nexus 1000V.
» OVS can be nsbllked asbebwv
=  sudo gptupdae
»  sudo gptnsaliopaenay ich-svidh
> Servie Bstared autom atcally afer nsallton:

»  sysem ctisatus goanvsy sy ich sevibe
= ovsavsctlishow




MACVLAN

» MacVLAN hels te usero configure sUb-
nerboes ofa parentphysalEtemetnerboe

wih lisovn unoue MAC addressand asa resuc
wih lisovn P addiess.

> Appiatons, VM s and comaners can now be grouped
1D a goeciic sub-nerbo2, N oidero caomectdeectly
O te physalnetvork using terovn MAC ad P
addiesse=s.

> Drawbadks

» I i=tion © te num berofdiiEra TtV AC
address=s albved on e physalport

= NICshawe a in atbn on the numbercfv AC
addresses ey supportnatael.

=  EEE 80211 piotocolgpecicatins, mulipkE MAC mO PO
addresses on a singk clientare notalbwved.

» Canmon DHCP Serer, Lov CPU ,Nom alN etvork U tilwation ,M eests 802 11
sbdards and Easy © SetJp are san e salentEatne ofVMACVLAN
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» Userm anagem ents a crittalpartofm anmtining a seaure sysen - hefectae userand prviege
m anagem ettofen kad many sysem s N lbeing acom pran esed.

> KB mporat © uxdersad how you can piroectyoursernertirough sim pk ad efectae user
aooouTm anagem ented ninues.

> RootlUser

* Roots e superuseraccouttn Unkand
Linux. Iits a useracoountbradn nsatie sudoerrhts No sudoer s
purposes, and spally has te highest
aoEess rmhsontesysem .

_ 100t huser
» Usually, e rootuseracocounts GalEd oot _ _ _
However, in Unikand Linux, any acoount * HonestPrvieges * LovestPrivikbges

wilh userd O B a rotacoount; regaddkess of -
adn n

tenme.
M odE Prvikeges



* | ubuTtt sener, adn nstatie rotaccoutt BdsabEd by defulic

0 This does notm ean thattbhe rootacoounties been delEted orthatm ay nothe

aooess=d . im erely has been glen a passvord whioh m atdhes no possb e encarypoed
vale, terebre may notibg ndeectl/by is2F

4 Ihstad,u=sers are encouraged © m ake use ofa tollby the nam e ofsudo © cany out
sSysem adn nsatile dutes.
» gudo albws an autorred user O & porarily e bvake terprvieges using terovn
passvord nstead ofihaving © know the passvord belbnging © e riootacocount

0 This s pk yetefecae m ethodobgy provides accoutbiily Bralluseractons,ad
gies e adn nstabrgranubrcontoloverwhioh actions a usercan perbm w ih sad
priviEges.

* By defull, te nibmluseraeated by te nstblker B amem berofthe group "sudo’ 'whio
B added D e ik £Audoers as an authorred sudo user-

* To gie any otberaccouttiilrootacoess thirough sudo,sim pllyadd tem © e sudo
gIoup.-



= IFbrsom e reason you w BN © enablk e rootacocount, sin pl/gle kA passvord:
sudo passvd
» sudo w llpran ptyou Binyourpassvord ,and then askyou © suppl/anew
passvord brioot

To dsabk the rootacoountpassvord , use he BIbw Ing passvd synex:
sudo passvd -lroot

* However, b deabE te 1iootacocouttiiee K u=se te Dby ing conmand:
usem od —expredate 1

* You shouH read m ore on sudo by reeding the m an page:
man sudo



UserM anagem entO peratibns

The process HBrim anaging ballusers and gioups B stiaphtbrvard ad diliers ety itk
fon m ostoterGNUALNuUX gperating sysem s.Ubuntt and otberDebian based
dstributipns encourage e use oftte " adduser* "pad<age Hracoountm anagem ent

Add/Remove User Lock/Unlock User

gjcba:bL&anemne
sudo passvd usemame
» Biby e prom pts b gie e acoounta passvod

and petisbE dharacerstrs

”

—

sucbdel&rusemame [ sudo passvd -u usemame :l
» dekte a useracocountand s prin ary group

—— —

» DelkEting an acoountooes notaem ove terregoectie hane HBher. kB up b you
whetberormotyou w BN O delke te Dierm anually orkeep kacocording © your
desred ieetion policEs.

Remem ber, any useradded BHeronwih tte same U DG D as e prevbusovnerw il
now have access © s DBhber Iiyou have notBken e necessary precautins.



UserG roup M anagementt

» A usercan be asspgned © groupG) based on ter departh entoractivilies.

> Agoup albvs a usersoecal
a0ess O SysEM IEeSDUICES,
such as ks, drecbres,or
proces=ses (rogram s) tatare
ining onte sysem .

» Thiegiloupmembershp canakobeus=d O
preventacoess O syskem  KIesourees because
saverlssaunly Eatures n Linuxm ake use of
groups O N pose sSeaunly Iestictinns.



» Every user is a member of at least one group. This first group is called the user’s primary group. Any
additional groups a user is a member of are called the user’s secondary groups.

» Group mem bershp can be dsplyed by exeauting efherte d orgrouyps conmand:
stden@ onecoursesource=$ o
u=1002Goden®go=1002G&tdaen®d
groups=1002GEEdendS0@am es),1001.Ocs)
stden@ onecoursesoulae =3 gioups
stdentgan es ocs

» Both te O ad groups acomm ands digply imbm ation abboutbhe aunetuserioy deulk Both conm ands
alBo acoeptan algum entofanotberuseraccouTtnam e:
stdent@ onecoursesource =$ d oot
uFO@GEOoHgE—OEOoH groUus-0GooD
stdent@ onecoursesource =-$ groups 1ot
100t 100t

» The m ostim porantdiiErence betveen prim ary and secondary group mem bershp ielbes b when auser
ceatsanew fiE.Eadh i sovned byauserD aadagroup D .

» When a user creates a file, the user’s primary group membership is used for the group ownership of the
k:



» Group nbmation ssored N averaliEs:

» The £Attfessvd ik comans useraccouttnbim ation, nclbding e prm ary group mem bershp Br
eadh user-
» The Atcgroup filk sbires nbm ation albbouteadh group, ncluiding e group neame,gioup D G D)ad
secondary userm em bershp.-
stden@ onecoursesoulce =-$ giep stdentatepassvd
stdent<1002 1002 -2ham eStudent
» The £Acgiadow il sores additibnal nbim ation HBre group, ncliding group
adn nstiaors and e group passvord.
stden@® onecoursesoulce =-$ head £Cgroup
100X 0:
deemonxil:
bnx2:
SYSX3:
adm xzAsysbg o
Wy/x5:
dekx6:
bx<Z7:
malkx8:
Newsx9:



» Atspallnuxsysem willhave m any deullgroup
aococouns. These detaullgroup acocounts spall have
G D vablies under1000,m aking keasy bran
adn Nsabr O recognire tese as goechlacoounts.

» Addiinall/, Iiyou add new softvare O te sysem ,
m ore groups m ay be added as soffvare vendoris m ake
use ofiboth userand group acoounTs D provoe
conoiEd aocoess © filEs tatare partofte softvare.

» Adn nstabis who are Housed on seaurilyy shoul be
aware oftese goechigroup acoounts because tese
aooouTs can provice eberseaunty Eattes orpose
Seaunly treats.

Group

Description

root

This group account is reserved for the system administrator. Do not add
a regular user to this group because it will provide the regular user with
elevated access to system files.

adm

Members of this group typically have access to files related to system
monitoring (such as log files). Being able to see the contents of these
files can provide more information about the system than a regular user
would typically have.

This is one of many groups (including tty, mail, and cdrom) used by the
operating system to provide access to specific files. Typically, regular
users are not added to these groups because they are used by
background processes called daemons.

sudo

This group is used in conjunction with the sudo command.

staff

A default group that was traditionally used on Unix systems but is rarely
used in modern Linux distributions.

users

A default group that is rarely used in modern Linux distributions.

operators

A group that was traditionally used on Unix systems for users who
required elevated privileges for specific system tasks. This group is
rarely used in modern Linux distributions.




Adding Rem oving G roups

» Toadd ordeEt a personalizzd group, use te BIby iIng sy, iegoectael/:

sudo addgroup groyonam e
sudo delbroup groyonam e

» Toadd auser agoup,use te Dby ing synex:
sudo adduserusemnam e groupnan e
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> W henanew usersaeakd, e adduser utiily aeates a new han e deecory neamed /fom efisemame.

» The deulpiofie BEm odelbd acooiding © aconents of £AcA<eLwhoh ncldes allpiofik bascs.
» Formuliuserenveom ent, clbse atiention B required O e userhom e drecbiry peim BsDns b ensure
confentalily.
> By detulk, userihaom e drecres n Ubuntt are aeated w th worll reed/&ecute pem ssons.
= This means that all users can browse and access the contents of other user’'s home directories.

> To \enly youraunetuserhom e deecry pemm Bsbns, use te Dby ing syex:

B A ones=smame
dm>asa=< 2 usermam e useiman e 4096 2007-410-02 20038 us=man e

Numeric 7 5 5
Bray 1 1 1 101 10 1
Elx 2| |userd| | goupd| | 4096 | | 20234412003 | | usemame

User Group Oter

1

JO°ON
AS
S =
PAWPO N
IS
S ==

J3UMO
dnar9

38N
J3UMO



UserProfik Seauntly

» To remove te wortl readabkbpem Bsions, Dby ing conmand can be used.
sudo dmod 0750 Aomeisemam e

> The eficientaopioadh B modily the addusergboaldeulipem Bsbns when aeating userihan e bBhers.
Smplyeditte ik £Cbdduseroonfand modily e D R MODE varsbE 1 som ething aopioprete ,, so tatall
Nnew ham e deecoresw llieceile te conectpem BEsDns.
DIR MODE=0750
B AAonefisemame

dm>as——2 usermam e useimam e 4096 2007-410-02 2003 usemanm e



» A stiong passvord poliny B one oftbe m ostin porantagpects ohiyourseaurnly postore .M any successtl
seaunly breadhes mole sin pk birute Birae and dictionary atlbadks aganstiveak passvords.

» Tooferany Bim ofrem ot acoess mol/ing your bcalpassvord sysem ,m ake sure you adequately
addiess

= M nmunm passvord com pExily iequrements
» Maxinum passvord EEtines
» Frequentaudis chyourautbhaetcaton sysems



> W hen aeating useracocounts, you shoul make ka poloy © have am nimun and maxin un passvord age
‘Hicing users © dange terpassvords when ey exie.

» Toeasily vEw e aunentstltss ofa useracoount;, use e Dby ing synex:

sudo dage dusemame

Last password change : Jan 20, 2015

Password expires : never

Password inactive : never

Account expires : never

Minimum number of days between password change : 0
Maximum number of days between password change : 99999
Number of days of warning before password expires : 7

> To sstany oftese vales, sm ply use te Dby ing syiex, and Dby the nelacte pron pts:

sudo dage usemame

> Bxampk :Change te expiciepraton dat (E) b 01L.B81.2015,m ninun passvord age Gn)ofb days,
maxim um passvord age (M )ofR0 days, nact/ily pernd D of30 days aferpassvord exration,and a
waming tm e pernd @V )of14 days bebre passvord expration:

sudo dage £ 01.81.2015-m 5-M Q0430 W 14 usemame



OterConsoeatnns

> Many appicatins use alemat autentation m ednanien s hatcan be easily. Its M por&anto udersad
and comiolhow usels autheniicae and gan aooess O s=EviDeEs and gppiIicatibns on yoursener.

» SSH Aacess by D sabkEd Usars
= S plydeabingAbdking a useraccountw linotpreventa user fom bgging no yourserneremoel
ey have previbusly sstup RSA public key autherntication -
» Theyw listllbe abE © gan shellacoess O e sener, w ihouthe need brany passvord.

» Remembert dnedk te users han e drecory Hr ks tiatw llalby Bros e of
autentcated SSH aooess, e g-A/om eisemam e/sshautorized keys.

» Remowe orrenamn e te deecbry s vin e users han e BiHer o preventtirberSSH
autbhentcation capabilEs.
» Be aure ©dedkbraty estbiEed SSH comnections by e dessbkEd user,as kB
possbE ey m ay have exsting nbound oroutbound connections. K llany tatare bud.
who |grep usemam e @ gette pe4A em mnabd
sudo pkill-fpef
» ResttSSH aooess b only required useracoounts. You m ay aeate a group Galled "sshibgn' "and add e
group nam e as e valle assocated w ih the AIbyvG 1loups vareb e bcaed n e ik £c6ahasSd confimy.
AbnwG oyps sshibgn

> ExemalUserDathbhase Aubaentcation
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» Thi tpc nmeoduces a powvertilcoiection of ok Brte rem ok cotwolof, ad tanskerof
data betveen , netvorked acom puters called O penSSH .

Via 55H to access
command line shall

Personal laptop /
Local server Remote Sarver

» OpenSSH is a freely available version of the Secure Shell (SSH) protocol family of tools for remotely controlling, or
transferring files between, computers.

» Traditional tools used to accomplish these functions, such as telnet or rcp, are insecure and transmit the user's
password in cleartext when used.

» OpenSSH provides a server daemon and client tools to facilitate secure, encrypted remote control and file transfer
operations, effectively replacing the legacy tools.



O panSSH

» The OpenSSH serneraom ponent, sshd, Iistens continuouslly Brelientconmections fan any ofbe clienttook.

» W hen a comection regquestocours, sshd s=ts up the conrecticonnection deppending on e §poe ofclient
olaconecting -

»  be rem ok acom puter B aomecting w ilh te ssh clientappiication, te O penSSH serersssup a
1Iem o comolsesson aferautentcation.

»  Iifarem ot usercomectk b an O penSSH sererw ih s, e OpenSSH sernerdaem on nitetes a seaure
aopy offiles betveen e sernerand clientaferautentation.-

» OpenSSH can use m any autentcation m etbods, ncliding phin passvord, pub i key, and Kerberos tidets.



Ihs& O penSSH

>  hstalkton oftbe OpenSSH clientand sernergopications ssmpk.

» To nsalite OpenSSH clientapp icatinns on yourUbut sysem ,use thisaconmand ata em nal
pram pt
sudo gptnsallgpensshclient

= To nsaltbe OpenSSH serneraopicaton,ad relbed supportiies, use tis conm and ata &m nalpran pt
sudo gptnsallopensshr=ener

» Caipuring te OpenSSH

= You may configure the detulliobehavibrofte O penSSH sernergopication, ssd, by editing the ik
Arhsh/Assd aconf.

»  Formmbm atibn albouthe confipuration drecties used N s ik, you may vew the aoproprete
m anualpage w ih te Biby Ing conm and, Bsued ata em nalpion pt

man sshd conig



Cotipgurng te O penSSH

> There are many deecties n the sshd confipuration file coneoling such tings as canm unication
s=tings, and autentication m odes.

> Bxam pk confipuation -Varbus drecties tatcan be danged by ediling te £c6h/ad conip Tl

Copy te £cin/ad confip il and protectiion wrling  sudo ap £a&h/ashd aonig £c/&sshashd config orgnal
1 w ih e Dibw Ing conm ands, Bsued ata m nalprom pt
sudo dmaod aw Atssh/sassd conig orpgmal

To sstyourOpenSSH © lIBeEN oN TCP port2222 nsead of  Port2222
2 tedeBUKTCP port22 ,change te Portdeectie as sudh:

To hane sshd albw pubiic key-based bgin aedentiabs, PubkeyAutentcation yes
3 smplyadd orm odily te Ine:

Tomake yourOpenSSH sernerdipphy te conensofte Barmer&t/Bssenet
4 £t/sae nethik asa pre-bgn baner,sinplyadd or
modily te e hte £c4&hahd aconiip file.

Afermaking danges b te £c6ad anfipfie,save sudo sysem ctliestartsshd servie
5 tete ,ad restarthe sshd sernergpopiication L efEctbe
danges using e Dby g comm and ata &em nalpiom pt



SSH Keys

» SSH keys albv autentcation betveen o hosts w ihouthe need ofa passvord . SSH key authentication
usesto keys,a priake key and a pubic key.

» Togenerake te keys, fan aem nalpion ptenter:

sHeyogen t=a
Thew llgenelak te keys using te RSA Aborbhm _During the process you w llbe pran ped bra
passvord. S m ply hiiEnterwhen pram ped © aeae te key.

* Bydebulte pubic key Bssned nte ik —/==vil i=apub,whik /=avil =2 Bte pruat key.Now aopy
te O apub ik © e rem ok hostand aopad b —/sshauthorred keys by enernng:

ssh~aopy-d usemame@ KIem oehost

» Fnmall/,doubk dedk e peim Bsibns on e autorireed keys ik, onlly te autentcated usersoud
have reed and wrike pem ssons. ifbe peim Bsibns are notoonectdange tem by:-

dmaod 600 sshautorreed keys
= You shouH now be ablk © SSH 1 the hostw ihoutioeng pram ped bra passvoird.



Puopet

> Puopetsa aocss plEtbim fam ewvork enabling sysem adn nsabrs O perbim aomm on sks using acode.
» The aode can do avarety oftsks fon nstlling new soffvare,, © dhedking i pem BsDns, orupdating
useraccouns.

» Puppet is great not only during the initial installation of a system, but also throughout the system’s entire
BE o cE. hmostecroum sanaes puopetw llbe used N a client&ernerconfguration -

> Puppetuses a cliene=eneraopioach and consets of
te Dbving sysemns:

 The PuppetiV aster B a sernverw h te PuppetM asterdaem on thatm anages
aucelsysem nbm ation HBrallnodes using m aniest.

» The PugpetAgerts are nodesw ih Puppetinstalied on tem w ih e PuppetAgent
daem on ining.



Puopet

> Puopetutiiizces a clientGeneramchiiectiie conssting ofte Pugpetiv asterand PuppetAgents_ Pugpet
Agents uses pulim ode © pollbe maskerad retreve node-gpeciic and sie-gpeciic confipuration nb.

» The tgpolbbgy goes trough the Db Ing skps:

1 -A node inning a PuppetAgerntoaem on | Agent
gaters aliltbe Nbm ation (Bcs)about
k==K ad te agentsends te BCcB D e

PuppetM askr-

2 —The PuppetM aseruses e daa ©
creae a catalbg on how te node s oul _
lbe confipured and sends tlbadk e : N

PuppetAgent | Master =

3 —The PuppetAgentoortipures kel
based on e catalbg and repors badk ©

te PuopetM astr-

@ Repont € Catalog




> Prpro comipurmng puopetyou m ay wantb add a DNS CNAM E record Bripugpete>an pk.oom ,where
eanpkon Byourdomamn.

> By detullPuopetclient dhedkDNS bBirpuppete>an pk.oon as e puppetsernernan e, orPuppet
Mastr-

> Iiyou do notw Eh O use DNS ,you can add entries © te sernerand clientetchoss ik Foreanpk, n
te Puopet=eners Soioss ik add:

127 001 bahostibcabon an bcahostpuopet
1921681 17 puppeciete>am pk.com puppeciett

» On each Puppetclient, add an entty Bre serer-

1921681 16 puppetn askerexan pk.ocon puppetn aserpuopet

> To nsallPuopet, N a m nalon te senerenter:
sudo aptnsalpuppetn aser

> Onte clientm achne,orm achines, enter:
sudo aptnsallpuopet



» Creat a bberpat HBrie gpadhe2 chss:
sudo m kdrp At ouppetth odulkbsgpade2/m anests

» Now s=tp san e resounaes brapade2 _Creae a fik £ Oouopetdh odu bEsGpade2/m aniests/Milop
conanng te Bbving:

> Next, aeat a node ik A Ouopetodetviom enspHioductond aniessSie popw s

> The malsEp Brtos s pk Puopetsener B iestartbe daemon:
sudo sysem ctlrestartpuopetn asersevie



> Now everythng s confipured on e Puppet=ener, s tin e © conigure te client

» Frst confipure e Puopetagatdaem on o start EdiACOsbuiouppet, danging START D yes:
START=Ees

» VEw te clietcertingeipmit
SUdo puppetagent—ingerprmit

» Badkon e Puopet=serer, VEW pending certiitae soning reguesks:
sudo puppetoertist
» Onte Puopet=sener, \erly te Tingemprmtofte clientand son puppecients cerc
Lo puppetcertson puppetienteam pk.acom

* Onte Puopetclient, N te puppetagattm anualy n te Bieground. Thssep entsectly
Foeaking necessary, butits e bestvay 1 estand delbbug e puppet=eivie.

SUdo pupetagent—est

» Chedk Laribgbysibg on both hosts Brany enors w iih the confipuration . iIlkallgoes wellbe gpade?
padkage and &5 dependencies w llbe nstliEd on e Puppetclient



Zensal

> Zatalsba Lnux sn allbusihness senertatcan be cofipured as a gaeway, nfiastuctie m anager,
unilied treattm anager; offite serner, uniied aomm uncatibn Sernerora aom bination oftbem .

Integrated

» Allnetvork servibes m anaged by Zensalare tohtly megrated ,autom ating m ostesks.
* Thesanves tin e and helbs © avod enors N netvork configuraition and adn nsEEatDN.-

Opensource

» Zenyal B open source, iekased undertie GNU GeneralPube Libense GPL)and runs on op ofUbuntu GNUALNUX.

» Zentaloonsest ofa seres ofpadages (sually one HBreach m odu ) tiatprovide aweb nerbce  conipue te
diErentseners orsevies.
» ZenalpublEhes one m aprsebE rekase once a yearbased on te HestUbunu LTS iekase.

Configuration

» The confpuration B sbied on a key~valbe Reds datbase , butusers, groups,and dom ansHe lbed configuation
BOoN OpenLDAP.

» W hen you configuie any ofte availbb k param eters trough te web nerboe, imalconipuraton filksare
oen riien using the configuiation €m ples provioed by te modules.

Advantage

* The man advartbge ofusing Zernsal s a uniied , griaphaluser nerboe © conipuie allinetvork servbes and
hioh,,outofFbe-box Negration betveen tem .



» Creake anew userb aossss e Zensalweb nerboe, on:
sudo adduserusemam e SUdo

» Add e Zensaleposibry O yourieposibry Bt
sudo add-aptreposibry " teb hith Zaichile z2ensaloigZasal35 man exdaa’”

» Inporte pubC keys fan Zensak

[udo gptkey adv —keysenerkeysernerLbuttioon tecqkeys 10239
wget-q hth Zeys zantaloigZzentaldl 2-ardhile asc -O — |sudo gpotey add -

> Update yourpadages and nsellZensak
sudo gptupdae
udo gptnsaliz2antal

» Durng nstalEtion you w llbe asked 1 s=ta ootV YSQ L passvord and coriam port443.



» Any sysem acocourttibelbnging © e sudo group salbrved © Ibg o te Zensalweb nerboe_The
usercaeatd whik nstalling Ubutt Serverw llbelbng 1 the sudo group by defulic

» To aooess e Zensalweb nerbce, ponta biov=sero htiposZbcalhostZor o te P address ofyour
Iem ok sener.

> AsZentsalaeaes ks ovn =spned SSL certicae , you W llhave 1 aooepta Seaurly exosotion on
yourbrovser. Log nw ih the san e usemam e and passvord used © bg N yoursener.

» Once bgoged nyou w llsee an overview ohyourserer. hdivoualm ocduks, sudh asAnta/aus or-rewall,

can be nstlked by s ply cliking tem and ten clitking hstll Sekcting seneroks ke Gatway or
hifiastuctie can be used © nsalim ullpke modules atonce.
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> Logging rekrs O record keegping ofnmbim aition albboutevents tiattooaur
N a aom puersyséen ,such as problEn s, enors or pstibm ation on
aurentoperatnns.

» D iErentgpes ofevents may oocour n e gperating
sysem or n otersoftvare.

RAM

> These Ibg messages can then be used © m onibbrand udersard

KemelSpace

e gperation ofte system , © debug probem s, orduring an Bufer
audic
» Logging B partoulbrly m porantin muliusersoftvare,  hanve a SodetCanmun Systm Cals

centalovervew oftbe gperation ofte sysem .

» On Lnux,you have o §pes ofbgging medaniens -

»  Kemelbgging: rekbtd O enors,wamning or nbim atibn entes
tatyourkemelnaywrie

» Userbgging: inked © e usergpace, hose bg enees are ieled
1D Process=s orevies thatm ay ron on te hostmadhine.

UserSpace



» Onte kemelgoace, bgging Bdone v te KemelR ng BUlEr-The ring buffer is a circular buffer that is
the first datastructure storing log messages when the system boots up.

= W hen starting Linuxm achine,, iflbg m essages are digphyed on e saeen, tiose
m essages ale sbired N te kemellring buler-

»  TheKemelbgging B strtd bebie userbgging

» The kemelring bufer; pretly m udh ke any otber bg files on yoursysem can be ngoeced.
= | odero ogpen Kemelhebied Ibgs on yoursysem ,you hanve D use the “dnesg’ command.

E>am pk ofevents -Enors nmountting adek,Dnierioading etc

it owrgTook

$===) Ie IS¢

|| Reactig raig Jl reacling
Sysem dpumal
procknsg .
ﬂRea:lth riing A =
U’ a | Kemelgsoace



Log files locations

> There are many diierentbg ks tatallsene diiErettpurpos=es. W hen g © find a bbg albout
som ething, you shoul startby dentillyng te mosttelbvanthiie.

> System logs

Auth log Daemon Log Debug log Kernel log System log
Aabgeuh by Aevbgleemonibg Ken7bg/Oebug Kazbgikem bg Kabglysbg

> Application logs

Apache logs X11 server logs Print System Logs Rootkit Hunter Log SMB Logs
Karbgbpade2/ /var/log/Xorg.0.log /var/log/cups/error_log /var/log/rkhunter.log /var/log/samba

» Non-human-readable logs

Login failures log Last logins log Login records log

Ivar/log/faillog Ivar/log/lastlog Ivar/log/lastlog



Viw ihg and m oniboring bg ks

» Themostbascway © view filess fan e aonmand Ine B using e catcommand._You s pl/pass n te
filbnam e ,and toufuts e entae conants ofte ik -Gtk XL

> VEWNg te sartorend ofa fik

Its generally required © quinkly vew e fastor bstn num berofinesofa file.
e head and tllcommands acome n handy.
These conm andsworkm uch ke cat,alibough you can specily hov many Inesfan e startéend ofte file youwanto view -

Tovew e fastl5 Inesofa i, nhead 1 15 ik xtand © vew te bstls, un alln 15 ik XC
Due 0 te nattre offbg files being gppended D attbhe botom , e allacommand w llgenerall/ be m ore us=til

> Monibring filEes

Tomonibra bg fie,you may pass te -filbg © il tw llkeep runing, printing new addtions © te filk,unthyou stop EC &+ C).
Forean pk-til-fik Xt

» Searching fiEs

Oneway tatwe boked atb search files B b goen e fik N Essad piess/.
A Bsterway © do ts B use tegiep aonmand.

W e specily whatwe wartb seardh Hirin doub e quotes,abg w ih the fillnam e ,and griep w llpriitalibe Ihes conaning tat
search term in the file. For example, to search for lines containing “test” in file.txt, you would run grep "test" file.txt.

Iifte resulofa grep seardh 5o bg,youmay pipe kb Ess,albwy g you © scrolland search trough iEgrep “est ik It Ess.



Sysem Logging Daemon &/sbod)

» The sysem bgging daemon sysbgd, albBo known as syskibgd,, avails bgging m essages fan num erous
sourass and 1loues e m essages 1 e gppiropree ik ormetvork destination -

" Messages Ibgoged © sysbgd usually conain common elbenents ke sysem hostham es and tin estam ps
N addiibn O e speciic bg nmbm ation.

» Configuration ofsysibgd
» The sysbgd daem on's conipuraton ik B .AttAysbg.oont
» Eadh entty n s ik consis oftvo felbls, e sebcbrand e actin.
» The sekcorieH goecilies a el © be bgoged , such as bBrexan pk te auth Bcilily whioh dealb
w ih autoreation,and a priorly el bg such nbim ation at, sudh as b, orwvamng.
» The action fell conssts ofa taigetbrte bg nbm ation, sudh asa sandad bg filk @e.-
Kabgsysibg), orte hostham e ofa rem oe aom puter® send e bg nbm atibn ©.-



> W hen view ing drecbry IBtihgs N Lar7bg orany of s subdrecres, you m ay encouter bg filesswih
names audi asdaemondbg O,deemondbgl gz, ad soon.

= W hatare tese bg iES? They are Totated™ bg filkes. That s, ey have autom atically been renamed
afera predefined tne-flam e, and a new orgnal bg sared _Afereven more tine te bg fiksare
aom pressed w ih e gzp utilily as N e Gase ofte exanpk deemondbgl gz.

> The pumpose ofibg 1iotation B O ardile and aom press ol Ibgs so tatthey consum e kssdek goace, but
are stillavaibb ke HBrngoection as needed.

> Typall, bgioeke BGaEd fon te syskem w tie aon saptiat/Oon dall/bgiote , ad Ttirtberdefined by
te conipuration fik £tt/bgiotie conf. hdivoualconmipuration files can be added nbo £tt/bgiote d



> Log fiEs hathave zeroes gopended atthe end are 1iotaed files. Thatim eans Ibg ik nam es have autom atcaly
lbeen danged wiihin te sysem .

> Ibgrote hand ks system s tattareake sponiicanttam ounts ofbg files_The conmand B used by te aon
schedulberand reads te Ibgrotae confipuration ik Att/bgriotie confit’s also used to read files in the
oot confipuration deecry.

varzbg/bg nem e hereHbg {
M issingok

Not#Em pty

Canpress

Sk 20k

Dally

C reate 0600 rootaoot

¥
» The acaommands perbim te actions as Bibws:

missingok — Tellk Ibgrote notb oufputan enor fa bg ik BM Bsing

notifempty — Does notaotte te bg fik ik em pty. lxeducss te sie ofbe bg fiEwilh gzp

size — Ensures tatte Ibg fik does notexceed e soeciied dmenson and 1iotes koteny B2

daily — Rotates e bg files on a dally schedule. Thie can alBo be done on aweekly orm oy sdedule
create — IhstantEes a bg ik whetre the ovnerand group are a iootuser



1) dnegg -tedneggkemelmg buferutlily

2) ilbg, te Hilbg conmand @nd ako te Rilbg corfipuiction ik viam an 5 Rilbg)

3 gep , e giep patien searching utilily

4) head , e head utilly

5) kibgd, e kemellbg daemon ibgd)

6) bst,te bstoonmandwhith shows bstbgged i users
7)  Ess e Esspaging utilily

8) bgger , e bggeraommand-ine inerfce b syshg utilily
9) bgiotk ,te te bgott utillly

10) savebg , e savebg Ibg ik saving utilily

11) sysbod , e system bg deemon Gysbod)

12) sysbg.conf, e sysbgd corfiguiaton il

13) Tail, te willutilly
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W niing aind Ediiing FiEs

> Vim Banacaowym BrViMpioved. ik a fee and gpensource acssphatbim extedibr. kvas fist
ielbas=d by Bram M oolkbenaarn 1991 BrUN K varants.

» Vim is based on the original Vi editor, which was created by Bill Joy in 1976. In the 90’s, it started
becom g clkartatV was bhdking n som e Eattres when aaom pared w ih te Em acs edibr-

> VM ncldesallte m bsing Eatesof VL
> VM Bgernerally prenstlied wiih m any Inux dstributions, inot ican be nskalled asbebw

udo apgetupdate
sudo aptgetnsalivin



Vi Modes

> BEveryhing nVim B aonsoered am ode - You can achieve whateveryou wantiiyou udersend modes n
Vin.

> Thereare manymodes NnVin .But,wellbe boking attthe 4 m ostin por&antm odes.

[ CanmandMode ] [ h=ertM ode ] [ CaonmandtneMode ] [ VeaualM ode ]
» Detaulim ode,albo caled
Nom alm ode. " bedittecoiensoftefie. .« Joeeoecanmands » bviually sskctsome xt
and un aammandsovertat
. - sectibn ofcode
» Tosvichfon oremode © yYou can SwEH® nsertm ode » beaommands ntiemode
by pressing rffan conmand
anoter,you have baome © mode. are pieiredwihaoobn ©
SlEnmErelies S . svichbhiEmodeby
» Youcanus=teEsckey . _ pressing v iom te canmand
sw ith badkb conmand mode.. S‘Nﬁ?b_h(cglr;qﬁw mode.
* The commands tatyou N (F;'InESmla’-gd-me
w ihoutany piefk (obn)
ndicae tatyoute luning te

anmmand nammandmode.-



VM Canmands

> Insert mode commands

a Appaed &extbiby ing aunerttousorposiion

A  Apped &xtb te erd ofaunentine

1  h=ertextibebie the aunentoursorposiion

1 hsertextatbe begining oftte aursor ine

o0 Openupanaew Ine Bibyving te aumentine and add &xtbere
* O Openw anew Ine N fontofte aunentine and add &xtbere

> Command mode commands

Cul+e -1hew

Cul+-d -12pageuw

Cul+T -1lpagew

Cul+y -1 Ehedownvn

Cul+u -12pagedonn

Cul+b -1 pagedowvn

% —usewilh T, G) 0 pmpwiih e matthing one.-
O —Mstoblmnofte e

$ —jpmpbte bstdhalacerofte e



VM Canmands

» Editing Commands

d...delete the characters from the cursor position up the position given by the next command

..change the character from the cursor position up to the position indicated by the next command.
..copy the characters from the current cursor position up to the position indicated by the next command.
..paste previous deleted or yanked (copied) text after the current cursor position .

o< O

Note:Doubling d,cory goerates on te whok Iine, brexam pk yw apies te wholk Ine.

» Undo and Redo
= u —you Gan undo aln cstanything usng u N te conmand mode.
» Cl-r—undo sundoablk using Ce-
» Searching and Replacing
» sObfewfe
» sOHMevg
> Save the file

= wqg ,Save fikadexik
= Ol ,Extiie wihoutsaving e danges



» Creatk anew sarpthiie w ih name -myhsGaptsh
VimyhmRsBaptsh
> W rie te Dby iIng conEnt
#WnaAh
#Autor - ITE01
# Cooyroht©)V rtalUniersly ofPakstn
edho “Hello Virtual University Student, What is your student D”
read VU D

edo“WELCOME !, $VUID"
> Make te sapteeautbk
Chmaod 777 myhRsBaptsh

> Runsapt
AymsBaptsh



Variables

» Variable Names
The nam e ofavarebk can coain only Eters @ © zorA © 2),num bers (0 © 9)orte udersoore dnaracer

())-By aonention, Unk shelharebksw llhave termames N UPPERCASE. .

» Defining Variables

VAR _NAM E=varebE \vale
» Accessing Values

edho $VAR_NAME
> Read-only Variables

readonl/VAR_NAME
» Unsetting Variables

unsetVAR_NAME
» Variable Types

= | ocalVarebks
= Ernveaom entVarebks
= ShellVarBbks



Specaivareb ks

» $0 —The filtnam e ofbe aunentsarpt

» S —These variebles conespod O e algum ens w h whith a sarptwas mwoked _Here n sa posiie
decm allnum berconesponding O e posiion ofan algun ent

> $# —The num berofaigum ernts supplied © a sapt

> $-AHbe arlgum ents are doube quoted.. Ifa sarptieceiles tvo algum ents, $* B equiaBTtb $1L. 2.

> $0 -Alaigum et are ndiviolually doube guoed . Ilsarpteceies tvo ailgumens, 0 BequiabTto $1 R2.
» $? —The exitstius oftte bstoomm and exeauted.

» $5 —The proaess num berofte aunentshe L This B e process D uderwhioh ey are exeautng.-

» $1-The proaess num berofte bsthhad<ground command.



Defining Anay Vabes

> Basic Syntax
anay nam efndex<pvalble
» For the ksh shell, here is the syntax of array initialization

s=stA anay nanevalel valbe2 __\valen
> For the bash shell, here is the syntax of array initialization

amay nane=Qalbel __\valen)

» Accessing Array Values

$anay_nem efindex;



» Aribm et O peraors

+ @dditibn) Adds valles on eibhersite ofthe opelatbr eprfa+ 3o willgie 30
—GSubtaction) Subtiacts rphthand operand fom  Efthand operand eprda - willgie 410
*(Mulipication)  Muliples\valies on eibhersite ofte opelabr ‘epr$aXH willgie 200

/0O v/BDbN) D wides Efthand operand by righthand operand epribh /fa willgie 2

% @oduls) mbfadopeﬁd by rghthand operand and ietuins prib% $a-willgie 0
=@sspmetd) Assons rohtoperand n Eftoperiad a=%owoub assognvalbe ofb nba
— Equaly) Cam pares tvo num bers, o are san e ten euns we. [Fa— %o jwoul etumn Blb=.

E (otEqually) Canparestvo nunbers, ifooh are diiBlentten eumnswe.  [$a E 3 jwould eun we.

» RehbtonalO perairs

Chedks iite \valLe oftvo gperands are equalormot; Iiyes, then the condilibn becomes we. [$Fa-eqdb | snotiue.

ikgdeftewlechoqoemdsaeeqalomtﬁalnsaemteqattmtemmﬁbewn% [Ba-redbliwe.

Chedks iite \valle ofF rand B greatertan te \ale ofri rand; ,hen te condtion _
pniny Eftope g ofrohtope hes [a-gtsb ] )

Chedks ite \ale ofEftoperand B Ess tan te \valle ofrphitoperand ; lihyes, then e condtion beaomes

e [Fa kb ]Bte.
Chedks iite \ale ofEftoperand B greatertian oregquallo te \vale ofrphtopeland ; Iiyes, bten te _
condiibn becomes e [$a-ge %o JBnotace.
Chedks ifte \vale of Eftoperand B Ess than orequalio te vale ofriphtoperand;; ifes, ten te [Sa-b$b e

acondibn becomes twwe.




O perabis

» Bookan Operatrs

This B bgralnegation. This nvers a e conditibn no Bk

A Ve VeI "Bk ste.

This B bgralOR - fone ofbe 1ands s te, bente _
IiiJE\gl vtnly o [$a k20 -0 $b gt100 | we.

This B bgalAND . ifiooth te opelands ale e, ten te EOC _

aond tibn becom es e oterny B2 Bl K adb-g 1stke.

> Stng O perabrs

Chedks ifte \vale oftvo gperands are equalormot; yes, ten te condiiibnbecomestwe. [$a=%b | snotiue.

Chedee::[e;e\ale oftvo operands are equalormot; alies are notegualten te condtion [ Edb B ue.

Chedks ifte gien string operand siee B ze10; s ze10 Bhgh, ten hetums te. [Zz$a ] snotae.

Chedks ifite gilen siiing opetrand sike B non=zeio; It nonzeio bngh, ten inetumswe. [-W$a]snothke.
Chedks st nothe em py stiing; IFis em pty, hen ieums Bke. [Fa ]snothke.




O perabis

> Fik TestO perabrs

-b file Chedks Fiile BabbdkgoechifiE; hyes, ten te condiibn becomes e [oShkE | shRke.
-c file Chedks Fiilk Ba daracersoecai; hes, ten e conditibn becomes e [€5ik | sHBke.
-d file Cheds IFffiile Badiechry; hyes, ten te conditibn beconeswe. [-d $fk ] B notae.
£ file ;hsde ik Ban odnary fik as goposed © a drecbry orspeciaHikE ; iyes, then e conditibn becomes [k ] we.
-g file Cheds Ffik has lssstgioup D GG D)bisst; ifyes, then e conditibn becomes we. [-o$hE | Bke.
-k file Chedks ik has s stiky biset; hyes, then e conditibn becomes e [ kS | s Bke.
-p file Chedks il Banamed ppe; fiyes, ten e condiibon becomes e [0Sk | Bke.
-tfile Ched<s il descrpbors open and assoceted w ih a im nak ies, ten te condiiibn becones we. [k s Bke.
-u file Cheds ik has iSetU=ser D GU D)bits=t; Ihes, ten te condion becomestwe. [LuShE | hRke.
-r file Chedks ik B readabe; hes, ten te condiibn becomeste. [+ s te.
-w file Chedks iFfie sBwriBbE; Iyes, ten te conditibn becomes e [ Sk | e.
-x file Chedks ik BeeautbE; hes, ten te condiibn becomestwe. [><$fik s twe.
-s file Chedks Ffik has sire gieatertan O; lhyes, then condiibn becomes twe. [sSRE |ste.
-e file Chedks Ffik exit; B tte even ik B a diecbry butexst. [ ek |swe.




ConmolSttEenats

> The E_ebesaEenent

E_fistenent a=10

b=20

ten

i

Heqoesson |
Satemas) e

3a—3%o]

ten
edo'asegqualob'”

i

K _ebe_fistEeEnment

fepesson |
ten

SaEemats) e
ek

SaEmeis) Inot
we
i

a=10
=20
HSa—3%0]
edo'a segqalb b’

edho'a snctegqualo b’

el _ebe_fisteEneaent

Hepressonl |
ten

SEEna S be exeautd Fepresson 1 s e
elfepresson 2]
ten

SEEMaS) L be exeautd Fepresson 2 s e
elfepresson 3]
ten

SEEMaS) L be exeautd Fepresson 3 Ele
ek

SEEMaS) L be exeauted o exiessbn B e
L

a=10

b=20

Sa—3o]

ten
edo'asegqualob'”

elfffagtio]

ten

edo'a Bgreakertenb’

eliff$a 3o |

ten
edo'asbEsstanb'”

el=

edo "None ofbe condtibn met”

L




ConmolSttEenats

The case..esacSEEMent FRUN="kvi*
Gx="$RUMN
cGas=wod N "aopE Hedo "AppEpe BEQUE B/
petiemnl) -
SEEMaiS) L be exeauted Fpatemnl matdes *banana’)edho " 1 ke banananutbread . *
patier?) “Kiviedho "New Zeabnd iBmous Briivic”
StEEmaiS) L be exeauted Fpatem2 matdes -
- esaC
patien3)
StEEmaiS) L be exeauted Fpatem3matdes
i,

Detuloondtipn © be exeautd

esaC




Loops

> Thewhik bop a0 > The Hirbop HNarn0123456789
whike [$a-i107] br do

while command do Hrnarnwordl woid2 ___wordN edoPar
do edo$a do done

) StEEmaS) b be executed Foommad aeprfa+1” Staem en®) b be eeaued

Bte done HBreveryword.

done done

> The uttllbop a0 > The sskctbop =kctK N ta ke water pne appe allnone

do
utllcommand utli[1$a k107 | | sekctarnwordl word2 __worcN e n
do do do tajpotepaterph®
StaEmenS) b be exeauted edho$a Stenmem@©) b be exeauted Dr edho'Gobcanten'”
utllconmand Be aepria+1 || everyword. -
done done done Jicepppe)
edho "AvalbbEk athane™
none)
break
edo '"ERROR - vald sekctin’”
esac
done




Nesting while Loops

whilk conmandl ;#ts B bopl , the outerbop a0
do whik [$a"&10] #ts B bopl
StENatS) L be exeauted Foommandl B e do
b=%"
whie conmand? ;#tis B bop2,te nerbop whik [[$0'"-ge 0] #ts B bop2
do do
SteEMaiES) b be exeautd Foommand? B e edon"HH"
done b=eprib—1"
done
StENatS) L be evxeauted Foommandl B e edo
done aopria+l
done
> The breakStaeEement > Esoape Sequences
\\ badshsh
> The cotinue setemant \a abrt@EL)
\b badkspace
ubstittion \c suppiess ailing new ine
> S \f HIMm ed
a=10 \n new e
edo -e'Valeofa s X" \r canrbge 1Ietun
\t hormonaltb

\v \ertcaleb




Creating Functions

Synax S pk Fuhction Passing Param eters Retuming Dat&
f£nctbn reme O # Define your£inction here #Defihe your-fnction here # Defne your-E£ncton here
Etofcommands Hebb Of Heb O{ Helb O{
¥ edo'HebW orH* edho "Helbb W or $1 & edo'HebW orl $1L & *
e 3 reum 10
by
_ # Ihwole your-f£inction
flh-f"‘ewmm Helb st Est2
€ # Ihvole your-finction
Helbb Zaa AR
# Capture \vale retumnd by bstconmand
iet$H?
edo 'Reun\ale sHet
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heamn

A group ofcom puerm achnes N an olganeaton generallieed
DassE=ner.

ICB us=d O provioe diErentpes ofseviDes.

* Appiicatibn s=vEeEs

« Web serwvies

« Badk-ofiibe processing
« Dattlbase=s
 Batth com putatin

* ELC.



Senars\s Sevies

A server is a computer machine consisting of.

« Hardware

I\/Iemory Stiege PoverSumply Network herBoe M oterboard Perpheral Radk
Devibes

ul
e A UNIX

Server

« Operating System

ORACLE
DATABASE

 Software packages '
P J Ml__lSQmLf,



https://www.google.com/imgres?imgurl=https%3A%2F%2Fm.media-amazon.com%2Fimages%2FI%2F51BH6v-CIAL._SL500_.jpg&imgrefurl=https%3A%2F%2Fwellshop.pk%2Fproduct%2Fintel-xeon-x5690-slbvx-server-cpu-processor-lga136-808408%2F&tbnid=IpEBH7WICD2fOM&vet=12ahUKEwiex8zwj9T8AhU-U6QEHYgCBy4QMygEegUIARDoAQ..i&docid=-ijIPdiCIW7K-M&w=500&h=375&itg=1&q=server%20cpu&client=firefox-b-d&ved=2ahUKEwiex8zwj9T8AhU-U6QEHYgCBy4QMygEegUIARDoAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.crucial.com%2Fcontent%2Fdam%2Fcrucial%2Farticles%2Fabout-memory%2Fext022-server-memory-and-hardware-compatibility%2Fstacked-crucial-ram-memory-modules.jpg.transform%2Fsmall-jpg%2Fimg.jpg&imgrefurl=https%3A%2F%2Fwww.crucial.com%2Farticles%2Fabout-memory%2Fserver-memory-and-hardware-compatibility&tbnid=fjv7ISRtnsA-tM&vet=12ahUKEwj69uCQkNT8AhXDrycCHbfcBtwQMygPegUIARD8AQ..i&docid=o6OEv71oIwS4cM&w=640&h=428&q=server%20ram&client=firefox-b-d&ved=2ahUKEwj69uCQkNT8AhXDrycCHbfcBtwQMygPegUIARD8AQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fitwarbazar.pk%2Fwp-content%2Fuploads%2F2020%2F03%2F0-2.jpg&imgrefurl=https%3A%2F%2Fitwarbazar.pk%2Fproduct%2Fwd-hdd-100-health-internal-hard-drive-320gb-hard-disk-for-laptop%2F&tbnid=DbmyTr74QSZBKM&vet=12ahUKEwjN-bCnkNT8AhV6kicCHdmfDAIQMygEegUIARDqAQ..i&docid=eLMiu3BAAUMqCM&w=1000&h=1000&q=harddisk&client=firefox-b-d&ved=2ahUKEwjN-bCnkNT8AhV6kicCHdmfDAIQMygEegUIARDqAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.connectixcablingsystems.com%2F103804-thickbox_default%2Fdual-port-gigabit-pci-express-server-network-adapter-card-pcie-nic.jpg&imgrefurl=https%3A%2F%2Fwww.connectixcablingsystems.com%2F29483-dual-port-gigabit-pci-express-server-network-adapter-card-pcie-nic-0065030859356.html&tbnid=B91T3XplstyduM&vet=12ahUKEwj3waqdkdT8AhV_nCcCHRcOAxMQMygAegUIARDAAQ..i&docid=pIf9YRu7KUVqGM&w=800&h=800&q=server%20network%20interface%20card&client=firefox-b-d&ved=2ahUKEwj3waqdkdT8AhV_nCcCHRcOAxMQMygAegUIARDAAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fstatic.gigabyte.com%2FStaticFile%2FImage%2FGlobal%2F3c64ea53d773baf1d8525d4f6a348384%2FProduct%2F23992%2Fpng&imgrefurl=https%3A%2F%2Fwww.gigabyte.com%2Fpk%2FEnterprise%2FServer-Motherboard%2FMD71-HB1-rev-1x&tbnid=XLLCum8uqAlYLM&vet=12ahUKEwigos_OkdT8AhWBlCcCHbYtBWsQMygDegUIARDrAQ..i&docid=WIEYbuioXKb14M&w=1000&h=1000&q=server%20motherboard&client=firefox-b-d&ved=2ahUKEwigos_OkdT8AhWBlCcCHbYtBWsQMygDegUIARDrAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fm.media-amazon.com%2Fimages%2FI%2F61olZajPSkL._AC_SY450_.jpg&imgrefurl=https%3A%2F%2Fwww.amazon.ca%2FSilverStone-Technology-Rackmount-Micro-ATX-RM21-308%2Fdp%2FB07PHQJ8JL&tbnid=LPzXAM5mZ8FTWM&vet=12ahUKEwjn27bykdT8AhWruCcCHUBwBX8QMygNegUIARD9AQ..i&docid=g_NM9slllhWRdM&w=1467&h=450&q=server%20chassis&client=firefox-b-d&ved=2ahUKEwjn27bykdT8AhWruCcCHUBwBX8QMygNegUIARD9AQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fresearchhubs.com%2Fimages%2Fcategories%2Flinux-server.jpg&imgrefurl=https%3A%2F%2Fresearchhubs.com%2Fpost%2Fcomputing%2Flinux-basic%2Findex.html&tbnid=juJ8tkCz6gdZ4M&vet=12ahUKEwiVivK4k9T8AhXZlCcCHS4CA0sQMygFegUIARDoAQ..i&docid=ejXmlk9ftuRkGM&w=600&h=250&q=linux%20server&client=firefox-b-d&ved=2ahUKEwiVivK4k9T8AhXZlCcCHS4CA0sQMygFegUIARDoAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Faidanfinn.com%2Fwp-content%2Fuploads%2F2015%2F08%2Fwindows-server-blue-a517bed8722d2e781.jpg&imgrefurl=https%3A%2F%2Faidanfinn.com%2F%3Fp%3D21047&tbnid=52bBmExfBs5tbM&vet=12ahUKEwi_vqDJk9T8AhUuVaQEHfRwBxcQMygFegUIARDqAQ..i&docid=uZtWIebRm56T9M&w=888&h=894&q=windows%20server&client=firefox-b-d&ved=2ahUKEwi_vqDJk9T8AhUuVaQEHfRwBxcQMygFegUIARDqAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fitservicesgb.com%2Fwp-content%2Fuploads%2F2021%2F03%2Fimg-3.jpg&imgrefurl=https%3A%2F%2Fitservicesgb.com%2Funix-server-support%2F&tbnid=wFI3-ACfMPjGzM&vet=12ahUKEwiN7-31k9T8AhVbTKQEHQQVDC4QMygIegUIARDsAQ..i&docid=GImbpJoQujiiBM&w=252&h=253&q=unix%20server&client=firefox-b-d&ved=2ahUKEwiN7-31k9T8AhVbTKQEHQQVDC4QMygIegUIARDsAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fd1.awsstatic.com%2Fasset-repository%2Fproducts%2Famazon-rds%2F1024px-MySQL.ff87215b43fd7292af172e2a5d9b844217262571.png&imgrefurl=https%3A%2F%2Faws.amazon.com%2Frds%2Fmysql%2F&tbnid=iNzoFCxK5x6qnM&vet=12ahUKEwj6jIKSlNT8AhXIpCcCHb0uAU4QMygBegUIARDiAQ..i&docid=abacBKOFA5VUoM&w=1024&h=530&q=mysql&client=firefox-b-d&ved=2ahUKEwj6jIKSlNT8AhXIpCcCHb0uAU4QMygBegUIARDiAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.opensourceforu.com%2Fwp-content%2Fuploads%2F2014%2F10%2F45_mail-server.jpg&imgrefurl=https%3A%2F%2Fwww.opensourceforu.com%2F2014%2F12%2Fsetting-mail-server-can-fun%2F&tbnid=7WOVfU9e2GzuLM&vet=12ahUKEwjb5-ydlNT8AhXErycCHZLhDuUQMygBegUIARDfAQ..i&docid=a7hVRW65AY1QyM&w=1520&h=1696&q=email%20server&client=firefox-b-d&ved=2ahUKEwjb5-ydlNT8AhXErycCHZLhDuUQMygBegUIARDfAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.fujitsu.com%2Flu%2FImages%2Foracle-db580x224_tcm67-40873.jpg&imgrefurl=https%3A%2F%2Fwww.fujitsu.com%2Flu%2Fproducts%2Fcomputing%2Fservers%2Fmainframe%2Fbs2000%2Fsoftware%2Fdb%2Foracle%2F&tbnid=e-MUooxdP-3d8M&vet=12ahUKEwi_-bDElNT8AhVXsycCHThlALcQMygGegUIARDpAQ..i&docid=WW3G9EL3RdWZuM&w=580&h=224&q=oracle&client=firefox-b-d&ved=2ahUKEwi_-bDElNT8AhVXsycCHThlALcQMygGegUIARDpAQ

How are Senersdiieren®

 1000s ofclients depand on sener-

 Requres hph ieliBbiily.

* Regures tmherseaunky/.

* Of1en eqecked L bstbger.

* Ihvestn entam ortired overm any clients, bhger lEtin e.
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There are two main types of server processors:

X86.
« X886 processors are e m ostoomm on §oe ofprocessorbud n
E=ners.

« Theyare made by companessuchas heland AMD .

¢ X886 processors are despned HBrgenerapupose aom puting -
«  Theycan be used bravarety ofttsks, ncluding web hosting ,dattlbase

m anagem ant,and il sharing.

RISC

R BC processorsale desipned Brgoeciic bsks.
+  Theyare ofen used n hiphperbim ance seners.
R BC processoisare made by com pankessudchas BM and O reck.


https://www.google.com/imgres?imgurl=https%3A%2F%2Fm.media-amazon.com%2Fimages%2FI%2F51BH6v-CIAL._SL500_.jpg&imgrefurl=https%3A%2F%2Fwellshop.pk%2Fproduct%2Fintel-xeon-x5690-slbvx-server-cpu-processor-lga136-808408%2F&tbnid=IpEBH7WICD2fOM&vet=12ahUKEwiex8zwj9T8AhU-U6QEHYgCBy4QMygEegUIARDoAQ..i&docid=-ijIPdiCIW7K-M&w=500&h=375&itg=1&q=server%20cpu&client=firefox-b-d&ved=2ahUKEwiex8zwj9T8AhU-U6QEHYgCBy4QMygEegUIARDoAQ

Sekcton of CPU

» The §oe ofsererprocessoryou Need depends on e §pe ofsernernyou are using -
+ IRyou are using a generabpupose sener;, an X836 procesor B kel e bestdoe.
+ IRyou are using a hiphperbim ance sener,a R BC processorm ay be e betierdore.

Clock speed Cores Memory support

o keep upwih e demandsof e numberofcores na o sUpporthige anountsof
m oden busnesses processorcan have a big mem ory

m pacton ks perbimance.

* ablily © process hige e need b sbre ad proaess
am ourts ofdata quickly and e More coles m eans tatte hige am ouns ofdata
eficentl/ processorcan handkE more

tbdsatbesametme.
¢ N te marketoday have up ©

3 coresad moe



Expand-ability

e Need 1 be exppandabk <o tat
busnesses can add more
Eatures as termeeds dange.

e BulEn Eatiiesaudchas
Seaurilyy orm anagem ertoolb

o Exqoansin sbts so tat
busnessescan add more
‘Eatures as ey need tem

Efficient Data Management

e Datamanagematea key
aoncem

o Mustioe abk L eficentl/
hande lige am ounts ofdaa

e keep e serneriumning
snootl/,even when uder

heavy bed

Cost and Power Consumption

e Mostim porattbcbrs ©
aonsoler B aost
o himlICost
e OperatonalCost

o erncigy-eficent

e R phtlbalhinae betveen power
conaum ption and perbim ance
O M Nin 2 yourcarhon
‘HBopmt



Sekcton of CPU

Budget Workload
* keyCcbis© consker e The sernerbad
B youriudget

Source -htipsZ0cl oo Hute-brsenerprocessory



SERVER CPU Choes

AMD EPYC CPU LEADERSHIP ROADMAP

1- Intel Xeon

@M uliore w ih tvo treads peraore, 1 8 © 33 Ghz,8 acoles
®©)-yob 1IS8MB L3Cade

2 - AMD Opteron

(a)-4,6,8,0r 12 cores @ 1.4to0 3.2 GHz
(b) - Up to 12 MB L3 cache

3 - IBM Power 7/8/9/10... 1BM POWER Processor Technology Roadmap | eousin

(a) - 4, 6, or 8 cores with 4 threads each @ 3.0 to 4.25 GHz
(b) - 4 MB L3 cache per core (up to 32MB for §-core)

4 - Sun Niagara 3
(a) - 16 cores with 8 threads each @ 1.67 GHz

A A 1T s B S
(b) - 6 MB L2 cache 1 e T
5=F I B R T AL atimisT?
P : L Tyl Erirgy THickanry Toous
w o WWMD&J# H':""E'"ﬁ.':‘f:"lﬂ ity
- S g A2 owesiti &mi“mﬂ'-m Emm?
e -wﬁs i) Eowa AN Moo MbGh . ROEGS
o - S et FElG Lo (0t 20 feirrarry i
Rk kg 5: o st Gt UL D e
L%T;fmm : FOLGE (Lol MR PR AR



Xeon\sPettwum L ore CPUs

Xeon bhased on Pentum L ore w ih dhanges tatvary by m odekk

- Abbvsmore CPUs

e Hasmore cores

* Beteriyper-tireading

* FaserhrgerCPU cades
* FaserhrgerRAM support



Intel Processor Families

1)Intel® Xeon® Scalable Processors
460 Gen hePb Xeo® ScaBbE processors have te m ostiuilien acce krabrs ofany CPU on e marketb
m prove perbm ance nALanalArs, netvorking, sbrage ,and HPC .

1)Intel® Xeon® Max Series
Maxm e bandw oih w ih e hePR Xeo® CPU M ax Seres, the fastand onll/ >x86ased processorw ih high-
lbbandw bt memory @BM ).

1)Intel® Xeon® W Processor
Desned Braeatie probEssonak, dellernng the perbm ance you need BrvEX ,3D rendering,and 3D CAD on
aworkstatn.

1)Intel® Xeon® D Processor
W hen space and poverare ata prem Lm , hese movatie sysem -ona-ahip processors brig workibed
optin i=d perbim ance.

1)Intel® Xeon® E Processor
Essential, busnessHeady perbim ance , eqpandabilily and ieliebilily Brentty senersolitins.
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Memory

Server memories are concerned witn

> RAM
> CPU Cade

Two Major aspects of server memory are

> Laige Capacily
> Hoghersoeed
x86 supports up to 64GB with PAE.

x86-64 supports 1 PB (1024 TB)

Servers need faster RAM than
desktops.

* Hghermem ory Soeeds.
« Mullipk D MMsaatess=d nparalieL
* LargerCPU cades.




FBDIMM
— FullybufEred

UDIMM
- Unbutered dualn-Hine memory module

RDIMM
- Regsered dualn-Hine memorymodule

LRDIMM
- Load Reduced dualn-Hine memorymodule

SODIMM
—Usedwih Botops

MicroDIMM

Source : https://www.pcmag.com/encyclopedia/term/memory-module



TranskerSpeed ofRAM

SDRAM

Syndhironous Dynam £ Randam AaccessMemory

DDR

Doubk Data Rate SDRAM

DDR2

— 2xtmeste DDR

DDR3

bwv power; Tw e cbdkm ulipierw ih a Burtines cbdkmulipler,

No FAB Caom patibillly,2 XxDDR2TT

DDR4

—bw poverhipherm oduke densily and byvenvoliege

requirem ents, coupked w iih hipherdata rae tanskergoeeds

DDRSDRAM |  Internal Bus clock etk Datarate | Transfer rate | Voltage
Standard | rate (MHz) (MHz) = (MTfs) (GB/s) (V)
SDRAM 100-166 100-166 1n 100-166 0.8-1.3 33
DDR 133-200 | 133-200 2n 266-400 2433 2.5/26
DOR2 133-200 266-400 4n 533-800 4.264 18
DDR3 1323-200 | 533-800 gn 1066-1600 8.5-14.9 1.35/1.5
DDR4 133-200 | 1066-1600 &n 2133-3200 17-21.3 1.2
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Cade memory Bhioh g0eed mem ores plhoed betveen RAM and CPU .

RAM =13 =12- L1= Regstrs—=>CPU

- . - o i e o . . o . i i . i i A - . - e

:

}-'- R EE TR PR YRS OEw own rw R

J

T N W R R R R R R R R R N N

l

STORAGE

[

Source - htipsAww Tedchspootioom Artck2066-gouHLP-B-cadhe/
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» Data sharing

» Addressing

» Power Control bus

| |
Address bus

v
Data bus

» Timing

System bus




QoM m oN exqoansibn bus gpes are

> ISA - hdusty Stindard Achiiectre

»  despned Bruse nteormgmal BM PC

= 8bi/16 bk

» The BA bus ran ata cbdk goeed 0of477 MHzand m proved versbn SV Hz.

= 16-bibersbn ofte BA bus Bsom etin es knovn as te AT bus @QT-Advanced
Tedrobgy)-

» MCA - M oo ChaelArdhikecte
*  BM develbped s bus asa iephoem entbr BA when tiey despned e PS2PC N
1987
»  goeed of10MHz and supported efher 16-bor32-bdata

» EISA - Extended Industry Standard Architecture
» asanakematie bMCA
" use a3-bidat path ad provioed 32 addiess Ines,giving acoess © 4GB of
memory
» @ at8ViHz n oiderbrio be com patbke wih BA



QoM m on exqoansibn bus gpes are

» VESA - Vbeo E Ectronics Stndards AssocHIDN
»  mentd © heb sandardire PCs vioeo specicatipns
»  -bitdata path ad ran at25 orSBMHZ
»  VIL-Buswas superseded by PC

» PCMCIA - PersonalCam puterM em ory Card Ihdusttyy Assocatibn @G B
caled PC bus)

» AGP - Accekraed G ohcs Port

» SCSI - SmallCan puerSystems herbce
» Universal Serial Bus (USB)



Seners need hph K0 troughput
* Fastperpherab-SCS 3,6 pabketemet
« Ofen use mullipk adoOreserbuses.

PCI
* Deskop:-:F2-bEBMHZ,13B3MBA
e Serner-a4bac6MHZz,553MBA

PC X (cadward aom patibB)
* V10:64-b13BMHZ, 106 GBA
* \20:64-b533MHZz,43GBA

PCIEx¢press PCE)
« Serplakchiecte NSO up b 16GBA


http://en.wikipedia.org/wiki/File:PCIExpress.jpg
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SernerPoverSuply

» Seners based on e ATX om DroATX Him Bcbors generally use an
ATX powversuoply

» Pedestlseners based on one ofhe SernerSysen hifastucte
GSSD Dim Bcors gererally use an EPS12V poversuoply




ATX PowverSuoply Stadards

» ATX poversuppieswere orgmally despned

= The ATX verson 203 ersupply conmecbr
Hruse N deskiop com puers. powersLbppl

—] {7 tomeges  o33v [T sssv  (orangel

4 : {Crarge) 433V g% -12% (3l

- - et ] | GND Elack)

> W pelyused nentsbvelbverand sin e — R | S
O ] Bieck)  Ghe | S @GND (SMack)

LRNAIS. e fj {Fc) v DD =renn (Bleck)
—  — max  ane |G euo @k

S— ] Gay) Pom ok Q) -sv (Mhiides)

> A - ‘b - _ r— :J (Purpie)  45VSB gg &V (Sed)

I >< m,v 9 m Smm ml [b'te lJ,Vl'g —— e  (eikw) 12V ey )

e y - Fn1a Pr20 ‘

= ATX versibn 2 030 Berenty-lveloverseners ATX avdins poNerfD' o oy

g F Pin 1
= ATX12V More recententy~-bBveloverserers = =} :z""*’]
—_—— range
) . PinG {Orange)
= ATX1U 1U shin ine serners iy
= ATX2U 2U sin e s=rers v _
powerconnech
Pin1 Pind
(Black) GND @[ Etﬂ +12V (Yellow)
(Black) GND Qi +12 (Yellow)

htips/l/ib com foooksena 551 484/ Fine Fnd



ATX1U2U RadkM outed PoverSuopies

» Rad<m ounted senelrs use a \varety ofjppoversupoply sendards.

» MostdU and 2U seners use te poversupoply seindards
denebped by the SS 1Foum ,audh as e ATX1U and ATX2U
poversuoplies
= The ATX1U and ATX2U powversuopl/sbndaidsuse te same

20pNnATX poversuoply, ooy, ad hard dEk pover
comnecbis used by e ATX 208 and ATX12V V1. X pover

supply sedards.

= Same 200nv and hrgerATX1U powversuoplies alko Eate te
A4-pNnATX12V poversuoply comecr

= ATX2J powversupplies Eate te 6-pn auxi|ary poversuoply
aoecbr



SS1PoverSuoplies

The SS 1IForum has develbped a seres ofjppowversupoply and conmnecr
Him Bcors despned Druse N \arnus §pes ofsenels.

> Pedestalm ouned serers
= EPS12V
= ERP12V

> 1U riad<m ouned seners
« EPS1U

> 2U id<m ounted seners
= EPS2U
= ERP2U
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FourTypes ofSbrage SolLitibns are -

» D rectatieded sbrage OAS)

» Conencedw ih SAS ,SATAoOr Apg;ir‘“”' Apgeﬁrm Application Apge;";'l'?“ Apge;"gf“
= PCE

Sener
> Netvork-attbded sbrage NAS) L N, J T
Net

» Srage area netvork GAN)

— [_rap_]
» Cbud sbrage i
» Regures hemet




» Direct-attached storage

= HDD
» Appicatons -SuiebE HBr W rie Heaw App Iications,,Badps
» Advantges -Chegp,H Dh Capacily, Uniin #ed num berofwries ,Lowv Cost
» Deedvantges -Fgik ,Breaksdovnovertme,Sbw

= SSD
» Appications -Generalsbirage ,Bootdevie

= Advantges -Rehbtiely deap ,Fastenough HBirm ost, Enough capacily Brm ast
» D Edhvantges -Lim #ied num berofwries ,M ay notibe suBbE Drenterpriee use

= NVME SSD
Appications -H phperbim ance com puting ,Bootdnies ,Datbases

» Advantges :Cunentl/ te Bskestperssat==nersbiage §pe on te market
» D advantges -Can be \eryedeansie ,Lmn ked nunm berofwries



» Direct-attached storage

= HDD
» Appicatons -SuiebE HBr W rie Heaw App Iications,,Badps
» Advantges -Chegp,H Dh Capacily, Uniin #ed num berofwries ,Lowv Cost
» Deedvantges -Fgik ,Breaksdovnovertme,Sbw

= SSD
» Appications -Generalsbirage ,Bootdevie

= Advantges -Rehbtiely deap ,Fastenough HBirm ost, Enough capacily Brm ast
» D Edhvantges -Lim #ied num berofwries ,M ay notibe suBbE Drenterpriee use

= NVME SSD
Appications -H phperbim ance com puting ,Bootdnies ,Datbases

» Advantges :Cunentl/ te Bskestperssat==nersbiage §pe on te market
» D advantges -Can be \eryedeansie ,Lmn ked nunm berofwries



» Network-attached storage

= Appicatins -Provies aoess D e same daa on mullpk sysems

= Advaneges -Can be \very Bstad \very hph capacilyy,Canm kSSDsad
hard drnies © m ake a Bstersoliton tan hard dnies abne ,RAD sbrage
alvays

» D Eadhvattges -Requires a separate aom puEr, Exgensie

» Storage area network

» Appications - Sophstcatd datbases |,V rtalirFation depbyments |, Lage virtal
deskiop nifiastucties (VD B) ,Enterpree iesource managemaent
workbads

= Advantges - Resiiet,Rem oves singk ponts of e Easilyw ibstinds e

of mulipke com ponensfevies
» D Edvantges -BExpeansie ,Canpkex



» Cloud Storage

» Appications -Ofsie badwpos ,Provibes access  data fon mullipke
bcatons

» Advateges Peace ofm nd

» D Eedhvantges -Requires hemetoomection ,Usage raesmay mpact
upbaddovnibad capacly



» Hard Disks:

* Three RPM speeds:-7 200 RPM ,10000RPM ,and 15000 RPM
» Capacily \ares, starting atalbbout300GB and going up b over101B
= SATA 6,SAS 6,ad SAS 12 are pralconection goeeds

» SSDs

NAND flksh memory celb ad are alvays Bsertan had drnes, prim anly
because they do not have to “seek” the data on the disk, and latency is low
SAS orSATA conecbr

SATA 6,SAS 6,ad SAS 12,SAS 24

HiDh Cost

SSDswearoutas teyarewrnien o



» Hard Disks:
= SAS and SATA bus nerboeswere orgnmnally despned brsbwy ,medancal
hard drnies

= NVM e sbirage can aomectvia aw pe range ofconecorgpesfon M 2
U.2 to U.3 to newer standards such as E1.S, also known as “ruler” SSDs

»  aomectoverte PC E bus, gpally an >d connection, bhough X2 and >x8 are
albo possbk

* Themaxmum soeeds brGen3PCEadGendPCEeEae356B4Gad 7
GBA, respecaely



» RAD (edudantanay ofndepaendentdB=is) RAD O

» Away ofsbrg te san e data ndieaettphboes RAD 1
onmulipk hard deks orsoli-stee dnies

GSDS) b pioectriat in e case ofa drie Ram'S
file. RAD 6

> Thele are diBlemtRAD ek, hovever,ad RAD 10 RAD 1+0)
notallhane the goalofproviding redundancy. RAD 50 @AD 5+0)

RAD 60 RAD 6+0)



Bbdk1

Bbdk?2

Bbdk3

Bbdk4

Bbd5

Dek1

Bbd6

DEk2




Bbdk1

I

Bbdk2

I

Bbdk3

I

Dek1

Bbdk1

Bbdk2

Bbdk3

DEk?2




Al

A3

Bl

B2

B3

Cl

Cc2

C3

DEk1

D1

D2

D3

DEk2

DEk3

DEk4




Al A2 A3 A3 AQ

B1 B2 Bp Bq B3
Cl Cp Cq C2 C3
Dp Dq D1 D2 D3
Eq E1l E2 E3 Ep

DE<1 Dkl DEk2 DEk3 D k4



Bbdk1l

Bbdk3

Bbdk5

Bbdk7

DEk1

RAD 1

Bbdk1l

Bbdk3

Bbdk5

Bbd<7

DEk2

RAD O

RAD 1

Bbdk?2

Bbdk4

Bbdk6

Bbdk8

DEk3

Bbdk?2

Bbdk4

Bbd6

Bbdk8

DEk4




RAD O

B2

C2

RAD 5
Al A2
B1 Bp
Cp Cl
D1 D2
DEek1 DEk2

Dp

RAD 5

A3

B3

D3

DEk4

A4

C3

D4

DEk5




RAD O

RAD 6
Al A2
B1 Bp
o oo
oa| | D2

Cl

D2

B2

C2

Dp

RAD 6
A3 A4
B3 Bp

o ca

Ba, |03

C3

D4

C4

Dp
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» Radksomganiee IT equipm entimb sbndardired assem blies tatm ake eficientuse ofsoace
and oterresources

» Atthe mostibast Bvel a md consiet oftvo orbunertalm ocunting ks and te
supporting fam ework regquired © keep e ik N phboee.

> The alk ad fam ewvork are gpally m ade ofsteeloralm nun H suypporthudieds oreven
tHousands ofppounds ofequpm entc

> Thew ot ofte ik, te horrottalad vertalgoacing oftbe m ounting hokes, te sike ofte
equipm entcabnets and otberm easurem ents are stndardired

> Rack Standardization

» Mostil equpmentis nan naly 19 ndesw te (nclblding m ocunting hardwvare) and Bibws a stndard ssthy
e E Ectionics hdusty AlliBnce E R)and nov mairttaned by e E IEcttonic Can ponartts hdusky
AssocEtibn EC R).

» The aumatl9ndh ek sandard 5B Galled E R-310-E ,whith B essentimally equialbkto EC-680297-3-
100 or DIN 41494 in other regions. (There’s also a standard for 23-nchw de lkcom equpment



Rack Units

» Albhough 19-ndh redss are alvays te sam e nom nallw o, e hepghttand depoth \ary/.
> The depth ofte ek mib BusLally adjpisbE © son e degree.
> The hephtofte XK Bdiviled no sbhdadired segn ans Gaalled adkuniis_Eadh edkunkEs 175 ndes

hioh,ad te hephtiofa radk oran equpm entcabnet s exres=ed as te num berofiradk unils Bibved by
the letter “U”. For example, a 42U rack contains 42 rack units.

» Thatdoes notim ean te ik Bexactl/42 X175 ndes hiph because rads usualy ncllde atkbasta
little extra space at the top and bottom that isn’t usable rack space.

> does m ean tatthe rackw llacoom m odae any com binaition ofsendard radk equpm entup © 42U—
whether it's 42 x 1U switches, 14 x 3U servers or 21 x 1U switches with 7 x 3U servers.

» Remem bertatthe radk albo has 1 be degp enough HBrite equpm entand raed © supportte com bined
wephtofalllbe equpmeant



Rack Types

» Open fane ixdks are psthat-open fameswih
m ounting rxaiks, butw Ihoutsdes ordoors.

> Radkenchbaures hanve rem ovab e fottand reardoors,
1Iem ovabk sibe panelb and BuradjpsebE vertal
m outing ralk os).

> W allm ounttaadks are despned 0 be atieded © e wall, saving
floor space and fitting in areas where other racks can’t. They can be

open fam e radks orenclbsed cabrnets.

Il




» Basic rack options

= Doors
= Side Panels
= Roof

m  (Casters and Levelers
= |Locks

» HingedW allBrad<set
* Mounting Hoks

= Color

= Toolless Mounting

» Factors influencing Rack Choice
» Arfby and cooling
» Equpmentw o
" Seaunly optibns



Rack enclosure and Cooling

= BascAriby

= SoePaekb

» Arfby Management
= Cable Management

= ThemalDuct

= Active Heat Removal

= (Close-Coupled Cooling

Other Considerations
= PowerD sributibn
» Batery Badwp
» Devipe Management
= Patch Panels
= Environmental Monitoring
= Security
= Shock Pallet
= Knockdown
= Stability
= Environmental Protection

= Seismic Protection
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Buying Serelrs —addibnalleatuies brsenerhardvae

> Extensbilily
» More CPU perbmance
» H Dhperbim ance WWRadkm ounebke
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SenerAhiiecte ZApproades

Primary Approaches

® All eggs in one basket:
One machine used for many purposes

® Beautiful snowflakes:
Many machines, each uniquely configured

® Buy in bulk, allocate fractions:
Large machines partitioned into many smaller virtual
machines using virtualization or containers

Other Approaches

® Grid computing:
Many machines managed one as unit

® Blade servers:
A hardware architecture that places many machines in
one chassis

® Cloud-based compute services:
Renting use of someone else’s servers

® Software as a service (SaaS):
Web-hosted applications

® Server appliances:
Purpose-built devices, each providing a different service
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® One Man Sener

- Allservies ke Dattbase W eb,
DNS ,HTTPPioxyallitinsonsame D
- Hoh End Hardware A,
_ VitalMachiresvs.Coniners o
- Campkt Falue Clients ?a-_m I/

- Canpkxprocess ﬁ/




