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Snovible Akdhkectue

» A betierstiategy B D use a separake madhine breadh sevie.
> purdhase seners as tey are needed , oriderng te exactm odellad
coiipuration hats rtbrte gopication
» Eadh madhine B sized Drite desied goplication:
* RAM ,dEK,num berand goeeds ofN Cs,and enough

extia capacly, orexqansion sbts, brpropced
grovth during the exoecied BE ofte madhine.

« Vendors can aom pete O provioe terbestm achne
thatim eets hese goecicatnns.
» The benefitofft b siaegy B hatbe madchne stel
meett e requIemants.

» Thedowvnsie B tatte resulks a feetofunpue madhnes.
» Eadh Babeautiil, soecul itk s ovihke



Snovible Akdhkectue

> W hik srowviibkes are beautitil, \abody enpys a bikzard .. Eadh new sysiem
adds acn nstatae overhead proportonall.

» Foreampk,

* mwouH be a consperabk burden Ffeadh new sererrequired Eamning an
eteel/new RAD sbiage subosysenm .

» Eadh onewaouH require BEaning how © coiipure & iepbce dE<s, upgrade
te imware,and soon.

= If;, nskead, e IT oiganzation sbhdardired on a partoulbr RA D product,
each new madhine woul sin plly benefitiom whatwas Eamed earler-



Snov ke Aidhiiectre = Ass=tThiadking

» When managing many unique machines it becomes increasingly
important to maintain an inventory of machines

» The inventory should document
» Tednal mbim ation sudh as e gperating sysem
» Hardwaie param eters sud as an ountofRAM , §poe of CPU ,and so on.
* ishoul alBo tadk e m adhine ovner €hera person ora departh ),
* e prm ary contctUsstiiwhen the m adhine goes hayw ie),
» e s=viees being used.

» Use automated means

» Makes kkss kel e nbm ation w lllbecom e outdated.

» fautom ated coliection B notpossbE ,an autom aed aualievew,
requiring aflim atibns fan e varous aonct, can detectoosoEe
mbm atibn tatneeds 1 be yodated.-

» Inventory applications



Snov ke Ardhiecture = Reducing Varstins

» Always be on the lookout for opportunities to reduce the number
of variations in platforms or technologies being supported.

» Discourage gratuitous variations by taking advantage of the fact
that people lean toward defaults.

» Make right easy:

= Make aure tatte hzy path B e path you wantpeop ke © ake.
» Sekcta deulihardvare vandor, m odelL and operating sysem ad

make k=supereasy O oIder-
* Provie autmaked OS nstalltbn,, confipuration ,and updaes.
* Provioe aw kiw ih ibm ation alboutiecom m ended m odelb and
options, saks coectnbm ation,and assslnce.



Snov ke Aichiiecture = G boallO ptin ration

» While it sounds efficient to customize each machine to the exact
needs of the service it provides, the result tends to be an
unmanageable mess.

» Classic example of a local optimization that results in a global

deoptimization.

» Foreampk, Fallsererhaldvare B fon one \vador, adding a sngk madhne
fon adiiErentvedorreqgures kamning a new fimwaire patthing syséem ,
nesting N anew sstofgoare parts, kamning a new austom ersuygport
procedure ,and so on.

* The added work Brtte IT ttan may notoutveph the benefils ganed fanm
using te new vendor-
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Buy n buk,albcat factins

» The next strategy is to buy computing resources in bulk and allocate
fractions of it as needed

» One way to do this is through virtualization. M2
»  Thats,an oiganiezation purdhases hige physalserersad OS
di/mes tem up HBruse by austom ers by aeating ndvoual
virtialm achines (VM s). HostOS
= A wvitalzFaton clisercan grow by adding m ore physical
hardware asm ore capacily i needed. PrhysmalSererl
» Buying an individual machine has a large overhead.
= MM ustie goecilied , oridered , gpproved , recered, ik M4 M5
m ourted ,and prepared Bruse. OS 0S
= can ke weeks.V rtialm adhines, by com pareon ,can be
ceatd nm nues. HostOS

= A wvrtialzkatbn clisercan be contolled va a poralorAP |

calls, S0 autm ating processes B easy. PhystalSerer2



Buy n buk,albcate factins

» VMs can also be resized.

* You canadd RAM \CPUs,and dekgoace baVM vean AP Ilcall nskead of
aviBi e daboantr-

» foustm ers regquestim ore mem ory and you add using am anagem entaop
on your Phone while siiting on e bead, theyw littnkyou are dong sone
kind ofmagrC.

» Virtualization improves computing efficiency.

» Physalm achines tbday are so powerfitatapp ications ofien do notneed
te Tillresouraes ofa singk madhne.

* The exoess capacily B GallkEd sttanded capacily because ks unusabkE N s
aunentbim .

= Sharing a large physical machine’s power among many smaller virtual
machines helps reduce stranded capacity, without getting into the “all eggs in
one basket” trap.



Buy n buk,albcae factibns- Benefils of ot

» Stianded capacily acouH alko be m tDated by imning mullipe serwvibes on te
samemadhne.

» Howe\ver, vrtializatipn provioes betier BolEthN tian simpke muliiasking.- The
benefils ofsokltion nclide

» Independence

* Each VM cGan on a diErentopeiating syséem .

* Onasigk physcalhosthere coul be am kofVM s umning avarety of
M DxosoftW ndows iekases, Linux ekases,and so on.

» Resource isolation

* The dekand RAM albcated baVM are conm iied © tatVVM and notshared.
* Processes running on one VM can’t access the resources of another VM.

» hct prograns unng onaVM have itk ormo avareness tattbey ale

iunNing on VM s, sharing a hirgerphyscalm adhne.



Buy n buk,albcat factions— Stainded Capaciy M fiDatibn

» Granular security
= A personw ih iotaccess on one VM does notautom atcally have prvieged
aooess on anotberVM _Suppo=e you had fle servies,eadh iin by a
diiErentean .

= feadh sarivibe was on lisovn VM ,each an aoul hanve adn nsteaoror
1ootacoess Hris VM w iihoutaiiecting te seauntly ofte oberVM s.

» R_ife sevibeswere imning on ane madnne, amnone needing 1ootor
acn nstabracoess woul have privikeged aooess bralifile sewvies.

» Reduced dependency hell
» Eadh madhine has s ovn gperating sysem and sysemn Ibrares, o tey
can be ypgraded ndependentd,.



Buy n buk,albcae factions- VM Management

> Like oterstateges, keeping agood matbory ofVM s B nporant

» The cluserm anagem entsoitvare w llkeep an mvenory ofwhioch VM s exst; but
you need © manan an natbry ofwho ovnseadh VM and s purpose.

» Sam e clsters are tohtly cooled ,onlly pem tiing e I tam b aeake VMs
w ih e care and plhning em nBcatofte Boorpus proaess previbusly used
Drohysalserners.

» Oterclsers are generabpurpose aom pute fam s provioing e abililyy DBr
austm ers D reguestnew madnnesondemand.

* provie a = F=servie way DBraustom ers © aeake new madhnes

* The process can be Tl autom ated via te AP 1 avod delys VM aeattion

| addtibn O aeating VM s, useirs shoul e abk © ebootaad dekEe ter
ovnVMs



Buy n buk,albcae factions- VM Management

» There should be limits in place so that customers can’t overload the system

by aeating bomaty VM s.

> Typaly In s are based on exsting iesouraes, dailly in ks, orper—
departh ettalbcatns.

» Users can lbeacom e confised iiyou pem kthem © sekbectany an ocuttofdiBeK
Foace ad RAM .

» They ofen do notknow whatts required orreasonable.
* Onre stiaegy B D s ply oferreasonabke debuls bread OS e
* Anoterstatgy B D ofEra v gotibns:snallbmedum , hige,ad
austom .
* As N te oterstaeges, £ nporatto In ke an cuntohvareton.



Buy n buk,albcae factibns- Lie M pration

M ostvrtialm achine clusterm anagem entsystem s peim kflie m gretion ofVYM s,whbhmeansaVVM can
lbe moved fom one physalhostb ancberwhie BB iuming.-

Asie fan a brefperbm ance reduction during te tansition, te users ofte VM do noteven know
they’re being moved.

Benefits of Live Migration
» Liem geton makes m anagem enteaser.
= lican be used © rebabince a cluser, m oving VM s offoverbaded physcalm adhines 1 otelrs tat
are bkss baded.
»  Kabo Ets\you work around hardvare prabEn s.
= Iifaphyscalm achine B having a hardvare probkem , i5VM s cGan be evacuated © ancterpyscal
madhine.
= The owvners oftte VM cGan be bisstilly unavare ofte problen _They s ply benefition te
eccibTptine.
» Shared Storage
» The archiecture ofa gpalvitalraton cliser nclides m any physcalm achines tatshare
a SAN for storage of the VM’s disks.
* By having e sbiage exemal any partoulbrm adhine, e VM s can be easilly m praed
betveen physalm achines.



Buy n buk,albcat factbns— Lie M piatbn

Shared sbirage B depcted n Foure on nextsiioe.
TheVMsrnonteVM serersad te dBek
vobLm es ey use are sbred on e SAN . The VM

seners have itk dek goace ofberovn.



Buy n buk,albcae factibns- Lie M pration

VM Server A

VM Server B

VM Server C

Figure 13.2: Migrating VM7 between servers
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Buy n buk,albcate factibns- VM Padking

> VM s can reduce the am ocuntofstanded
aom pute Gapacily, ey do notelin nate i

» VM s camnottgpan physcaln achines.

» Asaconseguence,we ofen getno
satbnswhere te emaning RAM ona

pysaln achine B notenough Branew
VM .

» The bestvay © avod s B'O ceate
VM s thatare sthdard sires thatpadk
ne=ly

= b>anpk

» Define the snallcotiipuatin
» Defme te medium confipuration
» Large confopuraton © tvoVMs



Buy n buk,albcat factibns— Spare Capacilyy BrV anmenance

» IFa physcalm adhine needs 1 be Blken dovn brepars, tere has  be aplbce
where te VM s can be m grated Iiyou are © anvod dovrntin e

» Alvays resene capacily equirabEntb one orm ore physalseners.

» N+1 redundancy -Reserving Gapacily equialbnto one physalsener

* N+2 redundancy Reseving capacily equlabento o physalsener

* N+X redundancy -higherredudancy Ftere s a lkelihood tatm ullipke phys:xal
machinesw llineed m amnenance athe sane tne.

» One stiakegy B D keegp one physaln achne etaely dbe
» goare madne senteely unused

» Anoterstatgy B D dsribute e goare Gapacily aroud e cluser



Buy n buk,albcae factions- Uniied VM AloVM M anagement

» Mostsies end upw ih o enteely diiErentways 0 request; albcat ,ad tadk
VMsad nonVMs.

> lcan be beneficBIO have one sysem thatm anages both.

» San e clsterm anagem entsystem sw lim anage a poolofiare-m eallm achines using
tesameAPlasVMs.

» Creating amadhne simply albcates an unused madhine ffan e pool
» Dekting amadhne marks te machine brieuse.

» Anotberway © achieve s B b make everyhhng aVvVM ,even iittatm eans ofernmg
an an exia hige sk, whith sa VM tathils te entae physcalm adhne.

> W hile sudh machnesw llhave a siohtgperbim ance reduction due © te VM
overhead , uniliying allm achine m anagem entw thin one process benefils austmers,
who now hanve © Eam onlly one sysiem ,and m akes m anagem ateasEr-



Buy n buk,albcae factions- Coataners

> Cataners are anctervrtalraton ednoue.
= process belnskead ofte machine el
= VM Bamadine tatshares prysalhaidvare wiih
oterVM s, eadh conaner B a group ofprocesses tat
itNn N BoHEbN on e same madhine.

» Allofte comaners N uder te sam e gpelating
sysem ,buteach conaner B =eFaoontned as Bras
te filbs tuses.

> Therebie tele BNo dependency hell

» Coraners are much Iiherwvephtad pem kmore
IviDes 0 be paded on Bverm adhnes.

» Dodker,
> Mesos
> Kubemets

Comtsinenzed Azploaticn:
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» Grd aomputing tkesmarny sm #hr
madhinesand manages tem asasigke
unic

» Tou=e te grd,a austom ergoecilies howv
many machines are needed and whioh Contiol Sarver
softvare padkage © N

» The grd managem attsysem albcats --
e rghnum berofm achines, nsblk te |
softvare on tem ,ad runs te soflvare.

= W henthe com putatibon sdone, e
riesulls are uplbaded © a igposibryad
e softvare Bde-instliEd.

> scheduling abjorim

> grios are \ery coioled sysem s_A Balbcations are done though e grid m anegem entard
sdheduling sysem



G rd aom puting — Key Can ponants and Benefils

» Key Cam ponents d
' E :hrj'uﬁt:rrfa-::e
» G com puting Bm ore efficenttan E“x—-—-;
virtialization becau=se i=elin nates te = | security
virtalzation overhead ,which s spall/a Po—
5 1 10 percarnaeduction n perbm ance. -ﬂ [:_ | Scheduler
e
» G s are easkierv manage because whatb l'h_ @ ) Enit.fagemem
done Hrone madchine sdone Hrall ( % x Workload & resource
madhnes. They are fgbk unis 1e eadh \ ¥ /) management

one can Uostie bre oters. iflone
madchne des, te sdhedukbrcan iephbce ©
w ih anocbermadhne ntegr
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» There sa btofoverhead N nsbling ndvoualm adchines.
* Eadhmadhine needs D be rad<sed ,conected D power,
Nnetvorked ,and so on.B hde seners reduce s ovelhead by
pioving many sernels N one dassk.

» A blbde sernerhas m any ndvoualsb tattke m otherboards,
callEd bibdes, hatooan ehera aom puterorsbiage.-

» Eadh bibde can be nstlled quikly ad easilly because you
s pl/sibe acad nob asbt

= There are no cables to connect; the blade’s connector conveys
power; netvorking,and K0 conmnect/ily/-

» Addimnalcapacily B added by nsalling m ore bldes,or
riepbcing oblerblibdes w ih newer, hDherrcapacily m odek.

> blbde sysem s B hattbey are softvare coipurab ke
» Bbde system s are m ostoostefectie
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» Anoterstatgy B D notovn any
m achines atall, butrather o rentcapacly
on someone else’s system.

» Sudh cbudHbased acom puting Etsyou
benefitiom te econom esofscak
tathige warehouse-sire datcenters
Gan provioe,w Ihoutthe exqoense or
exjoertse2 O N tem .

» B>am pks ofcbudHbased com pute
ivies nclbde Amazon AW S,

M DrosoftAzue ,and Googke Can pute
Engne




C bud Defnibns — Coaum ers

> W hen a gpralconsum eruses e m e cbud, hey m eangoutiing therdata on
aweb-based plEtbhim .

* The prn ary benefit s tath s dat becom es accessbE fon anywhelre.

* Foream pk,conaum ersm phithavecalltterm use sored n e cbud;asa
resuitbermuse can be plhyed on any

* devie hathas hemnetaooess.



C bud Defntbns —Bushness

> Typally business peop ke tink oftte cbud as san e kind ofrerted aom puting
nifastuctiie tatsekbsir.

» Thats, ey can albcat one ortousands ofm adhnes; use tem Braday,
week, onyear;ad gie tem badkwhen they are done.

* They ke te Bcthaths niiastuctre Ea payas-you-go and on-dem arnd
syskem .

* The andemand nature is the most exciting because they won't have to deal with
I deyarth ents tattctouH ke m onhs © delbera sigke new machine,,or

sin pl/ epctterrequest Now w ilh a aedicard, ey have a partertat
alvays says\yes.



C bud Defnimns— I PioEsspnakb

» W hen alite hype B removed @d tere sa btofinype),clbud acom puting comes
dovn © som eone elke mananing hardvare and netyorks so thattioustom ers can
Haus on hipherrikvelaostactinns sud as e goerating Sysem and gppicatinns.

* xequres soflvare tats bulidiErently and new gperatbnalm ethods.

I proEessonalk shilthiom being e exqoers n how © nsellad sstp
aom puErs 1 being e exers who udersaind te Tillsbedkand beaom e
valbed Briteraichiecuraleqertee ,esoecially regarding hov the uderl/ing
nifiastuctie afects perbm ance and reliBbilily ofthe goplication,and how ©
mn prove bot.



Cloud Computing’s Cost Benefits

» C budHbased aom pute s=evines ke tatstakegy 0 a higersak than
m ostoom panes can achieve on terovn,whioh enabkes tese snaler
aom panes ke acvantge oftese econan LS.

» Adoption ofcibud com puting B alko drnven by anotheraost opportnilyy aost
O pportnily costs e evante bstoue ©m B=d gpportnes. iRk
QoM parny sees an gpportnily butthe aom pettibn beats tem © &, tatcoud
lbe m liDns ofpoettaldolas bst
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Soflvare asa seivie GaaS)

» Soflvare asa serviee GaaS)m eans using Wwelb-based gppiications M any sn allacom panes have
No seners atall They are abk D mestallitberaopication needsw h welbb-based ofernngs.

COM Canmunatons & Messaging
ERP Enterpriee Resource M anagemaent
cem Chagrng&Billing
Amm ACM Acooutiing M anegemaent
PMS ProctM anagem ent
CMS ConteerntM anagement
ECOM Eacommelce

HRM Hum an Resource M anagem entt



Soflvare asa seivie GaaS)

* O igankatibns hostherweb sie using a hosting seviee , ey use awelb—
lbased payrolprovioer, ey dare files using D igpbox, ey use Saksbice
‘Hraustom erreBltibnshp m anagem entand sakes process m anagem ent,and
ey use Googk Apps HBr ok Brword processing, oreaddeets, ad
presenatnns.

» ey use Chirom eloooks, Pads, orotherived-confipuration
webbrowsing devices, they don't need traditional computers and can
elin nake a btofte tadibnalentepree I nfiastuctie tatm ost
QoM panEs lIegquike.

* Thisstatgywas m possbE untiite earl/ 2010s.S nce ten, ubnuibus Bst
Internet connections, HTMLS's ability to create interactive applications, and
betierseauntly Eatires have made s possbE.



Soflvare asa sevibe GaaS): Inpact

> W hen a aom parny adopts such a skaegy, te 1ok of
e IT departh entdoecom es tatofan II'cnondhabrr

ad mmegiabr.

» Rathertan uning cien and sewves, soneore B

Needed 1 coordnate vendor ke ltibnshps, neocduce
New products Mo the aom pany, provie tianing,ad
e the faststop DBraupportebre the prover B

cormected deectly. m :
> Tednicalwork becom es Baused on hih-bel __
10ks sudh as softvare deve lbom ettbr Iegrating

e ok, pls by-Evelioks such as devie _

SUpportand reparm anagement
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» An appliance is a device designed specifically for a particular task.

> Examples

= Toasters make toast.
= Blenders blend.

» General Purpose Vs. Specialized

= We could build servers using
general-purpose hardware with
specific software packages

= However, there are significant
benefits in using a device designed
to do one task very well.



» The computing area also has appliances:

Fik sernerappinces,
W eb serverappibnces,
Em aillappiBnces,
DNSDHCP aoplances,
adsoon.

> The first appliance was the dedicated network router.

» b EasbhE D goad allthatm oney on a deviie tatpstsks tere and pushes padetwhen we
can easily add extra interfaces to our VAX and do the same thing?”

» Common Opinion

= Same peopk have pontofvew tata box dedicated © doing a sigk sk, and dong swell,
was nmany casesmore \valiabk than a generalpupose aom putertatooul do many sks.

»  abvs you coull ieboothe VAX w ihouteking dovn te netvork breversone eke.



Seneraopibince consolibaes

> A server appliance brings lot of things together in one

box.

@HaldNaleRecpiemems
»  Archiecting aserner sdiimuic
=  The physalhadvaie bra sernerhas alilbhe @Aldﬂbclule

lequEnats

» The syskem engineering and perbmance @Engheerhg BestPiactes

tning tatonly a hohily eqerenc=d
exjoertcan do. @Perblmanoe Fne Tuning
» The sofftvare required O provie a sewvie _
e ivoles big\ari I ’ @E)eperenoeofExperls
gling tem tbgeter,ad providing asigk,
unilied adn nsEatbn sysem Briall @Cdﬂ patbk Softvare Padages

(Do

> It's a lot of work! Appliances do all this for you
right out of the box. Uniiad M gement



SeneraopiBnces —Benefis

» Abough a senbrSA can engineera sysem dedicated © i D ooeS Ie0UIieeES
servie orem alloutofa generalpuipose sener; purdiasing an
appience can fee e SA b baus on obersks.

> Every applibnae purdhased resuls inore Bsssyskem m | hebSevie
engineerfom scratth,plus acoess O vendorsupportin Gase of
an ouege.-

> Appiances ako Etoiganzations w ihoutbhatpartoubrexertise | Less Expertee
gan aocess bwelldespned sysems.

> The oterbenefiofapopinoss B hattey ofen have Eaties m Spechlired
that can’t be found elsewhere.

» Cam petiiibn drives the vendors © add new atures, naease
perbim ance,and n piove reliBbillly.

= Perbmance

> Forexam pk,Ne®p Fikrs have tnabk ik sysem s godos
that allow end users to “cd back in time,” thus eliminating many
request brik iesbres.
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Hardware

More CPU perbimance
H ghperbmance 0
Exqandabilily

Upgiade gotions
Radkm outebke
Frontand rearacoess
H gh-avaibbilly options
Remote managemant

H pDherBandw oh
RedundatComnectvily
H DherSeaurily

Network & Security

Users

M ore expertise

D #Erentsoope
« ManmanensCiens

W orkstatibn

« DiEletoS

+ Gereraly ,NOGUI

+ DibrentDebukSettings

*  Speciic Softvare Padages
+ Optin ized Broebugging

OS and Management

Seners

Seners



SenerRelBbily

= Levels of Redundancy @ @ @

 N+0, N+1,..., N+r

*  Hentily RedundantUnis,Pover Suoples,CPUs,Had deks etc System
= Data Integrity | L —1 _.
_ ) PS1 PS2 : PSN 1|
0 Ensure data s anvailbbE and vald n tite | --z
U RAD ,Serwie Falure Vs Can ponettiailie
0 Non-RAD Appioaches, P1 P2
o RedundantSysem s\vvsRedundantCom ponerits
o Dstibuted sysems egGoogle’s GFS, Hadoop’s HDEFS, Cassandra s1 S2
o Badkyos
= Hot-Swap Components Netork

o e abilily © add, remowe,ad rephoe a aom ponentwhile e sysem B runng
o NotA Bacom ponents are hotswvapable

= Servers Should Be in Computer Rooms



Rem oel/M anaging Seners

» Do allsysem adn nstatibn sks mol/ing te madhne fan a iem ok bcaton, exoeptphysal
IHoorsudh as adding and 1rem oving prysalhardwvare.

» Abillly © emokl/access the machine’s console and ,ootionall/, have rem oe contolof
te poversv .

=  Abilly © gperake asystem’s console when the machine is in a bad state or otherwise
dsoomnecked fom e netvork.e g.Accessing a basic BIOS configuration, CTRL-ALT-DEL keys

> Savestime ad aost

> Need b aconserseaurnly agoects

> Two Types of Remote management techniques
> heegated OutofBand M anagemaent

» Non-negriaed O utofBand M anagement



heegratd OutofBand M anagem et

> Integrated Out-of-Band Management
»  Modem s=erers have 1Iem oe m anagem entcapabilities bulien . Sudh

sysem saie generally called outofoand © O B)m anagem entarnd - hegrated « heligent -Remoke Remok - Liteut
have an Etemetportas an nerbce. Lgsout || Pibm || Bsytooad | | ISHLGE | Manegenent
herboe

» OOB interface requires an IP Address, and remote system
console is accessed via browser or client. 1 2 3 4 5

» Remok acoessvia abiovserhas in iied Tncionaliiies as com pared

D clients.
» The remote management systems must be isolated from the main
network and must be accessible even when the main system is Oter
down or powered off Sysems

> Security Aspects

Man Netvork

» OOB nEerbee sEequiabTto physalaccess b temadchne

»  BuillEn system shave been Hund © suferfon tediional
seaurly hoks,sudh as buferovenuns

» Dontassumn e tata passvord on the OOB nerboe and

usig SSL B sufficEntpioectn Remoke

»  PutOOB nterboes on a dedicated proeced netvoik,
use aweb proxy, autherntication and authorzation



NoHegrated O utofBand M anagem ent

» Thebultn OOB hassome I latns N im s ofrem oke povercycing and consok access_Thid party ok can
address tese BsLes.

= Remote Power Cycle
=  Swithed poverdsibution unieDU)provide te 1Iem ok pover
ocihg.APDU Bte Bnoynam e HBra poverstp

= Remote Console with IP-KVM

»  Keyboard,vieo saeen,and mouse KVM )sw ibh sadevie
tatabysmanymachnesshare asingke.-

*  An PKVM swith provioes te rem oe consok aoo=ss.

=  An PKVM BaKVM swith tatcan be acoessed iemoel/. Ths
elin nates te need Brany m oniors, keyboards,orm e nte
aom pueroom _You s pl/ iun a clienton yourworkstaton tat
amecs b te PKVM _

= Remote Console with Serial Consoles

»  Netvork equipm ent, goplinces,and oberserers have seral
aconsolks_They have no vitkeo, keyboard ,orm ouse aconnecbor.

»  §hte ol days one woul atiedh a physalvTa00 em malo e
sernlconsok portofeadch devie

=  |hthe 1990s ecam e populr o iephoe physalem nmkwih a
‘m nalconsok concaabor-

»  ABo,s=ralconsok concentiaors usually have e option © requise
autentcaton—brexan pk,using RAD US or TACACS—bebre albyv g
som eone ' comectib a aonsok.



Separae Adn nsatie Netvorks

> It is common for servers to have a separate NIC that is connected to a dedicated administrative network.
Separating administrative traffic from normal service traffic has a number of benefits.

» Forseners, te prim ary benefits ofen © solEe dEryptie waiic.
= Badwps, brean pk,consum e a lhige an cuntofibandwy bh and can nerere w ih nom allservioe #alfic.

0 Sam et es seners have a dedicated badap nerboe tatuses a hipgh-goeed netvork dedicated ©
bades.

» Characteristics of administrative networks

SEbE & St StctSeaunly Dedcated Separaton Smpicily Avaibbillly

+ Shoubbemore  More Restictae « Onlybr « Shoub be « Smpk « Shoubbe
stbk frevalliuks adn nsatae Separaed fom Engneernmng alvays avalbbk

purpose obtersevie
« Mole saic - Seresmoie NetoIk - NoVLANs - hmueb
criialsysems outges

+ Sewvie + SmpkTooobgy

Netvorks ale

more dynam C



M antenance Cotiact and Spaie pars

» Vendor SLA
» Thele Bavarety ofm antenance contiactoptions, w ih diielent=eivie bvelagreem ents GLAS).
U Rephbcem enttbra bad partw ih a 4-hourresoon=e tin e ,a 12-hourresponse tin e, ormexeday gptions.
o Sam et es e gotibns Nclide 2477 respon=e, butiotertin es pstspecly some num berof
busness day
U Otergotions nclide having the austom erpurdnase a kitofgoare parts and receile iepboemants
afera goare partgets us=d.

o Usuall/, te nsaltion oftte replhoam entparts by oiganzation is2 K, tough vendois ofer
onsie igpars bra hpherproe.Som etin es e s=erviee ofErmgs vary by counity orregion,,
depending onwhete te vendorias bcalpresence.

= Response time = Critical Servers = Non-Critical Servers
0 Regpon=e Start 0 Lovestkveln antenance contiact 0 Deulm anmenance conmiact
0 FastRegpon=e Vs U RedundantSerner 0 FEExXbE Respons=etine
Cost 0 Mantenance comactw i 4 Low costmanenance
0 P b bBrredudancy wanantes coniact

U Vendors b manan soaes n
sane cily



> Spare Parts

» hhouse igpardeparth entvs manenance coniact
= Cost
» Tranngs,Certicatons on te haildvare
» Mananng menbry ofsoares

» SelFSuoportP hins
» Reparkiw ih mantenance coniact
* Hamogeneous hiflastiuctie  alby sharcbk goares
* NoLoDenses
» CoH Spares
» SuibbE DbrH Dh End Serners



M antenance comiiack and goare pars

» Tracking Service Contracts

= Machines not covered in maintenance contract
» D Boovered during outege
» Gernerally ,coodnatig w iih saks saeffofhvedorw lladd © manenance coniact

= Improvement Strategies

U Servie contacswih 1040 addimnalprioe
o albwsadding new machines as added
o \vendors can easily exend m anenance aoniact

U Ensure eedh machine B purdhased w ih m anenance aoniact
o Avoi sitatbns whete vendorcan agree © add new madchines b exsting m anmenance aoiacks

U Tractepry ofte niaInm antenance contiacthatcan e w ih purdhase
U Remowve denantkd madhnes
U Add new madchines



» Cross-Shipping

" Atpe ofshipping nwhith vendors requires e Buly unils 0 be receiled bebie shipping
repboemattunic
= Allemat goproadh may be tatvendorshp te epbceementmmedietelyad Buly
units santhadk afernvards.
» Vendorisu=e kb avod urnecessary iepboemants

» Cross shipping shoul be partofm antenance contiact



Sekcting vendorsw Ih senerexoerence

» Sam e vaendors have years ofexqoerence despning seners, ad ksowns
» Theybull hardvare w ih the aonmon sernereled Eatues, aswellas nclide itk extias tatone can
Ikam onlly fom years ofm artketeqerence.
> Senelsfon neqerenced vaendoismay Eed O .
» BLUes© negrae wilh enempree sysemsaudh as autentalsysens

= Managem etofte devibe Bmanualand am bersaon e, lhdking the abilily © manage marny
seners atonce,and w iih no kind ofrem oe m anagem erntc

* NomaireEnance aomiacts ordegiaded m armenance aomiachk
» Low qualily ednalsuoport
* Bues n iephboem attofparts

> Selkbctvendors tatare knovn bBrioulling relBbE hardvare . San e vendors autoomers by using
aonsUM er-grade parts; oters use piem L -gualily pars.
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> Services are the applications that customers need and use.

> Different components that make an application work includes
» e sofvare,
» tehadvare,
»  and the gperations tatbring kallogeter-
» A service may have direct customers,
»  auch asawebbasad goplication,
=  orimaybe nvebEk ©maostpeopk,sud as a datbase tats used by
obtersevies.
» The fundamental purpose of System Administration is to provide services
= Canputrs ad softvare are usstilonlywhen tey are actael/ proviling a serwvie , notsiiting n a lbox.
= Servies do notaun temseles; ks ahum an process b aeatk asevie aswellas b manan i
» A good seviee meets austm errequiem ents, B ieliEbE ,ad Emananabk.
> A service begins life as a set of requirements.
» Custmers ad sekehobers hanve needs,and te serviie B aeatd O Tillliben
» These requrem ent are used D aeake te ednaldesogn.
= The saewvie sdepbyed and bundhed.
» Laundhing aservie Bmore am pkextan one woul exqoect



» The launch of a service is not the end of this process, but it is really just the beginning.
= Servies usualy onmudh bngertan kakes b aeate tem .
» A rumning Seivie requies manenance and upkeep.-
0 Asdemand giows itk scalbd © hand ke e lhigerworkibad.
U Requsem ents dnange overtin e, and new softvare relbases m ustie depbyed © Tk bugs and add
ates.
0 sysem s il deaserpbning s partofany servie . This nclides basies sudh as data baddps and more
acvanced practines sud as s=eviee ebcatin.

" Servies need © be suppored.-
0 Theym ustioe m onibired , so thatpiobEn s are deteced and fxed.
0 There needs © be a ttanm tathandks akbrs fon te monibirng sysem aswellas endruser
rieports ofprabEn s.
0 Form any sevies, e austom ers Gan reguestim oves, adds, danges, and deEes.
0 There needs © be amedanien HBribem © do so,ad atan tats resoonsbE Brinanding tose

recuest.



TypesofServies

> Generally, the computing environment and processes depends on the type of services being offered.
» Hanesand \ery snallofies spally have a Bwv servioes; ofen tiey sinpl/ relyon ter BP Hr
‘HBudatibnalsevies.
"  Lageroganizatins have a rmh e wviom entofservioes: fon e gopications tataun e acom pany,
e DBundatibnal=servibes and nfiastuctire on whith ey depernd.-
= Alarge organization’s fundamental services are run like an in-house BP-

» Services can be categorized into following categories

Foundatibnalsevioes BasC s=avies Prim ary Appkcatns BadkOfiie Sysens
» Creak tephtbm tatoter * UservsbEk Eatbns tat . _ _
SeIvIES lei)/on mostpeqolaqpraemneb Appiainns genesall ane »  inclde te datbasesad
- _ S busness tinctions =
ejoectin an oiganization.- oterbehind-te-scenes
= DNS,DHCP,drecry - o
SIvies, netvork aooess *  Bxampks nclde priting,
@ AN and LAN),and heemnet emai, fiesbiege,daM ,add = BExampksare payioll,
gaEvVays Vo P fhone seivite.. menblymanagement, »  sevibes tatsupport
oty || Copeeoephmiy ook
* W hikteyaregerel | becase Vs Sppyanan
TVEDBE D l&ls,ﬁings == peresieness, pecpk have managementand soon
hihly visbE: because tey devebped epecatns tat
afectm any sevies. tese servibesw llbe ieledk
and alvays avalbbke.

» Together they form the company’s critical path The company cannot function without them.
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Serwvie Regurem ents Process and ter Tyes

» The determination of requirements for a services follows two steps.
1- KokoffMeetings ,2- W riien Regurements
1 - Starting with a Kick-Off Meeting
» Creating ad bhundhing a new servibe canmnotioe done abne.
» Good b sartw ih requEematts gaterng veenail, M, ekaconErence,ad vikeo dat
+ Nevertekbss, b airalo sartoutw th a Boe-b-Hoe m eeting; e kik-offim eeting
+ A kikofim esting shouH have alllbe stkehobers present
« Stakehobers are alite key peopk afeced by ormoled n e progpct

= What to expect from Kick off Meeting?
0 agreem eton e goalofte new servie and e probkem being soled
0 Atmelne HBraom pEton
0 an goproxin ate budget
0 kB no possbhE O resole alltese BLes.

o Marktem goen.
o Delbgat each unresoled Bsue © a partcpantwho w lllbe acocouTeb e Hr s resolition.-

= Benefits of Kick off Meeting?
0 h«oduce sekehobers and teroks

U Inproves collboiaton
U Resoleste Bues Baes nenaib, M edc.



Serwie Reecupments ad ter Types

2 - Gathering Written Requirements
» The nextsEp B gaterng requiements.

» Goal of Requirements

» Regurematt are a Btofwhatte service w llbe abE © do.Requrem ents Shoull Istdesied
Tnctonalily, Eaties, ad capabilliies.. Foaus on te end goakwhattbe sysem willenabk pecpEe O
ache\e.

> Serve as checklist for other steps
The IBtofrequiem ents gutes alllbe obersiEps:deson, engineering, n plen entation, sting ,and so on.
k=vors confison and fingerponting.-
==t eqoectEtDns w iih austm ers. ican even be a dnedkisthat B you know when you are done.
Avor boling te ocean.
0 Sam e requested Eatres w llbe 1o diiinukoreqansie © mpEnent
0 Same may notioe appiopreie Brhs servie D provioe butm ay be betiersuied © a diElentservie.
0 Same may be required by o v peopk © be worth m plken enting, atkastn te nimlicekbase.
0 Samn e requrem ents m ay have exemaldependencies on obhergiouos, PIoECE, Orseivies.

0 Make sure © g each oftese exemaldependencies and have a plhn Brwhato do ite exemal
dependency Bnotdelleled on tine.



2 - Gathering Written Requirements

» Requirements are written down. They are not simply agreed to in a verbal discussion, tracked on a
dry-erase board in your office, or kept in your head.

= W niing em dowvn n a shared requeem ents doaum enthas m any benefils:

> Benefits > What to avoid

TrangoarEecy
‘ I?ecuiemen!sshoulj notinclide engneermng ard
‘ Fewergaps m pEm entation detaik.

@ oo sndersrdings

‘ Buy-in and aopioval

Regurem ents are notte plhce © IBtwhioh bhhguage e

oftvare w llbe wniien n orwhich Hhrtw llbbe used.

‘Fiedscnpe A requiem ents doaum entoes notneed © be hundreds of
pages bg.- A bulEtstm ay be suficeENtbrsn allprogEcks.
‘ Acocounebilily




2 —Gatermg W nien Regqurements

» Guidelines

= Define terminology early in the document. Getting agreement to the ontology that will
be used is very important.
U Onbbgy B e sysem ofem s and defnitibns tatdefine te sysem and isparts.
U Ofen during a heatted debae ,one realires tiateversone B usig e san e woirds butm eaning diErent
tings.
U Pausing O getagreem etton em nobgy heps evesone see eye-b-eye.
U Athatpontwe ofen realire we wete clbser agreem enthian we haed previously iealired -

= Annotate the importance of each requirement.

O Marking each as “must have,

U Mgres te sysemn desoers fiExbilily and helpbs m plem etors prorilize workk when deadines are
Ibom ng,ad Eattres m ustioe aut

desired,” or “optional/nice to have” communicates intent.



» The requirements can be classified into following types




1 -CustomerRequrements

A - Describing Features

B - Questions to Ask
C - Service Level Agreements

D- Handling Difficult Requests



A - Describing Features

» Record the “what,” not the “how.”

d The requrem ents shoull HBaus on te IBtoffEaties, seked fon te
pergoectie ofwhatthe austom ershou be ablke © acoom plE1 using busness

Bms,notednalems.

JExample

It is better to record a requirement such as “the user should be able to send
email” than “there should be a button on the left that the user clicks to send
email.” The latter assumes a lot about the interface. Why should the designers

lbe requred © NclLde a butibn even tough ey have a betier bea?

» Do not proscribe particular technology



B - Questions to Ask

» Ask how, why, where, and when, as if you are a journalist conducting an interview.

» Example Questions

* How do austmers nend O use te new sevie?

= W hy do tey need each Eatue?

= W here,when,and howv w illite system be acoess=ed?

* How crtal s te seiviie © tem ,and whioh bvek ofavaibbilily and sugportoo tey need bBrsewvie?

> Determine how large the customer base for this service will be and what sort of performance they will
expect from it.

» Another way to record requirements is through use cases that tell a story. As long as the story can
be completed by the final design, the use case is sufficiently covered.

» |n Agile methodology, the format is “As a <type of user>, | want <some goal> so that <some reason>.”
 BE>anpks

For example, one might specify: “As a payroll clerk, | want to be able to enter future payroll adjustments
so that | don’t need to do them all on the day they take effect.”

Another example: “As a user, | want to indicate which folders should not be backed up so that my
backup drive isn’t filled up with things | don’t need saved.”



C -Serwvie LevelAgeements

» The requirements document should include the service level agreement (SLA), or at least some
general specifications that can be used to build an SLA.

= W hatSLA ShoulH haudes.

Enumerate Categories Escalation . Customer Future
Services Problems Process Aol FEEGE Needs Needs
k<houdH Catgorees Defesan Speciiespaaies A tolobpbn te Doaumentte Doaumenttite
enum erae te probEnsby escahlton e sevie resources Brr customers’ needs needsad
Ervieswih e severlyad _process povier i progct and sstealstic Capacily o tat
IVEES anmm B ncaeaseste meetagien goak brte SA allpartes
Belofsport lesoonsetines severilyof non- stndad of tan hemsof udesend te
Dreach resoled SV icH Eatues, govt phs,
category/. probEns. avaibbilily, adter
perbmance, approxm ate
and supgport aosk.

> The SLA salvays dBaussed N detalland agreed on by both partes.

» The SLA creation process is a forum for the SAs to understand the customers’ expectations and to set them
appropriately, so that the customers understand what is and isn’t possible and why.

» The SLA B adoam enthatte SA an can rekero durng the engineering process  m ake sue tattbey
meet customers’ and their own expectations and to help keep them on track.



D —Handling D iiukRequest

> Requirements gathering is a collaborative process. » Examples

» The ultimate goal is to find the middle ground.

TednalPossbiles
Financally ATbidabke
Avaibbilily by due dae
W hattcan be provided

Custmer s bdeal Bt

> Your job is to educate as much as it is to record features.

= Don’t become upset when a customer asks for something technically
unreasonab e ; Iibte austom erknew ednobgy aswellasyou do, e
austomerwoul be an SA.

» Ty ©uderstd te end goalad see how tattcan be
achieved nskead.

o Rather than say “no,” focus on the need, not the technology.

A Eature tatw litke years b devebp B
notaeasonabk bra sysem tatm usthe

depbyed nextm onth.-

A Bature tiatw #laost$1 m #libn Bnot
reasonabk Bra propctw ih a budget
that’s in the thousands of dollars.

A smallaom pany w ih onlly one ortvo

SAsw Binotget24/7 support, no m atier
how m udh the com pany wants that
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2 -Saype,Sdeduk ,ad Resources

» A project plan generally has three elements.

> IiRa propcts atrEk ofnotm aking s deadine ,,one orm ore oftese w llhave  dhange .Feattiresw il
Need D be diopped , the deadine w llneed © be extended , orte budgetw llneed © be Nareasad.

> Flexible Vs Inflexible Features

» Forexampk, ite propctneeds © be acom pEtE N tine bHrte E d shogping season, e scheduk B NfEXDE ;<0 e
‘Eatures and/Oribudgetineeds © be TiEXDE.. IFte budget s NfEXDE, kM ustioe possbE O rem ove Eatures orexend

te sdeduk.
»  [IFte propects © send hum ans © e moon and saEl ietum tem , e Eatures are NfExbE ;a one-way ®p Bnotan

opton. h s case, elbherte budgetorte schedule m uste fEXDE.-
0 Management Buy-in is important
o managem ent O decie as b whith ofbese elbm ens are TExDE and whioh are fiExbE attbe startofte propct
o The buy-n process helps comm unicate prorites © allsakehobers, prevents a btofoconison allaroud,
and helps Haus peop ke on e rMmhtprontes.
o akko has e beneftofdBoovering early on #im anagem ents unw illing © be fiExbE N any ofbe tiree aress.



3 —OpeatmalRegqurem ents

O peratimnalregurem ents are e tings tiatm ake a sysem mannanabk_These are te atures requised fwe
are b have asysem tats elBbEk,sakbbE,ad seaure . The Eatures are ofen nviebE © e asstm ers; et
rieliebilly B te m ostvsbE agoectofa servie.

A -System Ob=erabilily

B —Rem ok and CertalM anagem ent

C -Saalig Capacily

D —Softvare Upgrades

E Envioment-ic

F —Supportv ocel

G —-Sewe Request
H -D easterRecoery



» System Observability means the ability of a manageable system that we can see what it is doing.

= The sysem mustpiovie enouch vBbily aind miospection H debbug kwhen tere are problkem s, optin e iwvhen B
sbw ,and detectwwvhen resources are bw bebie they becom e a probkem .

»  Thetre shouHt be sitatibnalavareness © reason abouti; predictis Tite behavbr, and do Gapacily plhning -
= A system may runs itself, or that a company’s goal may be to build a system that it doesn’t need maintenance.

o shouH be terrgoal, butuntd ks achieved vendors m ustioull dosernabk sysem s.
> A system which is not observable, we cannot manage it, fix it, or scale it

> Basic Tools of Visibility
= System Logging
o Themostiase kind ofvsbillly 5 bgging A Bparts ofte sysem shoul bg events, tansitibns, and gperatins.
o Logging shoul be adjpisbE 0 provioe m ore detailwhen delbbugging-The Bvelofdetalm ay nclide bgging every
AP 1Icallortincton alL
= System Monitoring
o Ability to monitor not just the system ‘s up or down, but also internal resources, timing, bandwidth, disk space usage
ad requesks debhys.
o Thesysem BUp ordovn Imbim atibn cannotpreventoutges; you can only iesoond © ten . There shoub be
wamings oo ke O preventan outge.
o Thenew sysem shoull megrae b exsting m onibring sysem s, dashiboards, ®toubBtoetsysem s, and oter
approprete vEDily tok.



B —Rem ot ad CentialM anagem ent

» Services should be remotely managed. If you have to be on the console of a machine to do
rudimentary maintenance and configuration, each task will be more time consuming.

» This Babo an ndication thatautom ating m anagem ernttbsks m ay notoe possbk.-
» Two basic reasons for remote servers

= Specialized Premises
Seners are generally bcaed nmadhine roan swhete poverand aooling can be managed more
efectiel/.Rem ok managem aettpem s s=ners © be bcaated anywhere .. ks Ess eqoensie D et
cobcatibn space elbawhere tan © bull a com puterioom nyourofioe . Ies ofen alko moie relebk.

= Geographic Redundancy

Servies tatare iepicatd nm any plhoes m ustibe manageab ke N a centialired Bshon_Remoke

m anagem etopens up te possbilly ofdepbying nstinoes ofte service around the worll.
Conimuration dnanges aind upgirades shoul notaequisre m anualy ypdating each nsance.

» Consider high latency over long-distance connections

» Prooookmay tin e out User nerboes m ay work butcan be unusably sby . This Bnota Iin kofte
tdnobgy, butratheribad soffvare engineering . P Bty ofAP k and user nerboes workkwellover
hioh-llency Iinks—and so shoul m anagem entools.



> If a service is successful, more people will want to use it. Over time it will need to scale to handle
more users, more transactions, or more capacity.

» There are two ways services generally scale.

= Scale-up
m eans getting a bogersystem _To process m ole requests, m ore users,orm ore dek space , e
mamn sysemn B rephoed w ih one tats bpgerad Bsker-

o Forexampk, b sak up aweb sernerso thatcan proaess m ore requests persecond, you
m phtaepboe e acom puerw ih one tiathasa BserCPU and W0 sysem .

= Scale-out
means e sysem B exjpanded by adding more repias.

o Foreampk,awebbased servie B ofien made up ofweb serners behind a Ibad balbincer-
Scaling outm eans adding m ore redundantweb senelrs @eplibas).Eadh web sernersakbsout
e sysem © handE more requests persecond.-



> Two types of upgrades.

»  henyoton Free
= W ih henuyption

> lIdeally, it should be possible to test a new software release outside of production and upgrade the
service without interrupting it.

> new software releases

» Softvare Bneverdone. There w llalvays be te need brmew soflvare ekases, even fevery
Eatne saom pEe adeverybug Biked.

= New security holes are discovered constantly, and may not even be in the vendor’s code but in a library
orfanewvork mused.

= More mporantly, softvare B mallEabk and vendors shoul be providing new Eatres and mprovements
over time. There’s always room for improvement.



» Upgrades should be a Process

»  Upgrade processes shoul exstand be autom aebk.

= The process should integrate into the organization’s software patching automation.

»  shoulH notimole waking © eadch deskiop m achine ‘Bra m anualupdate.

» Rolloutte uograde sbvly
o M=shoul be possbE © yograde san e cliens, butnotall, so tiatwe can m iiDate rek by 1oling outtthe yograde sbw .
o Fallcient have 1 be upgraded sm ulaneouslly, then tere Eno way D Eesthe upgrade.
o Asnum berofclient giovs, te conceptofuograding clients atthe sam e tin e beaom esmore and more nconcelabke.

> Test environment

» Themore peopk depend on a serviee , e more viebE a fhilked uograde w llbe..

» Ensure tmake ik possbE O depby te seivibe D a estaveom entbrte purpose ofibooth Eesting te
upgrade process and esting e new iekbase i=s2IiE

» Production assurance test (PAT) or user acceptance test (UAT)
» PAT and UAT erveom ens are 1 atproduction sendard , butupgraded ahead oftbe m an production
ewvioment

» Sekbctwolinterswho use PAT orUAT enveam ent;, iatbherthan e production enveom ent, atallitines, ©
ensure hatwhen an uograde B 1olkEd outn tatervaiom et k6 really used and production £sed.



E —Ernmveom ent-hess

> The better a service fits into the existing IT environment, the easier it is to adopt it in your
environment. Integration issues are reduced, and less training or skill development is required.
» Foreampk, iyou use ActaeD rechry, then using a producthatnerboesw ih tw llbe easerttan using a
productaties s ovn drecbry serviie. Iifte service ins on an gperating sysem wihwhohtettan B
utEm iar, using iw llrequire notpstaddionaltianing , butentaely new procedures tathave © be develbped Br
» For a small project, it is reasonable to make it an operational requirement that the service fit into the
existing OS infrastructure, directory service, and so on. Larger projects require more flexibility.

» Foreampk,a hige SAP ERP depbym entis a selFoontaned enveom entuno iseETherebie EEmore
aoccepbE tatim ay ntoduce a new gperating sysem o yourernveom ent M ostiikely iw llhane isovn sysem
adn nsatbn Ean .

» Environmental Factors

» Operating sysem  Trouwbktetsysems
» BadwpAesbore BClkes » Dadhboards and consoks
= Monibring sysem * Netvorkk drecbhry SeIvIDeESs

* Netvork equipm ettvendorand routing protbaokk * DNS and otbermam e sewvies
» Seaunly audiiing sysems  Pmitihgsysems




> A key component in the success of a new service is support processes.

This agpects ofen HBirgotien ormegecked by the engineers,who are imenton devebping te edncalsobition.
» Problems arise as service goes into production
= W henteyhave prabEnswih & teyw lliaee et orcalite heldesk.

= Fbe heldesk does notknow abboutbe new sevie, e users ofte sevice w lliece e \ery poorsugport, and w llhanve
abad m pressbn of e sevioe ,no matierhov wellithas been mpEmented.

Solitibn W hatb do when recered? ,Hov © dentilly te prabkEn? ,
W hatasre soubkshooting sieps? ,W hioh acoessad
autorratbns are requized?

Escaltibn Towhaom do b escalte te piobkn ,and when?,W hith
mbm ation shouH be ncluded N e escabiton?

XYZ Service P, D
_ oaument - _
Trouble Ticket Recered - W hattdloaum erietibn s requiied?
helpdesk
\/" REIOUICES I thele any need addiibnaliesources © ke on e sypport

oftib==vie? ,Shoul there be a dedicated supportean ,or
shared?

Tranngs W hich ®aining orcertiications shoul e supporteam s

> Document Everything SIS SR E SUISEE Y IRE S5 VR

The proectpbn w llineed © Nnclde tn e and budgetaesources © M pkEm entthe ansvers O tese questins.
Doaum erntation m ay need 1 be wrlien , new saffhied, taning com pleted , hepdesk operations updated ,m onbring
sysem sexpanded,and so on.



» Most services will include standard service requests that people can raise.

» Degpending on te servine, hese m ay be aaoess orauthorzation reguests, data dhanges, confipuration

> A checklist for building requirements might look like this:

* What should people be able to request?
Chedkist

» How do people raise these requests?

» Which changes need to be made to the service request system to support these new service requests?
* Which approvals are required for each of these service requests?

* Who will process the requests?

* Which access and authorizations will that team need?

» Which runbooks does that team need to correctly service the requests?

» To what extent can, or should, these requests be self-servie ortilly autom ated?

» The answers to these questions will provide some new requirements.

» Forexam pk,depending on whetberte requests doul be selFservibe orautm ated, tere are AP |
requirem ents hatneed L be lken b consoeration - The requirem ets and dependencies on otber
sSyskEm s, sudh as e servie requestsystem ,albo need © be doaum eneed , agreed b, sipned-offon,
budgeted ,and phined.



G -D eEserRecovery

» Failures cannot be eliminated.
> Hardwvare ik, bulings bse pover, hemnetaocoess gets aut,and so on.

» Assum ng everything w llalvays tinction perectly 5 natonal hskead ,we need 0 piepare brialies so
tatwe knov how © recoverffaon tem

» The m osthasc deaskerrecovery requiem entis thatbelre m ustibe away © perbm badkups and resbres.
This ncldes talsysem resbies,aswellas e abilily © resbie an ndivoualfik oraustom erdata porit

» The mosttoomm on dat resbie requirem entis Brsom ething tiatwas delbted by accoattAs a reaulk,
e operatbnalrequirem entofresboring ndivoualdaa ports has been mpkEnented nmostsysems,
ofenw ih Nno SA nernenton reqused.

> ican be usstiho be abk © separately badk up e sysem configuration and e userdata . Confipuration files
tatare hum anHeadab ke are prieErabk © huge bnary bblbs_Being hum aneadable m akes tese fileseasy ©
sbire N souce aode 1IePosbres,  akes easy O produce hsorcaldifistings,and so on.



4 - AdhikectialRequeem ents

» A new service should be built around an architecture that uses open standards and open protocols.

» Open Vs Closed Service Architectures

> Open Architecture > Closed Architecture

* Picbok, fik Bimats,ad AP k tatae " ussssndaids, picbok, AP B, and ik
pLbIEl doaum ertied so tatoters canwrie © bim as tatare ovned by ane com pany, are
ose sendaids and m ake ineropersbk comeolid by tatone com panty, and do not
products w ihouthaving © wonry about nEicpeae w i cherproducs.
10yallies orpaentuestcions. » Oterproduct are prevened faon using te

sttidard because te stndard B notpubicly

= Anyservie w ih an gpen arcchiiectuie can be doaum ented , because iequiies Ibensing,or
m ore easily Iegiaed w ih oterservines tat becaL=e the verndorbibis it
Dby e sam e sandards.

»  Vendors use propre@ary piobcok when tey
are aovermng new embiry orare atem pting
m aiman m artketshare by pieventing te
creation ofa b\velphying felb.

> What is difference between a Protocol Versus a Product?



4 - AdhikectialRequeem ents

» Standard Vs Extended Products
= That’s not very customer oriented

> Benefits Of deploying open products

* PranotesCan pettion

= Mul®VendorErnveoment

»  heroperabilly

» More Chomes and Freedom

» EaserSuogport

= don’t require gateways to the rest of the world.

> A better way is to select protocols based on open standards, permitting users and operations to
select their own software.

» Open probcok ad i Bim ats gpally dange onlly n uowvardly acom patb ke ways and are w oely
sUppored,giving You te maxmmum productdhoes and maxin un dnance ofdotaning ielebk,
mergperabk products.

» Sudh as hemnetEngineering TaskForcee (ETH)and hstie oft kciraland E Eceonc Engneels
(EEB)Stdads.
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Designing a Service

» Service engineering involves designhing how a product will be configured and used in your
environment. With a simple service, it is a matter of installing the software.

» But most services are not simple. In such a case, we must design the service architecture and local
engineering plans.

» The service design includes the following plans. All these must be defined and documented.
= The service architecture

= The local engineering plans
»  The operational model or support model

Service
Architectuter |

Local
Engineering
Plan

Opertional
Model




Service Architecture

» The service architecture is the high-level design. It describes
how the parts will work together, which resources are required,

and so on. Service Architecture is also known as High-level i G
description ail Gateway
o

Mail Gateway
» It Includes:

Mail Host
= Service Type

= Sites and Clusters

= Type of Machines, Technologies, Topologies and Mail Servers

Storage, Networks

» |P addressing Design Mailboxes

1 1 1
Clients



Local Engineering Plan

Local Engineering Plan is also known as Low Level Design description

It Includes:

» Specific Component Levels Plan

» Product Ordering and Product Codes

» Cable, Mounting Brackets and Connectors their types

» Detailed |IP addressing Hirerachy



Operational Plan

Operational Plan is Iso known as Service Support Plan.

It Includes:

» Operational level agreement (OLA)

» The service level agreement (SLA) for the service

» Tho supports the various components of the service



Guidelines for Service Designing

Simplicity

Vendor-Certified Designs

Dependency Engineering

Decoupling Hosthame from Service Name

Support



