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➢ A better strategy is to use a separate machine for each service.

➢purchase servers as they are needed, ordering the exact model and 
configuration that is right for the application

▪ RAM, disk, number and speeds of NICs, and enough 
extra capacity, or expansion slots, for projected 
growth during the expected life of the machine. 

• Vendors can compete to provide their best machine 
that meets these specifications.

▪ The downside is that the result is a fleet of unique machines. 
▪ Each is a beautiful, special little snowflake

➢Each machine is sized for the desired application: 

➢The benefit of this strategy is that the machine is the best possible choice that 
meets the requirements. 

www

Snowflake Architecture



➢ While snowflakes are beautiful, nobody enjoys a blizzard.  Each new system 
adds administrative overhead proportionally. 

➢ For example, 

▪ it would be a considerable burden if each new server required learning an 
entirely new RAID storage subsystem. 

▪ Each one would require learning how to configure it, replace disks, upgrade 
the firmware, and so on. 

▪ If, instead, the IT organization standardized on a particular RAID product, 
each new machine would simply benefit from what was learned earlier.

Snowflake Architecture



Snowflake Architecture -> Asset Tracking

➢ When managing many unique machines it becomes increasingly 

important to maintain an inventory of machines

➢The inventory should document 

▪ Technical information such as the operating system 
▪ Hardware parameters such as amount of RAM, type of CPU, and so on. 
▪ It should also track the machine owner (either a person or a department), 
▪ the primary contact (useful when the machine goes haywire), 
▪ the services being used.

➢Use automated means

▪ Makes it less likely the information will become outdated. 
▪ If automated collection is not possible, an automated annual review, 
requiring affirmations from the various contacts, can detect obsolete 
information that needs to be updated.

➢ Inventory applications



Snowflake Architecture -> Reducing Variations

➢ Always be on the lookout for opportunities to reduce the number 

of variations in platforms or technologies being supported. 

➢ Make right easy:

▪ Make sure that the lazy path is the path you want people to take.
▪ Select a default hardware vendor, model, and operating system and 
make it super easy to order.

▪ Provide automated OS installation, configuration, and updates. 
▪ Provide a wiki with information about recommended models and 
options, sales contact information, and assistance.

➢ Discourage gratuitous variations by taking advantage of the fact 

that people lean toward defaults.



Snowflake Architecture -> Global Optimization

➢While it sounds efficient to customize each machine to the exact 

needs of the service it provides, the result tends to be an 

unmanageable mess.

➢Classic example of a local optimization that results in a global 

deoptimization.

▪ For example, if all server hardware is from one vendor, adding a single machine 
from a different vendor requires learning a new firmware patching system, 
investing in a new set of spare parts, learning a new customer support 
procedure, and so on. 

▪ The added work for the IT team may not outweigh the benefits gained from 
using the new vendor.
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➢ The next strategy is to buy computing resources in bulk and allocate 

fractions of it as needed

Buy in bulk, allocate fractions

➢ One way to do this is through virtualization. 

▪ That is, an organization purchases large physical servers and 
divides them up for use by customers by creating individual 
virtual machines (VMs). 

▪ A virtualization cluster can grow by adding more physical 
hardware as more capacity is needed.

➢ Buying an individual machine has a large overhead. 

▪ It must be specified, ordered, approved, received, rack 
mounted, and prepared for use. 

▪ It can take weeks. Virtual machines, by comparison, can be 
created in minutes. 

▪ A virtualization cluster can be controlled via a portal or API 
calls, so automating processes is easy.

VM1 VM2 VM3

VM4 VM5 VM6

Physical Server 2

Host OS

Host OS

OS OS OS

OS OS OS

Physical Server 1



➢VMs can also be resized. 

▪ You can add RAM, vCPUs, and disk space to a VM via an API call instead of 
a visit to the datacenter. 

▪ If customers request more memory and you add it using a management app 
on your iPhone while sitting on the beach, they will think you are doing some 
kind of magic.

Buy in bulk, allocate fractions

➢Virtualization improves computing efficiency. 

▪ Physical machines today are so powerful that applications often do not need 
the full resources of a single machine.

▪ The excess capacity is called stranded capacity because it is unusable in its 
current form. 

▪ Sharing a large physical machine’s power among many smaller virtual 
machines helps reduce stranded capacity, without getting into the “all eggs in 
one basket” trap.



Buy in bulk, allocate fractions – Benefits of Isolation

➢ Stranded capacity could also be mitigated by running multiple services on the 
same machine. 

➢ However, virtualization provides better isolation than simple multitasking. The 
benefits of isolation include

➢ Independence

▪ Each VM can run a different operating system. 
▪ On a single physical host there could be a mix of VMs running a variety of 
Microsoft Windows releases, Linux releases, and so on.

➢Resource isolation 

▪ The disk and RAM allocated to a VM are committed to that VM and not shared. 
▪ Processes running on one VM can’t access the resources of another VM. 
▪ In fact, programs running on a VM have little or no awareness that they are 
running on VMs, sharing a larger physical machine.



Buy in bulk, allocate fractions – Stranded Capacity Mitigation

➢Granular security 

▪ A person with root access on one VM does not automatically have privileged 
access on another VM. Suppose you had five services, each run by a 
different team. 

▪ If each service was on its own VM, each team could have administrator or 
root access for its VM without affecting the security of the other VMs. 

▪ If all five services were running on one machine, anyone needing root or 
administrator access would have privileged access for all five services.

➢Reduced dependency hell

▪ Each machine has its own operating system and system libraries, so they 
can be upgraded independently.



Buy in bulk, allocate fractions – VM Management

➢ Like other strategies, keeping a good inventory of VMs is important.

➢ The cluster management software will keep an inventory of which VMs exist, but 
you need to maintain an inventory of who owns each VM and its purpose.

➢ Some clusters are tightly controlled, only permitting the IT team to create VMs 
with the care and planning reminiscent of the laborious process previously used 
for physical servers. 

➢Other clusters are general-purpose compute farms providing the ability for 
customers to request new machines on demand.

▪ provide a self-service way for customers to create new machines
▪ The process can be fully automated via the API to avoid delays VM creation
▪ In addition to creating VMs, users should be able to reboot and delete their 
own VMs



Buy in bulk, allocate fractions – VM Management

➢They often do not know what is required or reasonable. 
▪ One strategy is to simply offer reasonable defaults for each OS type. 
▪ Another strategy is to offer a few options: small, medium, large, and 
custom.

▪ As in the other strategies, it is important to limit the amount of variation.

➢There should be limits in place so that customers can’t overload the system 
by creating too many VMs. 

➢Typically limits are based on existing resources, daily limits, or per-
department allocations.

➢Users can become confused if you permit them to select any amount of disk 
space and RAM. 



Buy in bulk, allocate fractions – Live Migration

Most virtual machine cluster management systems permit live migration of VMs, which means a VM can 
be moved from one physical host to another while it is running. 
Aside from a brief performance reduction during the transition, the users of the VM do not even know 
they’re being moved.

Benefits of Live Migration

▪ Live migration makes management easier. 
▪ It can be used to rebalance a cluster, moving VMs off overloaded physical machines to others that 
are less loaded. 

▪ It also lets you work around hardware problems. 
▪ If a physical machine is having a hardware problem, its VMs can be evacuated to another physical 
machine. 

▪ The owners of the VM can be blissfully unaware of the problem. They simply benefit from the 
excellent uptime.

➢ Shared Storage

▪ The architecture of a typical virtualization cluster includes many physical machines that share 
a SAN for storage of the VM’s disks. 

▪ By having the storage external to any particular machine, the VMs can be easily migrated 
between physical machines.



Buy in bulk, allocate fractions – Live Migration

Shared storage is depicted in Figure on next slide. 
The VMs run on the VM servers and the disk 
volumes they use are stored on the SAN. The VM 
servers have little disk space of their own.



Buy in bulk, allocate fractions – Live Migration
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Buy in bulk, allocate fractions – VM Packing

▪ As a consequence, we often get into 
situations where the remaining RAM on a 
physical machine is not enough for a new 
VM.

➢VMs can reduce the amount of stranded 
compute capacity, they do not eliminate it. 

➢VMs cannot span physical machines. 

➢ The best way to avoid this is to create 
VMs that are standard sizes that pack 
nicely

▪ Example
▪ Define the small configuration
▪ Define the medium configuration 
▪ Large configuration to fit two VMs  



Buy in bulk, allocate fractions – Spare Capacity for Maintenance

➢ If a physical machine needs to be taken down for repairs, there has to be a place 
where the VMs can be migrated if you are to avoid downtime

➢ Always reserve capacity equivalent to one or more physical servers. 

▪ N+1 redundancy : Reserving capacity equivalent to one physical server
▪ N+2 redundancy : Reserving capacity equivalent to two physical server
▪ N+x redundancy : higher redundancy if there is a likelihood that multiple physical 
machines will need maintenance at the same time. 

➢ One strategy is to keep one physical machine entirely idle 

▪ spare machine is entirely unused

➢ Another strategy is to distribute the spare capacity around the cluster 



Buy in bulk, allocate fractions – Unified VM/Non-VM Management

▪ Creating a machine simply allocates an unused machine fromthe pool. 
▪ Deleting a machine marks the machine for reuse.

➢ While such machines will have a slight performance reduction due to the VM 
overhead, unifying all machine management within one process benefits customers, 
who now have to learn only one system, and makes management easier.

➢ Most sites end up with two entirely different ways to request, allocate, and track 
VMs and non-VMs. 

➢ It can be beneficial to have one system that manages both. 

➢ Some cluster management systems will manage a pool of bare-metal machines using 
the same API as VMs. 

➢ Another way to achieve this is to make everything a VM, even if that means offering 
an an extra large size, which is a VM that fills the entire physical machine.



Buy in bulk, allocate fractions – Containers

➢ Containers are another virtualization technique. 
▪ process level instead of the machine level. 
▪ VM is a machine that shares physical hardware with 
other VMs, each container is a group of processes that 
run in isolation on the same machine. 

➢ Therefore there is no dependency hell.

➢ Docker, 
➢ Mesos
➢ Kubernetes

➢ All of the containers run under the same operating 
system, but each container is self-contained as far as 
the files it uses.  

➢ Containers are much lighter weight and permit more 
services to be packed on fewer machines. 
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➢ Grid computing takes many similar 
machines and manages them as a single 
unit.

Grid computing

➢ To use the grid, a customer specifies how 
many machines are needed and which 
software package to run

▪ The grid management system allocates 
the right number of machines, installs the 
software on them, and runs the software. 

▪ When the computation is done, the 
results are uploaded to a repository and 
the software is de-installed.

➢ scheduling algorithm

➢ grids are very controlled systems. All allocations are done though the grid management and 
scheduling system



➢ Grid computing is more efficient than 
virtualization because it eliminates the 
virtualization overhead, which is typically a 
5 to 10 percent reduction in performance.

Grid computing – Key Components and Benefits

➢Grids are easier to manage because what is 
done for one machine is done for all 
machines. They are fungible units i.e each 
one can substitute for the others. If one 
machine dies, the scheduler can replace it 
with another machine in the grid

➢Key Components
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➢ There is a lot of overhead in installing individual machines. 
▪ Each machine needs to be racked, connected to power, 
networked, and so on. Blade servers reduce this overhead by 
providing many servers in one chassis.

Blade servers

➢ A blade server has many individual slots that take motherboards, 
called blades, that contain either a computer or storage. 
▪ Each blade can be installed quickly and easily because you 
simply slide a card into a slot. 

▪ There are no cables to connect; the blade’s connector conveys 
power, networking, and I/O connectivity.

▪ Additional capacity is added by installing more blades, or 
replacing older blades with newer, higher-capacity models.

➢ blade systems is that they are software configurable

➢ Blade systems are most cost-effective
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➢ Another strategy is to not own any 
machines at all, but rather to rent capacity 
on someone else’s system. 
▪ Such cloud-based computing lets you 
benefit from the economies of scale 
that large warehouse-size datacenters 
can provide, without the expense or 
expertise to run them. 

▪ Examples of cloud-based compute 
services include Amazon AWS, 
Microsoft Azure, and Google Compute 
Engine

Cloud-based compute services



Cloud Definitions -Consumers

➢When a typical consumer uses the term the cloud, they meancputting their data on 
a web-based platform. 

▪ The primary benefit is that this data becomes accessible from anywhere. 
▪ For example, consumers might havecall their music stored in the cloud; as a 
result their music can be played on any

▪ device that has Internet access.



Cloud Definitions -Business

➢Typically business people think of the cloud as some kind of rented computing 
infrastructure that is elastic. 

▪ That is, they can allocate one or thousands of machines; use them for a day, 
week, or year; and give them back when they are done. 

▪ They like the fact that this infrastructure is a payas-you-go and on-demand 
system. 

▪ The on-demand nature is the most exciting because they won’t have to deal with 
IT departments that could take months to deliver a single new machine, or 
simply reject their request.  Now with a credit card, they have a partner that 
always says yes.



Cloud Definitions – IT Professionals

➢When all the hype is removed (and there is a lot of hype), cloud computing comes 
down to someone else maintaining hardware and networks so that customers can 
focus on higher-level abstractions such as the operating system and applications. 

▪ It requires software that is built differently and new operational methods.

▪ IT professionals shift from being the experts in how to install and set up 
computers to being the experts who understand the full stack and become 
valued for their architectural expertise, especially regarding how the underlying 
infrastructure affects performance and reliability of the application, and how to 
improve both.



Cloud Computing’s Cost Benefits

➢Cloud-based compute services take that strategy to a larger scale than 
most companies can achieve on their own, which enables these smaller 
companies take advantage of these economics.

➢Adoption of cloud computing is also driven by another cost: opportunity cost. 
Opportunity cost is the revenue lost due to missed opportunities. If a 
company sees an opportunity but the competition beats them to it, that could 
be millions of potential dollars lost.
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➢ Software as a service (SaaS) means using web-based applications. Many small companies have 
no servers at all. They are able to meetall their application needs with web-based offerings. 

Software as a service (SaaS) 

Applications

COM
Communications & Messaging

ERP
Enterprise Resource Management

CBM
Charging & Billing

ACM
Accounting Management

PMS
Project Management

CMS
Content Management

ECOM
Ecommerce

HRM
Human Resource Management



Software as a service (SaaS) 

▪ Organizations host their web site using a hosting service, they use a web-
based payroll provider, they share files using Dropbox, they use Salesforce 
for customer relationship management and sales process management, and 
they use Google Apps for Work for word processing, spreadsheets, and 
presentations. 

▪ If they use Chromebooks, iPads, or other fixed-configuration 
webbrowsing devices, they don’t need traditional computers and can 
eliminate a lot of the traditional enterprise IT infrastructure that most 
companies require.

▪ This strategy was impossible until the early 2010s. Since then, ubiquitous fast 
Internet connections, HTML5’s ability to create interactive applications, and 
better security features have made this possible.



Software as a service (SaaS): Impact

➢When a company adopts such a strategy, the role of 
the IT department becomes that of an IT coordinator 
and integrator. 

➢Rather than running clients and services, someone is 
needed to coordinate vendor relationships, introduce 
new products into the company, provide training, and 
be the first stop for support before the provider is 
contacted directly. 

➢Technical work becomes focused on high-level 
roles such as software development for integrating 
the tools, plus low-level roles such as device 
support and repair management.

Integrator

Focus on Business

Reduced Complexity

Simplified Operations

Pay as you go
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➢ An appliance is a device designed specifically for a particular task. 

Server appliances: 

➢ Examples

▪ We could build servers using 
general-purpose hardware with 
specific software packages

▪ However, there are significant 
benefits in using a device designed 
to do one task very well.

▪ Toasters make toast. 
▪ Blenders blend. 

➢ General Purpose Vs. Specialized



Server appliances

➢ The computing area also has appliances: 

➢ The first appliance was the dedicated network router. 

➢ Common Opinion

▪ File server appliances, 
▪ Web server appliances, 
▪ Email appliances, 
▪ DNS/DHCP appliances, 
▪ and so on. 

▪ Is it feasible to spend all that money on a device that just sits there and pushes packets when we 
can easily add extra interfaces to our VAX and do the same thing?” 

▪ Some people  have  point of view that a box dedicated to doing a single task, and doing it well, 
was in many cases more valuable than a general-purpose computer that could do many tasks. 

▪ It allows you could reboot the VAX without taking down the network for everyone else.



Server appliance consolidates

➢ A server appliance brings lot of things together in one 

box. 

▪ Architecting a server is difficult. 

▪ The system engineering and performance 
tuning that only a highly experienced 
expert can do. 

▪ The software required to provide a service 
often involves assembling various packages, 
gluing them together, and providing a single, 
unified administration system for it all. 

➢ It’s a lot of work!  Appliances do all this for you 
right out of the box.

▪ The physical hardware for a server has all the 
requirements

A
p
p
lia
n
ce

1 Hardware Requirements

2 Architecture

3 Engineering  Best Practices

4 Performance Fine Tuning

5 Experience of Experts

6 Compatible Software Packages

7 Integration

8
Unified Management



Server appliances -Benefits 

➢ For example, NetApp Filers have tunable file system snapshots 
that allow end users to “cd back in time,” thus eliminating many 
requests for file restores.

➢ Although a senior SA can engineer a system dedicated to file 
service or email out of a general-purpose server, purchasing an 
appliance can free the SA to focus on other tasks. 

➢ Every appliance purchased results in one less system to 
engineer from scratch, plus access to vendor support in case of 
an outage. 

➢ Appliances also let organizations without that particular expertise
gain access to well-designed systems.

➢ The other benefit of appliances is that they often have features 
that can’t be found elsewhere. 

➢ Competition drives the vendors to add new features, increase 
performance, and improve reliability. 

Reduces resources

Time to Service

Less Expertise

Specialized Features

Performance 

Reliablity
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The Differences 

Hardware

OS and Management

• More CPU performance
• High-performance I/O

• Expandability
• Upgrade options
• Rack mountable
• Front and rearaccess
• High-availability options
• Remote management

• Different OS

• Generally , No GUI

• Different Default Settings

• Specific Software Packages

• Optimized for debugging

Users

• More expertise

• Different scope

• Maintainer vs Clients

Network & Security

• Higher Bandwidth

• Redundant Connectivity

• HigherSecurity

Workstation

Servers

Servers



Server Reliability

▪ Levels of Redundancy​

▪ Data Integrity

❑ RAID , Service Failure Vs Component failure

❑ Non-RAID Approaches, 

▪ Hot-Swap Components

▪ Servers Should Be in Computer Rooms

• N+0, N+1,…, N+r
• Identify Redundant Units, Power Supplies, CPUs, Hard disks etc

❑ Ensure data is available and valid in future

o Redundant Systems vs Redundant Components

o Distributed systems  e.gGoogle’s GFS, Hadoop’s HDFS, Cassandra
o Backups

System

PS1 PS2 PSN

P1 P2

d1 d2 p

S1 S2

Network

Users

o the ability to add, remove, and replace a component while the system is running
o NotAllcomponentsarehotswapable



Remotely Managing Servers

➢ Integrated Out-of-Band Management

➢ Non-integrated Out-of-Band Management

➢ Do all system administration tasks involving the machine from a remote location, except physical 
labor such as adding and removing physical hardware. 

▪ Ability  to remotely access the machine’s console and, optionally, have remote control of 
the power switch.

▪ Ability to operate a system’s console when the machine is in a bad state or otherwise 
disconnected from the network. e.g.Accessing a basic BIOS configuration, CTRL-ALT-DEL keys

➢ Saves time and cost

➢ Need to consider security aspects

➢ Two Types of Remote management techniques



Integrated Out-of-Band Management

➢ Integrated Out-of-Band Management

▪ Modern servers have remote management capabilities built-in. Such 
systems are generically called out-of-band (OOB) management and 
have an Ethernet port as an interface.  

➢ OOB  interface requires an IP Address, and remote system 

console is accessed via browser or client.

▪ Remoteaccessviaabrowser haslimitedfunctionalities as compared 
to  clients.

➢ The remote management systems must be  isolated from the main 

network  and must be accessible even when the main system is 

down or powered off

➢ Security Aspects

▪ Built-in systems have been found to suffer from traditional 
security holes, such as buffer overruns

▪ Don't assume that a password on the OOB interface and 
using SSL is sufficient protection

▪ OOB interface is equivalent to physical access to the machine

▪ Put OOB interfaces on a dedicated protected network, 
use a web proxy, authentication and authorization

•Integrated 
Lights-Out 

iLO
1

•Intelligent 
Platform 
Management 
Interface 

IPMI
2

•Remote 
insight board 

RIB
3

•Remote 
Insight Light-
Out Edition 

RILOE
4

•Light-out 
Management

LOM
5

Main Network

Isolated 
Network

Other 
Systems

Host

Remote Admin 



Non-integrated Out-of-Band Management

▪ Remote Power Cycle

▪ Remote Console with IP-KVM

▪ Remote Console with Serial Consoles

➢ The built in OOB has some limitations in  terms of remote power cycling and console access. Third party tools can 
address these issues.

▪ Switched power distribution unit (PDU) provide the remote power 
cycling. A PDU is the fancy name for a power strip

▪ An IPKVM switch provides the remote console access.

▪ Keyboard, video screen, and mouse (KVM)switch is a device 
that allows many machines share a single.

▪ An IP-KVM is a KVM switch that can be accessed remotely. This 
eliminates the need for any monitors, keyboards, or mice in the 
computer room. You simply run a client on your workstation that 
connects to the IP-KVM.

▪ Network equipment, appliances, and older servers have serial 
consoles. They have no video, keyboard, or mouse connector.

▪ In the old days one would attach a physical VT-100 terminal to the 
serial console port of each device

▪ In the 1990s it became popular to replace physical terminals with a 
terminal console concentrator.

▪ Also, serial console concentrators usually have the option to require 
authentication—for example, using RADIUS or TACACS—before allowing 
someone to connect to a console.



Separate Administrative Networks

➢ It is common for servers to have a separate NIC that is connected to a dedicated administrative network. 

Separating administrative traffic from normal service  traffic has a number of benefits.

▪ Backups, for example, consume a large amount of bandwidth and can interfere with normal service traffic. 

❑ Sometimes servers have a dedicated backup interface that uses a high-speed network dedicated to 
backups.

▪ For servers, the primary benefit is often to isolate disruptive traffic. 

➢ Characteristics of administrative networks

Stable & Static

• Should be more 
stable

• More static

• Service 
Networks are 
more dynamic

Strict Security

• More Restrictive 
firewall rules

• Serves more 
critical systems

Dedicated

• Only for 
administrative 
purpose

Separation

• Should be 
separated from 
other service 
network

Simplicity

• Simple 
Engineering

• No VLANs

• Simple Topology

Availability

• Should be 
always available

• Immune to 
outages



Maintenance Contracts and Spare parts

➢ Vendor SLA

▪ There is a variety of maintenance contract options, with different service level agreements (SLAs).

❑ Replacement for a bad part with a 4-hour response time, a 12-hour response time, or next-day options. 

o Sometimes the options include 24/7 response, but other times just specify some number of 
business day

❑ Other options include having the customer purchase a kit of spare parts and receive replacements 
after a spare part gets used. 

o Usually, theinstallation  of the replacement part is by organization itself, though vendors offer 
onsite repairs for a higher price. Sometimes the service offerings vary by country or region, 
depending on where the vendor has local presence.

▪ Response time

❑ Response Start
❑ Fast Response Vs 
Cost

❑ Plan for redundancy

▪ Critical Servers

❑ Lowest levelmaintenancecontract
❑ Redundant Server
❑ Maintenancecontractwith 
warranties
❑ Vendors tomaintainsparesin
samecity

▪ Non-Critical Servers

❑ Default maintenance contract
❑ Flexible Response time
❑ Low costmaintenance 
contract



Maintenance contracts and spare parts

➢ Spare Parts

▪ In house  repair department vs maintenance contract
▪ Cost
▪ Trainings,Certificationsonthehardware
▪ Maintaining inventory of spares

▪ Self-Support Plans
▪ Repairkitwithmaintenance contract

▪ Homogeneous Infrastructure to allow sharable spares
▪ No Licenses
▪ Cold Spares
▪ Suitable for High End Servers



Maintenance contracts and spare parts

➢ Tracking Service Contracts

▪ Machines not covered in maintenance contract

▪ Discovered during outage
▪ Generally,coordinating with sales staff of vendor will add  to maintenance contract

▪ Improvement Strategies

❑ Service contracts with 10%  additional price
o allows adding new machines as added
o vendors can easily extend maintenance contract

❑ Ensure each machine is purchased with maintenance contract
o Avoid situations where vendor can agree to  add new machines into existing maintenance contracts

❑ Tractexpiry oftheinitialmaintenancecontractthat came with purchase
❑ Remove dismantled machines
❑ Add new machines



Maintenance contracts and spare parts

➢ Cross-Shipping

▪ A type of shipping in which vendors requires the faulty units to be received before shipping 
replacement unit.
▪ Alternate approach  may be  that vendor ship the replacement immediately and faulty 
unit is sent back afterwards.

▪ Vendorsuseittoavoid unnecessary replacements

▪ Crossshippingshouldbepartofmaintenancecontract.



Selecting vendors with server experience

➢ Some vendors have years of experience designing servers, and it shows

➢ They build hardware with the common server-related features, as well as include little extras that one can 
learn only from years of market experience.

➢ Servers from inexperienced  vendors may  lead to .

▪ Issues to integrate with enterprise systems such as authentical systems

▪ Management of the device is manual and cumbersome, lacking the ability to manage many 
servers at once, and with no kind of remote management

▪ No maintenance contracts  or degraded  maintenance contracts

▪ Low quality technical support

▪ Issues in replacement of parts

➢ Select vendors that are known for building reliable hardware. Some vendors cut corners by using 
consumer-grade parts; others use premium-quality parts.
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Service

➢ Services are the applications that customers need and use.

➢ Different components that make an application work includes
▪ the software, 
▪ the hardware, 
▪ and the operations that bring it all together.

➢ A service may have direct customers, 
▪ such as a web-based application, 
▪ or it may be invisible to most people, such as a database that is used by 
other services.

➢ The fundamental purpose of System Administration is to provide services

▪ Computers and software are useful only when they are actively providing a service, not sitting in a box. 
▪ Services do not run themselves; it is a human process to create a service as well as to maintain it. 
▪ A good service meets customer requirements, is reliable, and is maintainable.

➢ A service begins life as a set of requirements. 

▪ Customers and stakeholders have needs, and the service is created to fulfill them. 
▪ These requirements are used to create the technical design. 
▪ The service is deployed and launched. 
▪ Launching a service is more complex than one would expect.



➢ The launch of a service is not  the end of this process, but it is really just the beginning. 

▪ Services usually run much longer than it takes to create them.
▪ A running service requires maintenance and upkeep. 

❑ As demand grows it is scaled to handle the larger workload. 
❑ Requirements change over time, and new software releases must be deployed to fix bugs and add 
features. 

❑ systems fail, disaster planning is part of any service. This includes basics such as data backups and more 
advanced practices such as service relocation.

▪ Services need to be supported. 
❑ They must be monitored, so that problems are detected and fixed. 
❑ There needs to be a team that handles alerts from the monitoring system as well as end-user 
reports of problems. 

❑ For many services, the customers can request moves, adds, changes, and deletes. 
❑ There needs to be a mechanism for them to do so, and a team that is responsible for handling those 
requests.



Types of Services

➢ Generally, the  computing environment and processes  depends on the type of services being offered.

▪ Homes and very small offices typically have a few services; often they simply rely on their ISP for 
foundational services. 

▪ Larger organizations have a rich environment of services: from the applications that run the company, to 
the foundational services and infrastructure on which they depend. 

▪ A large organization’s fundamental services are run like an in-house ISP.
➢ Services can be categorized into following categories

▪ Create the platform that other 
services rely on.

▪ DNS, DHCP, directory 
services, network access 
(WAN and LAN), and Internet 
gateways

▪ While they are generally 
invisible to users, failures are 
highly visible because they 
affect many services.

▪ User-visible applications that 
most people have come to 
expect in an organization. 

▪ Examples include printing, 
email, file storage, chat/IM, and 
VoIP/phone service. 

▪ Because of their visibility and 
pervasiveness, people have 
developed expectations that 
these services will be reliable 
and always available.

▪ Applications generally drive 
business functions

▪ include the databases and 
other behind-the-scenes

▪ services that support 
applications

➢ Together they form the company’s critical path The company cannot function without them.

Foundational services Basic services Primary Applications Back Office Systems

▪ Examples are payroll, 
inventory management, 
enterprise resource planning 
(ERP), supply chain 
management, and so on
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Service Requirements Process and their Types

1 - Starting with a Kick-Off Meeting

➢ The determination of requirements  for a services  follows two steps.

▪ Creating and launching a new service cannot be done alone.

▪ Good to start with requirements gathering via email, IM, teleconference, and video chat. 

❖ Nevertheless, it is critical to start out with a face-to-face meeting; the kick-off meeting

• A kick-off meeting should have all the stakeholders present

❖ Stakeholders are all the key people affected by or involved in the project

▪ What to expect from Kick off Meeting?

❑ agreement on the goal of the new service  and the problem being solved

❑ A timeline for completion
❑ an approximate budget
❑ It is no possible to resolve all these issues. 

o Mark them open. 
o Delegate each unresolved issue to a participant who will be accountable for its resolution.

▪ Benefits of Kick off Meeting?

❑ Improves collaboration
❑ Introduce stakeholders and their roles

❑ Resolves the issues  faces  in emails, IM e.t.c.

1 – Kick off Meetings , 2 – Written Requirements



Service Reequipments and their Types

2 - Gathering Written Requirements

➢ The next step is gathering requirements. 

▪ Requirements are a list of what the service will be able to do. Requirements should list desired 
functionality, features, and capabilities. Focus on the end goal: what the system will enable people to 
achieve. 

▪ The list of requirements guides all the other steps: design, engineering, implementation, testing, and so on. 
▪ It avoids confusion and finger-pointing. 
▪ It sets expectations with customers. It can even be a checklist that lets you know when you are done.

➢ Goal of Requirements

➢ Serve as checklist for other steps 

▪ Avoid boiling the ocean.
❑ Some requested features will be too difficult or expensive to implement. 
❑ Some may not be appropriate for this service to provide but may be better suited to a different service.
❑ Some may be required by too few people to be worth implementing, at least in the initial release.

❑ Some requirements may have external dependencies on other groups, projects, or services. 
❑ Make sure to flag each of these external dependencies and have a plan for what to do if the external 
dependency is not delivered on time.



2 - Gathering Written Requirements

➢ Requirements are written down. They are not simply agreed to in a verbal discussion, tracked on a 

dry-erase board in your office, or kept in your head. 

▪ Writing them down in a shared requirements document has many benefits:

Transparency

Fewer gaps

Fewer misunderstandings

Buy-in and approval

Fixed scope

Accountability

➢ Benefits ➢ What to avoid

Requirements should not include engineering and 
implementation details.

Requirements are not the place to list which language the 
software will be written in or which font will be used.

A requirements document does not need to be hundreds of 
pages long.  A bullet list may be sufficient for small projects.



2 -Gathering Written Requirements

➢ Guidelines

▪ Define terminology early in the document. Getting agreement to the ontology that will 

be used is very important.

❑ Ontology is the system of terms and definitions that define the system and its parts.

❑ Often during a heated debate, one realizes that everyone is using the same words but meaning different 
things. 

❑ Pausing to get agreement on terminology helps everyone see eye-to-eye. 

❑ At that point we often realize we were closer to agreement than we had previously realized.

▪ Annotate the importance of each requirement. 

❑ It gives the system designers flexibility and helps implementors prioritize work when deadlines are 
looming, and features must be cut.

❑ Marking each as “must have,” “desired,” or “optional/nice to have” communicates intent. 



Types of Requirements

➢ The requirements can be  classified into following types

Customers
Scope, Schedule, and 

Resources
Operations Open Architecture



1 -Customer Requirements

A - Describing Features

B - Questions to Ask

C - Service Level Agreements

D- Handling Difficult Requests



A - Describing Features

❑The requirements should focus on the list of features, stated from the 
perspective of what the customer should be able to accomplish using business 
terms, not technical terms. 

➢Record the “what,” not the “how.”

It is better to record a requirement such as “the user should be able to send 
email” than “there should be a button on the left that the user clicks to send 
email.” The latter assumes a lot about the interface. Why should the designers 
be required to include a button even though they have a better idea?

➢Do not proscribe particular technology

❑Example 



B - Questions to Ask

➢ Ask how, why, where, and when, as if you are a journalist conducting an interview.

▪ How do customers intend to use the new service? 
▪ Why do they need each feature? 
▪ Where, when, and how will the system be accessed? 
▪ How critical is the service to them, and which levels of availability and support do they need for service?

➢ Example Questions

➢ Determine how large the customer base for this service will be and what sort of performance they will 

expect from it.

➢ Another way to record requirements is through use cases that tell a story. As long as the story can 

be completed by the final design, the use case is sufficiently covered. 

▪ In Agile methodology, the format is “As a <type of user>, I want <some goal> so that <some reason>.”

For example, one might specify: “As a payroll clerk, I want to be able to enter future payroll adjustments 
so that I don’t need to do them all on the day they take effect.” 
Another example: “As a user, I want to indicate which folders should not be backed up so that my 
backup drive isn’t filled up with things I don’t need saved.”

▪ Examples



C -Service Level Agreements

➢ The requirements document should include the service level agreement (SLA), or at least some 

general specifications that can be used to build an SLA.

➢ The SLA is always discussed in detail and agreed on by both parties.

➢ The SLA is a document that the SA team can refer to during the engineering process to make sure that they 
meet customers’ and their own expectations and to help keep them on track.

➢ The SLA creation process is a forum for the SAs to understand the customers’ expectations and to set them 
appropriately, so that the customers understand what is and isn’t possible and why. 

▪ What SLA Should Incudes.

Enumerate 
Services

It should 
enumerate the 
services with the 
level of support. 

Categories 
Problems

Categorizes 
problems by 
severity and 
commits to 

response times 
for each 
category. 

Escalation 
Process

Defines an 
escalation 
process to 
increases the 
severity of  non-

resolved 
problems.

Penalties

Specifies penalties 
if the service 
provider fails to 
meet a given 
standard of 
service. 

Resources

A tool to plan  the 
resources for 
project. 

Customer 
Needs

Document the 
customers’ needs 
and set realistic 
goals for the SA 
team in terms of 

features, 
availability, 
performance, 
and support. 

Future 
Needs

Document future 
needs and 

capacity so that 
all parties 

understand the 
growth plans, 
and their 

approximate 
costs. 



D -Handling Difficult Requests

➢ Requirements gathering is a collaborative process. 

Customer is ideal list

Technical Possibilities

Financially Affordable

Availability by due date

What can be provided

➢ The ultimate goal is to find the middle ground. 

▪ A small company with only one or two 
SAs will not get 24/7 support, no matter 
how much the company wants that.

➢ Examples

▪ A feature that will take years to develop is 
not reasonable for a system that must be 
deployed next month. 

▪ A feature that will cost $1 million is not 
reasonable for a project with a budget 
that’s in the thousands of dollars. 

➢ Your job is to educate as much as it is to record features.

▪ Don’t become upset when a customer asks for something technically 
unreasonable; if the customer knew technology as well as you do, the 
customer would be an SA.

▪ Try to understand the end goal and see how that can be 
achieved instead.

o Rather than say “no,” focus on the need, not the technology.
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2 -Scope, Schedule, and Resources

➢ A project plan generally has three elements.

➢ If a project is at risk of not making its deadline, one or more of these will have to change. Features will 
need to be dropped, the deadline will need to be extended, or the budget will need to be increased.

➢ Flexible Vs Inflexible Features

▪ For example, if the project needs to be complete in time for the Eid shopping season, the schedule is inflexible; so the 
features and/or budget needs to be flexible. If the budget is inflexible, it must be possible to remove features or extend 
the schedule.

▪ If the project is to send humans to the moon and safely return them, the features are inflexible; a one-way trip is not an 
option. In this case, either the budget or the schedule must be flexible.

Scope Schedule ResourcesFeatures Deadline Budget and Staffing

❑ Management Buy-in is important
o management  to decide as to which of these elements are flexible and which are inflexible at the start of the project.

o The buy-in process helps communicate priorities to all stakeholders, prevents a lot of confusion all around, 
and helps focus people on the right priorities. 

o It also has the benefit of discovering early on if management is unwilling to be flexible in any of the three areas.



3 -Operational Requirements

A -System Observability

B -Remote and Central Management

C -Scaling Capacity

D -Software Upgrades

E -Environment Fit

F -Support Model

G -Service Requests

H -Disaster Recovery

Operational requirements are the things that make a system maintainable. These are the features required if we 
are to have a system that is reliable, scalable, and secure. The features are often invisible to the customers; yet 
reliability is the most visible aspect of a service.



A -System Observability

➢ System Observability means  the ability of a manageable system that we can see what it is doing.

➢ A system which is not observable, we cannot manage it, fix it, or scale it

▪ The system must provide enough visibility and introspection to debug it when there are problems, optimize it when it is 
slow, and detect when resources are low before they become a problem.

▪ There should be situational awareness to reason about it, predict its future behavior, and do capacity planning.

▪ A system may runs itself, or that a company’s goal may be to build a system that it doesn’t need maintenance. 
o It should be their goal, but until it is achieved vendors must build observable systems.

➢ Basic Tools of Visibility

▪ System Logging

▪ System Monitoring

o The most basic kind of visibility is logging. All parts of the system should log events, transitions, and operations. 

o Logging should be adjustable to provide more detail when debugging. The level of detail may include logging every 
API call or function call.

o The new system should integrate into existing monitoring systems, dashboards, trouble-ticket systems, and other 
appropriate visibility tools.

o Ability to monitor not just the system ‘s up or down, but also internal resources, timing, bandwidth, disk space usage 
and requests  delays.

o The system is up or down information cannot prevent outages; you can only respond to them. There  should be 
warnings if too late to prevent an outage. 



B -Remote and Central Management

➢ Services should be remotely managed. If you have to be on the console of a machine to do 

rudimentary maintenance and configuration, each task will be more time consuming.

▪ This is also an indication that automating management tasks may not be possible.

➢ Two basic reasons for remote servers

Servers are generally located in machine rooms where power and cooling can be managed more 
effectively. Remote management permits servers to be located anywhere. It is less expensive to rent 
colocation space elsewhere than to build a computer room in your office. It is often also more reliable.

Services that are replicated in many places must be manageable in a centralized fashion. Remote 
management opens up the possibility of deploying instances of the service around the world. 
Configuration changes and upgrades should not require manually updating each instance.

➢ Consider high latency over long-distance connections

▪ Protocols may time out. User interfaces may work but can be unusably slow. This is not a limit of the 
technology, but rather bad software engineering. Plenty of APIs and user interfaces work well over 
high-latency links—and so should management tools.

▪ Specialized Premises

▪ Geographic Redundancy



C -Scaling Capacity

➢ If a service is successful, more people will want to use it. Over time it will need to scale to handle 

more users, more transactions, or more capacity. 

➢ There are two ways services generally scale.

▪ Scale-up

means getting a bigger system. To process more requests, more users, or more disk space, the 
main system is replaced with one that is bigger and faster. 

o For example, to scale up a web server so that it can process more requests per second, you 
might replace the computer with one that has a faster CPU and I/O system.

▪ Scale-out

means the system is expanded by adding more replicas. 

o For example, a web-based service is often made up of web servers behind a load balancer. 
Scaling out means adding more redundant web servers (replicas). Each web server scales out 
the system to handle more requests per second.



D -Software Upgrades

➢ A system must have a reasonable way to upgrades.

▪ The software

▪ The firmware

➢ Two types of upgrades.

▪ Interruption Free

▪ With Interruption

➢ Ideally, it should be possible to test a new software release outside of production and upgrade the 

service without interrupting it.

➢ new software releases

▪ Software is never done. There will always be the need for new software releases, even if every 
feature is complete and every bug is fixed.

▪ New security holes are discovered constantly, and may not even be in the vendor’s code but in a library 
or framework it used.

▪ More importantly, software is malleable and vendors should be providing new features and improvements 
over time. There’s always room for improvement.



D -Software Upgrades

➢ Upgrades should be a Process

▪ Upgrade processes should exist and be automatable. 

▪ The process should integrate into the organization’s software patching automation.
▪ It should not involve walking to each desktop machine for a manual update.

▪ Roll out the upgrade slowly
o It should be possible to upgrade some clients, but not all, so that we can mitigate risk by rolling out the upgrade slowly. 

o If all clients have to be upgraded simultaneously, then there is no way to test the upgrade. 

o As number of clients grows, the concept of upgrading clients at the same time becomes more and more inconceivable.

➢ Test environment

▪ The more people depend on a service, the more visible a failed upgrade will be. 

▪ Ensure  to make it  possible to deploy the service to a test environment for the purpose of both testing the 
upgrade process and testing the new release itself.

➢ Production assurance test (PAT) or user acceptance test (UAT)

▪ Select volunteers who use PAT or UAT environment, rather than the production environment, at all times, to 
ensure that when an upgrade is rolled out in that environment, it is really used and production tested.

▪ PAT and UAT environments are run at production standard, but upgraded ahead of the main production 
environment.



E -Environment Fitness

➢ The better a service fits into the existing IT environment, the easier it is to adopt it in your 

environment. Integration issues are reduced, and less training or skill development is required.

▪ For example, if you use ActiveDirectory, then using a product that interfaces with it will be easier than using a 
product that has its own directory service. If the service runs on an operating system with which the team is 
unfamiliar, using it will require not just additional training, but entirely new procedures that have to be developed for 
tasks such as data backups, account creation, and configuration.

➢ For a small project, it is reasonable to make it an operational requirement that the service fit into the 

existing OS infrastructure, directory service, and so on. Larger projects require more flexibility.

▪ For example, a large SAP ERP deployment is a self-contained environment unto itself. Therefore it is more 
acceptable that it may introduce a new operating system to your environment. Most likely it will have its own system 
administration team.

▪ Operating system
▪ Backup/restore facilities
▪ Monitoring system
▪ Network equipment vendor and routing protocols
▪ Security auditing systems

▪ Trouble-ticket systems
▪ Dashboards and consoles
▪ Network directory services
▪ DNS and other name services
▪ Printing systems

➢ Environmental Factors



F -Support Model

▪ When they have problems with it, they will raise tickets or call the helpdesk. 
▪ If the helpdesk does not know about the new service, the users of the service will receive very poor support, and will have 
a bad impression of the service, no matter how well it has been implemented. 

➢ A key component in the success of a new service is support processes. 

▪ The project plan will need to include time and budget resources to implement the answers to these questions. 
Documentation may need to be written, new staff hired, training completed, helpdesk operations updated, monitoring 
systems expanded, and so on.

➢ Document Everything

➢ Problems arise as service goes into production

▪ This aspect is often forgotten or neglected by the engineers, who are intent on developing the technical solution.

XYZ Service
Trouble Ticket Received

Document?
helpdesk

What to do  when received? , How to identify the problem? , 
What are troubleshooting steps? , Which access and 
authorizations are required?

To whom do to escalate the problem, and when?, Which 
information should be included in the escalation?

What documentation is required?

Is there any need additional resources to take on the support 
of this service? , Should there be a dedicated support team, or 
shared?

Which training or certifications should the support teams 
receive before the service goes live?

Solution

Escalation

Resources

Trainings



G -Service Requests

➢ Most services will include standard service requests that people can raise. 

➢ The answers to these questions will provide some new requirements. 

▪ Depending on the service, these may be access or authorization requests, data changes, configuration 
changes, resource requests, and so on. 

➢ A checklist for building requirements might look like this:

Checklist
• What should people be able to request?

• How do people raise these requests?

• Which changes need to be made to the service request system to support these new service requests?

• Which approvals are required for each of these service requests?

• Who will process the requests?

• Which access and authorizations will that team need?

• Which runbooks does that team need to correctly service the requests?

• To what extent can, or should, these requests be self-service or fully automated?

▪ For example, depending on whether the requests should be self-service or automated, there are API 
requirements that need to be taken into consideration. The requirements and dependencies on other 
systems, such as the service request system, also need to be documented, agreed to, signed-off on, 
budgeted, and planned.



G -Disaster Recovery

➢ Failures cannot be eliminated. 

➢ The most basic disaster recovery requirement is that there must be a way to perform backups and restores. 
This includes total system restores, as well as the ability to restore an individual file or customer data point.

➢ The most common data restore requirement is for something that was deleted by accident. As a result, 
the operational requirement of restoring individual data points has been implemented in most systems, 
often with no SA intervention required.

➢ It can be useful to be able to separately back up the system configuration and the user data. Configuration files 
that are human-readable are preferable to large binary blobs. Being human-readable makes these files easy to 
store in source code repositories, makes it easy to produce historical diff listings, and so on.

➢ Hardware fails, buildings lose power, Internet access gets cut, and so on. 

➢ Assuming everything will always function perfectly is irrational. Instead, we need to prepare for failures so 
that we know how to recover from them.



4 –Architectural Requirements

➢ A new service should be built around an architecture that uses open standards and open protocols.

➢ Open Vs Closed Service Architectures

▪ Protocols, file formats, and APIs that are 
publicly documented so that others can write to 
those standards and make interoperable 
products without having to worry about 
royalties or patent restrictions.

▪ Any service with an open architecture can be 
more easily integrated with other services that 
follow the same standards.

➢ Open Architecture ➢ Closed Architecture

▪ uses standards, protocols, APIs, and file 
formats that are owned by one company, are 
controlled by that one company, and do not 
interoperate with other products.

▪ Other products are prevented from using the 
standard because the standard is not publicly 
documented, because it requires licensing, or 
because the vendor forbids it.

▪ Vendors use proprietary protocols when they 
are covering new territory or are attempting to 
maintain market share by preventing the 
creation of a level playing field.

➢ What is difference between a Protocol Versus a Product?



4 –Architectural Requirements

➢ Standard Vs Extended Products

▪ That’s not very customer oriented

➢ Benefits  Of deploying open products

▪ Promotes Competition

▪ Multi-Vendor Environment

▪ More Choices and Freedom

▪ Easier Support

▪ Interoperability

➢ A better way is to select protocols based on open standards, permitting users and operations to 

select their own software.

▪ Open protocols and file formats typically change only in upwardly compatible ways and are widely 
supported, giving you the maximum product choices and maximum chance of obtaining reliable, 
interoperable products.

▪ don’t require gateways to the rest of the world.

▪ Such as Internet Engineering Task Force (IETF) and Institute of Electrical and Electronic Engineers 
(IEEE) Standards.
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Designing a Service

▪ The service architecture 

▪ The local engineering plans

▪ The operational model or support model

Service 

Architectuter

Local 

Engineering 

Plan

Opertional 

Model

➢ The service design includes the following plans. All these must be defined and documented.

➢ Service engineering involves designing how a product will be configured and used in your 

environment. With a simple service, it is a matter of installing the software. 

➢ But most services are not simple. In such a case, we must design the service architecture and local 

engineering plans.



Service Architecture

➢ The service architecture is the high-level design. It describes 

how the parts will work together, which resources are required, 

and so on. Service Architecture  is also  known as High-level 

description

➢ It Includes:

▪ Service Type

▪ Sites and Clusters

▪ Type of Machines, Technologies, Topologies and 

Storage, Networks 

▪ IP addressing Design Mailboxes

Clients

Mail Servers

Mail Host

Mail Gateway

Mail Gateway



Local Engineering Plan

Local Engineering Plan is also  known as Low Level Design description

It Includes:

➢Specific Component Levels  Plan

➢Cable, Mounting Brackets and Connectors their types

➢Detailed IP addressing Hirerachy

➢Product Ordering and Product Codes



Operational Plan

Operational Plan is lso  known as Service Support Plan.

It Includes:

➢Operational level agreement (OLA) 

➢Tho supports the various components of the service

➢The service level agreement (SLA) for the service



Guidelines for Service  Designing

Simplicity

Vendor-Certified Designs

Dependency Engineering

Decoupling Hostname from Service Name

Support


