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Figure 123.1: Obtain the Round Trip Time (RTT) Using the TCP Handshake

We can see that there are three packets that are marked as Retransmissions. These
are because of connection establishment problems. We can also observe at the RTT

to various servers.

Topic 124: RTT: Packets 2 and 3 of TCP Handshake

This topic describes how to use Packets 2 & 3 of TCP handshake for obtaining RTT in

Wireshark.

Packets 2 and 3 of the TCP handshake can be used to measure the path latency or
round trip time (RTT). We need to run a packet capturing tool such as Wireshark on
the server host, and look at the tcp.time_delta value between the server's TCP
SYN/ACK packet and the client's TCP ACK response. The SYN/ACK packet is easy to
locate with a display filter, but the ACK (third packet of the handshake) is a bit
trickier. The second (the SYN/ACK) packet of the TCP handshake can be detected by

applying the filter: tcp.flags.syn==1 && tcp.flags.ack==1.

Detection of the third packet of the handshake is difficult. Use the following

characteristics:

e a)tcp.seq==1 (Required) TCP Seq. Number 1 (Relative Seq. Number)

e b) tcp.ack==1 (Required) TCP Ack. Number 1 (Relative Ack. Number)

e ) tcp.len > 0 (Optional) data in the third packet of the handshake

e d) tcp.push==1 (Optional) PUSH bit set

The filter then becomes (tcp.flags.syn==1 && tcp.flags.ack==1) || (tcp.seq==1 &&

tcp.ack==1).
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Topic 125: Wireshark Lab 32
This topic obtains the round trip time (RTT) using Display Filters in Wireshark.

Step 1: Open tr-chappellu.pcapng.

Step 2: Enter the filter tcp.flags.syn==1 in the display filter area and then click Apply.
You will find that 58 packets match this filter. The first two packets are sent from
the client port 35,621. Packet 3 and Packet 4 are the first two packets of a new TCP
connection. The TCP Delta column indicates the time from the TCP SYN from port
35,622 and the SYN/ACK to that same port, RTT is about 17 ms.
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Figure 125.1: Obtain RTT using Display Filters

This trace file, which was captured at the client can be used to locate the second and
third packet of the TCP handshake. These packets can be used to determine RTT
when capturing at the server.

Step 3: Enter the following filter in the display filter area: (tcp.flags.syn==1 &&
tcp.flags.ack==1) || (tcp.seq==1 && tcp.ack==1). Click Apply and let’s examine the
results. There are 69 packets match this filter. Several packets from this set are not
of interest to us.

Step 4: Let’s enhance the filter with the following conditions: (tcp.flags.syn==1 &&
tcp.flags.ack==1) || (tcp.seq==1 && tcp.ack==1) && tcp.len==0 && tcp.flags.fin==
Click Apply.
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We now see only the SYN/ACK and ACK packets of the handshakes in the trace file.
Using the TCP Delta column, we can determine the time between each of these
packets in each of TCP conversations. For future use, we can save the filter
expressions as buttons so that high path latency can be identified.

Step 5: Click Clear to remove the filter.

Topic 126: Wireshark Lab 33
In this topic, we discuss how to plot TCP delays in Wireshark.

Wireshark's advanced 10 Graph can be used to plot the maximum tcp.time_delta
value to locate TCP conversation delays in a trace file.

Step 1: Open tr-chappellu.pcapng.
Step 2: Select Statistics | 10 Graph.
Step 3: In the Y Axis Unit area, select Advanced...

Step 4: Select the MAX(*) Graph 1 Calc option and enter tcp.time_delta in the Calc
area.

Step 5: Click the Graph 1 button to graph your results.
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Figure 126.1: Graph TCP Delays
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From the graph of this trace file traffic, we can observe that there is a spike in the
RTT values around 25 seconds. As you click on this high point in the graph, Wireshark
will jump to that packet in the main window. Wireshark takes us to packet number
155. The TCP Delta column value is 15.757807 seconds. This is a TCP FIN. For such a
delay, we don’t care much. Let’s add a filter to remove such normal delays.

Step 6: Enter the following expression in the Filter area of Graphl: tcp.time_delta >
1 && tcp.flags.fin==0 && tcp.flags.reset==0 && !http.request.method=="GET".
Click the Graph 1 button again to so that the filter can be applied.
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Now when you click on the largest delay point in this graph, Wireshark jumps to

Packet 86.
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We can see that this is a TCP SYN retransmission packet. It took almost 6 seconds
after the previous packet. Thus, indicating a connection request that is not receiving
responses.

Topic 127: Wireshark Lab 34
This topic how to find DNS response times in Wireshark.

Domain Name Service (DNS) provides the network IP address of a machine for a
network name such as (such as www.wireshark.org). Applications protocols such as

SMTP, HTTP generate DNS queries when a user provides a network name to them.
DNS, which is a request/response protocol, employs UDP.

Step 1: Open tr-dns-slow.pcapng.

Step 2: The dns.time field exists only in DNS response packets. In this trace file,
Packet 3 is the first DNS response packet. Let’s use this packet to create a dns.time
column. Expand Packet 3’s the Domain Name System (response) section.

Step 3: Right-click on the [Time: 0.107083000 seconds] line and click Apply as
Column.
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Step 4: The newly created column appears to the left of the Info column. You can
click and drag your new column to the right of the existing TCP Delta column.

Step 5: Right-click on the new column heading and selecting Edit Column Details.
Rename the new column to DNS Delta. Click OK.

Step 6: By clicking the new DNS Delta column heading twice, it gets sorted from high

to low.
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A significant delay preceding Packet 11 of this trace file can be observed —almost
1.3 seconds. We need to investigate further to determine why the DNS server is
working slowly.
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Topic 128: Wireshark Lab 35

This topic describes how to create a Button to detect High DNS response times in
Wireshark.

Domain Name System is a distributed database implemented in a hierarchy of many
DNS servers. It is an application-layer protocol that allows hosts to query the
distributed database and to resolve names (address/name translation). Consider a
browser (i.e. an HTTP client) running on some a host A, who requests
www.wireshark.org. In order for host A to be able to send an HTTP request message,
host A must first obtain IP address of server. The host A runs the client side of the
DNS application. The browser extracts the hostname from the URL and passes it to
the client side of the DNS application. The DNS client sends a query using UDP to the
DNS server listening at port 53. The DNS client eventually receives a reply which
includes the IP address for the host name. Once the browser receives the IP address
from DNS, it can initiate a TCP connection to the HTTP server process located at port
80 at that IP address.

Let’s create a button to detect DNS response times larger than 1 second.
Step 1: Open tr-dns-slow.pcapng.

Step 2: Type dns.time > 1 in the display filter area and then click Save.
Step 3: Name your button DNS Delay and click OK.

Step 4: Click your new DNS Delay button. We observe that Packet 11 is the only
packet that matched this filter i.e Packet 11 contains the largest DNS delay time.
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Source Port:; 53 (53)
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Domain Name System (response)

Figure 128.1: Create a Button to Detect High DNS Response Times
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Topic 129: Wireshark Lab 36

In this topic, we describe how to plot DNS response times in Wireshark.

To highlight DNS delays in a trace file, let’s create a graph.

Step 1: Open tr-dns-slow.pcapng.

Step 2: Select Statistics | 10 Graph.

Step 3: In the Y Axis Unit area, select Advanced...

Step 4: Select the MAX(*) Graph 1 Calc option and enter dns.time in the Calc area.

Step 5: Click the Graph 1 button to plot results.

Wbk 0 (v vy i g [
B T
1 3
This graph shows that we have ] Lia
an point whare tha ONS I
response time excasds 1 second || f
i {108
|
teaghe dam
L] Celer e e - Sene (0| Smsmh Tebmimiet e ]
-~ —--x e el = r:-
gl Lo | e i uf ke L 7 Smonty || Pt purtick 1} )
] Con | e ) Nosuioe st
Gkl - [Fen PRET T o e Live | Tttt
:...pu Cates ;_,h: G A7) i S e J S e e 3]
Gagh8] ¢ |t T Al Wielim || [ Snceth| Gl s Al
T
. N e || e |

Figure 129.1: Graph DNS Response Times

Step 6: Click the highest point in the graph. Wireshark takes us to that packet.
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We can see it is packet 3. It is a DNS query response packet has caused the largest
delay. Sorting dns.time column can help us to detect delays more quickly.

Topic 130: Wireshark Lab 37

This topic discusses how to reassemble TCP streams by disabling the Allow
Subdissector in Wireshark.

The delta time between an HTTP request (e.g. GET) and the response (e.g. 200 OK) is
the HTTP response time. In Wireshark, HTTP response time can be estimated with
http.time field. If a web server is overloaded with the connection, or requests, or
needs to consult another server to answer client’s requests. This can result in high
HTTP response times. If enabled, Wireshark measures time from HTTP Request to
the final data packet of the response. If you want to estimate the total time taken by
downloading an object, then enable this setting. By disabling it, we can learn how
quickly the server responded. There are two methods to change this TCP preference
setting.

Step 1: Open tr-http-pcaprnet101.pcapng.

Step 2: Right-click on the TCP header in the Packet Details of Packet 5. Select
Protocol Preferences. Then, uncheck Allow subdissector to reassemble TCP streams.
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Figure 130.1: Disable the Allow Subdissector to Reassemble TCP Streams
Preference Setting

Step 3: The 2" method is: Select Edit | Preferences | (+) Protocols | TCP.
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Topic 131: Wireshark Lab 38

This topic describes how to locate HTTP response times in Wireshark.

Step 1: Open tr-http-pcaprnet101.pcapng.

Step 2: Only the HTTP response packets contain the http.time field. In this trace file,

the first HTTP response packet is Packet 10 (HTTP 303 See Other).
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Figure 131.1: Add/Sort an HTTP Response Time Column to Find HTTP Response

Let’s use this packet to create our http.time column. In the Packet Details pane of
Packet 10, right-click on the Hypertext Transfer Protocol section and select Expand

Subtrees.

Step 3: Locate the [Time since request: 0.026416000 seconds] line and right-click on
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it and select Apply as Column.

Step 4: Your newly created column appears to the left of the Info column. Click and

drag your new column to a place with better visibility.
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Step 5: Right-click on the column heading and select Edit Column Details. Rename
this new column to HTTP Delta. Click OK.

Step 6: Sort HTTP responses from high to low by clicking your new HTTP Delta
column heading twice. Packets with the largest delays will appear at the top of the

list.

lin fie Yoo §

yetun fahm asebc {oegesy Lok it [
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eRdlg 'lp,""..-"*"-'v'fl-'::; gaas gNEx o

Fap ¥ | |y FIF Pty

. Teem o[ TP frami LR T liere lmge Bt

43200,508  1.92250400209. 133,327,689 24,6173, 220 1514 HTTP HTTP/L.1 200 ok (text/htm))
201,924 1. 79835200209.131.32.68 24,6.173,220 1514HTTP HTTR/L.L 200 K (taxt/himl)
3072.341  0.13315100173.194.79.8224,6.173.220 1484 HTTP HTTR/1.L 200 0K (applicatiaon/
42719.186° D0.12387400209.133.32,6024.6.173.220 117INTIP HTTP/1.1 200 0K  (text/html)
2572,207  0.08842200173,194,79.8224,6.173. 220 117LHTT® HTTR/1.1 200 0K (PNG)

2882, 203 0, 08420000273, 194. 78,82 24.6. 173, 220 1454 HTTP HTTR/L.1 200 0K (FHG) EUHFEHSE
41213.291 0.07S08700205.133.32,6924.6.173.220 11TIHTTR HTTE/L.L 200 0K (rext/himl)
453 22,680 0.07350200200.153032.6024.6, 173, 220 RI73WTTP HTTR/L.1 200 ok (text/himl)
1522.107  Q.07E15400173.194.79.8224.6.173.220 1484 HTTP HTTR/L.1 200 0k (text/plain)
161 2,108 0,06962200173,194,79. 80 24.6: 173, 220 L4B4 WTTP® HTTR/L.L1 200 0K (text/plain)
1652110  0.06842600173.194. 79, 82 24,6173, 220 7SO HTT® HTTR/L.1 200 Ok  (rext/css)
2662.215  0.06040200173.194,79:8224.6,173.220 1484 WTTP WTTR/1.1 200 oK ((PNG)[unreass
330,172 0.08906100173.1%4.70.8024,6.175. 220 B4 HTTP HTTR/1.I 200 oK  (PNG)
2382.171  0.05572900173:194,79.82 24, 6:173.220 1484 WTTP WTTR/L.1 200/6K (appltcation/

We can observe that HTTP response time from the HTTP server (209.133.32.69) is
over 1.7 seconds twice in this trace file. Those packets are bearing numbers 432 and
20.

Topic 132: Wireshark Lab 39
In this topic, we create a button to quickly detect high HTTP response times in
Wireshark.

Wireshark allows us to create buttons based on filter expressions. It is one of the
most powerful features to improve your efficiency in locating network problems.

Step 1: Open tr-http-pcaprnet101.pcapng.

Step 2: Type http.time > 1 in the display filter area and then, click Save.

i iitn-peasre il patrg Wemsia 123 WL 123 8-l o st 12

B B I o Getem fbw Jut Teghey Tedi et b

COUNLENXS ReeseTl BF QG BERY S
Ir\!z gy | w! B, [law Isy  TORDegy
) = TP Bty Seary Drrutan Pyl e

01,94 1, EBE!SED‘E+133.31.'52+E._1?3.32ﬂ514 HTTE HITR/1.1 200 o (text/htal)
43220.508 1.92250401209.133.32.624.6.173, 2201514 HTTP HTTP/1.1 200 0K (text/html)
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Step 3: When you click save, Wireshark prompts to name the button. Name it HTTP
Delay and then click OK.

i -t [t 3203 (1, 12.0-S-ymisheml) o e 121

n L e [0 [miee buiie Busha Tewboey | rarnn (il

CUinm 4

IE! Iipnmg e
i

0. 508

(text/hitml)]

(text/html)

4322 1.8225
Always remember to clear your display filter when you are done reviewing the

results.

Step 4: As you click your new HTTP Delay button, you will find two packets of this
trace file matching the filter—Packet 20 and Packet 432.

Topic 133: Wireshark Lab 40

In this topic, we plot HTTP response times in Wireshark.

Wireshark allows a user to define up to five differently colored graphs. We can make
the following configurations:

Graphs
e Graph 1-5: enable the specific graph 1-5 (only graph 1 is enabled by
default).
e Color: (cannot be changed)
e Filter: a display filter for this graph
e Style:(Line/Impulse/FBar/Dot)
X Axis

e Tick interval: an interval in x direction lasts (10/1 mins or
10/1/0.1/0.01/0.0015s)
e Pixels per tick: use 10/5/2/1 pixels per tick interval
e View as time of day: instead of sec or mins, view x as time of day
Y Axis

e Unit: the unit for y direction (Packets/Tick, Bytes/Tick, Bits/Tick, Advanced...)
e Scale: the scale for the y unit (Logarithmic,Auto,10,20,50,100,200,500,...)
Let’s Graph HTTP Response Times.

Step 1: Open tr-http-pcaprnet101.pcapng.
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240817322075, 75.75.758  TIONS

20.021 75.75.75.75 24.6.173.220 89DNS
30.023 24.6.173.22075.75.75.75 T3 DNS
40,048 75.75.75.75 24.6,173.220 146DNS
50.051 24,6.173.220209.133.32.6 &6 TCP
60.070 209.133.32.624.6,173.220 66 TCP
70,070 24.6.173.220209.133.32.6 54 TCP
B80.071 24.6.173.220208.133.32.& 341HTTP
90,088 209.133.32.624.6.173.220 KO TCP
100.097 209.133.32.624.6.173.220 357 HTTP
110,098 209.133.32.624.6.173.220 60TCP
120.099 24.6.173.220208.133.32.6° 5S4 TCP
130.099 24.6.173.220208.133.32.6 5S4 TCP
140.105 24.6.173.220209.133.32.6' 66 TCP

Step 2: Select Statistics | 10 Graph.

Step 3: In the Y Axis Unit area, select Advanced...

Step 4: Select the MAX(*) Graph 1 Calc option and then, enter http.time in the Calc

area.
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ly

Standard guery Oxc3b ’
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Standard query Ox4068 AMA
Standard query response Ox
21213-80 [SYN] Seq=0 Win=8
80-21213 [SYN, Ack] Seg=0
21213-80 [Ack] Seg=l Ack=1
GET / HTTR/L.1

80-21213 [ACK] Seq=l Ack=2
HTTP/1.1 302 see other
80-21213 [FIN, AcK] Sea=30.
21213-80 [Ack] Seq=288 Ack
21213480 [FIN, ACK] seq=28
21214-80 [SYN] Seg=0 Win=8

Step 5: To plot your results, click the Graph 1 button.
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If you click the highest points in the graph, Wireshark will take you to those packets

which have encountered highest delays. Packet 20 and Packet 432 show that the
HTTP response time from the HTTP server (209.133.32.69) was over 1.7 seconds
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Topic 134: Wireshark Lab 41

In this topic, we add Server Message Block (SMB) response time column in
Wireshark.

What is a Server Message Block (SMB)?

On Windows-based networks, Microsoft employs a file sharing protocol called Server
Message Block (SMB). SMB and SMB version 2 are the two versions that are
commonly employed on Windows-based networks. SMB is a request/response
protocol. Its response codes are available on Microsoft's Open Specification
site www.microsoft.com/openspecifications/. SMB delays can be estimated by
looking at the smb.time field in the SMB response packets.

Step 1: Open tr-smb-slow.pcapng.

Step 2: The first SMIB response packet is Packet 5 (Negotiate Protocol Response).

i famb-impapey Weeshint 1123 411230 ghbledod Fom rant-L12)
B {30 Yow fo (whan Sesim Jisic Toghimy Teck jweul Hee

GsdNdERX2 avsaTR BRI ARG RENE B

“are vibpme by A TCHaty T ey

8 19158 'ieguuate Protoce] Reguest
E 2:.1.5% 'iegumte pProtoco] Response

192.168,0.68 192. 166,

4
13"‘ 188. El 9 ‘92 168. E

70,004 132 1133 ﬂ 99 192
£0.005 192.168.0.88192. .99 359 KRE5 AS-REQ

90,005 192.168.0.99192. 88 148 KRBS ¥RE Error: KRBSKDC_ERR_C_PRINCIPAL_UNKNOWN
100,006 192,168.0.83 192.165 0.99 29435M8 Session Setup AndX Request, NTLMSSP NEGOTIA
110,007 192.168,0.99192.166.0.88 5745M8 Session Setup AndX Response, NTLMSSP_CHALLE
120.008 192.168.0.88192.166.0.99 434sM8 Session Setup Andy Reguest, NTLMSSP_AUTH, U

130.008 192.168.0.99192.168.0.88 93su8 Session Setup Andy Response, Error: STATUS_
T AN T AT TEE A ST Y TES NN00 T AT T TTRLAAD TETil Anv Tl chnd?tl ARl T iNnat AT

33 143KR.$5 KRB Error: KRBSKDC_ERR_C_PRINCIPAL_UNKNOWN

5555
cooodg 1:!1:! =1

The smb.time field exists only in SMB response packets. Let’s use packet 5 to create
a smb.time column. Expand the SMB section and the SMB Header section of Packet
5 in the Packet Details pane.

Step 3: Right-click on the [Time from request: 0.000766000 seconds] line and click
Apply as Column.
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Step 4: The newly created column appears to the left of the Info column. Click and
drag your new column to a suitable location where visibility is much better.

Step 5: Wireshark assigned the new smb.time column the label Time from request.
On column heading click right and then, select Edit Column Details. Rename it’s title
to SMB Delta. Click OK.

Step 6: To examine the SMB response packets with the largest delays, click the newly
created SMB Delta column heading twice. This will sort packets from high to low.
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Topic 135: Wireshark Lab 42

In this topic, we examine Server Message Block (SMB) statistics in Wireshark.

Service response times, including SMB and SMB2 response times are created and
tracked by Wireshark.

Step 1: Open tr-smb-slow.pcapng.

! b .-.I..._.;-_-” - “l!a;- :_“ b o _ ._”_.
B B Feu fe oo el o Tewle Jwh mes Ry

oedNd ERX2IN

192,168.0.88192.168.0.99  S4TcP 1176-445 [4cK] Seqsl Ac

40.002 192,168.0.88192,168.0.99 1915M8 Negotiate Protocol Request
50.003 0.000766000 192.168.0.93192,168.0.88 25158 Negotiate Protocol Response

5 0.003 192,168, 0.88192, 168,0.599 359 KRES AS-REQ

70,004 192.168,0.99192. 168, 0,83 148 KRBS KRB Error: KRESKDC_ERR-C_PRINCIP
£0.005 192.168,0,88192, 165.0.99 339 KRES AS-REQ

9.0.005 192,168,0,99192.168.0.88 148 KRRS KRB Error: KRESKDC_ERR.C_PRINCIP
100,006 192.165,0,88192,166.0,99 294 5M8. Session Setup AndX Reguest, NTLM
110.007 0.000749000 192.168.0.99192.168.0.88 574SMB Session Setup AndX Response, NTL
12.0.008 197.165.0.88192.166.0.99 434 sMB Session Setup Andx Reguest, NTLM

130,008 0.000689000 192,.168.0.99197.168.0.88 93sM8 session Setup andx Response, Err

Step 2: Select Statistics | Service Response Time | SMB. As Wireshark prompts you,
Click Create Stat. For a trace file, the SMB Service Response Time statistics window
shows the minimum, maximum and average Service Response Time (SRT).

M SMB Service Responze Time statistics: tr-smb-siow.pcapng =izl
SMB Service Response Time statistics
Filter:
SMB Commiands
Index 4 Procedure 4 Calls = Min SRT 4 Max SRT 4 Ayg SRT L)
37 Trans 16 0000376 13902527 087052 |
115 Session Setup Andi 5 0000659 0003131 000984 _
114 Negetiate Protocel 4 0000753 0000847 0000781 |
4 Close 3 0000682  0.000743 0000704
46 Read AndX 32 0000384 0.000818 0000544
47 Write AndX 2 0000319 0.000B41 0000537
50 Tranis2 3 0000606 0.000911 0000718 -
Transaction2 Sub-Commands
{Index 4 Procedure 4 Calls = Min SRT ¢ MaxSRT ¢ Awvg SRT 1
15 GET_DFS_REFERRAL 3 O0000S0E  0.000911 0.000718

NT Trarnsa We can quickly detect slow
Index 4 Procedure ¢ Calls ¥ Min SRT + SME responses in this window .
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This SMB Service Response Time statistics window provides a list of all the request
procedures.

Topic 136: Wireshark Lab 43
In this topic, we create a button to detect Server Message Block (SMB) Response
Times in Wireshark.

In Wireshark, SMB and SMB2 response times can be estimated by using smb.time
and smb2.time. Let’s learn how to create a button to detect SMB and SMB2
response times larger than 1 second.

Step 1: Open tr-smb-slow.pcapng.
Step 2: Type smb.time > 1 || smb2.time > 1 in the display filter area. Click Save.
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100.008 197.168.0.88192.168.0.99 2945M8 Session Setup Andx R
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120.008 192.168,0.88192.168.0.599 434 sMe Session Setup andx R

130.008 0.000689000 192.168.0.99192.168.0.88° 93SMB Session Setun AndX R

Step 3: You can name your button SMB/SMB2 Delay and then, click OK.

Step 4: Click your newly created SMB Delay button. We find that Packet 132 is the
only packet that matched your filter.
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Topic 137: Wireshark Lab 44
This topic plots Server Message Block (SMB) Response Times in Wireshark.

Let’s learn how to plot SMB response times in Wireshark.

Step 1: Open tr-smb-slow.pcapng.

Step 2: Select Statistics | 10 Graph.

Step 3: In the Y Axis Unit area, select Advanced...

Step 4: Select the MAX(*) Graph 1 Calc option and enter smb.time in the Calc area.

Step 5: Click the Graph 1 button to plot the SMB response times.
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Step 6: Since SMB and SMB2 use different time fields, we have to create two graphs;
one for each delta time.
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Step 7: As you click on the highest points in the graph, Wireshark will jump to those

packets in the main window for further analysis.

Topic 138: Wireshark's Expert Infos System
This topic provides an overview of Wireshark’s Expert Infos System.

There are two buttons and three columns in Wireshark’s Status Bar. The first button

is named the Expert Infos button. Wireshark generates alerts for you to numerous

network concerns seen in the trace file as well as packet comments in the Expert

Infos window. Expert infos are only a hint and help both novice and expert users to

find probable network problems a lot faster, compared to scanning the packet list

“manually”. The Expert classifies information into 6 categories:

Errors: red
Warnings: yellow
Notes: cyan
Chats: blue
Details: grey

Packet Comments: green

When you click the Expert Infos button in the bottom left corner of the Status Bar,

the Expert Infos window will open.
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If we understand the causes of the errors, warnings, and notes, then this will help us
to figure out what is affecting the network performance. We next look at examples
of various commonly occurring Expert warnings, notes, and chats.

Chats: information about usual workflow: e.g. a TCP packet with the SYN flag set

Notes: notable things: e.g. an application returned an “usual” error code like HTTP
404

Warnings: e.g. application returned an “unusual” error code like a connection
problem.

Topic 139: Wireshark's Packet Loss Detection
This topic provides an overview of Wireshark’s Packet loss detection process.

Most of the time packets are dropped by interconnecting devices such as a switch, a
router, a firewall i.e. anything that makes forwarding decisions.

What Causes Packet Loss: The common reasons are a switch or router is overloaded.
It is unable to keep up with the required packet forwarding rate. The device is simply
faulty.

How Wireshark's detects Packet Loss: The TCP sequencing process is used by
Wireshark to detect lost packets. You can also turn off this feature by disabling the
Analyze TCP Sequence Numbers TCP Preference setting. Click the Preferences
button, then expand Protocols and choose TCP.
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Wireshark creates a value called nextseq (displayed in the Next Sequence Number
field). Its value is determined by adding together the Sequence Number field value of
each packet to the number of data bytes in it. Therefore, the next expected
sequence number from the sender is available in nextseq. Wireshark assumes that
one or more packets have been lost when it sees sequence number jump beyond the
nextseq value.

Topic 140: Packet Loss Recovery Methods

In this topic, we understand Fast Recovery and Retransmission Timeout (RTO)
methods for Packet loss. An Internet application developer has two choices for the
transport layer protocol: Transmission Control Protocol (TCP), or User Datagram
Protocol (UDP). TCP provides a packet loss recovery mechanism while UDP does not.
Based on this feature, there are applications which can and which cannot tolerate
data loss. File transfer, e-mail, and Web documents, instant messaging are examples
of those applications which cannot tolerate loss. Loss-tolerant apps include real-time
audio/video, stored audio/video, and interactive games.

Packet Loss Recovery Method #1—Fast Recovery

This method can be used only if the receiver supports Fast Recovery. In this method,
when the receiver observes a jump in the sequence number value, it will
immediately begin sending Duplicate Acknowledgments. Upon receipt of four
identical ACKs (the original and three Duplicate ACKs), the sender will retransmit the
packet that has been lost.

Packet Loss Recovery Method #2—Sender Retransmission Timeout (RTO)

In this method, a sender maintains a timer for a packet. If the packet has not been
acknowledged within Retransmission Timeout (RTO) value, the sender retransmits
the packet.
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Topic 141: Wireshark Lab 45

In this topic, we apply a Filter to count previous segments in Wireshark.

Step 1: Open tr-general101d.pcapng.

i -t deany [YWeshiaik 1023 01 1230 ghisdelial fenm erigst . 1137)
Blr S Yiew (m Diftuis  Ssdleds Shikses fril:h:l. lech lMhistah  Hig

UL X fN+eenT i BN Q8D dFERE &

Feltpr w; Eremiee TOR Doty WP Doy ) Dby

PR 54 TCP 14?9 30000
10,10.10,10 1374 Tcp 30000-1479 [ACK] Seq= 132‘1 ¢
10.10.10.10 1374 TP 30000-1479 [ack] seq=2641 ¢
10 10.9.9.9 54 TCP. 1479-30000 [ack] seq=1 Ack:
10,10, 10.10 13747cP 30000-1479 [Ack] seq=3961 &

]
3
9
0
]
i o R
50,000 10.10.10,10 10.9.9.9 54 TP 1479-30000 [Ack] seg=1 Acks
9
9
0
g
g

70,000 10.9.9 10.10.10,10 1374 TcP. 30000-1479 [ACk] Seq=5281 /
90.004 10.9.9 10.10.10.10 1374 TCP 30000-1479 [ACK] Seq=6601 {
100,004 10.9.9 10.10,10,10 1374 TP 30000-1479 [ack] 5eq=7921 ¢
110.004 10.10.10.10 10.9.9.9 54 TCP 1479-30000 [ack] segq=1 Ack:
120.004 10.9.9, 10.10.10.10 1374 Tcp 30000-1479 [ack] Seq=9241 ¢
130.004 10.9.9. 10.10.10.10 1374 TcP 30000-1479 [ACK] seq=10561

Step 2: In the display filter area, enter the filter tcp.analysis.lost_segment. Click
Apply.
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From the Status Bar, we can observe that Wireshark has detected packet loss five
times in this trace file. In the Info column, we can see “Previous Segment Not
Captured”. This warning means that Wireshark was not able to see the previous
packet(s) in a TCP communication. Wireshark keeps a track of the packet ordering
using TCP Sequence Numbers. From this, it can easily detect when packets are
missing.

Step 3: As you finish analyzing the trace file, click Clear to remove your filter.
Applying the filter tcp.analysis.lost_segment on the traffic of a trace file, we easily
found that packet loss is occurring. To determine how many packets were actually
lost, we need to examine the TCP sequence numbers.
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Topic 142: Wireshark Lab 46

In this topic, we add TCP sequencing columns in Wireshark.

In this lab exercise, we will create three columns to help understand how TCP
sequencing works in a trace file. Using these columns, we will be able to determine
how many packets are actually lost when Wireshark displays Previous Segment Not

Captured.

Step 1: Open tr-generall101d.pcapng.

Step 2: Expand the TCP header in Packet 1.

Step 3: Right-click on the Sequence Number field and select Apply as Column.
Rename this column SEQ# by right-clicking on your new Sequence Number column

and selecting Edit Column Details.

130, 004
14 0,004

# Frame 1: 1374 bytes on wire (109492 bitx), 1374
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Step 4: Select Apply as Column after right-clicking on the Next Sequence Number
field. Rename this column NEXTSEQ# by right-clicking on this newly created column
and selecting Edit Column Details.

Step 5: Create the 3" hew column by right-clicking on the Acknowledgment Number
field and select Apply as Column. Rename this column ACK# as we did in the
previous step.

Step 6: Click the Go To Packet button on the Main Toolbar. As packet 10417 is one of
the packets tagged with the Previous Segment Not Captured Expert indication. Enter
10417 and click Jump To. From the NEXTSEQ# column, we find that the next packet
(after Packet 10,416) from 10.9.9.9 should use sequence number 9,164,761. But
SEQ# is equal to 9,175,321 for the next packet from 10.9.9.9.

.‘ tr-genenal10id ntageg
[-ae [-:1 j;{h!’ = |'_.1.p1'.|||' 59.1!,';'! -.szm f_mﬁ'r.-nt' ‘ocl I-Jm-.u- Hr-p .
oD 4N Y HE e T o [EE o | SEQ#184T61 s expected

i nextfrom109.99.. y
Fass ::h;mur.n d
Ne Saure Pastrebon Protecel 502 HEATSEQ Al o !
10415 10.10.10.10 10.9.9.9 T 1 9163441 dberegister.
10416 10.9.9.9 10.10.10.10 TCP 9163441 91647061 1 ndmps > dod®

10417 10.9.9.9 10.10.10.10 7¢p 9175321 9176641 1 P Previy

10418 10.10.10.10 10.9.9.9 _2# 1 9164761 dberegiste

10419 10.9.9.9 9176641 9177961 1 ndnps > dbe
{ . butSEQH 9175321 :

10421 10.9.9.9  amvesnet [ 9177961 9179281 1 ndups > oo}
"~ dnps > doe

10423 10.9.9.9  10,10,10,10 TcP 9179281 9180601 1

10425 10.9.9.9  10.10.10.10 TCR 0180601 0181921 1  ndnps » dh

Because of the mismatch, Wireshark tags Packet 10,417 with Previous Segment Not
Captured. 9,175,321 - 9,164,761 = 10,560 bytes have been lost. The TCP header of
Packet 10,417 indicates that it contains 1,320 bytes of data. Assuming all the lost
packets to be of 1,320 bytes long, 10,560/1,320 = 8 packets were lost prior packet
10,417.

Topic 143: Wireshark Lab 47
In this topic, we build a bad TCP Filter expression in Wireshark.

We would like to create a button, which when clicked once will view many of the key
TCP problems in a trace file.

Step 1: Open tr-general101d.pcapng.

Step 2: Type the following expression in the display filter area: tcp.analysis.flags &&
Itcp.analysis.window_update. Click the Coloring Rules button and then, look for
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the Bad TCP coloring rule. The filter expression we typed in Step 2 is the same as the
Bad TCP coloring rule string.

| Witesharic Coloring Rules - Profite: Defatit - oiEs
T oEsa Filter Cordles |
Uit iz processed in ooder until metch it fowmnd ;
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1
|| [ Bport- Dewm |
|| Clem

!_: 1]
B bep o Apply Cancd |8

Step 3: Click Save on the display filter toolbar to create a new button. Name this
new button Bad TCP.
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10,10.10.10 1373 7CP  30000-1479 [ACK] Seq=l AcH
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30,000 10.9.5.,9 10.10,10.10 1374 TcP 30000-1479 [ACK] Seg=13Z1
40,000 10.5.5.9 10.10.10.10 1374 TCP  30000-1479 [ACK] Seq=2641

50,000 10:10.10.10 10.9.9.9 54 TCP  1479=30000 [ACK] Seg=1l Ach
60.000 10.9.9.9 10.10.10.10 1374 TCP 30000-1479 [ACK] ‘Seg=3961
F0.0000 10.9.9.9 10.10.10.10° 1374 TCP 30000-1479 [ACK] Seq=5281
§0.000 10,10.10.10° 10.9.9.9 54 TCP 1479-30000 [ACK] Seg=1 Ach

90.004 10.9.9.9 10.10.10,10 1374 TCP 30000-1479 [ACK] Seq=6601
100,004 10.9.9.9 10.10.10.10 ¢ 1374 TcP _30000-1473 [Ack] Seg=7gil
110.004 10.10.10.10° 10.9.9.9 54 TCP 1479-30000 [ACK] Seg=1 Ack

1F M ARA 1TAa‘a n 1A TAIA 1A 13T TrA FAAALRITATEO TAFT 'Can=0741

Step 4: Click the newly created Bad TCP button.
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There are 1,612 packets (4.3% of the traffic) matching our Bad TCP button. These
packets can badly affect e.g. a file transfer process to a noticeable extent. Click Clear
to remove your filter when you are finished.

Topic 144: Wireshark Lab 48

In this topic, we find packet loss counts with Expert Infos in Wireshark.
Step 1: Open tr-general101d.pcapng.

Step 2: Click the Expert Infos button on the Status Bar.

@ _f" File: "C:\Us... | Packets: 37422 - Displayed: 37422 (100.0%) - Load time: 0:00.750

I Wireshark: 1616 kipert Inos =M

Emors: 0 (0) Wamings: 2{13] Notes: 810 1601) i[hatﬂ[l] Pachatiumm&ﬁf;ﬂ
Group 1 Protocl { Summary I { Lount !

B Sequence 10 hﬁhﬁﬁmﬂmaﬁﬁeﬁtmmawﬂmm
£ Sequence TCP This frame is & (suspected) out-of-order segment

.U‘

Step 3: There are 1,616 Expert Infos items in the title bar. There are no entries under
the Errors tab as Wireshark could not detect any serious problem in the trace file.
When you click the Warnings tab, Wireshark has observed 5 packet losses. This is
because of the sudden jump in the sequence numbers. Wireshark does not take into
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account the size of the increase. From the Warnings tab, we can see that there are 8
instances of Out-of-Order segments. If you want to analyze a problem, expand the
Expert Infos sections and click on that packet listed. Wireshark will jump to that
problem in the trace file. In the end, close the Expert Infos window.

Topic 145: Wireshark Lab 49
In this topic, we find out where packets are being dropped using Wireshark.

Step 1: Open tr-general101d.pcapng.
Step 2: To view the Expert Infos window, click Expert Infos button on the Status Bar.

Step 3: Click the Warnings tab and expand the Previous segment not captured
(common at capture start) section.

4 Wireshark: 1616 Expart Infos - o nh

Ermvers 00} | Warnings 2013) |Netes B10 {1831) | Chats= 1(2) | Detaile 1518 | Packet Comments: 0

Group 1 Pigtocol 4 Surmmany . 4 Count 1

= Sequence TCP Previgus segment not captured [common at captre starl) W
Packet: 2204 1

T ke o7 |
Packst: 11456 1
Packet 13655 1
Packat 32016 1

i Sequence  TCP This frame i a (suspected) gut-ol-order segment ]

[7] Limit ko drigley filter

Hefp Close

In the listing, let’s examine Packet 10,417. Click on it and Wireshark will take you to
that packet in Main window.

Step 4: After the point of packet loss, we can see numerous Duplicate ACKs after the
missing packet indication.
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10.10.10.10 (the receiver) supports Fast Recovery as it is using Duplicate ACKs. Each
Duplicate ACK is a request for sequence number 9,164,761. See Acknowledgment
Number field in the Duplicate ACKs. Close the Expert Infos window.
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Step 5: Packets were captured upstream from the point of packet loss (closer to the
data sender than the point of packet loss) or downstream from the point of packet
loss (closer to the receiver than the point of packet loss)?

Step 6: We can use the sequence number of the packet that is missing to determine
if we see the original and the Retransmission or just Retransmission. Enter
tcp.seq==9164761 in display filter area.
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We can see that traffic has been captured downstream from point of packet loss.
Packet loss always affects network performance. Locate it and then figure out why it
is happening.

Topic 146: Duplicate ACKs and their Causes
This topic describes duplicate ACKs and their causes.

Duplicate ACKs are used to inform the sender about packet loss. They can also be an
indication of out-of-order packets. A host generates Duplicate ACKs if it supports
Fast Recovery and notices that a packet has arrived with a sequence number beyond
the calculated next sequence number. Details of Fast Recovery can be found in RFC
5681, "TCP Congestion Control." To determine whether an ACK is a duplicate ACK,
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Wireshark uses Data bytes, Window Size, Sequence Number, and ACK Number fields.
When two or more packets with same Data bytes, Window Size, Sequence Number,
and ACK Number fields arrive at a host from a source, we mark the second and
onwards as duplicates of the first ACK. In Duplicate ACKs, the ACK Number field value
indicates the requested sequence. A TCP host keeps on sending Duplicate ACKs until
it receives missing packet. When a receiver receives a packet with the incoming
sequence number value jumping higher than the expected, it does not know if the
packet is lost or it is just out of order and will be arriving soon. Wireshark marks a
packet as Out-of-Order if the missing sequence number packet arrives within 3 ms.
In case, it arrives later than 3 ms, Wireshark marks it a Retransmission or Fast
Retransmission. In Wireshark, we can use tcp.analysis.duplicate_ack to determine
the number of duplicate ACKs, while tcp.analysis.out_of order is used to keep a
record of Out-of-Order packets.

Topic 147: Wireshark Lab 50
In this topic, we use a Filter to count Duplicate ACKs in Wireshark.

Step 1: Open tr-generall101d.pcapng.

Step 2: Enter the filter tcp.analysis.duplicate_ack in the display filter area and then
Click Apply. From the Status Bar, we see that Wireshark has detected 1,019
Duplicate ACKs.

Step 3: Expand TCP header of a Packet. Click on the Acknowledgment Number field
and select Apply as Column. Name it ACK# by right-clicking on this column and
selecting Edit Column Details. On scrolling through the trace file, you will observe
that these Duplicate ACKs are requests for a single missing packet whose sequence
number is 9,164,761.
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You can observe that there a many Duplicate ACKs that are requests for a single
missing packet whose sequence number is 9,164,761. The host continues sending
Duplicate ACKs until missing sequence number is resolved.

Step 4: To hide the ACK# column from view, right-click the ACK# column and select
Hide Column. Click Clear to remove the display filter.

Topic 148: Wireshark Lab 51
This topic finds Duplicate ACKs using Expert Infos in Wireshark.

Step 1: Open tr-general101d.pcapng.

Step 2: Click the Expert Infos button on the Status Bar.

E @:zshm: 1616 Expert Inlus] - - o BN

Errore= 0 (0) |Wamings £ {13) | Notem 310 71608 | Chate! 1 {2] | Detante: 1616 | Packet Commentz 0

Group 4 Protecal 4 Sammary € Coint 1

Lt Ty m:play‘um

Help Close

Step 3: Let’s examine problems in this trace file by clicking the Notes tab. Count the
Duplicate ACKs. Wireshark does not count all Duplicate ACKs together, it groups
Duplicate ACKs based on their number. In a trace file, assume packet loss occurs
twice. Both times the original ACK, Duplicate ACK#1, Duplicate ACK#2, and Duplicate
ACK#3 were sent. Wireshark will list 3 Duplicate ACKs with an indication that each
occurred twice.
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Erors 040) | Warning= 2 (13)| Motes: 310 (1601) Chats: 1 2) | Detait 1616 | Packet Comments 0|
| G 4 Protocs| 4 Sum A Count AL
B Sequence TCP Duphcars KK (21) 1"
¥ Sequence TOR Duplicate ALK (82) F]
® Sequence TCP Duphicate ACK (73] 4
[F: Sequence  TOP Duphcate ACK (24) 4
v Sequence. TP Duphcate ACK (25) 4
[# Sequence  TCH Duphcate ACK [S6) 4
& fequence TCR Duphcate ALK (#7) -
¥ Sequance TCP Duplicate ACK (=8) 4
¥ Sequence TR Duplicate ACK (#5) 4
& Seguence TP Duphcate ACK (510 4
[& Sequence TCP Duphcate 4L (#11] ..
[E Sequence TOP Duplicate ACK (=1} 4
¥ Sequence TCP Duplicate ACK (=13) 4.
{1 Lirnit 15 dizpley flter
|t |
Duplicate ACK (#1) occurs 5 times i.e., the Fast Recovery process was launched 5
times. The 4 Duplicate ACK (#2) indications in one case receiver only had to send the
first Duplicate ACK and then it recovered.
{Erors: () | Warmings: 2013 Hotes: 010 (0601 |Chas: 1) | Detaile 161 | Packe Conrnets: 0|
1
1
1
i Sequence TCP Duplicste ACK (23 4
B Sequence TCP Duplicete ALK (24) 4w
] Limit o display e
e | Gow |
Probably, the one out-of-order packet situation in the trace file occurs near Packet
3,217.
Step 4: Scroll to the end of the Notes section.
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A Witeshark: 1516 Expert Infos = o EN

Eoor: 00 | Warnings 2 (13) Notes: 810{T601] | Chats: 14X) | Detailz 1616 | Packet Comments: §

Growsp 1 Frotocal 4 Summang 4 Count 14

i Sequenge TCR Duplecate SCK (5782) 1

T Sequence TCP Duaplicate ATK (#799) 1

 Sequence TP Duplicate ACK (#5300 1

H Sequence TCP Duplicate ACK (2501) 1

i Gaquence TP Duplicate 2CK (=302) i

i Sequenze TCP Dugplieste ACK =80 1

3 Sequence TCP Dupicate ACK [£5H) 1

i Sequence TP Duplicate ACK (#205) 1

B Saquenice TCR Dugilicare ACK [(5558) 1

i Seguerice  TCP Dugilic ate ACK (S20T) 1

Eﬂumc: TCR Cupficate SCK (3555) 1
Packet 12054 1

t Sequence TCP Thie frarme 15 8 (suspected) fast ietiansmsaon 2y
[ Limmit te dizplay filtes

tlp Gloe

The TCP receiver kept on requesting for a missing packet 809 times. This means a
packet got lost and the recovery took a significant amount of time. This can be due
to path latency or a network disconnect. Finally, close the Expert Infos window.

Topic 149: Wireshark Lab 52
In this topic, we determine if Selective ACK (SACK) is in use by examining Duplicate
ACKs in Wireshark.

When two TCP hosts are communicating and are using SACK, only the missing
packets are retransmitted. If SACK is not in use many unnecessary retransmissions
will be generated. The sender retransmits every data packet starting from the
missing sequence number. If the TCP handshake packets are not captured, we can
examine duplicate ACKs to determine if SACK is enabled on the connection.

Step 1: Open tr-general101d.pcapng.
Step 2: Click the Expert Infos button on the Status Bar.

Step 3: Duplicate ACKs can be located by clicking on the Notes tab.

M Wireshark: 1616 Expert Infos - oEX
Errore {1 | Warrings: 2 (13). Metew 810(1601) (Chats: 1 (2) | Details= 1618 | Packet Comments 0
Lroup 1 Pratocel 1 Summary 1 Court i
Dsphicate ACK {21) 3
fi Sequence TCP Duplicate 4CK {337 4
t Sequence TCR Dupheits ACK (23] 4
il Spquence  TCP Dheplicate ACK {24 4
1 Sequence TOP Duplicate ALK (73] 4
i Sequence TOP Duplicate ACK [26) 4
i| Sequence TP Chaplicate ALK {=7] d
i Sequence TGP Duphbicate ACK (28] 4y
| Lermik 0 dirsplay fiftes
Help Cloe
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Step 4: Expand the Duplicate ACK (#1) line and click on the first packet listed, whose
number is 10,420. Go to Wireshark to examine that packet.

. Wireshari: 1616 Exper infos - oER
I Errors: 0 0) | Wamings: 2 (13] | Netes 310 0831 Chatz 1 (2) éﬂmllll:ﬁli- Packet Commients: 0

Gt 4 Protocol 1 Sumimary i Cownt i

Sequence TCP Duphicate ACK (=1) 5

|
E_ Packet 12030 1
i Packet 15700 1
}| Facket 15845 1
) Packst: 17 ]
W Saquence TP Duplicate ALK (73] 4
I. & Seuemee TOP Cuplicate ACK (73] 4y

|| [ Liemit tos dplay filter

il | Lleise

kel

Step 5: SACK Left Edge (SLE) and SACK Right Edge (SRE) information is listed in the
Info column. You can also expand packet 10420 and look for the SLE and RLE values

in the Options area of the TCP header.

"Frame 10420: 66 bytes on wire (528 bits), 6b bytes captured (528 bits) on intertac
s Ethernet II, Src: Cisco_00:00:00 (00:0c:ce:00:00:00), Dst: Cisco_00:00:01 (00:0c:c
: Internet Protocol Version 4, Src: 10.10.10.10 (10.10.10.10), Dst: 10.9.9.9 (10.9.9
s Transmission control Protocol, Src Port: 1479 (1479), Dst Port: 30000 (30000), Seq

Source Port: 1479 (1479)

Destination Port: 30000 (30000)

[Stream index: 0]

[TCP segment Len: 0]

Sequence number: 1 (relative sequence number)

Acknowledgment number: 9164761 (relative ack number)
Headar |anath: 3? hutac

[Calculated window s1ze: 32768]
[window size scaling factor: -1 (unknown)]
# Checksum: 0x9b37 [validation disabled]
Urgent pointer: 0
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), SACK
+ No-Operation (NOP)
# No-Operation (NOP)
Kind: SACK (5)
Length: 10
Teft edge = 9175321 (relative)
right edge = 9177961 (relative)
[TcP sacK count: 1]
+ [SEQ/ACK analysis]

Topic 150: Out-of-Order Packets and their Causes
This topic describes out-of-order Packets and their causes.

On a receiving host, the transmission control protocol (TCP) layer cannot pass the
received data up to the application layer until all the bytes are in the correct order.
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Let’s assume a scenario where two packets arrive at a host in reverse order. The
packets both arrive within 1 ms. This situation is unlikely to cause a problem.
Therefore, we may expect that performance will not be affected if there is a little
time between the expected arrival and the actual arrival of out-of-order packets.
Wireshark labels a packet out-of-order if it

(a) Contains data,

(b) Does not advance the sequence number value, and

(c) Arrives within 3 ms of the highest sequence number seen.

Causes of Out-of-Order Packets
e astream using multiple different speed paths to reach the target,
e apoorly configured queuing along a path or,
* Asymmetric routing.

A queuing device that does not forward packets in a first-in/first-out (FIFO) order can
cause packets to arrive a host in an out-of-order fashion.

Topic 151: Wireshark Lab 53

This topic uses a filter to count out-of-order packets in Wireshark.
Step 1: Open tr-general101d.pcapng.

Step 2: Enter the expression tcp.analysis.out_of_order in the display filter area. Click
Apply.

d gl ooy Memtant 1122 ML 1204 Getded o e 12

fr  pandiymad ol o _] o hprmgm,  Cen Ser . TPley MTFDeey WDy BT

UuZu uva ua /5> 3U U>d Cf a8 uUe C3 ¥

nnsN AN - AN AL A

— _— ATS ATA
O || File: "C:\Users... |Packets: 37422 - Displayed: 8 (0.0%)) - Load time: 0:00.812

k

We find that Wireshark has detected 8 Out-of-Order packets as indicated by the
Status Bar. On examining the packet numbers, we can have an idea that packets
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4206 and 32018 are out-of-order packets, while remaining 6 packets belong to a
group of out-of-order packets in close proximity.

AMNWEIIEL FIVLULKL VELSEIWUL %, 3L, WV 20707 LiIV.I.7. 37, Uk, AU AV, LWLV LAV AV. V. LW
Transmission Control Protocol, Src Port: 30000 (30000}, Dst port: 1479 (1479), Seq: 3698641, &
source Port: 30000 (30000)

pestination Port: 1479 (1479)

[Strean index: 0]

[TCP Segment Len: 1320]

sequence nusber: 3698641  (relative sequence nusber)

[Next sequence nusher: 3899961  (relative sequence nusher)]

scknowledgment nusber: 1 (relative ack nusber)

keader Length: 20 bytes

o U000 0001 0000 = Flags: Ox010 (Ack)

window size value: 45

[caleulated window size: 46]

[Windew size scaling factor: -1 (unknown))
« checksum: Oxdifa [validation disabled]

Urgent pointer: 0

[senfack analysis]

et tell) outrof-order: seqment]

If you find multiple Out-of-Order packets in close proximity, then it is likely that a set
of packets have been lost. These packets are Retransmissions that arrived within 3
ms.

Step 3: When you are done, click the Clear button to remove the filter.

Topic 152: Wireshark Lab 54

In this topic, we find out-of-order packets with Expert Infos in Wireshark.
Step 1: Open tr-general101d.pcapng.
Step 2: On the Status Bar, click the Expert Infos button.

a Wireshark: 1616 Expert Infos - olEN

Errors 0 (1) | Warnengs: 3 {1 5_', | Notes 810 {1631) Chats: 1 |2.i :Udmls.- 1ﬁt§ Ih_n!rflf_ummem:: 1) |
Groug 4 Pratecel 4 Surmmary 4 Count '

] Limit bo display filtes

Help | Glowe

Step 3: Click the Warnings tab. Expand the Out-of-Order segment section.
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L Wireshark: 1616 Expert Infos - olEA

Errors: O401) | Waming: 2(13) | Motes: 210 (1601) | Chats: ] (2) | Detaile H?lf!ﬂul.gt Comenents
Group 1 Protocal 4 Sairmpary 4 Count 1
¥ Sequence TCP Previnus segment nak captured (common at caphure ftar)

This frarne i fruspacted] ot af=oider sigmmmd

5

L]

1
Packet 12248 1!
Packet 1226 1
Packss: 12252 1
Packet 1225 1
Packet 122% 1
Packet: 125 1
Packet: 32018 1

[ Lmit to display filter

Help Close I

Click on the first entry i.e. Packet 4,206 and then click the Close button and then go
to the main Wireshark window.

‘ 1 el R ey it 1 1LY o] L5 -Gghi Tl e i | T}
||- Ln,.,e-,,-mym Telgimny Jork rassst

allll BAN2 AesaT2 Bl ggarm geEy B

Fae Ve (o s T Dy TP Dy SRy Bt TP

B Temr Towrr Zrprse Il?'l Putierd ol
M s W AL B L e L T N P e Lo e S TR

42011.052 10.9.9.9  10.10.10.101374 TcP 300001478 [Ack] Seq=3696001 .lck 1 Hm 4l
42021.052 10.10.10.1010.9.9.9 54TCP 1479-30000 [Ack] seg=1 Ack=3697321 win=3,
42031,053 10.9.9.9  10.10.10,101374 Tcp  30000-1479 [ack] Seq=3697321 A:k=1w‘in=4l

3 - - . I . ]
42081.054 10.9.9.9 10, 10 10, 1013?4 TCP 313?0‘]0*1#?9 [.acl(] seq-E?ﬂlZSl &ck‘l win=41
42091.054 10,10.10.1010.9.9.9 34 TcP 1479430000 [Ack] seq=1 ack=3702601 win=3.
42101.054 10,9.9.9  10.10.10.101374 TcP 300001479 [AcK] Seq=3702601 Ack=1 win=4i
42111.054 10.9.9.9  10.10.10.101374 Tcp 30000-1479 [ack] seq=3703921 ack=1 win=4i
47171 N%4 30 1010 1IN 6 40 G4 Tro 1ATOLINAAN Fare] Canml Arb-2TASIAY Win=?’

' Frame 4206: 1374 bytes on wire (10992 bits), 1374 bytes captured (10992 bits) on W
Ethernst II, Src: Cisco_00:00:01 (00:0c:ce:00:00:01), bst: Cisco_00:00:00 {00:0c:c
Internet Prutocol version 4, Src: 10.9.9.9 (10.9.9.9), pst: 10.10.10.10 (10.10.10..

Fommmmt oo ddn Aaak oY ARLEDLLY Ao AL SARAR FOIRAANL L Aos Aeoel TETA FUATAND AoL

Step 4: If you have previously created, SEQ#, NEXTSEQ# and ACK# columns, then
right-click on any column heading and display them. Otherwise, create them. Select
Sequence number field in the TCP header of a packet, and then Apply as a Column.
Rename the column as SEQ# by right-clicking on the column and selecting Edit
Column Details.

i gm0 g Wiredbani 1123 W1.123:0- pbbasdal o masiar- 1.0
e Bt Vew e Lot aahir Sifcho Ickohony ot Ieioab W
Dﬁll.f-1ﬂ§\=‘-'5'$‘:]|] AAa0 gaex 3
Fibe | Fipumane - 5 «  TPDosly HITP Deley W Nokey 2l TR
lie.

0P ess 0 HEe it wa
42000.00008103694681 3696001 130000-1479 [Ack] Seq=3694681 ack=11
42010.00001503696001 3697321 130000-1479 [Ack] 5eq=3696001 Ack=11
42020.0000120 1 3697321 1479-30000 [Ack] seq=1 Ack=36973211
i 130000-1479 [Ack] Seq=3697321 ack=11

3 1 3701281 147930000 [Ack] Seq=1 Ack=3701281
42080, 00022903?01231 3702601 130000-1479 [ACK] Seq=3701281 Ack=1\
4209 0.0000180 1 3702601 1479+30000 [AcK] seg=1 Ack“3?02tiﬂl i

AMAA A ARRATAARSARSAYT S ATASAAY L L e R AmAasaY
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We can see that SEQ# of Packet 4,206 is lower than the NSEQ# in Packet 4,204. Also,
the out-of-order packet arrived 85 microseconds, which is less than 3 ms after the
previous packet from 10.9.9.9.

Topic 153: Causes of Fast Retransmissions

In this topic, we describe fast retransmissions and their causes. Fast retransmissions
are triggered, when three identical ACKs (the original ACK and two Duplicate ACKs)
arrive at a receiving host. Fast Retransmissions are a sign that packet loss has
occurred and are part of the Fast Recovery process.

Characteristics of Fast Retransmissions

The segment contains data or has the SYN or FIN bits set to 1. The segment does not
advance the sequence number. At least 2 Duplicate ACKs were coming from the
reverse direction. The Sequence Number field value matches Acknowledgment
Number field value in the preceding Duplicate ACKs. The packet arrived within 20 ms
of the last Duplicate ACK.

Causes of Fast Retransmissions

When a host believes there is a packet loss and supports Fast Recovery, then it
generates at least four identical ACKs. In addition to the original ACK, at least three
Duplicate ACKs are sent towards the sender requesting the missing segment. Packets
are typically lost at infrastructure devices.

Topic 154: Wireshark Lab 55

This topic uses a filter to count fast retransmission packets in Wireshark.
Step 1: Open tr-general101d.pcapng.

Step 2: Enter the filter tcp.analysis.fast_retransmission in the display filter area.
Click Apply.

| t-general 101d peapny  [Wireshark 1,123 (v1.12.3-0-gk
file Edd Yeow Go Ceplwe Ansboe  Hatisticn Toephony Toch lnteinsh  Help
c @ 4dm NP S+ g T2 IBE EEE D8R % B
Fitker: Epam\r—':jasuﬂrunmmr‘j w | Eupressan. Clear ire CPT
Mo . Tanation Length  Pictoood  Infio
110.9.9.9 10.10.10.101374 Tcp 30000-1479 [Ack] s
210.10.10.1010.9.9.9 54 TCP 1479-30000 [Ack] s
310.9.9.9 10.10.10.101374 TcP 30000+1479 [Ack] s
410.9.9.9 10.10.10.101374 TcP 30000-1479 [ACK] s
510.10.10.1010.9.9.9 54TcP 1479-30000 [ACK] s
610.9.9.9 10.10.10.101374 7cP 30000-1479 [Ack] s
710.9.9.9 10.10.10.101374 7cP 30000-1479 [Ack] s
£10.10.10.1010.9.9.9 54TcPp 1479-30000 [Ack] s
910.9.9.9 10.10.10.101374TCcP 30000-1479 [Ack] s
1010.9:9.9 10.10.10.101374 TcPp  30000-1479 [AcK] s
1110.10.10.1010.9.9.9 54 Tcp 1479-30000 [Ack] s
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In this trace file, Wireshark has detected two Fast Retransmissions as indicated by
the Status Bar.

i i ey tan 117 o2t b i |12 E

Fii |8 s o Cnies i i "mpiew ek pesm (s

dnin 0/ %eem ¥ 0 BB QGQUE WERE 3

I v e T b Tl TR o | [y R 137

0020 _0a 0a 75 30 05 c7 d8 62 2b

-

Step 3: Expand the [SEQ/ACK analysis] section on one of the Fast Retransmissions.
Wireshark colors this area cyan. Color of the Expert Infos Notes is Cyan.

10.10.10,101374 Tcp_[TcP Fast Retransmission] 30000:1479 [AcK) Sec

1203 10.9.9.9

Acknow |edgment number: L (relative ack number)
Header Length: 20 bytes
vv.. 0000 0001 0000 = Flags: Ox010 (ack)
window size value: 46
[caleulated window size: 46]
[windaw size scaling factor: =1 {unknown)]
Checksum: (xb958 [validation disabled]
urgent pointer: 0
[sE0/ack analysis]
[Bytes in flight: 1090320]
[1cp analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) fast rerransmission]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[Timestamps]

There are two Expert Infos indications marked by Wireshark on this one packet.
Frame is marked to be a Fast Retransmission and a Retransmission. Fast
Retransmission is a Retransmission.

Step 4: Click the Clear button to remove the filter as you finish your analysis.

Topic 155: Wireshark Lab 56

In this topic, we find fast retransmission packets with Expert Infos in Wireshark.
Step 1: Open tr-general101d.pcapng.
Step 2: Click the Expert Infos button on the Status Bar.

Step 3: Click the Notes tab. Scroll through the list. As you find the Fast
Retransmissions section, expand it and click on the first entry, Packet 12,035.
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Fl Wireeharic 1616 Expert Iffos - =N

Erveers 0 (00 | Winrnisigee 2(13) | Notes 810 (167) | Chuta 1 (2) | Detaito 1616 § Padket Comnaents ¢

(eoup 4 Prtoccd A Sueymary 4 Count L
: '

7 Sequance  TCH Dupbesie ACK (Z501) i
3 Lequence  TCD Duphcste ACE (3207} 1
3 Cerpugrse TP Daupherate ACK (035 1
o Sequepee  TCP Cuphcate ACK (F20} i
§ Sequenge TOP Diuiplicate ACK (#3205} 1
dl Sequence TCP Cuphcate ACK [#550G) !
3 Letjuente TCP Duiphcate ACK (S50} I
# Sequence TCR Dupisene SCK 5081 1
= Leguence  TCP Theéa Frarme o & (Jutpecied) last relranmesion
Packet: 12048 1
W Sequence TCP Thaframs & 3 (sespacted) reframymannm SH0
1] Lok tm el filtes
Haip Clote

We can observe that there are 808 Duplicate ACKs before the Fast Retransmission
packet. Return to the main Wireshark window after clicking the Close button.

Step 4: If you have created SEQ#, NEXTSEQ# and ACK# columns, then you can
display them by right-clicking on a column and selecting them from Displayed
Columns.

M = (e RN R R R |
1 : E 4 i F ¥ o
L} 1 . l B hEE : JRCR R ' ¢ 1 A
te o | Flaaty o0V o Tl i id T

|'i|'l||. & Lo g ) i =1 lamaman L b sk

IHU.’.I'IJ.UWJ.JF'-I AETLLLL INEIEYTL LT g P R S e L

1203100000290 10752441 10253781 _1 10.3.8.9 10.10.10.101374 Tep WIJHTF LACK] Seqn

1203300026580 10253761 Hﬁr 909080 10,1010, 100374 TCP. I0000-1479 [ACKk] Sét=

3035 5 ST ooy 1 SO e i i

A010.9.9.9  Taree 147930000 [ack] seqe

§
8 10100 10: 101374 Tep <1474 [ACK] Seq:
0
8 10:10.10.1003:4 7o 10000-1473 [ACK] So

From the TCP Delta column, we can see that the Fast Retransmission occurred within
20 ms of the last Duplicate ACK. If you consider time, you will find that only about
465 ms have passed between when packet with sequence number 9,164,761 went
missing and when Fast Retransmission was initiated. Although there were 808
Duplicate ACKs, but this %»—second delay would be unnoticeable by the user.

Topic 156: Causes of Retransmissions
This topic describes retransmissions and their causes.

Wireshark considers a packet to be a Retransmission if the segment contains data or
has the SYN or FIN bits set to 1. Sequence number is not advanced by the segment.
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Duplicate ACKs have not triggered Retransmission. The segment arrives > 3 ms later
than the previous packet with a higher sequence number. A Retransmission Time
Out (RTO) at a sender triggers Standard Retransmissions. The RTO timer is used to
ensure data delivery continues even if the TCP peer stops communicating (with
ACKs). Each TCP host calculates and maintains a RTO timer. This timer value is based
on the round trip time learned through previous data transmissions and related
acknowledgments. The RTO value consistently changes through the conversation.

What Causes Retransmissions?

A TCP host begins counting down the RTO, when it sends a data packet. The sender
retransmits the unacknowledged data packet, if the RTO timer expires without
receiving an ACK for the data packet. The sender has no idea whether the original
packet was lost or the acknowledgment was lost. The sender just knows that there
some problem as it did not receive an ACK within the RTO.

Topic 157: Wireshark Lab 57
This topic uses a filter to count retransmission packets in Wireshark.

Applying tcp.analysis.retransmission in Wireshark as a filter for Retransmissions will
also display Fast Retransmissions. You need to exclude Fast Retransmissions in the
filter, if you are interested in seeing packets that are only labeled as standard
Retransmissions.

Step 1: Open tr-general101d.pcapng.
Step 2: Enter the filter tcp.analysis.retransmission in the display filter area. Click

Apply.

fie 5 e G Coter bedvs Disic Tophew Tod o |k
' e | Vi F ¥ m e
ceEdn X2 Rewg¥l BN MO0 WE .

e » losmaim  Fiw e TO0Hawy WTEF iy Wiy R 579

(17035 0.0000330 9166081 10,9.9.9 10,10.10, 101374 TcP_[1cP Fast Retransmission]] 3

[sEQ/acK analysis)
[Bytes in flight: 1090320]
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From the Status Bar, we can see that Wireshark has detected 580 Retransmissions in
the trace file. This also includes two Fast Retransmissions.

Step 3: Update the filter to the following: tcp.analysis.retransmission &&
Itcp.analysis.fast_retransmission. Click Apply.

'hﬂl 1AL T KA IR RS LT 1 s I- {70 N U T0P[uely - WTIRDwm AN (dis  Bed 1O
e i i 7 Ted — [ lamfh Ml b

Wl bEe puieel . W
[SEQ/AcK amalysis]
[Bytes in flight: 505560]
[Tce analysis Flags]
retransmission
gThE RTO for this segment was: 0.004044000 seconds]

on delta from frame: 127461

There are 578 packets that match this filter. So the two Fast Retransmissions have
been removed from view.

Step 4: Click the Clear button to remove the filter.

Topic 158: Wireshark Lab 58

This topic finds retransmission packets with Expert infos in Wireshark.
Step 1: Open tr-general101d.pcapng.
Step 2: On the Status Bar, Click the Expert Infos button.

Step 3: Click the Notes tab. Scroll through list. Expand the Retransmissions section
and click on Packet 12,259. This will take you to the Wireshark Main window. Click
the Close.
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a Wirsshark: 1616 Expert Infos - c K
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s PR A e S Eoumt e
* Segquence TCP Thes frarme 15 a (uspected) fast refranpmesson P
= Sequence TEP This frarme is & (suspected) retransmission 520
Packat: 12035 |

Packet: 12262 1
Byl ma- 13383 L
[ Lirndt to diplay fiter
Help | Clove ||

Step 4: If you have previously created, SEQ#, NEXTSEQ# and ACK# columns, then
right-click on any column heading and display them. Otherwise, create them. Select
Sequence number field in the TCP header of a packet, and then Apply as a Column.
Rename the column as SEQ# by right-clicking on the column and selecting Edit
Column Details. Scroll up and you will find Packet 12,246 is a data packet from
10.9.9.9, which has the highest Sequence No. field value at this point of the trace
file. Right-click on Packet 12,246 and select Set Time Reference (toggle).
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Step 5: Time Reference, can be removed by right-clicking on Packet 12,246, and
selecting Set Time Reference (toggle).

Topic 159: Causes of ACKed Unseen Segments
In this topic, we explain ACKed Unseen segments and their causes.

What is ACKed Unseen Segment?

When Wireshark sees an ACK, but it did not see the data packet that is being
acknowledged, it calls it an ACK Unseen Segment. For each host, Wireshark keeps a
track of sequence number, next sequence number, and acknowledgment number
values. Wireshark also keeps a track of a "Maximum Sequence Number to be ACKed"
(maxseqtobeacked) value. This value gets updated as data is received. If Wireshark
sees an ACK to acknowledge  a data packet that has a higher Sequence Number
field value than maxseqtobeacked, then it shows that it has missed the data packet
that is being ACKed. Let’s assume that Wireshark is running on a client which is
communicating with a server. An ACK being sent to acknowledge all sequence
numbers up to 9,380 has been captured.

Causes of ACKed Unseen Segment:

A) Problems occurring during the capture process can cause ACKed Unseen
Segments. If the switch is oversubscribed when you are using switch port spanning,
then it is dropping packets that should have been forwarded to Wireshark.
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B) Asymmetric routing can cause ACKed Unseen Segments. With asymmetric routing,
data may be flowing along one path on the network while ACKs flow along another
path. Wireshark was able to capture ACKs but not the data.

Topic 160: Wireshark Lab 59
In this topic, we use a filter to count ACKed Unseen Segment warnings in Wireshark.

Step 1: Open tr-badcapture.pcapng.

Step 2: Enter the filter expression: tcp.analysis.ack_lost_segment in the display filter
area. Click Apply.

T |1=--\.=l-l:|lul e ol @_—‘ L Ly $IPEaiy WITPOele MdTwsy D BB
= ED = e Lo Puommsl e

Look at the Status Bar. You will see that Wireshark has detected 24 ACKed Unseen
Segments.

fieer  [rpmdsbon o segnest y Lipemseens, Lhtar v TLF Draly NP Lk DAIE Doy B ICT

LIRS, UERLL/L Vel D IR U LR el B
urgent pointer: 0
[sEq/ack analysis]

[This 15 an ACK to the segment in frame: 141

[The RTT to ACK the segment was: 0.000188000 seconds]
[iRTT: 0.015571000 seconds]

TCP Analysis Flags]
[Expert Info (warn/Sequence): aAcKed segment that wasn't captured (gc
« [TTmecTampe]
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Step 3: Click the Clear button so that the filter expression is removed.

Topic 161: Wireshark Lab 60

In this topic, we find ACKed Unseen Segment indications using Expert Infos in
Wireshark.
Step 1: Open tr-badcapture.pcapng.

Step 2: Click the Expert Infos button on the Status Bar.

Step 3: Click the Warnings tab. Expand the section with title ACKed segment that
wasn't captured (common at capture start).

r‘ Wiresharke 45 Expert Intos [EiE
Euroes:0(@) Veamnings 2 43) [Notes:0 0) | Chate: 2 2 | Detak 45 [Packat Comments:0

lwp 4 Protocol 4 Sommary. ' iCount 4 s
¥ Sequence TCP Previous tegment nat captured (common at capture stan] 12

8 Sepmee  TCP ACKzd segment thae st captured (comman ot captare start) L C
Packet 15 2 1
Packet 18 1
| Packet 3 This is a very high number of 1
Pachet % ACKed Unseen Segments 1
Packet e considering there are only 86 !
Packe H packets in this trace file !
Packer % 1

Help [ gme |
= _— = = I

=

Step 4: Click on the first entry, Packet 15 and then click the Close button. Let’s go to
the main Wireshark window. Display the SEQ#, NEXTSEQ# and ACK# columns.

L T o M Mir 0 eww Delnatm . leglh Tl

L VL 10 M0 ouS  3.00.460:0.64.0:409.LEw LT04 1LV, 1g||LIH:u UIIRHILNAT RELUI U
12 0.07L 3976 5436 809 23.62.228.624.6,173.220 1514 TLSv:Ignored Unknown Record
14.5.1?3.32'33.5?.323.55 54T|:F' 5313—*4‘13[1&&] SE'!]‘-:EM

235:: 128 EIH 1?3 20 1:14115v Ignure unknmm Remrd '

. : EE.ﬁZ.EEE.EN.ﬁ.i?i.?IU 1514 TLS'F.IQHIJNH]I hﬂkﬂﬂﬁ'ﬂ REﬁDl‘d

2 0.105 14196 15636 809 23.62.228.624.6.173.220 1514 Tsv.Ignored Unknown Record

21 0.105 15656 17116 809 23.62.228.624.6.173.220 1514 TLsv:Ignored Unknown Record
{ 24.6.173.2223.62.228.65 S4TCP 35318-443 [Ack] 5eq=809

2,818 624.6.3.20 34T1.v'gnnredunﬁerd

23 B2.228. EH b. l’i I’El} 1514 TLSV Ignunzd annu#m REED!‘d

£ A osmAm mdaEs ELET Y s AW AR mAA AN e ARE R e B
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As you examine the SEQ# values, there are jumps in values. But no Retransmissions,
Duplicate ACKs, or Fast Retransmissions can be observed. As far as the TCP peers are
concerned, no packets have been lost. The spanned switch is not sending all the
traffic down the port to which Wireshark is connected.

Topic 162: Causes of Keep Alives
In this topic, we explain Keep Alives and their causes.

Keep Alives are used refer to TCP Keep Alive Probe packets. These packets are used
to detect dead connections, detect dead TCP peers, and prevent a connection from
terminating when idle. Keep Alives are implemented as ACK packets that are either
empty or contain 1 byte of data. The sequence number value in a Keep-Alive packet
is 1 less than the next expected sequence number. TCP SYN, FIN and RST packets
cannot be considered to be Keep Alives.

How Wireshark detects Keep-Alives?

Wireshark can easily detect Keep Alives because it keeps a track of the Sequence
Number field values in all TCP streams. The Notes column of Wireshark’s Expert Info
window provides information about Keep Alives/Keep Alive ACKs.

What Causes Keep Alives?

Applications written to use Keep Alives generate Keep Alives. Three parameters are
defined for Keep Alives:

1) Keep Alive Time: The amount of time between the last data packet and the first
Keep Alive probe.

2) Keep Alive Interval: Interval between Keep Alive Probes.

3) Keep Alive Probes: Number of unacknowledged Keep Alive Probes that should be
sent before considering the connection to be dead.

Topic 163: Wireshark Lab 61
This topic uses a filter to count Keep Alive/Keep Alive ACK Packets in Wireshark.

Step 1: Open tr-keepalives.pcapng.

Step 2: Enter the filter tcp.analysis.keep_alive | | tcp.analysis.keep_alive_ack in the
display filter area. Click Apply.
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We can see that only two packets match the filter.

Step 3: Display TCP Delta column if it is hidden. Otherwise, create it. If you look at
the TCP Delta before Packet 61, then you can see that 10.2.122.80 has a 300 second
Keep Alive Time value. Packet 62 is the Keep Alive ACK packet.
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Step 4: Remove the filter by clicking the Clear button.

Topic 164: Wireshark Lab 62
In this topic, we find Keep Alive/Keep Alive ACK Packets with Expert Infos in
Wireshark.

Keep Alives and Keep Alive ACKs are typically used to check for dead TCP peers and
avoid time out of idle connections. They are not indications of problems.

Step 1: Open tr-keepalives.pcapng.
Step 2: Click the Expert Infos button on the Status Bar.

Step 3: Click the Notes tab. You can see Keep Alives and Keep Alive ACKs. Expand
the Keep Alive and Keep Alive ACK lines. You can see Packets 61 and 62 listed.
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4 Wireshark: 7 ExpertInfos - oKl

Erttits: I!-ufr}l'WlmmgLHEJ Nates: 2 (2] | Chates 343] | Detaile T | Pu:mtnmmuusu

Packer
pequence  TC ACK to 2 TCF keep-alive segment

Facket i

|| Lamik to display filber
Help Glote

Step 4: Click on the Keep Alive entry (Packet 61). This will take you to the main
Wireshark window. Click the Close button to close the Expert Infos window. Display
the SEQ#, NEXTSEQ# and ACK# columns. For Packet 61, you can find that Sequence
Number field value has been decremented by 1 from 10,943 to 10,942.

Ml o ieepaSiespoapng
Bin Eft Wew Go Ciptor fnddvee Radistics Telephony Tooh Jatanas el
CAABL BRRD NEeaT QAR U E B

| InKeep Alve packets the [Feea- ©= il S iR Dey
Mo, TCPDels  Soorce Esq#mmmms hj’l b S0s MEXSiQe AOE Do 2
(58 @.0010310.1.119.172 8 3 AR0 10472 TDS5 query[Pa
0.0936010.2.122.80 10.1.119.172 105 .iﬁﬁﬂ Response[Pac
!J 0326610.1. 119 172 100212280 TCp — 10943 64862 > targ

R BEELN 10943 36060 [TCP Keep-Al

160.42210.1.119.172 10.2.127.80 ws 82 3660 3676 10043 TOSS query

64 0.0018810.2.122.80 10,1.119.172 Tos 103 10043 10980 3676 Response 4
65 0.0003610.1.110.172 10.2.122.80 TP 66 3676 1@:} 4462 nmf
2 7

Topic 165: Wireshark Lab 63
In this topic, we identify Keep Alive Packets used in Zero Window Conditions in
Wireshark.

The two sides of a TCP conversation advertise their receive buffer space in the
Window Size Value field. It is a 2-byte field whose maximum value can be 65,535
bytes. Over today’s high-speed links, if a receiving application is slow in pulling data
out of the receive buffer, it’s not unusual that the advertised Window Size value can
drop to zero — Zero Window Condition. Hosts can send TCP Keep Alives in place of
Window Zero Probes. When a TCP host sends a Keep Alive to a peer that is
advertising a Zero Window condition. You will not see Keep Alive ACK responses.
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Step 1: Open tr-youtubebad.pcapng.

0:331 (.000003000
0.331  0.000002000
0.331  0.000002000

Step 2: Click the Expert Infos button on the Status Bar and then click the Notes tab.

0.029  0.029033000
0.029  0.000106000
0.029  0.000585000
0.054  0.024580000
0.331  0.276704000
0.331  0.000957000
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24.4.7.217 208.117.232,1 66 7CP 56770480 [SYN] Seg=
208.117.232 24.4.7.217  GGTCP B0-56770 [SYN, ACK
24.4.7.217 208.117.232.1 S47CP 56770-80 [ACK] Seq=:
24.4.7.217 208.117.232.11323 HTTP GET /videoplayback?e
208.117.23224.4.7.217 6O TCP 80+56770 [ACK] Seq=:
208.117.23224.4.7.217  379HTTPHTTP/1.1 200 0K

208.117.23224.4.7.217  34GTCP B0~56770 [PSH, ACK]
208.117.2324.4.7. 17 TITCP 8056770 [PSH, ACK]
208,117.23224.4.7.217 63 TCP B0-56770 [PsH, Acx]
208.117.23224.4.7.217  1827CP B0~56770 [psH, Ack]
208.117.23224.4.7.17 63 TCP B0-56770 [PSH, Ack]
208,117,232 24.4.7.217 182 TCP BO-567T0 EPﬁH. ACK]

0.000003000

Ml Wireshark: 162 Expertinfs

|2 |

Enors0{0) | Wamings 280 Netes:1 32) Chats 680) | Detil 162  Peckee Comments 0

fioup 1 Peolocol A Summary

[0 Sequence TEP

Keep Alives, but no Keep Alive ACKs? Either
the TCP peeris dead or these are not used fo
keep the connection alive - look for Zero
Window conditions under Warnings

e

L

During a successful keep alive process, hosts exchange Keep Alives and Keep Alive
ACKs. In this case, either the peer is dead or this is not a standard keep alive process.

Step 3: If you expand the Keep-Alive section, you will find Packet 2,721 the first
Keep Alive listed. Click on it and then click the Close button to return to the main

Wireshark window.
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You can see that the first Keep Alive occurs almost 400 ms after a packet from the
peer. It is not used to check for a dead peer. It is used to determine if Window

Update (Window Size value has increased) has taken place.

Topic 166: Causes of Reused Ports
In this topic, we explain reused ports and their causes.

Sometimes Reused Ports are not a problem. Other times Reused Ports can cause
significant delays in communications. Mostly, we can reuse port numbers without
any problem as long as the previous TCP connection is terminated. Let’s assume a
client establishes a TCP connection with a server using source port number 1026 and
destination port number 80. After a while, without terminating the previous
connection, it tries to establish another new connection with same port number. In
this case, if the first connection had been terminated, then reused ports would have
not been a problem. Reused Ports become issue, when previous connection has not
terminated (through TCP FINs/RSTs).
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When Wireshark detects a previous SYN packet using the same IP address/port
number combination in a trace file, then it marks SYN packets with the Reused Ports
Expert Analysis definition.

What Causes Reused Ports?

Reused ports can be seen if

A) An application defines a static source port number, or

B) An application uses a very small range of source port numbers.

C) A host is going through a lot of source port numbers very quickly.

Topic 167: Wireshark Lab 74
This topic uses a filter to count reused port Packets in Wireshark.

Step 1: Open tr-reusedports.pcapng.

Step 2: Type the filter tcp.analysis.reused_ports in the display filter area. Click
Apply. In this trace file, Wireshark has detected one Reused Port as indicated by
Status Bar.
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Step 3: Expand the [SEQ/ACK analysis] section of the resued port packet whose
number is 317. This area is colored cyan. Wireshark associates cyan with Expert
Infos Notes.

b preua _-Ir:-:v ar My 0oy Ml Bl lew Wa1E
[ Lo Wl o

317 43.060 192.168.1.4192.168.1.101 G6TCP [TCP Port numbers rensed] 593198100 [SN] seq=

[TcP Segeent Len: 0]
sequence number: 0 (relative sequence number)
Acknowledgoent nunber: 0
Header Length: 32 bytes
41 0000 0000 0010 = Flags: k002! (SYN)
window 5128 value: 6l4d
[caleulated window size: Bl4d]
Checksum: Oxdd8c [validation diszbled]
Urgent pointer: 0
+Oprions: (12 bytes), Maximun seguent size, Wo-Operation (NOR), window scale, No-Operation (Mo
[sea/ack analysis)
[1&TT: 0.001683000 seconds]

il 1

@ same ports 35 an esrlig
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Step 4: Let’s remove filter by clicking the Clear button.

Topic 168: Wireshark Lab 75
This topic finds Reused Ports with Expert Infos in Wireshark.

Step 1: Open tr-reusedports.pcapng.
Step 2: Click the Expert Infos button on the Status Bar.

Step 3: Click the Notes tab. Expand the A new tcp session is started with the same
ports as an earlier session in this trace section. Click on Packet 317. Close the Expert
Infos window by clicking Close. Wireshark will take you to main Wireshark window.

4 Wireshark; 54 Expert Infos - ol
Eivors: 00) | Warmings: 3(17)| Notes: 3{17) | Chats 4 (209 | Detaib: 4 | Packet Comments: b
Group 4 Protoeeel 4 Summary 4 Count 4
i Sequence  TCP TL8 Tern Windenw Probe B
v Sequense  TCP ACK to a TCP Zero Window Probe ]

ﬁ Sequenge  TCP A nwy top session i starmed woth the same ports 25 an ezrdier sesson in e ﬂ

(1 Limndt te desplay filter
Help | Close

Step 4: As expected, the Reused Ports packet shown is a SYN packet. This packet
uses IP address 192.168.1.44 and port 59319.
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314 39.0B4 192.168.1.44 192.168.1.101 1514 TCP 59319-9100 [ACK] Seq=362917 Ack=L

'I.'.-I-I:IIICI. Ad, Sk, EILIUTIC L. ﬂ? L R L L lH. U JL. B0 090, UaL. JIEWICLL Ui 0. iy L.

-Internet Prntm:ﬂ ‘v’erswn 4, src: 192,168.1.44 (192.168.1.44), pst: 192.168.1.101 (1
i} § , Src Port: 59319 (59319), Dst Port: 9100 (9100), Seq:

Desnnatmn Part 9100)
[stream index: 1)
[TcP Segment Len: 0]

vence number: 0 Lrelative sequence number
acknowledgment number
Header Length: 32 bytes
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Step 5: The sequence number field can be used to determine whether the SYN
belongs to a unique connection request, a retransmission or a reused port.
Wireshark applies a relative sequence number to TCP. In the Packet Details pane of
any packet, right-click on the TCP header. Select Protocol Preferences and toggle
Relative sequence numbers off.

Step 6: To view the sequence number value of SYN packets. Enter tcp.flags==0x0002
in the display filter area and click Apply. You will find only 2 packets.

Step 7: Display your SEQ# column to view the sequence numbers quickly. The
sequence numbers are different. Packet 317 would be a retransmission if they were

the same.
i ey ngl 1120 {20 0 e i o 117
i LE e 3 Ol AR gty el iy
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Step 8: To turn the Relative sequence numbers preference setting on, click on a TCP
header in the Packet Details pane, select Protocol Preferences.

Topic 169: Causes of Checksum Errors
This topic explains checksum errors and their causes.

A checksum is used to detect errors (e.g., flipped bits) in a transmitted segment. In
TCP/IP model, UDP, TCP, IPv4 and link-layer protocols check against errors using a
checksum. By default, Wireshark does not perform TCP, UDP or IPv4 checksum
validation. Wireshark's Checksum validation processes can be enabled/disabled
easily using the Preference settings. To enable checksum validation for IPv4, TCP and
UDP, select the Preferences button on the Main Toolbar. Expand the Protocols
section and select IPv4. Check the Validate the IPv4 checksum if possible
preference setting.
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Causes of Checksum Errors

A faulty Network Interface Card (NIC) or any device that alters the content of the
packets along the path. On a capturing device, task Offloading. By task offload, we
mean that numerous processes are offloaded to a network interface card to free up
a host's CPU for other tasks. Assume you are capturing your own traffic to and from
your machine on which Wireshark is running. You would see Checksum Errors on all
outbound traffic if

(a) Task offloading is enabled on that host, and

(b) Wireshark checksum validation processes are enabled.

Topic 170: Wireshark Lab 76
This topic detects checksum errors with Expert infos in Wireshark.

Step 1: Open tr-checksums.pcapng.

Step 2: To enable checksum validation for IPv4, TCP and UDP, select the Preferences
button on the Main Toolbar.

Step 3: Expand the Protocols section and select IPv4. Check the Validate the IPv4
checksum if possible preference setting.

Step 4: Repeat step 3 for TCP.

Step 5: Repeat step 3 for UDP. Click OK to save these preference settings. You will
see that the coloring in the Packet List pane changes. Packets from 192.168.1.72
have a black background and red foreground.

Step 6: Click the Expert Infos button on the Status Bar.
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Step 7: Go to Errors tab. You can see 68 bad IPv4 checksums, 6 bad UDP checksums
and 62 bad TCP checksums. Expand the TCP Bad Checksum section.

A Wireshark: 163 Expert Infes - olES
1
Errors 301380 | Wamings: 1 (1) | Nates: 2 (3] | Chats: 13 (5] | Detalle 163 | Packet Comments: 0
# lGoup 4 Protocl 4 Gummary : ' iCount o
# Checksum Byl Bod ehesksum &4
¢ | # Cheglaum UDP Bad checkium B
Checksum TCP Bad checksum M

iy e
Packes: T |
| Packet: £ |
Packes: 10 |
Packet 15 1

| Lirnat v sl Filter

Heip Clese

Step 8: Packet 5 is the first TCP Bad Checksum entry. Click on it. This will take you to
the main Wireshark window. You can see that the packets from 192.168.1.72 when
arrived at the target do not contain error. The target acknowledged receipt of the
packets, processed them, and replied to the requests. Host with 192.168.1.72 is
configured to use task offloading.

Step 9: Disable, IPv4, UDP and TCP checksum validation settings.

Topic 171: Wireshark Lab 77
This topic uses DNS errors Filter in Wireshark.

Two most common DNS errors are 1) a server failure (Reply Code 2), and 2) a name
error, listed as Non-Existent Domain, (Reply Code 3).

To quickly identify DNS errors in a trace file, let’s create a button.
Step 1: Open tr-dnserrors.pcapng.

Step 2: Packet 5 is the first DNS response. Click on it. From the Info column, we can
see that it is a Server Failure reply.

Step 3: In Packet 5, right-click on the Domain Name System (response) line and
select Expand Subtrees. You will find the DNS Reply Code field inside the Flags
section.

Step 4: Right-click on the Reply code field and select Prepare a Filter | Selected.
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Using this filter will locate Server Failures. As we want to create a button to display
DNS errors. All such packets will have values larger than 0 in the dns.flags.rcode

field.

Step 5: Type dns.flags.rcode > 0 and click the Save button. Rename the button’s

name to DNS Errors and click OK.

Step 6: Click the new DNS Errors button. You will find that there are eight DNS error

responses in this trace file.

Step 7: Expand the Queries section in Packet Details pane of a response. Right click
on the Name field and Apply as Column. This will determine what name(s)

generated these responses
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The errors can be because of a server upstream from our local server is not
responding to recursive DNS queries.

Step 8: Click the Clear button to remove filter.

Topic 172: Wireshark Lab 78
This topic uses an HTTP errors filter in Wireshark.

We will create a button, which when clicked will quickly identify HTTP errors in your
trace files.

Step 1: Open tr-chappellu.pcapng.

Step 2: Type http.response.code >= 400 in the display filter area and click the Save
button. Let’s name the button HTTP Errors and click OK.

F | tr-chappeflnpcapng  [Wireshaek 1,123 (v1.12.3-0-ghb3 el from
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5 2.252 24.6.173.2200 — = cwa |Standard
B .51:andar|;f (

2,252 24.6.173.220
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Step 3: Click the newly created HTTP Errors button. This will identify the two HTTP
error responses in this trace file. The codes are 404 “Not Found” errors.
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Step 4: Right-click on Packet 61 and select Follow TCP Stream. This will allow us to
figure out what item was not found on the server. Follow TCP Stream applies a filter
based on the Stream Index number. Also, a window is opened that depicts the
conversation without headers.
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Step 5: Click Clear to remove the filter.

Figures and Material used for Part3 (from Topics 173 to 192) have been
adapted from A. Jesin’s “Packet Tracer Network Simulator”, 2014.

Topic 173: Introduction to Packet Tracer
This topic provides an introduction to Packet Tracer.

Packet Tracer is a network simulator from Cisco. It allows you to get a taste of
everything in Cisco without needing to purchase real hardware. With Packet Tracer,
complex topologies with tens of Cisco devices can be designed and troubleshot. You
can also watch the packets moving between them. A wide range of Cisco switches
and routers, several end devices such as PCs and servers and wireless devices from
Linksys, are available in Packet Tracer.
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Layer Cisco Packet Tracer Supported Protocols

Application « FTP . SMTP. FOP3, HTTR, TFTP, Telnet, SSH. DNS, DHOP,
MNTP, SNMP. AAA, ISR VOIP, SCCF config and calls 1SR
command support, Call Manager Express

Transport = TCP and UDP, TCP Naale Algorithim & IP Fragmentation.
RTP
Metwork * BGP, IPv4, ICMP, ARP, IPvE, ICMPG, IPSac, RIPv1/

va/ng, Multi-Area OSPF, EIGRP, Static Routing, Route
Redistribution, Multilayer Switching, L3 QaS, NAT, CBAL
. Zone-based policy firewall and Intrusion Protection
System on the ISR, GRE VPN. IPSec VPN

MNetwork Access/ « Etheirnet (802.3), 80211, HOLC., Frame Ralay, PPP. PFRoE
Interface STP. RSTP.VTP.DTR. COP.2802.1g. PAgP. L2 QoS SLARP.
Simpla WEP, WPA EAP

Packet Tracer Workspaces

Two workspaces are supported; logical and physical. In the logical workspace, we can
build logical network topologies by placing, connecting, and clustering virtual
network devices. The physical workspace provides a sense of scale and placement in
how network devices such as routers, switches, and hosts would look in a real
environment

Packet Tracer Modes

It supports two operating modes—real-time mode and simulation mode. In real-time
mode, all network activities take place with immediate real-time response. The
simulation mode allows a user to control time intervals, and the propagation of data
across a network.

Installation of Packet Tracer

You can download the Ilatest version of Packet Tracer for free from
www.netacad.com/about-networking-academy/packet-tracer.

Topic 174: Packet Tracer’s Interface Overview
This topic has a look at the Interface of Packet tracer.

The layout of Packet Tracer can be divided into several components.

Menu bar: This is a commonly found menu. It is used to open, close, print, save,
change preferences, and so on.
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Main toolbar: This bar contains shortcut icons to menu options that are frequently

accessed. For example, open, save, zoom, undo, and redo.
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Physical/Logical workspace tabs: These tabs allow you to choose between the

Logical and Physical work areas.
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Common tools bar: With help of this toolbar, we can manipulate topologies. For
example, select, move layout, place note, delete, resize shape, add simple/complex
Protocol data unit (PDU).
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Workspace: Here, we create topologies and display simulations.
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Real-time/Simulation tabs: With these tabs, the operating mode can be switched
between the real and simulation modes. Buttons are also provided to control the
time.
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User-created packet box: From this area, you can create highly-customized packets

in order to test your topology.
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Network component box: All of the network and end devices available in Packet
Tracer are listed in this component. It can be sub-divided into two areas:
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Device-type selection box: Device categories are given here.

Device-specific selection box: Given a device category, this box displays different
device models within that category.

Topic 175: Creating a Simple topology
In this topic, we create our first simple topology in Packet Tracer.

Step 1: Run Packet Tracer.

Step 2: Click End Devices in Device-type selection box. This will select the end
devices category in Device-specific selection box.
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Drag-and-drop a Generic PC icon into the Workspace. Do the same for a Generic
laptop icon.

Step 3: Click on Connections in Device-type selection box. Then, click on Copper
Cross-Over in Device-specific selection box.
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Now, click on PCO, and select FastEthernet. Click on Laptop0 and select
FastEthernet. When the link is up, the color of link status LED becomes green.

Step 4: Click on the PC, and go to the Desktop tab.

Click on IP Configuration, and enter an IP address and subnet mask. No information
required for a default gateway and DNS server. Close the window
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IP Configuration
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DHCP
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IPve Configuration
DHCP Auto Config @ Static

1PvE Address /
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Step 5: Repeat step 4 for the laptop. Make sure that both of the IP addresses are in
the same subnet.

Step 6: Click on the laptop, open the command prompt, and ping the IP address of
the device at the other (PC) end to check connectivity.

Command Prompt

PC Command Line 1.0

Step 7: This topology can be saved by going to File | Save As. The topology with the
devices in the same state will be saved with a .pkt.

Topic 176: Introduction to Cisco and PT devices
This topic describes Cisco and PT devices available in Packet Tracer.

Network devices form the core of networking. Routers, switches are used to
Interconnect end devices such as PCs, laptops, servers.
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Routers in Packet Tracer: To examine the Cisco and Generic routers. Select Routers
in the device-type selection box, then, go to the device-specific selection box.

Cisco 1841: An Integrated Service Router (ISR). Contains two Fast Ethernet ports,
two slots for High Speed WAN Interface Cards (HWICs), and one slot for Advanced
Integration Module (AIM).

Cisco 1941: Similar to Cisco 1841. But runs on Cisco 10S Version 15. There are two
ports that operate at Gigabit Ethernet speeds.

Cisco 2620XM: A multiservice router. It contains one Fast Ethernet port, two slots
for WAN interface cards, and one slot for AIM.

Cisco 2621XM: Similar to Cisco 2620XM, except that this router has two Fast
Ethernet ports.

Cisco 2811: An ISR router with two Fast Ethernet ports, four WIC slots, and a dual
slot for AIM.

Cisco 2901: Two Gigabit Ethernet ports, four WIC slots, and two Digital Signal
Processor (DSP) slots. Cisco 10S Version 15 runs on it.

Cisco 2911: Three Gigabit Ethernet ports and all the other features of Cisco 2901.
Generic Router: contains 10 slots, and is a custom router running on Cisco I0S.

Switches in Packet Tracer: To examine the Cisco and Generic switches. Select Switch
in the device-type selection box, then, go to the device-specific selection box.

Cisco 2950-24: a managed switch. There are 24 Fast Ethernet ports.

Cisco 2950T-24: It has two Gigabit Ethernet ports in addition to the 24 Fast Ethernet
ports.

Cisco 2960-24TT: It contains 24 ports and has Small Form-factor Pluggable (SFP)
modules.

Cisco 3560-24PS: It is a layer 3 switch and performs routing and switching. The suffix
PS means it supports Power over Ethernet (PoE). It can power up IP phones without
using power adapters.

Bridge PT: It is a device used to segment a network with only two ports.

Generic Switch PT: It is a customizable Packet-Tracer switch with 10 slots and several
modules and runs on Cisco I0S.

Hub PT: It is a Packet Tracer device with 10 slots, and is an oldest way to connect end
devices.
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Repeater PT: It is used to boost the signal on a wire when the distance between two
points is high.

Coaxial Splitter PT: It is used to split a single coaxial connector into two. It contains
three coaxial ports.

Topic 177: Customizing Devices with Modules

In this topic, we customize devices with modules and learn naming conventions in
PT.

A piece of hardware that contains several device interfaces e.g. HWIC-4ESW (High-
Speed WAN Interface Card) is a module having four Ethernet (10 MBps) ports. There
is a power switch located on the right-hand side of each device. If you see a green
LED on the power switch, then it indicates that device is powered up. If you want to
add a module, you need to click on this switch to turn the device off. This is similar to
a real router/switch. Drag a module from the modules list and drop it onto an empty
slot. The module will automatically return to the module list, in case it does not fit
into that slot.

Phyical Canfig CcLl

L < Physical Devica Viaw

= ’ fconn
e | Logical Wiiw |
adding Modulen: Drag the maduls ta an 2 slot on the A | ii.‘ '|
dovice =

ovice o ————
B

Madides: Drag the moduls from the device 1o the

Customiae ‘ —

A module can be removed by first, powering off the device and then, dragging it
from the slot back to the module list.

Naming convention for Interfaces:

Router Interfaces can be identified by their names. The interfaces can be broadly
grouped as:
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Copper Ethernet Interface: is a normal LAN interface, employs RJ-45 connector with
a copper cable. Ethernet (10 MBps), FastEthernet (100 MBps), and GigabitEthernet
(1000 MBps). A number followed by E, FE, CE, CFE, or CGE is used to identify
modules with Ethernet interfaces. SW is used for those modules, which provide
switching features when used on routers. Examples:

*  HWIC-4ESW (four Ethernet switching ports)
*  WIC-1ENET (single Ethernet port)

* NM-1E (single Ethernet port)

*  NM-1FE-TX (single Fast Ethernet port)

Fiber Ethernet Interface: similar to Copper Ethernet Interface but employs fiber
cables. Examples:

*  NM-1FE-FX (single Fast Ethernet fiber media).
Serial Interface: synchronous modules are identified by T while asynchronous — A/S.
Examples:

*  WIC-1T (a single synchronous serial port)

Modem Interface: these interfaces consist of RJ11 ports with analog telephone
cables and are identified by AM.

Examples:
*  WIC-8AM (eight RJ11 ports)

If you have created a device that you have customized with a set of modules, you
can save it for future use. 1- Drag-and-drop a network device into the work area. 2-
Turn the device off. 3-Add modules to it. 4- Click Tools | Custom Devices Dialog. 5-
Click Select, and then click on the device that was just customized. 6- Provide a
name, and then click on Add and Save. The device is saved with a .ptd extension.

Topic 178: Accessing CLI of a Device
In this topic, we describe how to access Command Line Interface (CLI) of a device in
Packet Tracer.

There are two ways to access the Command-line Interface of a device in Packet
Tracer:

The CLI Tab: It can be used to configure devices e.g. you can assign IP addresses to
router interfaces. You can use Paste and Copy buttons to copy text to and from the

All VU books are available in hard copy and delivered all over Pakistan. Order now!
Website: vubookshoppk.com | WhatsApp: 0326-0775533

VU

259


https://vubookshoppk.com
https://wa.me/923260775533

CS206

command line. Click on a network device, go to the CLI tab to access the Cisco 10S
command line interface, and you can enter commands as on a real device (router).
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Technical Supp
Copyright (e) 198E=-2007 by Cisco Syste=a, Inc.
Conpiled Wed IB=Jul-d7 @44:5Z by pt_teaxm

t: http:/ e claco. eomy techauppost

—————— yeren Configuracicn Dialog ——

Continue vith configuration dialog? (esifnol:

Copy Fasts

You should refer to the HELP files which lists the I0OS commands supported by Packet
Tracer.
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The Console port: No difference with respect to CLI tab method. The use of console
port makes the topology look similar to the real world. Let’s illustrate with an
example.

Step 1: Click End Devices in Device-type selection box and then drag and drop a PC
or laptop from Device-specific selection box to the workspace.

Step 2: In a similar fashion, add a router, let’s say 2621 XM.

Step 3: Click Connections in Device-type selection box and then select console port
from Device-specific selection box to the workspace.

Step 4: Connect the console cable of the network device to the RS-232 port of the
PC/laptop.

Step 5: Click the PC/laptop, go to the Desktop tab, and open Terminal. Click OK with
the default settings to view the console. The router's console through its terminal is
displayed:

Physical | Config Dasktop | Custom Interface

d8), PILEASE SOFTHARE (fc3

wirh I5ESEIM/E1SIM byces of

== Systes Configuracisn Dialeg ———

Continue with configucretion dislog? [yes/mol: zo

FPrazm RETUEN so get mtazced)

[ T e R

Topic 179: Configuring Devices with Config Tab

In this topic, we configure routers/switches using the config tab in Packet Tracer.

You can configure Cisco routers and switches without using a single command. This
becomes possible by using a Config tab. The Config tab contains a Graphical User
Interface (GUI) options for the most common configurations. As you fiddle with a
GUI, the equivalent Cisco I0S commands are also displayed.
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&= Routerd — e .
Physical Config | CLI
Global Settings
Setlings
Algorithm Sattings. Display Wama RouterQ
ROUTING
Hostname Router
Static
RiP

THTERFACE NVRAM Erase Save
FastErnernetn/0

FacEtharnato/l Stortup Canfig Lead.. Expart...

Running Config | Marge... Expart..,

Eguivatent 105 Cammands

=== Sgyrem

Press RETURM to get sterted!

There are 3 general levels of configurations: Global, Routing, and Interface.

Global Settings: You can change the router’s name. This can also be done directly in
the workspace. The configuration file of a device can also be saved, erased, or
exported.

L4 Router( =

Physical | Config | CLI

GLOBAL [ Global Settings
Seitings

Algorithm Settings isplay Name  Routerd

ROUTING
Hostname Rowuter
Static
RIP
INTERFACE NWRAM Erazs Save
FastEtharnetl,/o
FastEthernet0/1 Sterup Canfig | Load., Export.,.

Rurmning Cosfig Merge... Export...

Eguivalant [0S Commands
Pzass RETUAN o get stazced! ~

dz, one pes line. End wish ENTLsE

The Global’s Algorithm Settings are meant for advanced users. You can minutely
tweak your device to see how it responds to certain situations.

Interface Settings: The IP, MAC addresses and subnet mask can be entered here. To
view the port status, you need to check the “On” of “Port status”.
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|| ‘Physical | Config

GLOBAL
-Settings
Algarithm Sattings
ROUTING
Static
RIF
INTERFACE
FastEthernetd/o
FastEthernet0s 1

—
Ll FastEthermet0/o

IPﬂrLStatus
Bandwidin g i

Router0 = ..

S T

Puplax
MAC Address

Halr Duplec: Full

0030.F247.7301

1P Configuration

IF Address
Subnst Mask

Tx Ring Limit 10

Eguivalent 105 Commands

fourerranable

Routes (con

Reuter lconfi
Aoucariconfig-ifig

o commanda, cne per line. End with CHTL/Z.

Asites (san (e

Routing Settings: Here, there are two options for configuring static and dynamic

routing. For static routing confi
and its next hop address, and th

guration, you can enter network address, net mask,
en click on Add.

Ph_if_'_ﬁiqal Conffig CLl |
GLOBAL
: Static Routes
_Setungs
Algarithm Settings Metwark
QUTING Mask
Siatie
RIP Next Hop
T
TN E_RFRFE___ Add
FastEtharnstOf0
FastEthernst0fs
Metwork Address
Remove
Eguivalent I05 Commands
[Srte: conPigucitich COS=aTNOE, o08 D8 Line. =nZ With LHIL = =
2

Dynamic routing such as Routing Information Protocol (RIP) can be configured by

adding only the network IP.
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a Router - o IS

Physical Config CLI

SLonAL E RIP Routing j
Settings
Alganthm Setbngs AoATWRER

ROUTING Aad

12 Metwork Address

SWITCH

VLAN Diatabase
INTERFACE
FastEthemet0/0
FastEthernet0/1

Remove

Eguivalent 105 Commands

38 RETURN o gen soazced! L)

VLAN database: Available on a switch. It allows you to create and remove VLANSs.

Topic 180: Generic IP End Devices in PT

This topic describes Generic IP End Devices in Packet Tracer.

Network devices such as switches, routers are the core of a network. End devices
(PCs, servers) are the ones that use this core. PCs, laptops, tablets, personal digital
assistant (PDAs), and a TV a wide range of end devices are available in PT. We can
group them

e A)clients
e B)server
e () Other devices

A) Clients: Desktops and laptops: As far as usability is concerned, there is no
difference between them. Most usable and highly configurable client devices. Next,
we describe those modules which are available for desktops and laptops. Addition
and removal of a module require a device to be switched off.
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x Laptop( - O EE
Physical Config Desktop Custam Interface
P L S . Physical Device View
WPCI00N Zoam In Oniginal Sae Zoom Cut

FT-LAPTOR-NM-LAM
PT-LAPTOP-NM-1CE
PT-LAPTOP-NM-1CFE
PT-LAPTOR:-NM-L0GE
FT-LAFTOR-NM-1FFE
PT-LAFTOP-NM-1FGE
FT-LAPTOP-MM-1W
PT-LAPTOP-NM-1W-2
FT-HEADFHOHE
FT=MICROFHONE
FT-CAMERA
FT-USB-HARD-DRIVE

>
c uuuuuuu | cu:mmr:e |
nnnnnnnn !
ths. ical Wigw Lns cal Wiew >
The Lml %r = WP 30'\va| provide: 4GHz wireless interfoce
suiable for conn 16 Wiralese nebaoris. 7r-=-—|d|= upparts protocels

that J;{Eh met LANAE o5,

Linksys-WMP300N: Through this wireless interface, you can configure a WLAN.
PC-HOST-NM-1AM: It can be used as a modem as it provides RJ11 interface.

PC-HOST-NM-1CE, PC-HOST-NM-1CFE, PC-HOST-NM-1CGE: Through these modules,
Ethernet, FastEthernet, and GigabitEthernet connections are provided respectively.

PC-HOST-NM-1FFE, PC-HOST-NM-1FGE: Fiber version of the previous module.

PC-HOST-NM-1W, PC-HOST-NM-1W-A: Wireless interface for WLAN. The first has a
frequency of 2.4 GHz and the second has 5GHz.

PC-HEADPHONE, PC-MICROPHONE, PC-CAMERA, PC-USB-HARD-DRIVE: No
functionality associated with them.

B) Servers: Space for two network interfaces. Modules available are the same as PC
modules, except PC-HOST-NM-1AM module.
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& Server) =2
Physical | Config Services | Desktop | Custom Interface |
7 2o T Physical Device View

WHPICON Zoom In Ooginal Size Zeoom Cut

PT-HOST-8M-1CE
FT-HOST-NM-1CFE
FT-HOST-HM-1CGE
FI-HOST-NM-1FFE
PT-HOST-NM-1FGE

AT-HOST-NM-1W
FT-HOST-NM-1W-A

Customize
1ean if
Logical Wiew

Customize i
Teon in
Fhiysical View
The Linksys-WMPI0DON moduls provides one 2.4GHE wirsless intarfacs
suitable for connection to wireless networks. The madule supports a o
protocols that uce Ethernst for LAN access.

Let’s look at services that are available for servers. HTTP service: Both HTTP and
HTTPS (HTTP employing Secure Sockets Layer (SSL) protocol) protocols can be
supported by a web server. You can also create and edit static HTML pages. DHCP
service: can assign IP addresses to routers. You can create and edit DHCP pools of IP
addresses. The default pool is called serverPool, which cannot be removed or edited.
DNS service: resolves domain names to IP addresses. AAA service: Authentication,
Authorization, and Accounting and supports RADIUS and TACACS authentication
protocols. NTP: Network Time Protocol ensures that the clocks of all devices are
synchronized properly. EMAIL services: SMTP and POP3 services are supported. FTP
Services: Users can be created and permissions can be granted to them. Firewall:
You can configure rules based on source/destination IP addresses and
source/destination port numbers. Connections can be allowed or denied.

Topic 181: Configuring End Devices in PT
This topic configures End devices in Packet Tracer.

Click on an end device in the workspace, then go to the Desktop tab. A lot of utilities
are available here. These can be used for testing and debugging the network.
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| Physical | Config | Desktop | Custom Interface |
{ —

IP Configuration: With this utility, you can assign a dynamic or static IP address to an
end device. If you choose to enter a static IP address, Subnet Mask field gets filled
according to the class of the IP address. In case you want your devices to obtain IP
dynamically, then choose DHCP here. Configure DHCP on Server-PT.

Dial-up: End devices such as PC-PT and Laptop-PT have the PC-HOST-NM-1AM. This
utility allows to simulate a modem dialer.

Terminal: This utility can be used for accessing the CLI through the console port.
Server-PT device does not enjoy this utility as it does not have an RS-232 interface.

Command Prompt: It simulates the command line offered by Windows OS.
Commands such as arp, delete, dir, ftp, help, ipconfig, netstat, nslookup, ping, ssh,
telnet tracert.
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ELTEE————— B=TEY

Physical ] Config Desktop 1 Software/Services

Usage: ping [-n count | —v TOS | -t ] cargetc

PCrash
Packet Tracer PC SSH

Usage: SSH -1 username target

r PC Tracert

Tsage: tcracert target

PCrtop
Packet Tracer BPC Fop

Usage: ftp target

P>

E Mail PPPOE Dialer Text Editor

Web Browser: It can be used with a Server-PT configured with HTTP. It provides only
back, forward, go, and stop buttons. Cache or history are not available.

PC Wireless: Using this utility, you can display information such as signal strength of
a Linksys-WMP300N module.

VPN: Virtual private network (VPN) is used to create connection for secure
communication. This works when a router has been configured as a VPN server.

Traffic Generator: With this utility, you can create customized packets and send
them at periodic intervals. Similar to the Add Simple Protocol Data Unit (PDU) and
Add Complex PDU tools.

MIB Browser: The Management Information Base (MIB) Browser utility allows you
to generate Simple Network Management Protocol (SNMP) requests.

Cisco IP Communicator: A computer can be turned into an IP phone with the help of
this utility. It is not available on the Server-PT.

Email: You can send and receive emails with the help of this utility.

Text Editor: You can use this utility to create, edit, and save text files.

Topic 182: Packet Tracer’s Simulation Mode
This topic discusses simulation mode of Packet Tracer.

In Packet Tracer’s simulation mode, you can observe packets flowing from one
device to another. Also, when you can click on a packet, you can see detailed
information about the TCP/IP layers.
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Step 1: Open Packet Tracer
Step 2: Add a PC and a server to the workspace.
Step 3: Connect two devices with a copper crossover cable.

Step 4: Assign IP addresses. PC: 192.168.0.1/255.255.255.0 and Server:
192.168.0.2/255.255.255.0. Both of them are in the same subnet.

Logical [Raot] New Cluster
=
= |
1{.1\ - |
-
E__
PC-PT
PCO Server-PT
Serverd
<

| Time: B0:01:38 I Power Cycle Deavices Fast Forward Time

S e B = | (77 07 07 [7) (5] @ loenes «||®

-
Mew Delate

I Connections I

I '-E’ ﬂ = s - £ ’Jl Toggle POU List Window i .

[ Copper Cross-Over

Step 5: Click on the real time/simulation tab and switch to the simulation mode.

| ‘Simulation Pane! 5 x|
Eventlist = = |
i Vis, Timelsec] LastDevice AtDevice Type Info

.

) P % [i]

|Reset Smulation | [+] Constant Delay {gﬁﬂzj‘

Play Controls
Il Back ||} Buto Capture / Play Capture / Forward

Event List Fiters - Visible Events
ACL Filter, BRF, BGP, CDF, DHCP, DHCPYS, DNS, DTF, EIGRF, EIGRPvS, FTR, H.323,
HSRP, HSRPYE, HTTR, HTTPS; ICMP, ICMPY6, IPSet, ISAKMP, LACE, NDP, NETFLOW,
MNTP, OSPF, OSPFvE, PAGR, POP3, RADIUS, RIF, RIPRG, RTR, SCCF, SMTFR, SNMP,
SSH, STP, SYSLOG, TACACS, TCP, TRTP, Telmet, LIDR, VP

Edit Fitars | Show M‘T‘Im:e

5{,’!_:

)

“ P i

Event List Simulation

Step 6: Click on the Auto Capture / Play button. Packet capture begins.

Step 7: From the common tools bar, click on the closed envelope icon. Click on the
PC first and then on the server.
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PC-PT
PCO

Server-FT
ServerO

In the event list, you will observe three entries: creation

echo sent, and ICMP reply received.

Event List

= 284054

284.055 PCO

- PCo icve [l |
serverd  IcvP [l
284056  Serverd PCO ieve Il

i vis Timefsec) LastDevice AtDevice Type Info

Play Controls
Badk

Reset Sirulation | W] Constant Delay

Capiured to:
1B48.948 &

Auto Capture / Play Capture [ Forward

Event List Filters - Visble Events
ACL Fiter, ARP, 5GP, CDP, DHCP, DHCPY6, DINS, DTP, EIGRP, EIGRBVS, FTF, H.323,
HSRP, HSRPv6, HTTR, HTTPS, ICMF, ICMPV6, TPSec, ISAKMP, LACP, NDP, NETFLOW,
INTP, OSPF, OSPFvE, PAGR, POP3, RADIUS, RIF, RIPng, RTP, SCCP, SMTP, SNMF,
SSH, STF, SYSLOG, TACACS, TCF, TFTR, Telnet, LDF, VTP

Edit Fiters

Show Alltione

| EventList Simulatio

To view a packet’s TCP/IP layers information, click on a packet (the envelope icon).

The Outbound PDU Details tab lists each layer's information.

PDU Information at Device: PCO

OSI Medel Outbound PDU Details

PDU Formats

Ethernet II

ID: Ox4

SEQ NUMBER: 3 |

Bits

+] 4 8 14 13 Byt
PREAMBLE: DEST MAC: SRC MAC:
101010...1011 0001.5768.05e8 | f 0001.9778.765C
TYPE: DATA (VARIABLE LENGTH) FCs:
0xB00 0%0
"
4 =] 1le 19 31
4 | L | osce:oxo TL: 28
ID: Ox6 0x0 I 0x0
TTL: 255 | PRO: Oxi CHKSUM
[ srcip: 192.168.0.0 )
| ostip: 19216802
OPT: 0x0 | 0x0
DATA (VARIABLE LENGTH)
ICMP
B8 1la 31 Bits
[ Tvee: oxa | cope: axa | CHECKSUM |
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The simulation mode has control buttons:
Back: Each time you click on it, the simulation moves one step back.

Auto Capture / Play: The network traffic will be continuously captured when it is
pressed.

Capture/Forward: Each time, you want to move the packet from one place to
another you have to press this button.

Topic 183: Connecting Devices and Link Status
This topic discusses how to connect devices and to check the link status in Packet
Tracer.

In Packet Tracer, there are a number of cables available to connect devices. Click
Connections icon from the device-type selection box. Now, you can view the various
cables in device-specific selection box.

Automatically choose connection type: If you have no idea which cable to use, this
option automatically allows two devices to get connected with the best cable.

Console: The console port of a network device can be connected to the RS-232 port
on a PC/laptop. This allows you to view the network device's console from a
PC/laptop.

Copper straight-through: It is a standard Ethernet cable that connects devices
operating in different layers of the OSI model. For example, hub to router, switch to
PC.

Copper cross-over: This Ethernet cable connects devices such as hub to hub, PC to
PC, PC to router, and PC to printer i.e. devices operating in the same OSI layer.

Fiber: Connects Fast Ethernet and Gigabit Ethernet ports of a fiber port.

Phone: RJ11 cable. It connects the analog phone to a VolP phone. Also, modem
interface of routers can be connected.

Serial DCE and DTE: Serial cables connect routers together. There is a clock symbol
on the Data Circuit-terminating Equipment (DCE) end. If you have selected Serial
Data Terminal Equipment (DTE), the DTE end will be the first device connected with
this cable and the DCE end will be the next. In case of the Serial DCE cable, just the
opposite happens.

Link status: Once you have connected devices together, you will find a light, at each
end of the cable. The light indicates the state of the connection.
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e Bright green: When the physical link is up, it is indicated by bright green.
Status of the line protocol is not indicated by it.

e Blinking green: Link activity is represented by it.

* Red: In case a physical link is down, it is indicated by red. This can be due to
incorrect cables or by a port being administratively shut down.

e Amber: When the port of a switch is running the Spanning Tree Protocol
(STP) algorithm to detect layer 2 loops, the light becomes amber.

Topic 184: Testing Connectivity with PDUs
In this topic, we test connectivity with Protocol Data Units (PDUs) in Packet Tracer.

When you have created a topology in Packet Tracer, then you would like to test
connectivity between devices. Connectivity can be tested by: using either simple or
complex Protocol Data Units (PDUs), or pinging devices from their command-line
interface. For large topologies, the PDU option is quicker.

Simple PDU

The Add Simple PDU tool relies on Internet Control Message Protocol (ICMP). Let’s
create a simple topology to demonstrate the working of simple PDU.

Step 1: Add a PC and a server to the workspace and connect them using a copper
crossover cable.

Step 2: Click on PC and use IP configuration. Type: 192.168.0.1/255.255.255.0. Do
the same for the server and type: 192.168.0.2/255.255.255.0.

Step 3: Go to the common tools bar, click on the closed envelope icon or simply
press key P. Click the envelope symbol on PC first and then on the server. Then, look
at the User Created Packet box.

Fire |LastStatus | Sgurce | Destinstion | Typa | Colar | Time (sef) | Penodic | Num. | Edit

@ Successful =2C0 Saryerd 1CMP 0.600 N 0 {adit

] -

Complex PDU

We use the previous example to understand working of Complex PDU.

Step 1: Click on the open envelope icon or press C.

All VU books are available in hard copy and delivered all over Pakistan. Order now!
Website: vubookshoppk.com | WhatsApp: 0326-0775533

VU

272


https://vubookshoppk.com
https://wa.me/923260775533

CS206

VU

Step 2: Click on the PC. This opens the Create Complex PDU dialog box.

Create Complex PDU El

Source Settings
Source Device: PCO
Outgoing Port:
FastEtherneto

PDU Settings

Select Application:
Drestination IP Address:
Source IP Address:
WLz

TOS:

Starting Source Port:

Destination Port:

- Auto Select Port

H P -

192.168.0.2

192.168.0.1

3z

12345

80

Size: o

Simulation Settings

(@) One Shot Time: [a] Seconds

) Periodic Interval: Seconds

Create PDU

Select application as HTTP, fill the Destination IP address = 192.168.0.2, Starting
Source Port, (let’s say 12345), and Time = 0, and then click on the Create PDU
button.

Step 3: Now, click on the server. Examine the user-created packet box.

Fire  Last Status Source  Destination Type Color Time(sec) Periodic  Num
& Successful PCO 192,168.0.2  TCP 0.000 N 0

{ b4

The entry indicates a successful TCP three-way handshake.

Topic 185: Clustering a Topology
This topic discusses how to cluster a topology in Packet Tracer.

When large topologies are created, understanding them becomes difficult. Clustering
combines several devices that you choose into a single cloud icon. Upon double-
clicking the cluster, it will get expanded and will display the devices normally.

Step 1: Let’s create a topology that consists of three switches and nine PCs. Select
End Devices in device-type selection box. From the Device-specific selection box,
drag-and-drop 9 PCs in the workspace. Select switches in device-type selection box.
From the Device-specific selection box, drag-and-drop three 2950-24 switches in
workspace. Select Connections in device-type selection box. From the Device-
specific selection box, drag-and-drop Copper Straight-through cable in workspace.
Connect a PC with a switch. Use copper cross-over cables to connect the switches.

All VU books are available in hard copy and delivered all over Pakistan. Order now!
Website: vubookshoppk.com | WhatsApp: 0326-0775533 273


https://vubookshoppk.com
https://wa.me/923260775533

CS206 VU

|-FQ= Edt Options View Took Extensions: Halp

Miowe Dbjeet Zet Tiled Backg

! Time: 00:05:14 I Power Cycle Devices Tast Forward Time

| s mm= |

T B -Sm-n.anaﬂ (% Fire Lact Sta
A\ 7| ik

>

Step 2: Combine PCO, PC1, PC2 and SwitchQ. Select PCO, PC1, PC2, and SwitchO by
clicking on whitespace. Click on the New Cluster button on the top-right corner.

Step 3: Form a group of PC3, PC4, PC5 and Switch1. Click on whitespace next to PC3.
Drag your mouse to select PC3, PC4, PC5, and Switchl. Click on the New Cluster
button on the top-right corner.

Step 4: Repeat the same procedure done in Steps 2 and 3 for combining PC6, PC7,
PC8 and Switch2.

Double-clicking on a cluster expands it and displays only the devices within it.
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Topic 186: Creating Cities, Offices & Wiring Closets

This topic discusses how to create cities, offices, and wire closets in Packet Tracer.

Packet Tracer can simulate the required environment logically and physically. In the
physical workspace, it gives logical topology a physical dimension. Thus, making
logical topologies more realistic. There are 4 environments available in the physical
workspace:

* Intercity,

e (City,

e Building, and
*  Wiring closet.

1-Intercity: Being the largest environment, it consists of cities. You can create cities,
buildings, and wiring closets in this layer.

2-Cities: Buildings and wiring closets are part of it. The default city name is Home
City. You can drag and place cities anywhere on the intercity map.

3-Buildings: It contains only wiring closets. Corporate Office is default name.

4-Wiring closet: This layer contains only devices. Default name is Main Wiring
Closet.

Moving devices physically: Packet Tracer places all devices that are used in the
logical workspace in Main Wiring Closet. Now we learn how to move them.

Step 1: Create a topology consisting of two PCs in the logical workspace.

Step 2: As Ethernet has distance restrictions, switch off both the PCs and replace
their default modules with PT-HOST-NM-1FGE.

Step 3: Connect both of the PCs with a fiber cable and assign IP addresses.

N—

— — s —

RS 232 PC-PT PC-PT
PCO PC1

pc B8  GigabitEthernet0
PCo————PCT—
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Step 4: Switch to the physical view, and click on the New City button. Rename it
Lahore. Click on this city and create a new building, and then create a new wiring
closet within this building.

|F|Ie Edit Optons View Tools Extensions Help

- ,.-l‘g -1Ei q +

Physical  NAVIGATION: [ Interciy ] New City || New Building New Clos
e ______

Lo [Root] New Cluster
!5‘1‘
i ace (Shift ¥ ]
PC-PT PC-PT
PCO PC1
Home City

Step 5: Use the NAVIGATION button and go to Home City | Corporate Office | Main
Wiring Closet. Both the PCs we inserted in the logical workspace are located here.
Jump to their location.

Physical [ NAVIGATION: Back [ Office Building 1

Physical Locations B
Current Location: Cffice Building
Mame Type
4 |ntergity Interciby
ome City City
4 Corporate Office Building
4 Mam Winng Closet  Winng Closet
4 Tahle Tahle
PCO Device
PC1 Davice
4 lahore City
4 (Office Building Building
Wiring Closet Wiring Closet
Jump to Selected Location

Step 6: Use the Move Object button and move one of the PCs to Lahore| Office
Building | Wiring Closet.

Physical Nicayiof _sack | Wrmg Comst | ==
T
g T
=
| =
|

Move 1o lahore

Sl e Buildiog * Move g Udige Building

3] Miouw to Witing Closst

All VU books are available in hard copy and delivered all over Pakistan. Order now!
Website: vubookshoppk.com | WhatsApp: 0326-0775533 276


https://vubookshoppk.com
https://wa.me/923260775533

CS206

Physical Locations ﬂ
Current Location: Main Wiring Closet
Mame Type =
4 Home City City
4 Corporate Office Building
4 Main Wiring Closet  Wiring Closet
4 Table Table
PC1 Device

lahore Ci?y
4 Office Building Building
4 |Wiring Closet Wiring Closet
4 Table Table
PCO Device
w

Jump to Selected Location

Topic 187: Managing Cables and Distances
In this topic, we discuss how to manage cables and distances in physical space of
Packet Tracer.

Assume that we have created two cities in Packet Tracer. Each consists of a PC. Both
PCs are connected via fiber. In physical view, we can measure a cable’s distance by
placing the pointer on the cable.

Home City

The length of Standard copper Ethernet cables can extend up to 100 meters. Let’s
test that the connection comes down due to the distance.

Step 1: Create a topology consisting of two PCs in the logical workspace.
Step 2: Connect both of the PCs with a copper cable and assign IP addresses.

Step 3: Switch to the physical view, and click on the New City button. Rename it
Lahore. Click on this city and create a new building, and then create a new wiring
closet within this building.

Step 4: Use the NAVIGATION button and go to Home City | Corporate Office | Main
Wiring Closet. Both the PCs we inserted in the logical workspace are located here.
Jump to their location.

Step 5: Use the Move Object button and move one of the PCs to Lahore| Office
Building | Wiring Closet.
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Step 6: Check the distance between them. In case the distance is less than 100
meters, move them further apart, so that the distance becomes greater than 100
meters.

Step 7: When you go to the logical view, you will find that the connection comes
down due to the distance as indicated by red color of the link status.

Cable manipulation

As number of devices increase, it becomes confusing to see which cable connects to
what. This can be reduced by adding colors to cables. In the physical view, click on a
wire and then, choose Color Cable. Pick a color from the Select Color dialog box.

J

PCOD

s

Topic 188: Static Routing with GUI
This topic configures static routing with GUI in Packet Tracer.

In static routing algorithms, routes change very slowly over time, often as a result of
human intervention. A human manually edits a router’s forwarding table. Let’s learn
the usage of the GUI feature with the help of a network consisting of four routers in
a ring topology, with no PCs or loopback interfaces.

Step 1: Drag and drop 4 routers in the workspace.

Step 2: Click on a router icon, go to the Config tab, select an interface, and configure
the IP address. Check the On checkbox. This will bring the port status up.
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Physical | Canfig

GEORAL
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ROUTING
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SWITCHING
VLAN Datsbase

EastErhernei/n
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Bandwidth - T i v
Duplax Vsl x @ Full Duplas M Auto
MAL Addrass oun1, BA01 |
1# Configuration
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Tigeifise:
fig) since
fmucer iconfig-ifis
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rfaoe Fascithermandsd

Router Interface IP Address
Rl FastEthernet(0 192.168:10.1
FastEthernet(f1 192.168.20,1
R2 FastEthernet(/0 192.168.10.2
FastEthernet()/1 192.168.30.1
R3 FastEthernet(/0 192.1688.20.2
FastEthernet(/1 182.168.40.1
R4 FastEtherneti)/l 192.168,30.2
FastEthernet(/1 182.168.40.2
[Rect] Hmw Clustar Move Sjea Sot Tilod Background o
e Ny
e i
t-'..;: "lx;?
Routerd "\\\ ’,,-" Routerd
o
ot
Routerd

Step 3: Now go to the ROUTING section, and click on Static. The settings that we

use for configuring static routi
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Device Network/Mask Next Hop

4] 192.168.30.0/255.255.255.0 192.168.10.2
192.168.40.0/ 255.255.255.0 152.168.20.2

R2 192,168.20.0/ 255,255,255.0 192.168.10.1
192.168,40.0/ 255.255.255.0 192.188.30.2

R3 192.168.10.0/255,255,255.0 192.168.20.1
192.168.30.0/255.255.255.0 192.168.40.2

R4 192.168.10.0/ 255.255.255.0 192.168.30.1
192.168.20.0/255.2585.2585.0 192.168.40.1

Step 4: Test the connectivity between all of the routers with the help of simple PDU.
Click on a router first and then click on another router. Look at the User Created
Packet box.

Fire  LastStatus  Source Destination  Type  Color  Time(sec)

@  Successful  Routerd  Router? ICMP 0.000
@  Successful  Router2  Routerd ICMP l 0.000
@  Successful  Routerl  Router? ICMP 0.000

Step 5: Let’s view the routing table of a router. Go to the Common tools bar, click on
the inspect icon. Select a router and click on it. Then select Routing Table.

Topic 189: Static Routing with CLI
This topic configures static routing with CLI in Packet Tracer.

To learn the usage of the CLI feature, assume a network consisting of four routers in
a ring topology, with no PCs or loopback interfaces.

Step 1: Drag and drop 4 routers in the workspace.

Step 2: Click on a router icon, go to the CLI tab. As the device boots up, then you will
see the prompt.

Step 3: Assign IP addresses to R1’s interfaces:
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* R1(config)#interface FastEthernet0/0

* R1(config-if)#ip address 192.168.10.1 255.255.255.0

* R1(config-if)#no shutdown

* R1(config-if)#exit

* R1(config)#tinterface FastEthernet0/1

* R1(config-if)#ip address 192.168.20.1 255.255.255.0

* R1(config-if)#ino shutdown

R1(config-if)#exit

Repeat Step 3 for the remaining routers with the following configurations for their

interfaces:

Router Interface IP Address

Rl FastEthernet(0) 192.168.10.1
FastEthernet(/1 192.168.20.1

R2 FastEthernet(/D 192.168.10.2
FastEthernet(/] 182 .168.30.1

R3 FastEthernet(/0 192.1€8.20
FastEthernet(/1 182.168.40.1

R4 FastEthernet(/0 192.168.30.2
FastEthernet(/1 192.168,40.2

Step 4: Configure static routing:
* R1(config)#ip route 192.168.30.0 255.255.255.0 192.168.10.2
e R1(config)#ip route 192.168.40.0 255.255.255.0 192.168.20.2

Repeat Step 4 for the remaining routers using the configuration shown next:

Device Network/Mask Next Hop

R1 192,168,30.0/ 255.255.255.0 152.168.10.2
192.168.40.0/255,255,255.0 192.168.20.2

R2 192.168.20.0/255.255.255.0 192.168,10,1
192.168.40.0/255.255.255.0 192.168,30.2

k3 192.168.10.0/ 255.255.255.0 192,16B.20.1
192,168,30.0/ 255,255,255, 0 192.168.40.2

R4 152.168.10.0/ 255.255.255.0 192.168.30.1
1592.168.20.0 255.255,255.0 192.168.40.1
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Logical [Root]

Wew Cluster

Step 5: Test the connectivity between all of the routers with the help of simple PDU.
Click on a router first and then click on another router. Look at the User Created

Packet box.

Fire  Last Status
@  Successful
@  Successful
@  Successful

Source  Destination
Routerd  Router?
Router2 Routerd
Routerl  Router?

Topic 190: Configuring RIP with GUI

This topic configures RIP with GUI in Packet Tracer.

Dynamic Routing Protocols: A) Form "neighbor ship" with other routers. B) Send
them the directly-connected routes and other received routes. Updates are also sent
out by routers, when a topology change occurs. A GUI to configure a dynamic routing
protocol called Routing Information Protocol (RIP) is available in Packet Tracer. Let’s
learn the usage of the GUI feature with the help of a network consisting of four
routers in a ring topology, with no PCs or loopback interfaces.

Step 1: Drag and drop 4 routers in the workspace.

Step 2: Click on a router icon, go to the Config tab, select an interface, and configure

the IP address.
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L Router2 =
Physical Config €L | |
GLOBAL | FastEthemet0/0
Settings ortstotus
Algorithm Settings Bandwidth 100 Mbps |
ROUTING Duplex Haif Duples & Full Dug |
Staic MAC Address 0001.4293.9401 |
AP . - |
'sw[';rml_nq IP Configuration |
VLAN Database 1P Address |192.168.10.2 |
TTEWR Subnat Mask 255.255.255.0
FastEthernet0fo |
FastEthermetly Ll T Ring Limit 10
Eguhvalent 105 Commands
SLINK-S-CHANGED: Intecface FastEtherne:(/1. changed state to up i
SLINEPROTO-5-UPDGWH: Line protocel ab Interface FastEchernez0/l. changed stace to
up
Rautes leonf
Rootar (cens Fasrstnesnezo/0
Routes tesnd M,

Router Interface [P Address

k1 FastEthernet) 152.168,10,1
FastEthernet/1 192.168.20,1

R2 FastEthernet(/0 192.168.10.2
FastEthernet(/] 192.168.30.1

R3 FastEthernet(/0 192.1€8.20.2
FastEthernet0f1 192.168.40.1

R4 FastEtharnet(/0 192.168.30.2
FastEthernet(y/1 182.168.40.2

Step 3: Click on RIP. Enter Network IP of its own interfaces.

Device RIP Network
R1 192.168.10.0
192.168.20.0
R2 192.168.10.0
152.168.30.0
R3 152.168.20.0
192.168.40.0
R4 192.168.30.0
192.168.40.0
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Step 4: Once the topology is configured, use the simple PDU to check for
connectivity.

Fire  LlastStatus  Source Destination  Type Color Time(sec)
@  Successfl Routerl  Routerd ICMP l 0.000
@ Successful — Router? Router3 ICMP l 0.000

Step 5: Use the delete tool and remove one link. Let’s say we remove link between
R1 and R2. Use the simulation mode and test connectivity with the simple PDU. The
packet takes the alternate, longer route and succeeds in reaching the destination.

Topic 191: Configuring RIP with CLI
In this topic, we configure RIP with CLI in Packet Tracer.

Let’s assume a network consisting of four routers in a ring topology, with no PCs or
loopback interfaces.

Step 1: Drag and drop 4 routers in the workspace.

Step 2: Click on a router icon, go to the CLI tab. As the device boots up, then you will
see the prompt.

Step 3: Assign IP addresses to R1’s interfaces:
* R1(config)#interface FastEthernet0/0

* R1(config-if)#ip address 192.168.10.1 255.255.255.0

All VU books are available in hard copy and delivered all over Pakistan. Order now!
Website: vubookshoppk.com | WhatsApp: 0326-0775533

VU

284


https://vubookshoppk.com
https://wa.me/923260775533

CS206

* R1(config-if)#ino shutdown

* R1(config-if)#exit

* R1(config)#tinterface FastEthernet0/1

* R1(config-if)#ip address 192.168.20.1 255.255.255.0

* R1(config-if)#no shutdown

Repeat Step 3 for the remaining routers with the following configurations for their

R1(config-if)#exit

interfaces:

Router Interface IP Address

Rl FastEthernet(}) 192.168.10.1
FastEthernet(fl 182.168.20.1

R2 FastEthernet(/0 192.168.10.2
FastEthernet()] 192.168.30.1

R3 FastEthernet(0 192.1€8.20.2
FastEthernet(y1 182.168.40.1

R4 FastEthernet)/0 192.168.30.2
FastEthernet(y1 182.168.40.2

Step 4: Enter into the config mode of RIP:

* R1(config)#trouter rip

Step 5: Enter the network IP addresses:

* R1(config-router)#network 192.168.10.0
* R1(config-router)#network 192.168.20.0

Step 6: Test the connectivity between all of the routers with the help of simple PDU.
Click on a router first and then click on another router. Look at the User Created

Packet box.

Fire
@
@
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Topic 192: Load Sharing

In this topic, we look at how load sharing works in Packet Tracer.

When a source router has multiple paths to a target path, then it can load balance
traffic across them. If multiple paths exist from a source to a network destination
with the same metric, then RIP automatically balances the traffic between them.
Assume a network that consists of four routers in a ring topology with no PCs.

Step 1: Drag and drop 4 routers in the workspace.

Step 2: Configure the IP address.

Router Interface [P Address

Rl FastEthernet(y 192.168,10.1
FastEthernetdf1 192.168,20,1

R2 FastEthermnet(/0 192.168,10.2
FastEthernet(y1 192.168.30.1

R3 FastEthernet(/0 192.1€8.20.2
FastEthernet(fl] 182.168.40.1

R4 FastEthernet(/ 192.168.30.2
FastEthernet(f] 182.168.40.2

Step 3: Configure Network IP of its own interfaces.

Device RIP Network
R1 192.168.10.0
192.168.20.0
R2 152.168.10.0
192.168.30.0
R3 192.168.20.0
192.168.40.0
R4 192.168.30.0
192.168.40.0

Step 4: On Router 4, let’s add a loopback interface (a virtual interface that works like
a real interface and needs IP address). Go to the CLI tab of R4 and enter:

e R4(config)#tinterface loopback 0
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Step 5: Go to the RIP config mode and enter the network IP for this loopback

R4(config-if)#ip address 192.168.100.0 255.255.255.0

interface.

R4(config)#trouter rip

R4(router-if)#network 192.168.100.0 .

Step 6: Create a complex PDU that is sent every two seconds.

Create Complex PDU [ = |
Source Settings
Source Device: Routerd
Outgoing Port:
FastEthernet0/0 - Auto Select Port
PDU Settings
Select Application: PING -
EJEtinatmn 1P Address: |192.168.100.1 j
TTL: 32
TOS: o
Sequence Number: ol
Size: o
Simulation Settings
() One Shot Time: Seconds
@Eriudic Interval: |2 Seconds I

Create PDU

Step 7: Turn on the simulation mode. You will find that the first packet takes the R1-
R2-R4 route while the second takes the R1-R3-R4 route.
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