
Simple Designs

➢ When engineering a service, your foremost consideration should be simplicity. Strive to create the simplest 

solution that satisfies all the requirements. 

➢ Simple Services

➢ Complex Services

➢ During the engineering phase, create multiple design proposals. Consider each of them for its simplicity, 

manageability, cost, and so on. Revise, revise, revise.

➢ Good engineering is not about having the ability to create perfection in the first draft, but rather about being able 

to iterate over many revisions, improving each one until we have the design we want.

Maintenance

▪Easiest to maintain

Expansion

▪Easiest to expand

Integration

▪Easiest to integrate 
with other systems

Confusion

▪Leads to confusion

Mistakes

▪Prone to mistakes

Usage

▪Difficult to use

Slower

▪Makes everything 
slower

Costly

▪More expensive in 
setup cost and 
maintenance costs.



Use Vendor-Certified Designs

➢ Vendors  of IT products have the engineering guidelines. 

▪ There may be separate engineering recommendations for use with up to one dozen, one hundred, or one 

thousand users.

▪ They proscribes minimum CPU, RAM, and disk requirements. 

▪ They also publish certified engineering designs or vendor best practices. 

➢ But  even with the use  of the certified engineering design exactly, some local decisions are 

part of local engineering design  such as;

➢ Vendor designs are 

hardware 
vendor

model 
number

specific 
configurations,

IP 
addresses

network switch 
connections

deployment 
racks

Optional 
parameters

best practice 
engineering designs

Real-world 
experience

labs and real 
world Tested

Stress 
Tested

▪ Straying too far from the vendor’s recommendations will result in the loss of support. 

➢ Trust vendor designs but verify them



Dependencies

➢ The reliability of a service is greatly influenced by its dependencies. 

▪ A system is never more reliable than the most unreliable system it has a hard dependency on.

➢ The larger and more complex a system becomes, the more dependencies it has. 

▪ These dependencies can be managed during the engineering process in ways that greatly improve the 

resulting system’s reliability

➢ Primary Dependencies

▪ Primary reliability refers to the core system reliability.

▪ SAs do not have much control over reliability of software itself especially for 3rd party products.

▪ Sas can control are their decisions about the hardware it runs on.

▪ Generally, enterprise software tends to be written assuming the hardware will never fail thus for SAs, 

the options are reliability features such as mirrored boot disks, ECC RAM, dual NICs etc.



External Dependencies

▪ Hard dependency

▪ Soft dependency

➢ SAs can control many of the external dependencies that influence a service’s reliability.

➢ Know what those dependencies are. A dependency matrix is a list of which subsystems depend on 

other subsystems. 

▪ Usually the dependency matrix resembles a tree diagram, with each level relying on services in the 

levels below, and no cross-dependencies.

▪ Useful for operational tasks such as basic debugging as well as disaster planning

▪ Used to find high-risk

➢ Types of External Dependencies

▪ Graceful degradation

The dependent service will fail if the other service fails or is unavailable

does not directly cause a failure, though it may reduce performance

if that server is unavailable, the application may work around it by using cached data, disabling a 

specific feature, or requiring the data to be manually entered

➢ Improve the reliability by identifying hard dependencies and either eliminate them or reengineer them to be soft 

dependencies



Dependency Alignment

Hardware Failure Domains

• Make Redundant  domains 
including power strips, CPUs, 
and storage and VPN devices

Service Failure Domains

• Align all dependencies on 
same machine

• All startup scripts should be 
on the same machine

• Rack aligned dependenies

Location Failure Domains

Make sites self dependent

➢ Another engineering trick is to realign dependencies into smaller failure domains.

➢ Good engineering requires taking the time to think through how we can shrink failure domains, or 

divide large failure domains into smaller, isolated failure domains.

➢ A failure domain is all the services, locations, and users that are adversely affected when a particular 

component fails or is taken out of service.



Decoupling Hostname from Service Name

➢ Decouple the purpose of the machine from the name of the machine.

➢ A better choice is to design your systems to use aliases for the service name

➢ do not hardcode services to IP addresses



Support

Monitoring Support Model
Service Request 

Model
Documentation

➢ During planning and engineering phase, consider how service will be supported during its lifetime. 

➢ Support includes 

detecting problems, patching, upgrading, performing backups, and scaling the service 

▪ Technical aspects 

▪ People and processes

identifying and training the support groups, developing mechanisms for customers to report problems 

and submit requests, and providing documentation for the customers and the support teams.

➢ Support planning aspects can be divided into followings



Monitoring

how component are 

removed from the 

monitoring system.

➢ It isn’t a service if it isn’t monitored.

➢ A service should be monitored for availability problems, performance, and capacity-planning.

➢ The helpdesk, or front-line support group, must be automatically alerted to problems with the service.

➢ The SA group should monitor the service on an ongoing basis from a capacity-planning 

standpoint.

what to monitor and 

what events to 

trigger notifications.

the process for adding new 

components into the 

monitoring system as the 

system is scaled up or 

upgraded.

Automation needs to be 

developed, and the 

processes need to be 

clearly defined and 

documented

➢ Followings must be defined and developed



Support Model

▪ In large companies, there will be different teams supporting each component, they won’t all know 
each other, and the processes and communication paths may not be clear

➢ The support model needs to specify who supports the various components of the service, and what 

the OLAs and SLAs for each component are. 

➢ The OLA and SLA for the service need to consider the OLAs and SLAs of the constituent parts, 

as well as the design of the service itself.

▪ In small or midsize company, many of these roles will be performed by the same people, who all 

know each other.



Service Request Model

➢ The local engineering plan should also include a service request model (SRM).

▪ The SRM defines 

▪ which requests users can make relating to this service,

▪ who can make those requests,

▪ how they make those requests, 

▪ which approvals are required

▪ who acts on the requests

▪ which change control policies apply

▪ which SLA is used for turning around those requests.

➢ Work with the vendor and stakeholders to define which tasks are required, document them, and 

then practice them in a test environment. 

➢ Try to estimate the volume of requests of each type and understand from the stakeholders what 

would trigger a request of each type and what kind of turnaround time they would expect on 

each request.



Documentation

➢ As part of support planning, operational procedures must be defined. 

➢ These are different for every service, but generally include

▪ backups and restores, 

▪ Business continuity or disaster recovery plans, 

▪ tasks related to onboarding new users 

▪ Disconnecting users who are leaving

▪ performing periodic tasks 

▪ Anything else required to keep the service running.

➢ For each routine task, there must be a runbook that details how the task should be performed. 

Define the runbooks by performing each task in a test environment.
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Primary Services

➢ There are several common services used in almost all IT deployments.

▪ Web Service

▪ DHCP Service

▪ DNS Service

▪ NTP Service

▪ File Sharing Service

▪ SSH Server



DHCP Service
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DHCP Service

➢ The Dynamic Host Configuration Protocol (DHCP) is a network service that enables host computers to be 
automatically assigned settings from a server as opposed to manually configuring each network host.

➢ Its Components  are DHCP Client,  DHCP Relay Agent and DHCP Server

1 - DHCP Client

▪ A DHCP client is an Internet host using DHCP to obtain configuration parameters such as an IP address. 

▪ The client, Host A, sends a DHCPDISCOVER broadcast message to locate a DHCP server. A DHCP server offers 
configuration parameters such as an IP address, a MAC address, a domain name, and a lease for the IP address to 
the client in a DHCPOFFER unicast message

▪ The basic steps that occur when a DHCP client requests an IP address from a DHCP server are as below. 

Host
DHCP
Server

DHCP DISCOVER Broadcast

DHCPREQUEST Broadcast

DHCP OFFER Unicast

DHCP ACK Unicast

▪ It was initial defined in RFC 2131  and later on  it was  superseded  by RFC 1541.



DHCP Client Options

➢ Option 55—This option allows the DHCP client to request certain options from the DHCP server. 

➢ Option 125—This option is used by DHCP clients and servers to exchange vendor-specific information

➢ Option 12—This option specifies the name of the client. The name may or may not be qualified with the local domain.

➢ Option 51—This option is used in a client request (DHCPDISCOVER or DHCPREQUEST) to allow the client to request a 
lease time for the IP address.

➢ Option 60—This option allows the user to configure the vendor class identifier string to use in the DHCP interaction.

➢ Option 61—This option is used by DHCP clients to specify their unique identifier. DHCP servers use this value to index 
their database of address bindings. This value is expected to be unique for all clients in an administrative domain.

➢ Option 120—This option is used to specify a 32-bit (binary) IPv4 address to be used by the Session Initiation Protocol 
(SIP) client to locate a SIP server.

➢ Option 121—This option is used to configure classless static routes by specifying classless network destinations; that 
is, each routing table entry includes a subnet mask. Uptoten classless static routes are supported using option 121 on 
the DHCP client.

The DHCP client provides flexibility by allowing the following options to be configured for a DHCP client:



DHCP  Relay Agent

➢ The function of the DHCP relay agent is to forward the DHCP messages to other subnets so that the 
DHCP server does not have to be on the same subnet as the DHCP clients. 

➢ The DHCP relay agent transfers DHCP messages from the DHCP clients located on a subnet without a 
DHCP server, to other subnets.

Client Relay Server

DISCOVER (B)

REQUEST (B)

DISCOVER (U)

REQUEST (U)

OFFER (B)

ACK 

OFFER (U)

ACK (U) 



DHCP Service

➢ Computers configured to be DHCP clients have no control over the settings they receive from the 
DHCP server, and the configuration is transparent to the computer’s user.

Client Server



DHCP Service

➢ The most common settings provided by a DHCP server to DHCP clients include:

➢ A DHCP server can also supply configuration properties such as:

➢ As an added advantage, it is also easier to integrate new computers into the network, as there is no need to 
check for the availability of an IP address. Conflicts in IP address allocation are also reduced.

➢ The advantage of using DHCP is that any changes to the network, such as a change in the DNS server 
address, only need to be changed at the DHCP server, and all network hosts will be reconfigured the next 
time their DHCP clients poll the DHCP server. 

IP address and 
netmask

IP address of the 
default-gateway to use

IP addresses of the 
DNS servers to use

Hostname Domain name Time server Print server



DHCP Service

➢ A DHCP server can provide configuration settings using the following methods:

Manual allocation 
(MAC address)

1 -Identify the unique hardware 
address of each network card 

2 -Supplies a constant configuration 
each time the DHCP client makes a 
request to the DHCP server 

3 -ensures that a particular address is 
assigned automatically to that network 
card, based on its MAC address

Dynamic allocation 
(address pool)

1 -The DHCP server assigns an IP 
address from a pool of addresses for a 
period of time

2 -clients receive their configuration 
properties dynamically and on a “first 
come, first served” basis

3 -Server Releases the address to 
address pool after client  is no more on 
networks or lease time expires

4 -After this period, client must 
renegotiate the lease with the server to 
maintain use of the address.

Automatic 
allocation

1 -the DHCP automatically assigns an IP 
address permanently to a device, selecting 
it from a pool of available addresses. 

2 -Usually, DHCP is used to assign a 
temporary address to a client, but a DHCP 
server can allow an infinite lease time.



Configuring DHCP Server on Linux

1. Install DHCP Server

▪ sudo apt install isc-dhcp-server

2. Configure the DHCP Server 

▪ Backup Original Configuration file

sudo mv /etc/dhcp/dhcpd.conf{,.backup}

▪ Create and edit the new configuration file

sudo nano /etc/dhcp/dhcpd.conf

▪ Assigning Random IP Addresses from a pool

# a simple /etc/dhcp/dhcpd.conf
default-lease-time 600;
max-lease-time 7200;
authoritative;

subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.100 192.168.1.200;
option routers 192.168.1.254;
option domain-name-servers 192.168.1.1, 192.168.1.2;
#option domain-name "mydomain.example";
}



Assigning Static IP Address to a client

get the MAC Address of a client

ip a

Assigning Static IP Address to a client



Verifying the DHCP Server

host archmachine {
hardware ethernet e0:91:53:31:af:ab;
fixed-address 192.168.1.20;
}

3. Bind the DHCP Server to an interface

4. Restart the DHCP Server sudo systemctl restart isc-dhcp-server.service

5. Check the status of the DHCP Server sudo systemctl status isc-dhcp-server.service



Best Practices for DHCP Administration

➢ Following a few DHCP best practices will keep your network running at it's best. 

You need to make sure that you are not allowing unwelcome devices to infiltrate your network. There are a few 
things to do to prevent this. Here's a list of DHCP security best practices:

▪ Have an appropriate amount of established IP addresses.

❖ Get a good idea of the number of IP addresses that are going to need to have IP addresses assigned. 
❖ Remember that in today's networks, we're talking about more than just computers. 
❖ Other devices that may be requesting IP addresses are VoIP phones and mobile devices, just to name a few. 
❖ On top of all that, your DHCP scope should leave room for future growth as well.

▪ Avoid overlapping static addresses.

❖ While you can use DHCP server settings to assign static reservations to most devices, there will still be some 
devices on your network that need to keep the same IP address via manual configuration. 

❖ When creating your DHCP scope, be sure to understand any IP addresses that are already being used with manual 
configurations. 

❖ You can do a network scan or refer to your network map to see what IP addresses are already being used.

▪ DHCP security best practices

❖ Keep your business networks and guest networks separate.
❖ If you are using a managed switch, be sure to disable unused ports.
❖ Generate alerts from your DHCP server when an unrecognized device sends a DHCP request.
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Web Server and Web Services

A web service  makes an application (s) or content available to the users over the internet using internet browsers.

❖ Running a web server is more than just installing Apache or IIS and providing content.

▪ The web is based on open standards, which are developed by an international committee, not a single corporation. 
▪ You can use them without paying royalty or licensing fees. 
▪ Web standards are defined by the World Wide Web Consortium (W3C), and the underlying Internet protocols are 
defined by the Internet Engineering Task Force (IETF).

1 - Open Standards

▪ The benefit of web-based applications is that one browser can access many web applications. The web browser is a 
universal client.

▪ Cost , No transfer of software product, Universal availability

▪ Web applications and small web servers are also present in firmware in many devices, such as small routers and 
switches, smart drive arrays, and network components.

2 - Benefits

3 - Usage

Network
Web
Server

Content

content

request request

content



Types of  Web Servers

There are four basic web server types:

Static web server 

1. Serves only 
documents that don’t 
change or change 
only rarely.

2. The documents are 
read from disk and 
are not altered by the 
web server.

CGI servers 

1. Common Gateway 
Interface (CGI) is 
interface specification 
to enables servers to 
execute an external 
program, typically to 
process.

2. CGI servers generate 
pages dynamically. 

3. Dynamic page 
generation uses more 
CPU and memory 
than reading from 
disk.

Database-driven 
web sites 

1. Generate each web 
page from database. 

2. Each page is 
generated by reading 
information from a 
database and filling 
that information into a 
template.

Multimedia 
servers 

1. Content includes 
media files, such as 
video or audio. 

2. Have high 
performance 
requirements for 
CPU, memory, 
storage, and network.



Multiple Web Servers on One Host

➢ Small Vs Large sites 

➢ Multiple Web service Problems

Small Sites

1. Small sites may want to start with a single web server that 
is used for all applications.

2. The amount of traffic that each application receives does 
not justify the cost and overhead of additional machines. 

Large Sites

1. Large sites that load-balance web services across multiple machines 
often want all the machines to be identical clones of each other, rather 
than having N machines dedicated to one application and M machines 
dedicated to another. 

2. Identical clones are easier to manage. 

3. There are many ways to host multiple web services on the same 
machine.

1.HTTP-based services usually listen for requests on TCP ports 80 (unencrypted) and 443 
(encrypted via SSL, often called HTTPS). 

2.Multiple services cannot share a port. That is, only one process can be listening to port 80 at a 
time. 

Single Port

1.The easiest way to resolve this is to configure multiple IP addresses on a machine. A less 
attractive option is to use different ports for each server, with URLs that list the port, such as 
http://myservice:8000.

2.Configuring multiple IP addresses on a machine does not scale well. This scheme is complex and 
not well supported in some OSs. Also, IPv4 addresses are scarce. URLs containing the port 
information look unprofessional.

Multiple IP Addresses

http://myservice:8000/


Scalable Techniques for Multi Services

There are two techniques for permitting many services to share the same port on the same IP address. Both 
techniques provide a scalable solution with a professional look.

1 - Virtual hosting

❖ This required a change to the HTTP protocol, but it is supported by all web browsers.

▪ The first technique is called virtual hosting. Originally one machine could host only one domain. 

❖ Virtual hosting permits one system to listen for incoming HTTP and HTTPS connections but serve different web pages 
depending on which domain the request is for. 

Server

Site1.com

Site2.com

Site3.com

http://www.site1.com

http://www.site2.com

<VirtualHost *:80>
   ServerAdmin admin@ site1.com
   ServerName site1.com
   ServerAlias www.site1.com
   DocumentRoot /var/www/ site1.com/html
</VirtualHost>

<VirtualHost *:80>
   ServerAdmin admin@ site2.com
   ServerName site2.com
   ServerAlias www.site2.com
   DocumentRoot /var/www/site2.com/html
</VirtualHost>



2 - Dispatcher

➢ Nginx  is often used to listen for incoming HTTP and HTTPS connections, determine which domain they are intended for, 
and forward the request as appropriate. 

NGINX

Site1.com

Site2.com

Site3.com

http://www.site1.com

http://www.site2.com

http {
  index index.html;

  server {
    server_name www.site1.com;
    root /var/www/site1.com/htdocs;
  }

  server {
    server_name www.site2.com;
    root /var/www/site2.com/htdocs;
  }
}

➢ The second technique is to use one process as a dispatcher for many individual services. A single process listens for 
connections and forwards them to the proper service. 

Dispatcher Process

❖ It also isolates all cryptographic issues to one place, where they can be managed separately.

❖ This has another benefit in that Nginx can decrypt SSL connections so that the individual services must process 
only the simpler HTTP protocol. 

❖ The individual services listen on different ports  such as 8000, 8001 etc , but this is hidden from the users. 



HTTPS and Multiple Servers

➢ Catch-22 Problem

Serving multiple domains on the same IP address is more complex for HTTPS (encrypted) connections due to a Catch-22 in 
how HTTPS works. Each domain has its own SSL certificate. The software needs to know which SSL certificate to use to 
decrypt the request, but the intended domain is in the encrypted portion of the request.

➢ Techniques to Address Catch 22

Share Certificate

1. An early solution to this Catch-22 was to permit one 
certificate to apply to multiple domains. 

2. These multidomain certs are called subject 
alternative name (SAN) certificates.

3. All but the oldest, most broken web browsers 
support it. Since there is one certificate, the 
expiration data and other information are the same 
for all domains, which isn’t usually a problem. 

4. However, the certificate must be reissued to add 
and remove domains, which is inconvenient.

Server name indication

1. A newer technique is called server name indication (SNI). 

2. This allows for the use of multiple unique certificates on 
the same machine, as would be expected. In order for 
SNI to function, the client must first submit the intended 
domain in an unencrypted form. To decrypt the session, 
the server can choose which certificate to apply. 

3. The desired domain must match the unencrypted request 
and is nevertheless provided in the encrypted part for 
security reasons. Sadly, SNI requires a modification to the 
SSL protocol, therefore it is incompatible with older 
hardware. These gadgets have, however, largely 
vanished.



SLA for Web Services

➢ A web service needs an SLA. 

➢ Generally, web as a 24/7 critical service, but the SLA of an individual web service might be quite 

different. 

❖ Most internal web services will have the same SLA as other office services, such as printing or storage.

➢ Ideally, as with any SLA, the service level should be set by collaborating with the customer 

community. 

1 - Resist setting any SLA that does not allow for periodic maintenance, unless the service is built out on 
redundant infrastructure.

2 - If the service is provided by a single host or a shared web host and is required to be available around 
the clock, it is time to discuss increasing the redundancy of the service.

3 - Metrics that are part of a web SLA should include the latency for a certain level of QPS. 

❖ For example , how long should a typical query take when the system is under a particular 
load? Latency is usually measured as the time between receipt of the first byte of the request 
and sending of the last byte of the answer.



Web Service Monitoring

➢ Why monitoring  web services?

➢ Be specific  about  which web-specific elements to your monitoring. 

▪ Certain errors or patterns of repeating errors can be an indication of customer problems with the 
site’s scripts. Other errors may indicate an intrusion attempt. Such scenarios are worth 
investigating further.

➢ Typically, web servers allow logging of the browser client type and of the URL of the page 

containing the link followed to your site (the referring URL). 

➢ Web servers may have server-specific information that would be useful as well, such as data on 

active threads and per-thread memory usage. 

➢ Become familiar with any special support for extended monitoring available on your web server 

platform.

▪ How well it is scaling?
▪ Which areas need improvement?
▪ Whether the service is meeting your SLA? 

▪ Web server errors are most often related to problems with the site’s content and are often valuable for 
the web development team. 



Scaling for Web Services

“Scaling is the only problem on the Internet. Everything else is a subproblem.” 

➢ slashdot effect

▪ The Slashdot effect, also known as slashdotting, occurs when a popular 
website links to a smaller website, causing a massive increase in traffic. 

▪ If the  web server is successful, it will get overloaded by requests. You may 
have heard of the Slashdot effect. 

▪ A small organization with basic needs can improve a web server’s 
performance by simply upgrading the CPU, disks, memory, and network 
connection. 

➢ Single machine web server Scaling 

➢ Multi machine web server Scaling 

▪ For multiple machines, there are two main types of scaling are horizontal 
and vertical. They get their names from web architecture diagrams.

❖ When drawing a representation of the web service cluster, the machines 
added for horizontal scaling tend to be in the same row, or level.

❖ For vertical scaling, they are in groups arranged vertically, as they follow a 
request flowing through different subsystems.

Static 
Content

Dynamic 
content

DB driven 
Content

Web Server

Internet



➢ In horizontal scaling, a web server or web service resource is replicated and the load is divided among the replicated 

resources. 

Horizontal Scaling

▪ Other refinements, such as routing requests to the least-busy server, 
can be implemented as well

▪ This allows much more flexibility in creating a web services architecture. 
Almost anything can be load balanced, and this approach can be an 
excellent way to improve both performance and reliability.

➢ Example

▪ Consider two web servers with the same content, each getting approximately 
half the requests. 

▪ The typical solution is to use a device called a load balancer. A load balancer 
sits between the web browser and the servers. 

▪ The browser connects to the IP address of the load balancer, which 
forwards the request transparently to one of the replicated servers. 

▪ The load balancer tracks which servers are down and stops directing 
traffic to a host until it returns to service.

➢ Load balancers are often general-purpose protocol and traffic shapers, 

routing not only HTTP but also other protocol requests, as required. 

WS1 WS WS2

DBS

Internet

LB



Vertical Scaling

▪ Consider the single web server case , split the different types of content onto separate machines, and change the web 
pages to refer to those other machines for that content.

➢ As you might guess, horizontal and vertical scaling can be combined. The video survey web site might need to 

add another video clip server before it would need to scale the survey form application. 

➢ Separates out the various kinds of subservices, rather than duplicating a whole machine. 

▪ It allows you to create an architecture with finer granularity, so that you can put more resources at the most 

intensively used stages of page creation. 

▪ It also keeps different types of requests from competing for resources on the same system. 

➢ Examples

▪ Using an application to complete a brief survey on a video clip after it has been viewed is one example of a website 
with numerous huge video clips. It is inefficient to try to write numerous minor database changes while reading 
huge video files from the same disc. 

▪ OS may have caching algorithms that are automatically tuned for one or the other but perform badly when both 
happen. In this case, all the video clips might be put on a separate web server, perhaps one with a storage array 
customized for retrieving large files. The rest of the web site would remain on the original server. Now that the 
large video clips are on a separate server, the original server can handle many more requests.



How to choose a Scaling Method

➢ A site may need horizontal or vertical scaling or some combination of both. 

1 - Classify the various components 

• Classify the various components that are used in conjunction 
with your web server according to the resources they use 
most heavily. 



How to choose a Scaling Method

▪ Databases usually require the lion’s share of system resources.

▪ In some cases, such as the video survey site, you might choose to move part of the 
service to another server. 

2 - Identify Interfering Components

• Then look at which components compete with one another 
and whether one component interferes with the function of 
other components.

▪ A site may include static files, CGI programs, and a database. 

▪ Static files can range from comparatively small documents to large multimedia files.

▪ CGI programs can be memory-intensive or CPU-intensive processes and can 
produce large amounts of output. 



How to choose a Scaling Method

▪ Consider an IS department web server that is also being used to create graphs of 
system logs. 

▪ This can be a very CPU-intensive process, so the graphing scripts and the log data 
can be moved to another machine, leaving the other scripts and data in place.

3 - Use Diagnostics

• Use system diagnostics and logs to see which kinds of 
resources are being used by these components. 



How to choose a Scaling Method

4 - Decide All or Gradual Upgrades



Web Service Security

▪ However, the use of the web server itself and the bandwidth it can access are, in fact, a valuable commodity.

➢ Importance of  Web server security

▪ Implementing security measures is a vital part of providing web services. 

▪ Security is a problem because people you don’t know are accessing your server. 
▪ Some sites believe that security is not an issue for them, since they do not have confidential documents or 
access to financial information or similar sensitive data.

➢ The Uses of Web Server Attacks

▪ Intruders often break into hosts to use them for money-making purposes, and sometimes they do so 
simply for entertainment

▪ Intruders usually do not deface or alter a web site, since doing so would lead to their discovery. Instead, they simply 
use the site’s resources.

▪ Common uses of hijacked sites and bandwidth

▪ Distribution of pirated software

▪ Generating advertising email

▪ Launching automated systems to try to compromise other systems

▪ Competing with other intruders to see who can run the largest farm of machines



Why to Secure Internal Websites?

Internal web services should be secured as well. Although you may trust employees of 

your organization, there are still several reasons to practice good web security internally:

▪ Stopping virus transmission

▪ Protecting privileged information that requires authentication. 

▪ Protect from visitors—temps, contractors, vendors, speakers, interviewees

▪ Protect Network resources such as WIFI

▪ Security and reliability go hand-in-hand such avoiding DOS



Secure Connections and Certificates

▪ Use encryption to prevent casual eavesdropping on our customers’ web sessions even if they are connecting via a 
wireless network in a public place, such as a coffeeshop. URLs using https:// instead of http:// are using SSL 
encryption.

➢ Usually web sites are accessed using unencrypted, plaintext communication. 

▪ The privacy and authenticity of the transmission can be protected by using HTTP over Secure Sockets Layer 
(SSL) to encrypt the web traffic. SSL 4.0 is also known as Transport Layer Security (TLS) 1.0. Confusingly, SSL 
2.0 and 3.0 predate TLS 1.0.

➢ Implementing HTTPS on a web server is relatively simple, depending on the web server software being 

deployed. Properly managing the cryptographic certificates is not so easy.

▪ One role of the web system administrator is to maintain a repository, or key escrow, of certificates for 
disaster-recovery purposes. Treat this data the same way as you manage other important secrets, such as 
root or administrator passwords.

▪ The private key of certificate must be kept secret. If it is leaked to outsiders, they can use it to 
pretend to be your site. 

➢ Places to store private keys

Private keys must be secret, but the web server needs to read the private key to use it. There 
are a number of ways to solve this issue:

Isolated storage Encrypted storage Network-accessible key repository Protected file



Self-Signed-Certificates

▪ Anyone can generate a certificate for any domain. It is easy to trick a web client into connecting to a “man in 
the middle” attacker instead of to the real server; the client won’t know the difference. This is why most web 
browsers, when connecting to such a web site, display a warning stating that a self-signed certificate is in use.

➢ A cryptographic certificate is created by the web system administrator using software that comes with the 

encryption package; OpenSSL is one popular system.

➢ The certificate at that point is “self-signed,” which means that when someone connects to the web server 
using HTTPS, the communication will be encrypted, but the client that connects has no way to know that it 

has connected to the right machine.

❖ The solution to this dilemma is to use an externally signed cryptographic certificate from a registered 
certification authority (CA). 

❖ The public half of the self-signed certificate is encrypted and sent to a trusted CA, which signs it and returns 
the signed certificate. 

❖ The certificate now contains information that clients can use to verify that the certificate has been certified by a 
higher authority.

❖ When it connects to the web site, a client reads the signed certificate and knows that the site’s certificate can 
be trusted because the CA says that it can be trusted.



Protecting the Web Server Application

This last category is distinct from generic applications on the server, as the web development 
framework is serving as a system software layer for the web server.

➢ A variety of malicious efforts can be directed against the web server itself in an attempt to get 

login access to the machine or administrative access to the service.

➢ Any vulnerabilities present in the operating system can be addressed by standard security methods. 

➢ Web-specific vulnerabilities can be in multiple layers of the web server implementation such as 

▪ web development frameworks running as programs on the server. 

▪ The HTTP server

▪ modules or plug-ins that extend the server

▪ The various HTTP servers, modules, and web development environments often have active mailing 
lists or discussion groups and almost always have an announcements-only list for broadcasting 
security exploits, as well as available upgrades.

➢ The best way to stay up-to-date on web server security at those layers is through vendor support. 



Protecting the Content

➢ Some web-intrusion attempts are directed toward gaining access to the content or service rather than to the 

server..

➢ SAs  should educate themselves on current exploits via Internet security resources. 

Software Vulnerabilities

➢largest threat is security 
vulnerabilities frameworks 
used. 

• The code may be perfect, but 
an old framework may have 
security vulnerabilities. 

• Most of security incidents are 
not due to the newest security 
threats, but old unfixed 
vulnerabilities.

Directory Traversal

• A technique generally used to 
obtain data.

• Data may be  useful itself or used 
to enable method of direct 
intrusion.

• Efficient with servers generating 
auto indexes.

• Modern servers don't allow to 
traverse root directory, but old 
servers are vulnerable.

• common variation of directory 
traversal uses a CGI query

Form-Field Corruption

• DB fields may appear in  
form or contents.

• A legitimate web form can be 
copied and altered to gain 
access to data or services.

• form validations strictly may 
prevent it but newer methods 
are always coming.

SQL Injection

• A variant of form-field 
corruption is SQL 
injection.

• Intruders can even 
perform entire SQL 
queries, updates, and 
deletions.

• Some database systems
• include debugging 

options that permit 
running arbitrary 
commands on the

• operating system.

▪ There are many types of web content security exploits, and new ones are always being invented.

▪ Fortunately, open source and commercial packages to assist you are available.

▪ The knowledge allows properly evaluate a server for complex threats is a significant undertaking. 



Application Security

➢ The efforts of malicious people can be rendered less likely to succeed by following good security practices 
when developing applications.

➢ The following are some of the fundamental practices to use when writing web code or extending server 
capabilities.

Limit the Potential Damage

• the best protections is to limit the 
amount of damage an intruder can 
do.

• Store Contents and programs on 
well protected servers and copy to 
web server on need.

• If web server is defaced by intruder, 
it can quickly be reimaged.

• Another technique is to isolate the 
webserver to its own network,  
disallow connections to internal 
hosts.

• Backups, logging and installations 
must be from internal hosts

Validate Input

▪ Validate the input to interactive 
web apps so as to maximize 
security.

▪ Input should be checked for 
length, to prevent buffer 
overflows where executable 
commands could be deposited 
into memory.

▪ Disallow using quotes or 
escape characters.

▪ It is better to validate input by 
inclusion than by exclusion.

▪ adopt programming paradigms 
that do not reinterpret or 
reparse data for you

Automate Data Access

▪ Access to DBs should be 
specific.

▪ If a web application 
needs to read data, allow 
with read only access. 

▪ If your DB supports 
stored precompiled 
queries, use them 
instead of executing SQL 
input.

▪ preparation function of 
DB should be used to 
convert potentially 
executable input into a 
form.

Use Permissions and 
Privileges

▪ Set permissions to local 
sever  for authentication 
methods.

▪ Apply the least-privilege 
security principle to web 
servers and web 
applications

Use Logging

▪ Logging is an important 
protection of last resort. 

▪ After an intrusion attempt, 
detailed logs will permit 
more complete diagnostics 
and recovery.

▪ Logs should be stored on 
other machines or in 
nonstandard places to 
make them difficult to 
tamper with.

▪ Another way of storing logs 
in a nonstandard place is to 
use network logging



Content Management

➢ Providing a content-management system (CMS) empowers users to perform self-service updates of the web content. 

▪ A CMS lets you create privileged accounts for those users who are permitted to perform these updates, often in some kind 
of controlled manner.

➢ It is not a good idea for an SA to be directly involved with content updates. Assuming this responsibility not only 

adds to the usually lengthy to-do list of the SA, but also creates a bottleneck between the creators of the content 

and the publishing process.

▪ Form a web council makes to attach domains of responsibility for web site content much easier, because the primary 
“voices” from each group are already working with the webmaster or the SA who is being a temporary webmaster. 

▪ The web council is the natural owner of the change control process.

➢ This process should have a specific policy on updates. Ideally, the policy should distinguish three types of 

alterations that might have different processes associated with them:

▪ Update: Adding new material or replacing one version of a document with a newer one

▪ Change: Altering the structure of the site, such as adding a new directory or redirecting links

▪ Fix: Correcting document contents or site behavior that does not meet the standards



Web Server Packages

Apache HTTP

• second most popular 
web server software.

• It’s an open-source 
project that uses HTTP 
protocol.

• operates across various 
OSs, including Windows 
and Linux.

• Best features of Apache 
is its customizability. 

• comprised of several 
modules.

• Key Features for 
Apache: IPv6, Session 
tracking, FTP and 
HTTP/2,Customizable 
modules

NGINX

• Most highly used

• NGINX is compatible 
with both Linux and 
Windows.

• most famous for its 
high-performance 
features.

• designed to handle 
multiple connections 
simultaneously.

• NGINX is less 
customizable. You 
can’t disable some of 
its modules,

Microsoft IIS

• an excellent server software 
option that’s specifically 
designed for Windows.

• includes many native 
Windows security features, 
such as Azure Active 
Directory

• it has integrated website and 
server management tools.

• native support for dynamic 
ASP.NET applications, 
spanning CSS, JavaScript, 
and HTML

Apache Tomcat

• Best web server software options for 
Java applications.

• uses multiple Java specifications in 
an open-source environment.

• Tomcat comes from the same 
company as Apache.

• Key Features for Tomcat: 
Customizable modules, Multiple Java 
technologies, including Jakarta 
WebSocket,     Performance-
enhanced data processing, Open-
source design

➢ There are several web server package available for Linux and windows. The commonly used  packages are…



Installing Apache Package

▪ sudo apt update
▪ sudo apt install apache2

➢ By default, Apache comes with a basic site

▪ Web Content : /var/www/html

▪ Configurations :
▪ /etc/apache/apache2.conf
▪ /etc/apache/ ports.conf
▪ /etc/apache/mods-enabled
▪ /mods-available
▪ /sites-enabled
▪ /sites-available
▪ /conf-available

➢ Install apache2 Package

➢ Operational Commands

▪ systemctl <start|restart|reload|stop> apache

▪ a2ensite  <config-name>

▪ a2dissite <config-name>
▪ a2dismod <module-name>
▪ a2enmod <module-name>
▪ apachectl <options>



Apache Modules

▪ Mod_security
▪ Mod_rewrite
▪ Mod_deflate
▪ Mod_cache
▪ Mod_proxy
▪ Mod_ssl

➢ Commonly used Apache modules

apache2ctl -t -D DUMP_MODULES

apache2ctl -M

➢ Active Apache modules



Mod_security

➢Deals with the security of your server. 

▪ It can protect the server from various attacks.
▪ It uses the regular expressions and rule sets to block the attacks. 
▪ It works as a firewall. 
▪ It could work either embedded or as a reverse proxy. 

➢ A reverse proxy is a proxy server that accesses the servers on behalf of a client. They retrieve the resources 
from the servers and return to the client as they from the proxy server and not from the original server.

➢ It is very efficient in blocking SQL injection attacks. When a SQL injection attack is completed, it will return a 406 
error.



mod_rewrite

▪ It is used to rewrite the URLs and so that the redirection can be achieved. 
▪ The module has a rewrite engine which will rewrite a requested URL based on a 
PCRE regular expression parser.

➢ The mod_rewrite is also popular in the web hosting industry. 

➢ The mod_rewrite uses unlimited rules. Each rule can have unlimited attached rule 
conditions which enables the rewriting based on server and environment variables, 
HTTP headers, etc.

RewriteEngine On

RewriteCond %{HTTPS} off

RewriteRule ̂(.*)$ https://%{HTTP_HOST}%{REQUEST_URI} [L,R=301]

➢ example of a rule for redirecting a url that starts with ‘http’ to ‘https’ is given below.

➢ https://httpd.apache.org/docs/2.4/mod/mod_rewrite.html

https://httpd.apache.org/docs/2.4/mod/mod_rewrite.html


mod_deflate

➢ This module is used to compress the output from the webserver before sending to the client. It reduces 
the size of the output file, so that the client can download it faster.

▪ The following directive will enable the compression for documents in the container where it is placed.

SetOutputFilter DEFLATE

▪ This happens because this module does not have a lower bound for the file size. The mod_gzip is 
similar to mod_deflate.

▪ If Apache is being used as a reverse proxy and you need to process the content which passes through 
the proxy, you can use the mod_deflate for decompressing purpose as well. 

▪ However, it is rarely used and the common use of mod_deflate is to compress the web server output. 
The mod_deflate uses a combination of LZ77 algorithm and Huffman coding. 

▪ This ensures no data is lost while compressing the files. If the output file size is less than 120 bytes 
(approximately), then the output file will be larger after being processed by the mod_deflate. 



mod_cache

➢ The mod_cache is the Apache module that is used for content caching. 

▪ Web caching is a way to improve the performance of the server. 

▪ The commonly requested content will be stored in an easy to access locations so that the client can 
access the data faster and client does not need to retrieve the data every time when the request is 
demanded. 

▪ We can create caching rules for making caching effective. However, highly dynamic content will be served 
to the client normally from the server.

▪ There are many other methods also used by Apache for the purpose of web caching and one of them is 
using mod_file_cache module.



mod_proxy

➢ This is an optional Apache module. 

1) mod_proxy
2) mod_proxy_balancer 
3) One or more proxy scheme, or protocol, module

▪ It supports many commonly used protocols and many load balancing algorithms. 

➢ To enable this feature, a set of modules will need to be loaded onto the server. This include the following.

▪ This module implements a proxy, gateway for Apache server. 



mod_ssl

➢ Mod_ssl also is an optional module of the Apache. 

➢ It is used in Apache version 1.3 and version 2.

➢ It enables encryption via the Secured Sockets Layer (SSL) and Transport Layer Security (TLS) with the 
help of Open-Source SSL/TLS toolkit OpenSSL.

➢Its original version was created for Apache version 3 in 1998.

➢  The intention of this module is to provide SSL v3 and TLS v1.x support for the Apache server. The SSL v2 is 
no longer supported.



.htaccess

➢ The .htaccess file in Apache is a tool that allows configurations at the directory and subdirectory level. 

▪ sudo vi /var/www/my_website.com/.htaccess
▪ sudo vi /user/safe_location/.htpasswd

▪ Manage IP Addresses

▪ Block Visitors by Referrer

▪ Redirect Traffic  

▪ Set a 404 Page

➢ Common Uses

➢ Enabling .htaccess

➢ Using .htaccess enables you to configure website permissions without altering server configuration files.



.htaccess Usage 

➢  Enable authentication:

AuthUserFile /user/safe_location/.htpasswd
AuthGroupFile /dev/null
AuthName "Please Enter Password"
AuthType Basic
Require valid-user

➢ Allow. Deny IP Addresses

order deny, allow 
deny from 192.168.0.54
allow from 192.168.0

➢ Block Visitors by Referrer

RewriteEngine on
# Options +FollowSymlinks
RewriteCond %{HTTP_REFERER} blockeddomain\.com [NC]
RewriteRule .* - [F]

➢ Redirect Traffic

Redirect301/Other_Website.com/index.html/My_Website.com/index.html

➢ Set a 404 Page

ErrorDocument 404 /404.html



Minimal Basic Configuration

▪ For testing, you could choose a port number between 1024 to 65535, which is not used by an existing application (you 
can run command "netstat" to check the existing connections). We shall run the Apache at port 8000.

# Listen: Allows you to bind Apache to specific IP addresses and/or ports.

Listen 8000

➢ Listen: 

▪ Set to your DNS hostname, or IP address (to find out your IP address, run command "ipconfig"), or your computer 
name, or "localhost" followed by the port number chosen above.

# ServerName gives the name and port that the server uses to identify itself.
# If your host doesn't have a registered DNS name, enter its IP address here.

ServerName YourHostNameOrIPAddres:8000

➢ ServerName: 

▪ Used to bind Apache to specific IP addresses and/or ports. HTTP server, by default, runs on port 80 for production. 



Minimal Basic Configuration

# ServerRoot: The top of the directory tree under which the server's
# configuration, error, and log files are kept.
# Assume that Apache HTTP server is installed in “/Project/apache2“

ServerRoot “/Project/apache2"

➢ ServerRoot: 

▪ The Apache installed directory "<APACHE_HOME>", e.g.,

Note : use Unix-style forward slash (/) as the directory separator, instead of Windows-style backward slash (\) 
in the configuration file.



Configuration options

# DocumentRoot: The directory out of which you will serve your documents.
DocumentRoot “/Porject/apache2/htdocs"

    
# Access Control for the document base directory
<Directory "/Porject/apache2/htdocs">

    # Show directory listing, and allow symbolic links
    Options Indexes FollowSymLinks

 
    # Cannot override with .htaccess files.
    AllowOverride None

 
    # Controls who can get stuff from this server.
    Order allow,deny

    Allow from all

</Directory>

➢ DocumentRoot: 

▪ It specifies document root directory or home directory of the server. It is set to <APACHE_HOME>\htdocs by default.

Caution: You MUST do a global search on "htdocs", before modifying the document root directory.
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Identity and Access Management

➢ An IAM framework often includes a variety of solutions, tools, processes, policies, and technologies.

▪ to ensure the right individuals have the right access to organization assets

▪ to help security teams manage and monitor the user lifecycle

▪ to protect organization assets from both internal and external threats. 



Components of an IAM

➢ The components of an IAM framework are based on the following principles:

Identification or Authentication

▪ Confirming or denying the identity of the 
user attempting to access an asset. 

▪ Single sign on (SSO) is a form of 
authentication. 

Authorization

▪ Controlling what a user is able to do once 
they are operating within an enterprise 
asset. 

▪ Role-based access controls (RBAC) are 
an example of an authorization approach.

Administration and Management 

▪ Provisioning and managing throughout the 
user account lifecycle.

▪ Includes  setup to deactivation, 
administration and management of 
requirements related to compliance and 
regulation and access to different 
computing environments and 
architectures.

Monitoring and Auditing 

▪ Observing, tracking, managing, and reporting on 
a user’s activities. 

▪ The types of data and metrics that are often 
monitored or audited include password resets, 
uncorrelated accounts, number of accounts and 
associated roles and entitlements across 
applications and systems, login failures, 
uncorrelated privileged accounts, separation-of-
duty violations, non-human identities and 
associated access.

Security and Protection

▪ Protecting enterprise assets (corporate devices, 
systems, data, networks, or software applications) 
from threats, such as breaches and damage due to 
unauthorized access by external threat actors, as 
well as insiders, such as disgruntled employees.



Identity and Access Management

➢ Lightweight Directory Access Protocol (LDAP) Service

➢ Kerberos Authentication Service

➢ Radius Authentication Service

➢ TACACS Authentication Service
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Background and Motivation

➢ Increased reliance on networked computers 

➢ Need in information

▪ Functionality 
▪ To store data in the LDAP directory and authenticate users to access the directory. 
▪ Provide the communication language that applications require to send and receive 
information from directory services

▪ Ease-of-Use
▪ A directory tells the user where in the network something is located.
▪ provide a central place for authentication, meaning it stores usernames and passwords. 
▪ LDAP can then be used in different applications or services to validate users with a plugin.

▪ Administration (Application specific dirs)
▪ Clear and consistent organization
▪ Integrity
▪ Confidentiality



X.500 Standard

root root

countries US PK CHI

Organizations IBM ATT XEROX PTCL PTA SNGPL ZTE

Org Units

Individuals

➢ Too heavy for small environments

➢ Organizes directory entries into a hierarchical namespace

➢ Powerful search capabilities

➢ Often used for interfacing incompatible directory services

➢ Used DAP for c/s communication

➢ DAP (App. Layer) requires ENTIRE OSI stack to operate



What is LDAP?

➢ Includes operations to establish and 
disconnect a session from the server

➢ Lightweight Directory Access Protocol

➢ Used to access and update 
information in a directory built on 
the X.500 model

➢ Specification defines the content of 
messages between the client and the server

➢ Lightweight alternative to DAP

➢ Uses TCP/IP instead of OSI stack

➢ Simplifies certain functions and omits 
others…

➢ Uses strings rather than DAP’s ASN.1 
(Abstract Syntax Notation One) notation to 
represent data.

LDAP
Client

LDAP
Server

X500
Server

Directories

TCP/IP OSI

LDAP
Client

LDAP
Server

Directories

TCP/IP



LDAP Conventions

➢ Security 

▪ Describes how the information can be protected 
from unauthorized access.

Attribute

Attribute

Attribute

Attribute

Entry

Value

Type

Attribute

Value

Value

➢ Information 

▪ How information is stored in ldap directory

➢ Naming 

▪ How information is organized and identified.

➢ Functional / Operations

▪ Describes what operations can be performed on 
the information stored in an LDAP directory.

DN RDN



LDAP Information Structure

➢ LDAP uses a DIT ( Directory Information Tree) based on X.500 which help present information in the 
hierarchical tree format. 

▪ Each node in the LDAP tree is called an entry and is 
uniquely identified by its Distinguished Name (DN) 

dc=com dc=netdc=vu

dc=exams

ou=users ou=goups ou=computers

uid=rashid cn=academic cn=dell

root

▪ RFC4514 provides  the description of the DN format. A 
DN corresponding to an entry is highlighted in the 
diagram and represented by:

▪ “ui=rashid,ou=users,dc=exams,dc=vu”

➢ Objectclasses define the attribute structure of an 
LDAP entry.

dc stands for Domain Component 
cn stands for Common Name

➢ Both ObjectClasses and Attributes are defined within 
schemas 



Schema

▪ Defines what object classes allowed

▪ Where they are stored

▪ What attributes they have (objectClass)

▪ Which attributes are optional (objectClass)

▪ Type/syntax of each attribute (objectClass)



LDAP Information Structure

Attribute

Attribute

Attribute

Attribute

Entry

Value

Type

Attribute

Value

Value

DN RDN

➢ An entry consists of a set of attributes, each attribute has a name or type and 
one or more values.

▪ Attributes
▪ Each attribute has a type and set of 
values

▪ Entry
▪ Each entry consists of several attributes
▪ Each entry represents  Distinguished Name (DN)
▪ DN uniquely identifies an entry in the directory

▪ Relative Distinguished Name (RDN) is an 
attribute that will make the entry unique in its 
hierarchy when combined with its parent's 
Distinguished Name



• O stands for organization
• OU stands for Organizational unit
• SN  stands for Surname
• Givenname stands for First Name
• UID stands for Userid
• Mail stands for Email address
• C stands for country
• L stands for location
• St stands for Status

LDPA Abbreviations



Entries Using LDIF Format

➢ Entries can be represented in a human-readable format by using the LDIF format as in example below.

dn: uid=rashid,ou=academics,dc=exams,dc=vu
objectClass: top
objectClass: person
objectClass: orgnizationalPerson
objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: shadowAccount
objectClass: nfsAccount
cn: Arif Rashid
sn: arifhrashid
givenName:Rashid
uid: arifhrashid
uidNumber: 3000
gidNumber: 500
homeDirectory: /home/arifhrashid
....



Client and Server Interaction

▪ Hostname/IP and port number
▪ Security

▪ User-id/password-based 
authentication 

▪ Anonymous connection - 
default access rights

▪ Encryption/Kerberos also 
supported

▪ Read/Update/Search
▪ SELECT X,Y,Z 
▪ FROM PART_OF_DIRECTORY

Client establishes session 
with server (BIND)

Client performs operations

Client ends the session 
(UNBIND)

Client can ABANDON the 
session

➢ Interaction involves three phases

➢ The Server sends responses in return

➢ Client starts an LDAP session by connecting to an LDAP Server

➢ The default TCP port is 389

➢ Bind to the server through an authentication process

➢ Client then sends an operation request to the server



LDAP Security

➢ LDAP using Simple Authentication and Security Layer (SASL )With SSL/TLS

www POP SMTP Email

HTTP SMTP LDAP

SSL/TLS

TCP/IP

Application Protocols

Network Protocols

Request, SSL/TLS Options

Certificate, SSL/TLS Options

Request Prove it

Message, Digest

Symmetric Key (enc)

Random Message (enc)

Client LAPD
Server



LDAP Operations

Search Directory 
for matching 
directory entries

Search

Compare directory 
entry to a set of 
attributes

Compare

Add a new 
directory entry

Add

Updates a 
particular 
directory

Modify
Removes a 
specific directory 
entry

Delete

Renames or 
modify the DN

Rename

Start a session 
with an LDAP 
Server

Bind

Ends a session 
with LDAP server

Unbind

Ends a session 
with LDAP server

Abandon

Extended Operations

Extended

➢ Three types of LDAP Operations are Authentication, Query and Update



LDAP Common Commands

➢ ldapbind

▪ Used to authenticate to a directory server. 

▪ Also used to find out if the server is running.

ldapbind  [options]

ldapbind -h ldap.vusna.com -p 389 -D "cn=arifhrashid" -w mypassword

To authenticates user arifhrashid to the directory server ldap.vusna.com located at port 389, using the 
password mypassword.

▪ Usage

▪ Scenario



LDAP Common Commands

➢ ldapsearch

Used to search for specific entries in a directory. It opens a connection to a directory, authenticates the 
user performing the operation, searches for the specified entry, and prints the result in a format that the 
user specifies.

ldapsearch  [options]  filter [attributes]

Searche the directory server ldap.vusna.com, located at port 389. The scope of the search (-s) is 
base, and the part of the directory searched is the base DN (-b) designated. The search filter 
"objectclass=*" means that values for all of the entry's object classes are returned. No attributes are 
returned because they have not been requested. Assume anonymous authentication.

ldapsearch -h ldap.vusna.com -p 389 -s base -b "ou=people,dc=vu,dc=com“  "objectclass=*"

▪ Usage

▪ Scenario



LDAP Common Commands

➢ ldapadd

Used to add entries to the directory. It opens a connection to the directory and authenticates the user. 
Then it opens the LDIF file supplied as an argument and adds, in succession, each entry in the file.

ldapadd [options] [-f LDIF-filename]

A user arifhrashid authenticates to the directory ldap.vusna.com, located at port 389. Open the file 
arifhrashid.ldif and adds its contents to the directory. For example, add the entry 
uid=arifhrashid,cn=exams,cn=vu,dc=com and its object classes and attributes.

ldapadd -h ldap.vusna.com -p 389 -D "cn=arifhrashid" -w mypassword -f arifhrashid.ldif

▪ Usage

▪ Scenario



LDAP Common Commands

ldapdelete -h ldap.vusna.com -p 389 -D "cn=arifhrashid" -w mypassword \
"uid=arifhrashid,ou=academics,ou=people,dc=vu,dc=com"

➢ ldapdelete

Used to remove leaf entries from a directory. It opens a connection to a directory server and authenticates 
the user. Then it deletes specified entries.

▪ Usage

ldapdelete [options] "entry DN"

Authenticates user arifhrashid to the directory ldap.vusna.com, using the password mypassword. 
Then  deletes the entry uid=arifhrashid,ou=academics,ou=people,dc=vu,dc=com.

▪ Scenario



LDAP Common Commands

➢ ldapmodify

▪ Used to modify existing entries. It opens a connection to the directory and authenticates the user. Then it 
opens the LDIF file supplied as an argument and modifies the LDAP entries specified by the file.

▪ It uses a modified form of an LDIF file. Within the file itself, you use the attribute changetype to specify 
the type of change. 

▪ Four types of changes are possible:

❑ add--adds a new entry
❑ modify--changes an existing entry, that is, it adds, deletes, or replaces attributes of the entry
❑ delete--deletes an existing entry
❑ modrdn--modifies the RDN of an existing entry

▪ Usage

ldapmodify [options] [-f LDIF-filename]

▪ Scenario

A user arifhrashid authenticates to the directory ldpa.vusna.com, located at port 389and open the file 
arifhrashid.ldif and modifies the directory entries specified by the file. The file might, for example, change 
the telephone number attribute of entry uid= arifhrashid,cn=exams,cn=vu,dc=com.

ldapmodify -h ldpa.vusna.com -p 389 -D "cn=arifhrashid" -w mypassword -f arifhrashid.ldif



➢ ldapmoddn

▪ It is used to:
❑ change the RDN of an entry
❑ move an entry or subtree to another location in the directory

▪ Usage

ldapmoddn [options] -b "current DN" -R "new RDN" -N "new Parent"

▪ Scenario

To authenticates user arifhrashid to the directory ldap.vusna.com, using the password mypassword. 
Then assign to the entry uid= arifhrashid,ou=exams,ou=people,dc=vu,dc=com a new parent entry, 
ou=academics,ou=people,dc=vu,dc=com.

ldapmoddn -h ldap.vusna.com -p 389 -D "cn= arifhrashid " -w mypassword \
-b " uid= arifhrashid,ou=exams,ou=people,dc=vu,dc=com " \
-N " ou=academics,ou=people,dc=vu,dc=com"



LDAP Security

➢ Current LDAP version supports 

▪ Clear text passwords
▪ KERBEROS version 4 authentication

➢ Other authentication methods possible

➢ SASL support added in version 3

▪ Simple Authentication and Security Layer (SASL) is a framework for authentication and data security in 
Internet protocols. 

▪ It decouples authentication mechanisms from application protocols, in theory allowing any 
authentication mechanism supported by SASL to be used in any application protocol that uses SASL.

▪ Kerberos deemed stronger than SASL…



LDAP Security

➢ Security based on the BIND model

➢ Clear text -> ver 1

➢ Kerberos -> ver 1,2,3 (depr)

➢ SASL -> ver 3 

▪ Simple Authentication and Security Layer
▪ uses one of many authentication methods

➢ Proposal for Transport Layer Security

▪ Based on SSL v3 from Netscape



LDAP Security

➢ No Authentication

➢ Basic Authentication

▪ DN and password provided
▪ Clear-text or Base 64 encoded

➢ SASL (RFC 2222)

▪ Parameters: DN, mechanism, credentials
▪ Provides cross protocol authentication calls
▪ Encryption can be optionally negotiated
▪ ldap_sasl_bind() (ver3 call)
▪ Ldap://<ldap_server>/?supportedsaslmechanisms



LDAP Implementations

➢ C Library API

▪ LDAPv2 - RFC 1823 ‘The LDAP API’
▪ LDAPv3 – In Internet Draft stage

➢ Java JNDI

➢ LDAP v3 uses the UTF-8 encoding of the Unicode character set.

➢ HTTP to LDAP gateway

➢ LDAP to X.500 gateway – ldapd



Version 2 v/s Version 3

➢ Referrals 
▪ A server that does not store the requested data can refer the client to another server.

➢ Security 
▪ Extensible authentication using Simple Authentication and Security Layer (SASL)

➢ Internationalization 

▪ UTF-8 support for international characters.

➢ Extensibility 
▪ New object types and operations can be dynamically defined and schema published in a standard 
manner.



Common Uses Cases of LDAP

➢ Centralized User Management

➢ Centralized Authentication Servers  

➢ Identity and Access Management  (IAM) Solution



Installation and Configuration

➢ Step 1: Set hostname for the Ubuntu server

➢ Step 2: Install OpenLDAP Server 

sudo apt update
sudo apt -y install slapd ldap-utils

Verify installation with command slapcat  to output SLAPD database contents.

➢ Step 3: Add base dn for Users and Groups

▪ Add a base DN for users and groups. Create a file named basedn.ldif and the file by running the command 
ldapadd

➢ Step 4: Add User Accounts and Groups

▪ Generate a password for the user account to add.

▪ Create ldif file for adding users.

▪ When done with edit, add account by running ldapadd command.

▪ Create ldif file for groups and add groups with command ldapadd 



Install LDAP Account Manager 

➢ Step 5: Install LDAP Account Manager

▪ Install Apache Web server & PHP

sudo apt -y install apache2 php php-cgi libapache2-mod-php php-mbstring php-common php-pear

▪ Then enable php-cgi PHP extension.

sudo a2enconf php*-cgi
sudo systemctl reload apache2

▪ Step 3: Install LDAP Account Manager

sudo apt -y install ldap-account-manager

sudo vim /etc/apache2/conf-enabled/ldap-account-manager.conf

▪ comment the line Require all granted and add subnet(s) allowed to access LDAP Account Manager 
administration interface.
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➢ Ubuntu is shipped with BIND (Berkley Internet Naming Daemon), the most common program used for maintaining a 
name server on Linux.

DNS Service

➢ Domain Name Service (DNS) is an Internet service that maps IP addresses and fully qualified domain names 
(FQDN) to one another. 

➢ DNS service alleviates the need to remember IP addresses. Computers that run DNS are called name servers. 

➢ Fully Qualified Domain Name (FQDN)

FQDN

api.aws.amazon.com. 

protocol

https:// , http:// 

browser

https://api.aws.amazon.com. 

host subdomain SLD TLD root

api ..amazon .com.aws

root domain

.amazon.com

subdomain

api.aws or www



• DNS Terminology

▪ Domain Name System
▪ Domain Name
▪ IP Address
▪ Top-Level Domain
▪ Hosts
▪ Subdomain
▪ Fully Qualified Domain Name
▪ Name Server
▪ Zone File
▪ Records

DNS Terminology and Components

DNS Components

▪ Root Servers
▪ TLD Servers
▪ Domain-Level Name Servers
▪ Resolving Name Server
▪ Zone Files


