Simple Designs

» When engineering a service, your foremost consideration should be simplicity. Strive to create the simplest
solution that satisfies all the requirements.

» Simple Services
Maintenance Expansion Integration

= Easiest to maintain = Easiest to expand = Easiest to integrate
with other systems

» Complex Services

Confusion Mistakes Usage Slower Costly
= _eads to confusion » Prone to mistakes = Difficult to use = Makes everything = More expensive in
slower setup cost and

maintenance costs.

» During the engineering phase, create multiple design proposals. Consider each of them for its simplicity,
manageability, cost, and so on. Revise, revise, revise.

» Good engineering is not about having the ability to create perfection in the first draft, but rather about being able
to iterate over many revisions, improving each one until we have the design we want.



Use Vendor-Certified Designs

» Vendors of IT products have the engineering guidelines.

= They proscribes minimum CPU, RAM, and disk requirements.
= They also publish certified engineering designs or vendor best practices.

= There may be separate engineering recommendations for use with up to one dozen, one hundred, or one
thousand users.

» Vendor designs are

best practice Real-world labs and real Stress
engineering designs experience world Tested Tested

» Trust vendor designs but verify them
= Straying too far from the vendor’s recommendations will result in the loss of support.
> But even with the use of the certified engineering design exactly, some local decisions are
part of local engineering design such as;

hardware model specific IP network switch deployment Optional
vendor number configurations, addresses connections racks parameters



Dependencies

> The reliability of a service is greatly influenced by its dependencies.
= A system is never more reliable than the most unreliable system it has a hard dependency on.

» The larger and more complex a system becomes, the more dependencies it has.

= These dependencies can be managed during the engineering process in ways that greatly improve the
resulting system’s reliability

» Primary Dependencies

» Primary reliability refers to the core system reliability.

= SAs do not have much control over reliability of software itself especially for 3rd party products.

=  Sas can control are their decisions about the hardware it runs on.

» Generally, enterprise software tends to be written assuming the hardware will never fail thus for SAs,
the options are reliability features such as mirrored boot disks, ECC RAM, dual NICs etc.



External Dependencies

» SAs can control many of the external dependencies that influence a service’s reliability.

> Know what those dependencies are. A dependency matrix is a list of which subsystems depend on
other subsystems.

= Usually the dependency matrix resembles a tree diagram, with each level relying on services in the
levels below, and no cross-dependencies.

= Used to find high-risk
= Useful for operational tasks such as basic debugging as well as disaster planning

» Types of External Dependencies

= Hard dependency
The dependent service will fail if the other service fails or is unavailable

= Soft dependency
does not directly cause a failure, though it may reduce performance

= Graceful degradation
if that server is unavailable, the application may work around it by using cached data, disabling a
specific feature, or requiring the data to be manually entered

» Improve the reliability by identifying hard dependencies and either eliminate them or reengineer them to be soft
dependencies



Dependency Alignment

» Another engineering trick is to realign dependencies into smaller failure domains.

> A failure domain is all the services, locations, and users that are adversely affected when a particular
component fails or is taken out of service.

» Good engineering requires taking the time to think through how we can shrink failure domains, or
divide large failure domains into smaller, isolated failure domains.

Hardware Failure Domains Service Failure Domains Location Failure Domains
. Make Redundant domains . Align all dependencies on Make sites self dependent
including power strips, CPUs, same machine

and storage and VPN devices « All startup scripts should be

on the same machine
« Rack aligned dependenies



Decoupling Hostname from Service Name

» Decouple the purpose of the machine from the name of the machine.
> A better choice is to design your systems to use aliases for the service name

» do not hardcode services to IP addresses



Support

» During planning and engineering phase, consider how service will be supported during its lifetime.
» Support includes

» Technical aspects
detecting problems, patching, upgrading, performing backups, and scaling the service

= People and processes

identifying and training the support groups, developing mechanisms for customers to report problems
and submit requests, and providing documentation for the customers and the support teams.

» Support planning aspects can be divided into followings

Monitoring Support Model e Documentation
Model



Monitoring

> Itisn’t a service if it isn’t monitored.

> A service should be monitored for availability problems, performance, and capacity-planning.

» The helpdesk, or front-line support group, must be automatically alerted to problems with the service.

> The SA group should monitor the service on an ongoing basis from a capacity-planning

standpoint.

> Followings must be defined and developed

what to monitor and
what events to
trigger notifications.

the process for adding new
components into the
monitoring system as the
system is scaled up or
upgraded.

how component are
removed from the
monitoring system.

Automation needs to be
developed, and the
processes need to be
clearly defined and
documented




Support Model

» The support model needs to specify who supports the various components of the service, and what
the OLAs and SLAs for each component are.

» The OLA and SLA for the service need to consider the OLAs and SLAs of the constituent parts,
as well as the design of the service itself.

» [n small or midsize company, many of these roles will be performed by the same people, who all
know each other.

= |n large companies, there will be different teams supporting each component, they won’t all know
each other, and the processes and communication paths may not be clear



Service Request Model

» The local engineering plan should also include a service request model (SRM).

= The SRM defines

= which requests users can make relating to this service,
= who can make those requests,

= how they make those requests,

= which approvals are required

= who acts on the requests

= which change control policies apply

= which SLA is used for turning around those requests.

» Work with the vendor and stakeholders to define which tasks are required, document them, and
then practice them in a test environment.

> Try to estimate the volume of requests of each type and understand from the stakeholders what
would trigger a request of each type and what kind of turnaround time they would expect on
each request.



Documentation

> As part of support planning, operational procedures must be defined.
> These are different for every service, but generally include

» backups and restores,
= Business continuity or disaster recovery plans,

= tasks related to onboarding new users

= Disconnecting users who are leaving
= performing periodic tasks

= Anything else required to keep the service running.

» For each routine task, there must be a runbook that details how the task should be performed.
Define the runbooks by performing each task in a test environment.
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> There are severalaonmon servies used nalnostall Il depbym ents.

= DHCP Servie

= DNS Serwvie

Py Hase
Canfigamhice Prodnn

DHCP

= NTP Sewire
= WebSewe

>
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= SSH Serner
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DHCP Serwie

» The Dynam £ HostConiipuation ProtocolOHCP) B a netvork servine hatenables hostioom puters o be
autom atically asspned s=tiings fTon a serveras opposed H m anually conipurmng each netvork host
»  Mwas nimldefimed NRFC 2131 and Beron #was superseded by RFC 1541

> BsCanponatts are DHCP C Iient, DHCP Rebhy Agentand DHCP Serner
1 - DHCP Client

A DHCP cients an hemethostusing DHCP 1 dotan confipuration param eers such as an P addiess.

The basic steps thatoocourwhen a DHCP clientaequests an P address fan aDHCP sernerare asbebw -

DHCP D BCOVER Broadcast 8 h
Sener
DHCPREQUEST Broadcast
DHCP ACK Unzast \ )

The client HostA ,sends a DHCPD BCOVER broadcastim essage © bcae a DHCP serner-A DHCP sernerofers

coripuiation param eers sudh asan P addriess,aMAC address,adonanname,and a kase Brte P addiess©
te clientin a DHCPOFHER uncastm essage



The DHCP clientprovies fiExbilly by albv g the Bibwy ing gotions © be coipured Bra DHCP client
>

>

O ption 12— This gption Soecilies the nam e oftbe client The nam e m ay orm ay notioe qualied w #h te bcaaldom an.

Option 51— This gotion Bused N a clientaequest©OHCPD BCOVER orDHCPREQUEST)  albw the clientb requesta
Iba=se tine Brte P addiess.

O ption 55— This gption albvs the DHCP clientb requestcertain options fom te DHCP serner-
O ption 60— This gption albv's the user confipure te vendorcbss dentiiersiing © use N te DHCP neraction.

Option 61— This option B used by DHCP clients © spoecily teruninue mdentiier-DHCP serners use tis\valie © ndex
terdatbase ofaddress bindings. Thisvale B expected 1 be unipue Bralickent N an adn nsatie donan.

Option 120—This gotion B used L goecily a 32-bkOnary) P\ addiess © be used by e Sessin hitation Protoool
S P)cieto bcak aSP s=rer.

Optin 121—This gotion B used © confipure chsskess sat rues by gpecilying chbsskess netvork destinations; tat
B, cach routing BbE entty nclides a subnetm ask_Up en chbsskess sl ioues are suppored using gption 121 on
te DHCP client

» Optbn 125—Ths ootion Bused by DHCP clients and servers  exxdange vendor-speciic imbim atibn



DHCP RehyAgent

» The tinctibpn oftbe DHCP rehy agents © Drvard the DHCP m essages © otbersubonets so tathe
DHCP sererdoes nothave 1 e on e sam e subnetas te DHCP clients.

» The DHCP rehy agenttanskErs DHCP messages fan te DHCP clients bcated on a subnetw ibouta
DHCP serer, © obersuonet.

-

D BCOVER @)

DBCOVER ()

REQUEST @)

REQUEST @)



DHCP Serwie

» Camputers coripured © be DHCP clients have no coniollover te s=tings tey receile fan e
DHCP server, and the configuration is transparent to the computer’s user.

1. STt discoweys DICE on ssiinh
- =1

2 Ervdtoh ofism 1HCH 0 gt
(:i:ll—

3. Chovi roduiesis [ adaross o switoh

4. Eradish gaslgrs |12 axitmes cenlGurarton 1o clant
<




DHCP Serwie

» The mostoomm on setiings provioed by a DHCP server© DHCP clients ncllde:

IP address and IP address of the IP addresses of the
netmask default-gateway to use DNS servers to use

» ADHCP sernercan alko supply confipuration propertes sudh as:.

Hostname Domain name Time server Print server

» The achvantege ofusing DHCP B thatany dhanges 0 te netvork, sudh asa dange nte DNS s=rner
addess, onlly need © be danged atthe DHCP serer, ad allnetvork hosts w llbe reconfipured e next
i e terDHCP clients polite DHCP serer-

» Asan added achvartege, kB alBo easir © negiake new aaom puéers N te netvork,astele Bnoneed ©
dredk Brie availbbiily ofan P addiess_Conficts n P address albcation are alo reduced.



DHCP Serwie

» A DHCP sernercan provide confpuiation s=stiings using e Biby ing methods:

M anualabcatin

MAC addiess)

1 — Hentily te unipue haxdvare
address ofeach netvork caad

2 —Suppies a consaTtoonTipuration
eachtine te DHCP clientmakesa
requesto te DHCP serner

3 —ensures tata partbubraddiess B
asspned autom atiall/ © tatnetvork
cad,based on EMAC addiess

Dynam C allbcation

(eddiess poob

1 -The DHCP s=rerasspnsan P
address fom a poolofaddiesses bra
pernd oftine

2 —clients receile teraonipuraton
properties dynamically and on a “first
come, first served” basis

3 -SernerRekas=es te addiess©
address poolaferclient sEnomore on
netvorks or Ease tin e expies

4 -Afertis pernd,clientmust
ienegotiee te kase w ih te senero
mamntan use oftte addriess.

Autbom atc
albbcathn

1 —te DHCP autm atically asspnsan P

address pem anently © a devie, sekcting
ifom a poolofanaibbk addiesses.

2 -Usuall/,DHCP sus=d basspona
m porary address o a client, buta DHCP
sernercan alby an ninike base tne.



Cotigurng DHCP Serneron Linux

1. Install DHCP Server
»  sudo gptnsell Bcdhgosener

2. Configure the DHCP Server

» Badwp O rgnalConfpuation file
sudo mv AcOhqathagod conR, load<up}

» Creat ad editbe new confipuation file
sudo nano AcOhqadhagod conf

» Asspning Random P Addiessesfan a pool

#asm pk ocOhqathagod conf
detukEkEase-tine 600;

m ax—kase-n e 7200;
autoratie;

UbNet1921681 O nethask 255255256 0{

range 1921681100192 1681 200;

optoN luEerIs 1921681 24;

opton domanvane-serners192.1681.1,1921681 2;
#Hoptibn dom anam e "mydomanean pkE'
¥




Assponing St P Addriess b aclieit

Asspning St P Addiessb aclieit

getbe MAC Addiessofaclient
pa




Venlyng the DHCP Serner

hostardmadchine {
hardwvare etbemnet=e091 5331 afab;
Tredaddiess 1921681 20;

¥
3. Bind the DHCP Server to an interface

4. Restart the DHCP Server sudo sysem ctlrestart sc-dhqo-senersevie
5. Check the status of the DHCP Server Sudo systemciistts Bc-dhgo-sener=eivie

1L i lrBEe dydiianins & lal o St B - Lt o A -l A P

L i | et n Pt LB W ety |
Liiies 1=207 26 (RAET




BestP ractin=es HriDHCP Adn nsatin

> Folbwving aw DHCP bestpractioes w llkeep yournetvork rumning atis best

Have an appropriate amount of established IP addresses.

Geta good mea oftte num berof P addiesses thatare going © need © have P addiesses asspgned.-

Rem em bertatn tbday’s netvorks,we Te taking albboutm ore tan _justioom puters.

Oterdevies tatm ay be requesting P addresses are VoOP phones and m dbik devies, pistob nrame a £w.
On tp ofalttat, yourDHCP soope shouH Eanve 1oom bBrite giovth aswell

R/ R/
0’0 0’0

XS

%

K/
0’0

Avoid overlapping static addresses.

s W hilk you can use DHCP serers=stings O assipn sl reservatins © m ostdevioes, tere w listillbe some
devies on yournetvork thattneed © keep te sam e P addiess viam anualconfpuration -

s W hen aeating yourDHCP soope, e sure © uderstind any P addiesses thatare alleady being used w iih manual
confipuatinnNs.

s You can do a netvork scan orieer b yournetvork m gp © see what P addiesses are alkleady being used.

DHCP security best practices

You need © m ake sure thatyou are notalby ng unwelbom e devies © niiliae yournetvork_There are a Ewv
tHings© do b peventbhe.Helesa IBofDHCP seaunly bestpractines:

s Keep yourbusness netvorks and guestnetvorks ssparate.-
< IRyou are using amanaged sw ioh, be sure © disabe unused ports.
< Genrnerat akbrts fon yourDHCP serverwhen an unrecognieed devibe sendsa DHCP request
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W eb Sernerad W eb Sernre=es

Aweb servibe m akes an goplication &) oraonentanaibbk D te usais overte nemetusing nNemetblovsears.

coent conent
(o (o Web
Sener
request request

+ Runing aweb serner s more tan pstinstling Apadhe or I and proviing conent

Coneent

1 - Open Standards

» Theweb Bhased on gpoen standards, whith are devebped by an nemationalconmm tee , nota sing e corpoiation -
=  You can use ten wboutpaying 1oyally or Ibensing es.
= W ebstandards are defined by te W ori W te W eb Consortum (v 3C), and e underl/ing hemetpiobcok are

defined by te hemetEngneerng Task Forae (ETF).

2 - Benefits
»  The benefiofweb-based gopications B hatone browsercan acoessm any web gppications. The web biovser sa

unieraicient
» Cost,No tanskErofsoiivare product, Uniersalavaibbilily

3 - Usage
= W eb gpplications and sn allweb seners are albo presentn fimwale nmany devies, sudh assnalllouersad
sw bhes, sn artdnie anays, and netvorkk aom ponents.



Typesof W eb Serners

Thete are Burtbascweb sernergpes:

Static web server

1.

Senesonly
documents that don’t

dhange ordnange

only arel/.

The doaument arle
iead fon dekad
are notallered by te
web serner-

1.

CGl servers

Canmon Gateway
herbee CGDB
nerboe goeciicatin
Darbbks=sEreis
eeaut an exemnal
program , §pall/ o
process.

CG Is=ners g_ene:ae
pages dynam mall/.

Dynam Cpage
generatibn usesmore
CPU and memory
than reading fam
dek.

Database-driven

web sites

1. Gernerake eechweb

page fan datbase.

2. Eachpage B

generaed by reading
mbm ation fom a
dattlbase and filing
tatnbmaton nmob a
enphbe.

Multimedia
servers

1. Conentincldes
medn ks, audch as
vDeo oraudb.

2. Haaehoh
perbmance
lequEement br
CPU ,memory,
sbrage ,ad netvork.



MullipE W eb Sererson One Host

> Small Vs Large sites

Small Sites

Large Sites

1. Smallskesmaywantosartwihasngbkwebserertat 1. Laige sies tatbadbakbnoe web serwvines aciossm ulipk madchines

B used DBrallgpopicatins. ofen wantallitbe m achines © be tentialcbnes ofeadch oter; Iatber
tan having N madhines dediatted © one gpplication and M machines
2. The am outtoTeaiic thateach sppication ieceies does dediated © anoter-

notstly te costand overhead ofaddtibnalm adchines.

2. Hentalcbnesale easkirb manage.-

3. Thereare manyways © hostim ulipke web servibeson te same
madhine.

» Multiple Web service Problems

Single Port

Multiple IP Addresses

\ 4

1 HTTP-basad servies usually Isen brriieguests on TCP ports 80 nenaryped)and 443
é@aypedva SSL ,ofen alEdHTTPS).

2 Mulipk s=vioes caannotshare a port Thattis, onlly one process can be IBening © port30 ata
te.

1 The easiestway © resole tis 5O conipure mulipke P addiessesonamachne A bBss
atiactie option B O use diierentports breach sernernw ih URLs tatstbe port, sudh as
#h y=servine 8000.

2 Comfigurng mulipk P addiesseson am adhine doesnotscakwell Ths sdheme sacompkexad
notwellsuppored N some O0Ss Ao, P\ addresses are scarce .URLs containing e port
mbim ation ok unproessomal


http://myservice:8000/

ScaBbEk Tednpues briMulrServies

There are two tednipues Hrpeim iting m any sevines O share te sam e porton te same P address_.Both
edninues provioe a sabbEk soluton w ih a proessonal bok.

1 - Virtual hosting
= The fastedninue B GalkEd virtialhosting - O rgnally one m achine coul hostonlly one doman.

<VrtaHost*80>
htib Zww sl .com SererAdn ihadh N@ siel.com
_w SereName sl aom
@ SeneA bswww siel com
Doaum enk cotXatvww./siel com At |
<X/rtaHost
SernerAdn nadn N@ ske2.00mn
Sernemane sike2.0om
_m SereA Ibswww siie2.com
m o Avww sie2 . com Doam enRoctXafiww.Aie2 com At |

<X/ voaHost

<V rouaHost<80>

< Vrtalhosting pem ks one sysem © IBen brncom ngHTTP and HTTPS aconnections but=ene diierentweb pages
depending on whioh dom an te requests bre
< Thirequred adange © e HTTP protocol, butits suppored by allweb brovsers.



> The second edninue B'D use one proaess as a dgpatherbrm any ndvoualsevies A singk process IiEens br
connectibns and Bivards ten D e propersevie.

C%D Pt i1 com

— >

v
A

D poatherProcess

m o Avww sie2 com

htip {

ndex ndexhtn k

srer{
serer nanewww siiel .aom ;
iootaiww.ASiEl com Adocs;

by

srer{
serer nanmewww sie2 aom ;
iootAaiww.ASiE2 com Atocs;

by

by

» Ngnx Bofen used © lBen brincom ngHTTP and HTTPS connections, deteim ne whioh dan an tey are neended i,

and bBrvard the requestas gopropree.

< The ndvnual=servies IBen on diieEretports such as 8000,8001 et ,buths B hidden fon te users.

s This has anoterbenefitn thiath gnx can decrypptSSL. connections so tathe ndvnualsevibes m ustprocess

onl/te smpErHTTP protbcolL

< abo sohlEs allcpgiaohic Bsues © one phoe ,where ey can be m anaged separael).



HTTPS and MUlpE Serners

> Catch-22 Problem

Servingmulipke domanson te same P address Emore aompkExX brHTTPS @ayped) comectionsdue baCath-22 n
honv HTTPS works_Eadh doman has ks ovn SSL certitae - The softvare needs © know whioh SSLcertiitcae b us= ©

decryptte request, butthe Nended doman B N e enaryfoed portibon ofthe request
» Techniques to Address Catch 22

Share Certificate Server name indication

1. Anearl/sobLition © tisCath22 was 0 peim tone 1. Arnewerednoue s alEd serermam e ndication SN D.
certicat © aopl/ b Mullpk donans.

2. ThsalbvsbHrte use ofmulipk unpue certlicakes on

2. These muliom an certs are callked sLbct te same machine ,aswoul be exqoected. h oriderbr
alematie name GAN) certicaes. SN 1 nctibn, e clientm ustiistsuiom ktbhe nended
domamn n an unencaryped HBim _To dearyptbe sessin,
3. Albutte obest,m ostbioken web biovsers e servercan dnoose which certiitate © apply.

supporti Since tele BEoe certitate, te
exjratibn data and oter nbim ation are te same 3. The desked doman mustm atth te unenaypoed request

for all domains, which isn’t usually a problem. and Bevertelbss provied N te enarypted partbr
seaunly reasons. Sadlly, SN Hegures a m odilication © te
4. However: te certiitate m ustbe reissued b add SSL pioobool, telebie s haom patb e w ih ober
and rem ove dom ains,whith B hcomenient haidvare. These gadges have , hovever;, ligely

vansEed.




SLA DBr\ eb Sernmes

> A web service needs an SLA.
> Generally, web as a 24/7 critical service, but the SLA of an individual web service might be quite

different.
s Mostnemalweb servibesw llhanve the san e SLA as oterofiine servines, sudh as printing orsboirage.-

> ldeally, as with any SLA, the service level should be set by collaborating with the customer

community.

1 —-Resst==ting any SLA thatdoes notalbw Brperpdic m anenance, unkss te servibe B bulitouton
redundantniiastucte.
2 — INbe s=vibe B provioed by a singlk hostora shared web hostand B required  be avalbbE aroud
e cbdk, B tin e b dBouss naeasing te redudancy oftbe servie.
3 -M etrcs atare partofaweb SLA shoulH ncllde e Biency bra ceran bvelofQPS .
s Foreampk ,honv bg shoul a spalguery Blke when te sysem B udera partoulr
bad? Latency B usually m easured as e tin e betveen receptofte sty ofte request
and sending ofte bstioye ofte ansver-



W eb Servibe M onibimg

» Why monitoring web services?

* How wellissxaihg?
» W hiohareas need mpiovement?
= W heterte sevie Bmeeting yYourSLA?

> Be specific about which web-specific elements to your monitoring.

= Web server errors are most often related to problems with the site’s content and are often valuable for
te web develbpmentean -

* Certan enors orpatiemns ofiepeating enors can be an ndication ofaustom erpricbEnswiih te
site’s scripts. Other errors may indicate an intrusion attempt. Such scenarios are worth

nestijating tirter-

» Typically, web servers allow logging of the browser client type and of the URL of the page
containing the link followed to your site (the referring URL).

» Web servers may have server-specific information that would be useful as well, such as data on
active threads and per-thread memory usage.

» Become familiar with any special support for extended monitoring available on your web server
platform.



Scaling br\W eb Serwies

“Scaling is the only problem on the Internet. Everything else is a subproblem.”

> slashdot effect

The S bshdotetEect, albo known as shahdotiing , oaours when a popular
websie Inks b a snalkrwebsie,causing amassie naease nEfic.

Ifbe web server B sucoesstl, iw llgetoverbaded by requests.Youmay
hanve heaud ofthe S bahdotetect

» Single machine web server Scaling

A small organization with basic needs can improve a web server’s

perbm ance by s ply yograding te CPU ,dEks, m em ory, and netvork
QonNectinon.-

» Multi machine web server Scaling

Form ulipE m achines, tere are two man §pes ofscaling are horeonéal
and \ertal They getbermam es fom web aichiiecture degran s.

s W hen draw ing a riepresenation ofte web seviie cluser; te madhnes
added HBrhorronlscaling nd b be nte same 1ow,or bvell

<+ Foneralszaing, ey are N groups ananged \ertall/,as tey Dbwv a
requestiby ng tirough diierentsubsysem s.

Suatr
Cotent

Dynam C

DB driien
Cotent




>

>

In horizontal scaling, a web server or web service resource is replicated and the load is divided among the replicated

resources.

Example

» Consertvoweb sernersw h te sam e conent, eadh getting gpproxm akely
halfte requesks.

» The gpralsolitibn B0 use adeviie callked a bad balbncer-A bad babnocer
sk betveen the web brovserand e seners.

» The brovseraconmnects © te P addiess ofte bad balbncer,whioh
‘DBrvards e requestiangoarentl/ © one ofte Iepikatd serers.

»  The bad babncertads whith serners are dovn and stops drecting
=it © a hostunt ietumns L sEeve.

»  Otereenents,such as iouting reguest O te kasHousy sener,,
can be mpEnentd aswell

Load balancers are often general-purpose protocol and traffic shapers,
routing not only HTTP but also other protocol requests, as required.

= Thisalbwvsmudimore fExbilly N aeating aweb sevibes archiiectie.
Alh cstanything can be bad balbnced ,and tis gpproadh can be an
ecebntway © n prove both perbim ance and ieliBbilily.




VertalSaling

> Separates out the various kinds of subservices, rather than duplicating a whole machine.

= [t allows you to create an architecture with finer granularity, so that you can put more resources at the most
intensively used stages of page creation.

= |t also keeps different types of requests from competing for resources on the same system.

» Examples

= Conserte sihgkweb sernercase , olitthe diErentgpes ofcormentonb separake m achnes,and dhange e web
pages O ekero tiose oberm achines HBriatocoTent

»  Using an gpplication © aom pEe a brefsurney on a video clip afer thas been viewed B one exan pk ofawebsie
w #h num erous huge viokeo clips. Ik NeficEentd €y © wrike num etous M nordatabase dhangeswhilk reading
huge vioeo files fon e same dic.

=  0OS may have caching alborihm s thatare autom atally tned Brone orte oterbutperbim badlywhen both

happen. h tis case, allibe viokeo clipsm phite pution a separate web serer; perhaps one w ih a sbiliage anay
austom kred Drrietreving huge fills_The restofte web sie woul rem ain on te orgnalserner-Now tattbe
hige vioeo clips are on a sgparae sener;, e orgnmalsernercan handkE many more request.

» As you might guess, horizontal and vertical scaling can be combined. The video survey web site might need to
add another video clip server before it would need to scale the survey form application.



How 1 doose a Scalig M etbod

> A sie may need horronalonertalscaling orsonm e acom binaition ofooth.

1 —C bssily e \varbpus aom ponas

« C bssily e varpus aom ponats thatare used N conpnction
w ih yourweb seneracooiding © e iesouraes ey use
m ostheavil/.

\ J




How 1 doose a Scalig M etbod

* Then bok atwhioh com ponents aom pete w ih one anotber
and whetberone acom ponentnereresw h te tnction of

oberaom ponent.

» Asiemay nclde st fiks,CG Ipiogram s, and a datebase.
» Stic ks can range fan aom paratiely snalldoaum ents © hige mulinedn filEs.

» CG lprogram s can be m em ors-nensive orCPU-Iensie proocesses and can
produce hrge am ourtts ofoufput

= Databases usually require the lion’s share of system resources.

» hsome ases,audh as e vioeo suney sie,you m phitdhoose ' move partofte
sIvie L anotersener.



How 1 dhoose a Scalig M ethod
« Use sysem diegnostcs and bgs © see whioh kmds ofF \

IesoUIcEs are being used by hese aom ponents.

\ J/

» Consiteran B departh ettveb sernvertats alko being used © aeate gigphs of
sysem bgs.

» This Gan be a\ery CPU-mEensie proaess, 0 e griaphing sapts ad e bg data
can be m oved b anotberm adhine, Eaving the otbersarpt and data n phboe.




How 1 doose a Scalig M etbod

4 —Decie A lorG radualUpgrades



W eb Sernvie Seaunty

> Importance of Web server security
»  InpkEnanting seaurly m easures B a vilalpartofproviing web sewvies.
= Security is a problem because people you don’t know are accessing your server.
=  Same sikesbelb\e tatseaunly B notan Bsue brtem ,snce ey do nothave conientalldoaum enis or
aooess © fnancel nbm ation orsin dhrsensiie data.-
» However, te use ofte web sernver iselifand the bandw th ican access are, N Bt avalblabke comm odily.

> The Uses of Web Server Attacks

=  htders ofen break N hosts O use ten HBrm oney-m aking purposes,and som etin es ey do <O
smply brenerameant

= htders usually do notdetboe oraleraweb sie,snce doing sowoul kad © terdBovery. hstead, tey smply
use the site’s resources.

= Common uses of hijacked sites and bandwidth
= D stribution ofprated softvare
» Generatig achertsng emai
»  Laundching autom ated sysem s O Ty © acom prom B2 obersysems
=  Campeting w ih oter mmders © see who can on e ligestaim ofmadhnes



W hy © Seaure hemalll elbsies?

Internal web services should be secured as well. Although you may trust employees of
your organization, there are still several reasons to practice good web security internally:

Stoping vaus ®ansn 5son

» Protecting privibged nmbm ation thatrequies authaettication.-

» Protection veibis—Em ps, contiachis, \vendors, Soeakers, nevevees

= Proectetvork iesouraess auch asW FI

» Seaunly and reliBbililyy go hand-nHhand sudh avoding DOS



Seaure Corections and Certicates

» Usually web sites are accessed using unencrypted, plaintext communication.

»  The priacy and autentcily ofbe ®ansn Bsibn can be protecked by using HT TP overSeaure Sodets Layer
GSL) b encryptbe web ®afic_SSL 4 0 s ako knowvn as Trangoortayer Seaurly (1LS) 1 O0_Conbisigl, SSL
20ad 30 predae TLS 1 0.

= Use encryption to prevent casual eavesdropping on our customers’ web sessions even if they are connecting via a
w ielbss netvork n a pubic pboe ,sudh as a acofeedhop - URLs using hitios #7 nskead oftitph Zare using SSL
encryption.-

> Implementing HTTPS on a web server is relatively simple, depending on the web server software being
deployed. Properly managing the cryptographic certificates is not so easy.

»  The priat key ofcerticae m ustie keptseaet Ifks Eaked © ousders, tey can use Kb
pretend © be yoursie.

» Onre ok ofte web sysem adn NBEEOr B D Maian a Ieposibry, orkey escaow , ofcertilicates br
deasterea\ery puposes. Treathis dat the sam e way as you m anage otber m porantseaet, such as
100toradn NBEEabrpassvoids.

» Places to store private keys

Priat keys m ustioe seaet; buttthe web servermeeds 1 read te privat key b use k£ There
are a nun berofways © sole tis BsLe:

Boltd sbiage Encrypoted sbiage | | Netvork-aooessbhE key ieposibry | | Proteced fik




> A cryptographic certificate is created by the web system administrator using software that comes with the
encryption package; OpenSSL is one popular system.

» The certificate at that point is “self-signed,” which means that when someone connects to the web server

using HTTPS, the communication will be encrypted, but the client that connects has no way to know that it
has connected to the right machine.

= Anyone can generate a certificate for any domain. It is easy to trick a web client into connecting to a “man in
the middle” attacker instead of to the real server; the client won’t know the difference. This is why most web

brov=ers, when comnecting © such aweb siie,dgplhy a wamnming stating tiata selspned certiitae B nuse.

s The soLitibn © thsdiEnma B use an exemally soned aypogiaohc certicat faon a regsered
certiication authorily CA).

s The pubic halfofte sl spned certitat B enayped and st a wusked CA ,whioh sns kiad ietuins
te sped certitate.

s The certitae now comans nbim ation tatclies can use D \venly tatte certicake has been certlied by a
hDherautornly.

« When it connects to the web site, a client reads the signed certificate and knows that the site’s certificate can
e wusted because e CA says hatican be wusked.



Protecting te W eb SernerAppicaton

> A variety of malicious efforts can be directed against the web server itself in an attempt to get
login access to the machine or administrative access to the service.

» Any vulnerabilities present in the operating system can be addressed by standard security methods.

> Web-specific vulnerabilities can be in multiple layers of the web server implementation such as

* TheHTTP s=rer
= modules orpblgHns tatexend te serner

»  web develbom enttiam eworks Iining as program s on e sener-
This bstcategory sBdstinction genere aop ications on e sener, as e web develbpoment
Tan ewolkk Bs=erving asa sysem softvare lyerbrte web serner.

» The best way to stay up-to-date on web server security at those layers is through vendor support.

» ThevarbusHTTP serers,m odules,and web develbom enternveom ents ofen hanve actae mailing
56 ordiBaussn groyos and aln ocstalvays have an anmnouncem ens-onlly Istbrioviroadcasting
seaunly epbis, aswellas avalbbk yogrades.



» Some web-intrusion attempts are directed toward gaining access to the content or service rather than to the
server..
=  There are many §pes ofweb conentseaurly e biis,and new ones are alvays being mented.

» SAs should educate themselves on current exploits via Internet security resources.

=  The know kdge albws properly evalliake a sernerbraom pkex tieat B a sonicantunderking -
»  Fortnaely, gpen sourae and acomm ercialpadkages  assstyou are avalbbk.

Softvare Vuherabiltes

> higesthieats seaunly
v iherabiles fam evorks
used.

» The acode m ay be perect, but
an ol fam evorkm ay hane
seaunywiherabiliies.

+ Mostofseaunly ncoensare
notdue O te newestseaurnly
tieats, butoH unfked
wiherabilies.

D recry Trianveral

Atednuegererall/us=d ©
ootndat.

Datamaybe usstiliseForused
D enabk methad ofdeect
nmEusDN.-

Eficentw ih serels genelating
aub ndees.

M odem serersdontaby O
T=erse 1otdiecbry, butot
Erersare wherabk.

aomm on \aretion ofdeecbry
Taeralusesa CaG Iguery

Fom -+~eH Conyotibn

DB febismay gopearn
HBim orconent.

* A BEgimatweb bBm canbe

aoped and alkered ©gan
a0Ess b da orseIvEes.

DBm \altatons sectdym ay
preventibutneverm etbods
are alvays aon ng.-

SQL hcthn
Avaraentofbm -fed
conyoton BSQL
hjctin.

htuderscaneen
perbim entae SQL

queres,updaes,ad
deEtns.

Sane datbase sysems
nclLde debugging



» The efbrts ofm alcbus peopk can be iendered Ess kel © suaceed by Bibwy g good seaurly practines
when develbping gopicatinns.

» The DBibwing are som e oftbe Tindam enalpractioes H use when wriling web aode orexeending sener

Capabilies.
Lm itbe PoentalDam age

* e bestpiotectins B0 I ke
am ountofdam age an ndercan
do.

+ Stre Conensand program son
wellproectd serners and aopy ©
web serveron need.

+ Ifweb serer B deboed by nder,
tcan quiklybe rem aged.

+ Anoteredninue 5 © BOBE e
web=erero ksovn netvoik,
dsalbv connections © nemal
hosk.

» Badwips, bggng and nsblltins
musthe fom nemalhoss

Validae hput

Valitiae te nputb neracae
web gpopssoasbmaxin e

Seaunly.

Ihputshout be dheded Hrr
Egth, © pievertbufer
oerfbyswhere exeautbke
aomm ands coul be deposied
nbmemory.

D =albw using quoEsor
escape dnarecers.

It beter o \allae nputby
nclisbn than by exclisbn.

adoptprogianm ng paradipn s
‘tatdo nottenepietor
Ieparse data bryou

Autom ae DatAcoess

Acess b DBsshoulH be
SpeciliC.

Ifaweb gppication
needs © read dat,albwy
w iih reed onlyacoess.

IhourDB supports

preparaton £inction of
DB dvoubHbeused ©
aconertpotentally
eeautbk nputnb a
HBm .

Use Pem ssonsarnd
Priibeges

= Setpem ssDns o baal
ser DBrautentcation
m ethods.

" Appl/ e Eastpriviege
seaurly princpk b web
sErersandweb
agppkatnns

Use Logging

Logging Ban mporant
protection ofbstiesort

Aferan nauson atiem pt,
detaikd bgsw lipeim

m ore com pkEte diegnostics
ad recovery.

Logs shouHt be stored on
otermachnesorn
nonstndard plbaes
make tem dilibuk©
tmperwih.

Anoterway ofsboring bgs
nanonstendard pbhoe BD
use netvork bgging



» Providing a content-management system (CMS) empowers users to perform self-service updates of the web content.

= ACMS Etyou aeat privieged acocounts HBriose useriswho are pem iied © perbim tese updaes, ofen nsome kind
ofconeolkEd manmer:

> It is not a good idea for an SA to be directly involved with content updates. Assuming this responsibility not only
adds to the usually lengthy to-do list of the SA, but also creates a bottleneck between the creators of the content
and the publishing process.

» Fom aweb councilim akes L atiedh dom ans ofiegponsbilly Drweb sie conernttim uch easier;, because te prinary
“voices” from each group are already working with the webmaster or the SA who is being a temporary webmaster.
»  Theweb council s te nattralovnerocfte dhange conolprocess.

> This process should have a specific policy on updates. Ideally, the policy should distinguish three types of
alterations that might have different processes associated with them:

»  Update:-Adding new m ateralorrepbeing one \ersbn ofa dooum entw th a newerone

»  Change:-A kg te stiuctie ofte sie,sudh as adding a new drecbiry oriediecting Inks
»  Fx:Conecting dooum enttoonéEnts orsike behavbrtatdoes notim eethe sendards



» There are several web server package available for Linux and windows. The commonly used packages are...

Apade HTTP

«  secondm ostpopulr
web senersoftvare.

« It's an open-source

propcthatusesHTTP
protbcol

*  gperatsaacss\arus
OSs, ncldingW ndows
and Linux.

+ BestkaturesofApade
B I ausom Ebily.

« aomprised ofsaveral
modules.

+ KeyFeatesr
Apade: P\6,SessDn
wacking,FTP ad
HTTP2 Custom esbk
modulks

NG NX

M osthiohlyused

NG NX B aon patbke
w ih both Linuxand
W ndows.
mostBmous bris
hohperbimance
fatues.

despned © handke
m uliipke connections
smulbneously.

NG NX B Ess
aussom r2bEk.You
can’t disable some of
Emoduks,

M oot

an ecebntenersoitvare
option that’s specifically
despned Bbr\V ndows.

nclbdesm any natie

W indows seaurly Eates,
suchasAzue Actae

D xecory

thas negrated websiie and
serermanagem ettok.

natile supportbraynam c
ASPNET appicatns,
samning CSS ,JanvaSapt,
andHTML

Apadhe Toncat

Bestweb sernersoftvare options Hr
Java appicatons.

usesmulipk Jana specications n
an gpen-souIce erveom entc

Tomcattomesfon e same
aom pany asApade.

KeyFeatties brTancat

Custom eabEmoduks,Mulipk Jaava
‘tdrobges, nclding Jakare
WebSodet, Perbimance-
enhanced daa proaessing,O pen-
source desogn



» Install apache2 Package

sudo gptupdate
sudo aptinstllapade?

> By default, Apache comes with a basic site

W eb Coent: Xainwww At |

Comipuratinons :
Ltbpadebpade2 conf
Attbhpade/porsoont

£AttbhpadeiMm ods-enabed
A odsavalbbke

ASkEsenabikEd
ASkEsavaibbke
LonFavailbbke

> Operational Commands

sysem cllisstart|restart|reload|stop> apade

aZensie <confimgame>
azdssie <confpHham e>
azdenod <modubkrame>
aZermod <m ocdulkname>

apachecti<optins>



Apade Moauks

> Active Apache modules

apade2cdtb DUMP_MODULES
apadhe2ctl-M

» Commonly used Apache modules

Mod seaunly
Mod rewrie
Mod deflte
Mod cade

Mod proxy
Mod ssi



Mod_security

» Deakbw ih te seaunly ohyoursener.

can proectte sernerfon varus atbd<s.

us=es e regubreressons and ik s=6 0 bbdk e atbd<s.
kworks asa frewall

itcouH work efherem bedded oras a reverse proxy.

> A 1Ieverse proxy B a proxy senertatacoesses e seners on behalfofa client They retree te resources
fon e sernersad ietumn © e clientas tey fon e proxy sernverand notion te orgmalsener.

> B \ery eficientn bbdking SQ L npcton atiads. W hen a SQ L npction atibdk 5 com pEted, tw llieum a 406
enor.



mod_rewrite

» Themaod rewrke Babo populbrn the web hosting ndushy/.

»  kBused O rewne te URLs and so hatthe rediection can be achieved.
» Themoduk hasa rewrie engine whohw llrewrie a requesked URL based ona
PCRE regulbrexqressin parser-

> Themaod rewrie usesuniin ied wks_Eadh ik can have uniin ied atiedhed ke
condiiibns whioh enabkes e rewriing based on sernerand envaom enbvareb ks,
HTTP headers,etc.

» eanpk ofa ik brrediecting a urkthat starts with ‘http’ to ‘https’ is given below.

> https://httpd.apache.org/docs/2.4/mod/mod_rewrite.html



https://httpd.apache.org/docs/2.4/mod/mod_rewrite.html

mod_deflate

» Thiemodule B used © aon press e oupution e websernerbebie sending © te client loeduces
e sike ofte ouputiiE , 0 tattbe clientcan dovnbad EBEsEr-

= The Bibying diectie w llenable the aom pression Birdoaum ens N e conanerwhere ks phoed.
SeDupuUEErDEFLATE

»  WApade Bbeing used asa everse proxy and you need D process e cometwhioh passes trough
e proxy,you can use te mad _defle HBrdecom pressing purpose aswell

» However, s rarel/used and e caonmon use ofmod deflie B 1 aom piess e web serveroufput
Themaod deflte uses a com bnation ofl Z77 alboribm and Hufin an acoding -

» Theaensuresno dat B bstiwhile acom pressing te files. ifte ouputhike sie B Ess tan 120 byes
Goproxn akely), ten te ouputhie w llbe lrgerafereing process=d by e mod _deflte.

» This happens because tiem odulk does nothave a bverbound Brite filk sire. Themod gzp B
sm lromod _defhie.



mod_cache

> Themod cadhe B the Apade m cdulke tats used brooentcading.-

» Webcadhing saway © mprove te perbim ance ofte sener-

» The acommonlly requesied cormentw e sbred N an easy © acoess bcatibns o thathe clientcan
aess e data Bskerad clientdoes notneed D Iiete\e e dat every tin e when te requests
demanded.

» W e can aeat caching ks Hirm aking caching efectae _Howvever, hohily dynam © conentw llbe serned
O te clienthom ally fan te serner

» There are marny otberm ethods alko used by Apadhe PBribe purpose ofweb caching and one ofbem B
usingmod ik cadhe modue.



mod_proxy

» This is an optional Apache module.

» Themodule mpEmantt a proxy, gaeway BrApade serner.
»  supports marny aomm onlly used protocol and m any bad ballincing aboribm s.

> To enable this feature, a set of modules will need to be loaded onto the server. This include the following.

Dmaod proxy
2)Ymod proxy babncer
3)Onne orm ore proxy schem e, orpriotcolLm odule



» Maod sslako Ban gotiomnalm ocdulke oftbe Apade.

> kBused nApade versbn 1.3 and versibn 2.

>  enablkes enaypotion v e Seaured Sodets Layer GSL)ad Trangoort ayerSeaunty ((LS)w ilh te
heb ofO pensSource SSLALS toktO penSSL.

> Is orgnahversbn was aeated DBrApade versibn 3 n 1998.

» The nmenton ofhbemoduk B O provike SSL\G ad TLS V1. X sugportbrte Apade sener- The SSL\2 B
No bngersuppored.



hooess

> The .htaccess file in Apache is a tool that allows configurations at the directory and subdirectory level.

> Using .htaccess enables you to configure website permissions without altering server configuration files.

» Enabling .htaccess

»  sudoviKatvwwAhy websie com /Zhteocess
»  sudovlsersaE  bcatorvhpassvd

» Common Uses

» Manage P Addiesses

» BbdXVEbisbyReEner
» RediectTiafic

. Setad4 Page



hteocoessUsage

> Enabk autentcation: > RedrectTiafic

AutUseiF ik Lser5a e bcatinv/hipassvd RedrecBOL0 ter W eosiie con Ahdexhitn Ky W ebsie com Andexhitn 1
AuthG roupFie devAull

AutNam e "P kbase EnterPassvod”

Autifype BasC

Requrevalb-user

> Albw_Deny P Addiesses > BbdVBibisbyReEner

orderdeny,albw RewrieEngne on

deny fom 192168054 #0ptins-+HolbvSym ks

alby fom 1921680 RewrnieCond % {HTTP_REFERER Hobd<«eddoman\aom NC]

RewrieRuk *-F]

> Setadd Page
EnmoDoaum etd04 404 htn 1



M nm alBascc Cotfpuration

> Listen:

»  Used © bind Apadhe © speciic P addiesses andOrpors_HTTP sener; by defull, iuns on port30 Hirproduction -

» Foresting,you coul dhoose a portnum berbetveen 1024 b 65535 ,whith B notiused by an exsting appication Gou
can in ammand "hetsat b dnedk e exsting conmections) W e shalliun e Apadhe atjport8000.-

# Lsen-Abwvsyou © bind Apade © specilic P addiesses and/Orpors.

Listen 8000

> ServerName:

» SetbyourDNS hostham e, or P address (b find cutyour P addiess, iun comm and " pboonfiy’ ), ornyouraom puter
nam e, or" bcaahost bibred by the portnum berdxosen above..

# Serneflan e gies e nam e and porthatbe seneruses O dentily ks
# Ihourhostdoesnthave a regstered DNS name, ener s P addiess here.

ServerName YourHostNameOrIPAddres:8000



M nm alBasc Cotfipuration

> ServerRoot:

= TheApade nstlked drecory "<APACHE HOME>",eg.,

Note -use Unkstyk Biwvard shsh @) as the drecbiry separabr, nstead ofiV ndovs-styk badward sbhsh O
N e confipuaton il



Cotiguration optins

» DocumentRoot:
»  specilies doaum entaootdrecry orhom e drecbry ofte serer. Itis s=stb <APACHE _ HOM ExXattlocs by defaulic

Cautbn:-YouMUST do a gbbals=sarch on " htdocs *, bebie m odiliying te dooum entaootd secry,.
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» An AM fam ework ofen ncldes a varety ofsolitions, ok, processes, poices, ad ednobges.
» D ensue te rmhtndvouak have te mihtaocess O oIganNEatbn ass=6
* O heb s=aunly tam sm anage and m onibbrte user BlEgck

" D proectoiganizatibon assets fon boh nemaland exemaltieas.



Cam ponents ofan M

» The acom ponarts ofan M fam ework are based on the Dibw ng princpks:

Identification or Authentication

Authorization Administration and Management

=  Coniam ng ordenying te dentily ofte = ComoligwhatausersabBbdoonce = Plovisbning and managing tioughouthe

useratiem pting  accessan ass=t ey ale operating w ihin an enerprise useraccountiEcck.
assst
» Sigksonon &SO)sabm of »  Ihcldes sstp b deactiation,
authentcation. = Rok-based accesscomok RBAC)are adh nisEtbn and m anagem ertof
an exam ple ofan authoriation appioad.- requiiem ents ieled © complnce ad
regulEtion and acoess b dilElent
aom putng erveoments and
aichiectes.

Monitoring and Auditing

Obsewhg,_tq:ki*g,m anaging,and ieporting on
a user’s activities.

The §pes ofdata and m etrics tiataue ofen

m oniibred oraudiied ncllde passvod resets,
uncone lbhited acocounts, num berofacocounts and
assoceEd ks and enttEm ents acoss
agppiatons and sysem s, bgn filuies,
uncone lied privieged acoounts, separatin-of-
duty vp Etibns, nonHum an oentiies and
assocHEed aooess.

Security and Protection

Piotecting enerpree ass=6 @oporae devies,
system s, da, netvorks, orsoitvare appicatinns)
fon tieats,sudch as bieadhesand damage due ©
unaLtborized acoess by exernmalieattacbrs,as
wellas nsters,sudh as degruntied em pbyees.



> LohtveghtD srecory Aacess PIioobaol (DAP) Servie

> Kelbelos Aubhentcation Serwvie

> RadusAutbentcation Sewie

» TACACS Authentcation Serwvime
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> Ihaeased ellnce on netvorkked aom puters
> Need N nbmatibn
» Fuctonaily
» Tosbre data N te LDAP drecbhry and autentcae usels  aooess te drecbiy.
» Provide the comnmuncaton bhguage tatapp icatins requise b send and receile
mbm ation fonm drecbiry sevies
Ease-oRJ=e
» Adrecbry £ te userwhere N te netvork som eting B bcated.
» provibe a cenialphbce DBrauthaentcation,m eaning Esbires useman es and passvolids.
» | DAP can ten be used n diiErettappicatinns orservioes O \valae useisw ih a plbgn.
Adn nstation @ppication specic drs)
C karad conssentoiganization
hiegnly
Confoetalily



X 500 Stadad

> Oganires drecbhry etres nb a heraxdhalnam egoace
> Powerfilseardh capabilies

» Ofen used DBrineribcing naom patbk drecbiry sewvies
» Used DAP Bros aomm unicatibn

> DAP @pp-LayenrequeesENT RE OS Isbedk © opelae

» Too heavwy Drsnallevioments

root

countries

Organizations

Org Units

Individuals



W hattis LDAP?

>
>

L Dhtve ghtD recbry Aacess Protoool
Used © aocoess and update

mbm atipn N a deecory bulkon
te X500 mocel LDAP  TCPA# LDAP  ost = X500

Specilication defies te F Cient Serner Serner
m essages betveen te clientand te serner D iecbries

Ihclldes operations b esebliEh ad
dBoonecta sesson fon e s=erer

Lohtveghtalkematae © DAP

Uses TCP/P instead ofO S Istadk . o .
SmpiEEscran tincohnsadaon s
P .

others... _ _
D iecbries
Uses strings rather than DAP’s ASN.1

AbstactSyimex Notatibn O ne)noation O
IepresaTtdaa.



> Information
* How nmbmatibn Bsbred n Hep drecry

» Naming
* How nmbimatibn B oganized and dentilied -

» Functional / Operations
»  Desoribes whatoperations can be perbimed on
te NMbim ation sored N an LDAP drecbry.

> Security
» Desaribes how the mbim atibn can be protecked
fom unautborired aooess.

Attribute

Type

RDN



LDAP hbm ation S«uctie

» LDAP usesaD I (D recory HDbm ation Tree)lbased on X 500 whioh heb presentnmbm ation n e
herardhaltee bmat

» Eadhnode nte LDAP tee EGaEd anenttyad B
unoLely dentiied by isD stinguEhed Name ©ON)

» RFC4514 provies the descarption oftte DN BbmatA

DN conesponding © an entty s hohiiohed nte
diegiam and repiesented by: do=aom dozvu' de=ret

“urFrashd pu—userIs gdoc—exam sgdc=vu”
dc stands HrDam an Can ponert

arsands brCanmonName comean
> Obpctths==s define e atiribue stuctre ofan
LDAP entry.
ou—uUse OUFgOUS ou—aom puers
» Both ObpcC bsses and Atributes are defimed wlhin
shemas /

urElashd arFacaden C a=cell



» Defieswhatobjctchsses abved
= W hete ey are sbored

= W hatatiributes tey hanve ObpcC bss)

= W hith atiributes are optibnal @oect bss)

» Typesyrnex ofeach atiibue EHECE bss)



LDAP hbm ation S«uctie

> An ety consists ofa setofatiributes, each atiribue hasa nam e orgpe ad
one ormore vales.

= Entry
» Eadh entty consest ofseveralatiributes
» Eadh entry represatts D stinguEed Name ON)
= DN unpuely oentilies an enty N te deecory

= Atirbuts
» Eadh atiribute has a e and setofr
valies

» Rehltie D stihguE*edName @DN) Ban
atiribue tatw ilim ake teentyunue n B
heradywhen combined wih s pareits
D stinguehed Name

Attribute
Type

DN RDN



L DPA Abbrevatins

« O stands broigangation

« OU stands DOrO iganzatonalunic
« SN sadsbrSumane

G remane sads bri-istNane
 UD strnds brU=sernd

« Mallsttnds BrEm alladdiess

« C sbds braountey

L stainds Dr bcatbn

« Stsads brSats



EnmeesUsing LD F Fomat

> Entres can be igpresented N a hum anHeadablke HBim attioy using te LD F Bim atas neam pk bebw -




C Ientad Serner heraction

> Clientstrt an LDAP sessn by comnecting © an LDAP Sener
» The deBulkTCP ports 389

» B nd e s=rertiough an autaeticatibn proaess

> C Ienthen sends an gperatibn requestob e sener

» The Sernersends regoonses n ietumn

>  hteraction moles tiree phases
Client ends the session
(UNBIND)

Client establishes session

with server (BIND) Client performs operations

Client can ABANDON the

= HostameAP and portnum ber * Readdpdatetearch - session
= Seaurly = SELECTXY[Z
" UserfassvordHbased * FROM PART OF DRECTORY
I L
" AnOmym ous connection —
deullaocoess rhs

»  EnayptionKerberos abko
suppored



> LDAP using Simple Authentication and Security Layer (SASL )With SSL/TLS

www || POP || SMTP || Emall

HTTP

SMTP LDAP

SSLALS

TCPAP

Appicaton Pioobook
Netvork Piobaok

Client

Request, SSLALS Optins

Certicate ,SSLALS O ptns

RequestProe &

—lessage. Diflest

S}m m eti:Kez Senc?

<

Randam Mesi_ge(enc)

LAPD
Sener




> Three types of LDAP Operations are Authentication, Query and Update

- Search - Compare w Add w Modify @ Delete
Search D recbry Canparediecbry  Addanew Updatesa Remowesa
Drmatthing ety b a sstof diecry ertry partoular Speciic drecbry
drecry entres atirbutes diecbry ey
@ Rename © Bind @ Unbind @ Abandon @ Extended
Renamesor Startasessin Ends a sessin Endsasessbn Extended O peratins
modik/ te DN wih an LDAP wih LDAP serer wilh LDAP serer



LDAP CanmonCanmarnds

» ldapbind
» Used © autentcae © a drecbiy sener.
» ABou==d © find ocutiftte serer B IiuMnng.

= Usage

Hopbid pptins]

= Scenario

To authantcates userarihiashil © e drecbry serner bap vusna.con  Ibcated atjort389,using te
passvord mypassvord.-



LDAP CanmonCanmands

> ldapsearch
Used © search ‘Hirspecilic enries n a drecbry.- lopens a conmnection © a drecry, autentcaes te

userperbim ng te gperation, seardhes HBrie goeciied ey, and prmts e resulkbn a Him athatbe
usergoeciies.

» Usage
Haposeardh  [options] filer Etiribues])

= Scenario

Seardhe the drecbiry serner Hap vusa.com , bcated atport389. The sacope oftescarld (S B
base ,and the partofthe drecbry searded B e base DN (b)despnated .- The search filer

"o pcchss=* 'm eans tiabvales Brallofte entty's dopctchsses ale ietumed N o atiribues are
riettimed because ey have notlbeen requested .Assum e anonyim ous autbhernication -



LDAP CanmonCanmands

> ldapadd

Used 1 add eiries 1 the direcbiry. kopaens a connection © e drecbiry and autentcates e user-
Then topens te LD F ik suppled as an argum entand adds, n suoccesson,each enety N te file.

= Usage
Haypadd potons] HLD F-Hilknamn e

= Scenario

A userarihiashidl autbhentcates 0 te drecry Hap Mvusna.oom |, bcated atjport389.0 pen e ik
arihiashil Hifand adds s coents © e deecory. Forexam pk,add te ety

un—arhiashd grean sgr~wigdc=acon and s dopctchsses and atiribues.




LDAP CanmonCanmarnds

> |ldapdelete
Used O remowve kEafatres fon a deecbry. kopens a connection © a deecbry senerand authentcaes
e user. Then toektes soecilied aTres.
» Usage
Hapde ke potons] &1y DN
= Scenario

Autbentates userarihiashinl © e drecbry Hap Muga.con ,using e passvord mypassvord.
Then dekEtes te entty ud—arhiashin pu=academ s pu—peop ke gdovugdc=oam .




LDAP CanmonCanmands

> ldapmodify

» Usad ©madily exsting entries. Bopens a conmnection © te drecbry and autentcates teuser. Then ©
opens te LD F ik supplied as an argum entand m odilies e LDAP eiries Soecilied by te filk.

» Musesamodiied Bim ofan LD F fie.W ihin te ik =K \you u=e te atiribute dangetoe © Joecily
e §pe ofdage.

» Fourgpes ofdangesare possbE:
1 add—adds anew entty
0 modi—danges an exsing entty, bats, kadds, dekes, orrephboes atiribues ofte ety
01 dekt—deEts an exsting enty
0 modidn—m odiies the RDN ofan exsting entty

= Usage

Hayom odily potions] HLD F-ilenam e
= Scenario
A userarihiashid authentcates 0 te drecry Hoavusna.oon |, bcated atjport389and gpen te ik
arihiashid _Hfand m odilies the drechry entries Soeciied by te fie_The i m oht;, bream pk,dange
te Eohone nun beratiribute ofenry u= arhiashd grean sg~wugdc=aan .



» ldapmoddn

= KBsused -

U dhange te RDN ofan entty
U mowve an entty orsubtiee © anoter bcatibn N te deecry

= Usage
IHapom oddn options]-b "tunentDN" 'R "hew RDN""-N "hew Parent”

= Scenario

To autentcates userarhiashinl © e drecry Hap Musna.oom , using e passvord mypassvord.-
Then assibn O e ety u= arhrashd pu—exam s Pu—Peopk dovudc=oaom a new parententy,
ou—academ s pu—peop ke dowugdc=aam .




LDAP Seaunty

» Current LDAP version supports

» C Eartextpassvords
» KERBEROS versbn 4 autentatn

» Other authentication methods possible

» SASL support added in version 3
» S pkAutentcation and Seaurly Layer GASL) B a flam ework Brauthaetticatipn and data seaurly n
hemnetpriotbok.

»  Mdecoupkes autentticatipn medchanien s fan gopiication prooboo ks, N teory alby g any
autbentcation m echanien suppored by SASL 0 be used N any gopiication probcoltatuses SASL.
= Kerberos deemed stronger than SASL...



> Security based on the BIND model

» Clear text -> ver 1

> Kerberos -> ver 1,2,3 (depr)

» SASL -> ver 3
» SmpkAutentcaton ad Seaurnly Layer
" usesone ofm any autentcaton methods

» Proposal for Transport Layer Security
» Based onSSL\S fon Netscape



LDAP Seaunty

> No Authentication

> Basic Authentication
* DN and passvord provioed
= C hatxorBase 64 enaoded

> SASL (RFC 2222)

» Parameers:DN ,mednanien ,aedentialb
Provies acss proocolauthentcation als
Encarsfotion can be gotionally negotated
Hap sasl bnd(Q e cad
LdepZ&<bHap serner=/’supporedsasihedaniens



» C Library API
= | DAP\2 -RFC 1823 ‘The LDAP API’
= | DAP\G- h hemetD iafitsege

» Java JNDI

> LDAP v3 uses the UTF-8 encoding of the Unicode character set.

» HTTP to LDAP gateway

> LDAP to X.500 gateway — Idapd



Verson 2 VA \Verspn 3

> Referrals
» A sener-tatdoes notsbie e requestd data can ieerte cliento anctersener.

> Security
» ExensbE autentcation using S m pk Autbentication and Seaunty Layer GASL)

> Internationalization
» UTF-8 supportbr nematonaldharacers.

» Extensibility
» New dbpcttjes and gperatibns can be dynam ally defined and sdhem a publEed N a sendard
manner.



CanmonUsssCasesoflLDAP

» Centialired UserM anegemant

> Centialired Authentcation Seners

> Hentily and Acoess M anagem ent (AWM ) SolLition



> Step 1: Set hostname for the Ubuntu server

> Step 2: Install OpenLDAP Server
sudo aptupdae
sudo apty nsalisbpd bBep-uts
Verily nstalbton w ih comm and slihpcat © ouputSLAPD datalbase conents.
> Step 3: Add base dn for Users and Groups

» Addabase DN brusers and groups.Creat a ik nam ed basedn Hifand te ik by umning te conmad
Hapadd

> Step 4: Add User Accounts and Groups

» Generak a passvord Hre useracooutto add.-
» Creae Ok Dradding usars.

= W hen done w iih edit, add acoountioy rumning Hapadd conmand.
» Creae Ok Drgioyos and add groups w iih comm and Hapadd



hsallLDAP AccountM anager

» Step 5: Install LDAP Account Manager
= hstallApade W eb serner& PHP

sudo apt-y nstllapade? php php-agi Ibapadhe2-m odHphp php-m bsteng php-aomm on phypjpear

= Then enable php-agiPHP exeensin.

sudo a2enconfphp™=agi
sudo system ctlrebad gpade?

= SEp 3: hstllLDAP AccouttM anager
sudo apt-y nstall Hap-acoouten anager
sudo vin  £Atthpache2/4Oonenab ibdAiap-acoourten anageroont

» anmentte Ine Requie aligranted and add subnet)albved © aocoess LDAP AcocourttM anager
adn nsaton nerbo=.
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DNS Sernme

»> Domain Name Service (DNS) is an Internet service that maps IP addresses and fully qualified domain names
(FQDN) to one another.

> DNS service alleviates the need to remember IP addresses. Computers that run DNS are called name servers.

> Ubuntu is shipped with BIND (Berkley Internet Naming Daemon), the most common program used for maintaining a
name server on Linux.

» Fully Qualified Domain Name (FQDN)

brovser
s AEpiavs am azon.com .
protcol FQDN
htps#/ ,hto#/ aplawsam azon.oom -
subdom an Iootdom an
apIavs orwww amazon.oom

host subdomain SLD TLD oot
ap1i ans amazon am -



DNS Tem nolbgy and Cam ponents

 DNS Terminology DNS Components
= Donman Name Systm
= DonanName » RootSeners
s P Addriess = TLD Serners
» ToptevelDonain * DananHeelNane Serers
« Hosk * Resol/ing Name Sener
« Subdomain " ZoneFies

* FUll/Quallied Doman Name
= Name Sener

= Zone Fik

» Recoids



