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➢ DNS  resolution is completed in several steps. 



DNS ZONE

➢ The domain name space is a hierarchical tree, with the DNS root 
domain at the top. A DNS zone starts at a domain within the tree and 
can also extend down into subdomains so that multiple subdomains 
can be managed by one entity.

➢ The DNS is broken up into many different zones. These zones 
differentiate between distinctly managed areas in the DNS namespace. 

➢ A DNS zone is a portion of the DNS namespace that is managed by a 
specific organization or administrator. A DNS zone is an administrative 
space which allows for more granular control of DNS components, 
such as authoritative nameservers. 

➢ Don't associate a DNS zone with a domain name or a single DNS server. 
In fact, a DNS zone can contain multiple subdomains and multiple zones 
can exist on the same server. DNS zones are not necessarily physically 
separated from one another, zones are strictly used for delegating control.

➢ All of the information for a zone is stored in what’s called a DNS zone 
file, which is the key to understanding how a DNS zone operates
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DNS Record Types

•Admin Email

•Last Update

•Refresh Rate

•A is an address 
record.

•Shows the IP 
address of  
hostname or domain

•AAAA record, just 
like A record, point 
to the IPv6 address 
for a domain

•CNAME or  
"canonical name“ is 
a record that points 
a domain name (an 
alias) to another 
domain.

• The subdomain 
ng.example.com 
can point to 
example.com using 
CNAME. Here 
example.com points 
to the actual IP 
address using an A 
record.

•A mail exchange 
(MX) record, is a 
DNS record type 
that shows where 
emails for a domain 
should be routed to.

•An MX record 
makes it possible to 
direct emails to a 
mail server.

•A nameserver (NS) 
record specifies the 
authoritative DNS 
server for a domain.

•The NS record 
helps point to where 
internet applications 
like a web browser 
can find the IP 
address for a 
domain name.

•A pointer (PTR) 
record provides a 
domain name for 
reverse lookup. 

•It's the opposite of 
an A record as it 
provides the domain 
name linked to an IP 
address instead of 
the IP address for a 
domain.

•The CAA record is a 
type of DNS record 
used to provide 
additional 
confirmation for the 
Certification 
Authority (CA) when 
validating an SSL 
certificate. 

•TXT stands for 
"text," and this 
record type lets the 
owner of a domain 
store text values in 
the DNS. 

•Several services 
use this record to 
verify ownership of 
a domain

•Using this DNS 
record type, it's 
possible to store the 
IP address and port 
for specific services

•This record type 
stores public keys 
certificates.

•This DNS record 
type stores 
information related 
to dynamic host 
configuration 
protocol (DHCP).

•DNAME is 
"delegation name.“

•It works very 
similarly to CNAME.

•It points all the 
subdomains for the 
alias to the 
canonical domain 
name. 

SOA1 A and AAAA2 CNAME3 MX4 NS5

CERT   10SRV  9TXT 8

CAA7PTR6

DNAME   12DCHID   11



SOA Records

domain.com. IN SOA    ns1.domain.com.  admin.domain.com. (
                          12083 ; serial number
                          3h         ; refresh interval
                          30m      ; retry interval
                          3w        ; expiry period
                          1h         ; negative TTL
                          )

➢ The Start of Authority (SOA) record is a mandatory record in all zone files. 

➢ It must be the first real record in a file (although $ORIGIN or $TTL specifications may appear above). 

➢ It is also one of the most complex to understand.

➢ Example



▪ host     IN       A        IPv4_address

▪ host     IN       AAAA    IPv6_address

▪ ns1     IN   A        111.222.111.222

A and AAAA Records

▪ ns1.domain.com. IN A 111.222.111.222 

▪ www IN A 222.222.222.222 

▪ domain.com. IN A 222.222.222.222 

▪ @  IN A 222.222.222.222 

▪ *  IN A 222.222.222.222 

➢ The “A” record is used to map a host to an IPv4 IP address, while “AAAA” records are used to 
map a host to an IPv6 address.

➢ The general format of these records is this:

➢ Both of these records map a host to an IP address. 



CNAME Records

➢ CNAME records define an alias for canonical name for your server (one defined by an A or 
AAAA record).

➢ For instance, we could have an A name record defining the “server1” host and then use the 
“www” as an alias for this host:

server1     IN  A       111.111.111.111
www         IN  CNAME   server1

➢ Most of the time, the same result could be achieved by using additional A or AAAA records.

➢ One case when a CNAME is recommended is to provide an alias for a resource outside of the 
current zone.

➢ Be aware that these aliases come with some performance losses because they require an 
additional query to the server. 



MX Records

➢ MX records are used to define the mail exchanges that are used for the domain. This helps 
email messages arrive at your mail server correctly.

➢ Unlike many other record types, mail records generally don’t map a host to something, because 
they apply to the entire zone. As such, they usually look like this:

IN  MX  10   mail.domain.com.

IN  MX  10  mail1.domain.com.
IN  MX  50  mail2.domain.com.
mail1   IN  A       111.111.111.111
mail2   IN  A       222.222.222.222

IN  MX  10  mail1
IN  MX  50  mail2
mail1   IN  A       111.111.111.111
mail2   IN  A       222.222.222.222

The MX record should generally point to a host defined by an A or AAAA record, and not one defined by a 
CNAME. So, let’s say that we have two mail servers. There would have to be records that look something like 
this:

➢ Example



NS Records

➢ NS record type defines the name servers that are used for this zone.

Question : if the zone file resides on the name server, why does it need to reference itself?”. Part of 
what makes DNS so successful is its multiple levels of caching. 

▪ One reason for defining name servers within the zone file is that the zone file may be actually 
being served from a cached copy on another name server. 

➢ Like the MX records, these are zone-wide parameters, so they 
do not take hosts either. In general, they look like this:

▪ You should have at least two name servers defined in each zone file 
in order to operate correctly if there is a problem with one server. 

▪ Most DNS server software considers a zone file to be invalid if there is 
only a single name server. 

▪ As always, include the mapping for the hosts with A or AAAA records:

➢ There are quite a few other record types you can use, but these are probably the most common 
types that you will come across.

IN  NS     ns1.domain.com.
IN  NS     ns2.domain.com.
ns1     IN  A      111.222.111.111
ns2     IN  A      123.211.111.233

IN  NS     ns1.domain.com.
IN  NS     ns2.domain.com.



PTR Records

➢ The Regional Internet Registries include APNIC, ARIN, RIPE NCC, LACNIC, and AFRINIC.

➢ The PTR records are used define a name associated with an IP address. 

➢ PTR records are the inverse of an A or AAAA record. 

➢ PTR records are unique in that they begin at the .arpa root and are delegated to the owners of the IP addresses. 

➢ The Regional Internet Registries (RIRs) manage the IP address delegation to organization and service providers. 

➢ Example of a PTR record for 111.222.333.444 would look like:

➢ 444.333.222.111.in-addr.arpa. 33692 IN PTR host.example.com.

➢ Example of a PTR record for an IPv6 address shows the nibble format of the reverse of Google’s IPv6 
DNS Server 2001:4860:4860::8888.

8.8.8.8.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.6.8.4.0.6.8.4.1.0.0.2.ip6.arpa. 86400IN PTR google-public-dns-a.google.com.



PTR Records

➢ The command line tool dig with the -x flag can be used to look up the reverse DNS name of an IP address.

➢ An example of a dig command. The +short is appended to reduce the output to the reverse DNS name.

dig -x 8.8.4.4 +short

▪ The output for the dig command above will be the domain name in the PTR record for the IP address: google-
public-dns-b.google.com.

➢ Servers on the Internet use PTR records to place domain names within log entries, make informed spam handling 
decisions, and display easy-to-read details about other devices.

➢ Most commonly-used email servers will look up the PTR record of an IP address it receives email from. 

➢ If the source IP address does not have a PTR record associated with it, the emails being sent may be treated 
as spam and rejected. 

➢ It is not important that the FQDN in the PTR matches the domain name of the email being sent. What is 
important is that there is a valid PTR record with a corresponding and matching forward A record.



CAA Records

➢ CAA records are used to specify which Certificate Authorities (CAs) are allowed to issue SSL/TLS certificates for 
your domain. 

▪ As of September 8, 2017 all CAs are required to check for these records before issuing a certificate. If no record is 
present, any CA may issue a certificate. 

▪ Otherwise, only the specified CAs may issue certificates. CAA records can be applied to single hosts, or entire 
domains.

➢ An example CAA record

example.com. IN CAA 0 issue "letsencrypt.org"

▪ The host, IN, and record type (CAA) are common DNS fields. The CAA-specific information above is the 0 issue 
"letsencrypt.org" portion. It is made up of three parts: flags (0), tags (issue), and values ("letsencrypt.org").

▪ Flags are an integer which indicates how a CA should handle tags it doesn’t understand. If the flag is 0, the record 
will be ignored. If 1, the CA must refuse to issue the certificate.

▪ Tags are strings that denote the purpose of a CAA record. Currently they can be issue to authorize a CA to create 
certificates for a specific hostname, issuewild to authorize wildcard certificates, or iodef to define a URL where CAs 
can report policy violations.

▪ Values are a string associated with the record’s tag. For issue and issuewild this will typically be the domain of the CA 
you’re granting the permission to. For iodef this may be the URL of a contact form, or a mailto: link for email feedback.

➢ You may use dig to fetch CAA records using the following options:

dig example.com type257
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File Sharing and Transfer Services

➢ Following services shall be covered in this module.

▪ NFS 

▪ SMB/CIFS

▪ FTP/TFTP/SFTP Services

▪ SCP Services
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Introduction

▪ NFS is an open IETF standard defined in a Request for Comments (RFC), allowing anyone to 
implement the protocol. 

➢ Network File System (NFS) is a distributed file system protocol developed by Sun Microsystems (Sun) in 
1984.

▪ It allows a user on a client computer to access files over a computer network much like local storage is 
accessed. 

▪ It uses the Open Network Computing Remote Procedure Call (ONC RPC) system. 

Network

NFS 
Client

NFS 
Client

NFS 
Client

NFS 
Server

Storage



Review of Linux File System

▪ File trees are built by grafting volumes from different volumes or 
from network servers.

▪ The graft operation is the privileged mount system call, and 
each volume is a filesystem.

▪ mount (dirs, volume)

➢ A volume is a set of directories and files; a host’s file tree is the set of directories and files visible to 
processes on a given host.

o volume root contents become visible at pathname dirs

➢ Mounting volumes

o volume: device specifier or network volume

o dirs : directory pathname

/

bin etc tmp usr

usersproject

packages

(volume root)

tex emacs

ls sh

Mount point



Filesystems

➢ Each file volume (filesystem) has a type, determined by its disk layout or the network protocol used to 

access it. 

▪ ufs (ffs), lfs, nfs, rfs, cdfs, etc.

▪ Filesystems are administered independently.

➢ Modern systems also include “logical” pseudo-filesystems in the 

naming tree, accessible through the file syscalls.

▪ procfs: the /proc filesystem allows access to process internals.

▪ mfs: the memory file system is a memory-based scratch store.

➢ Processes access filesystems through common system calls.



Virtual File System (VFS)

▪ VFS was an internal kernel restructuring with no effect 
on the syscall interface.

▪ Incorporates object-oriented concepts like a generic 
procedural interface with multiple implementations.

▪ Based on abstract objects with dynamic 
method binding by type in C.

▪ Other abstract interfaces in the kernel: device drivers, 
file objects, executable files, memory objects.

➢ Sun Microsystems introduced the virtual file system interface in 1985 to accommodate diverse 

filesystem types cleanly.

o VFS allows diverse specific file systems to coexist in a file tree, isolating all FS-dependencies in 
pluggable filesystem modules.

user space

syscall layer (file, uio)

TCP/IP 
stack

Virtual File System (VFS)

NFS FFS LFS *FS etc.

Device Drivers



Inodes and vnodes

➢ The operating system (OS) has three kinds of data structures for files: 

▪ For each file descriptor[1] for a 
user there is file table entry.

▪ It contains information like the 
current lseek pointer, and a 
pointer to a vnode. 

▪ When you start your program, 
the OS has three file table 
entries one each for stdin, 
stdout, stderr. 

▪ Each time open() is called, a new 
file table entry is created in the 
OS.

File table entry 

▪ There is one of these for each 
physical file that has been 
opened. 

▪ It contains a pointer to the file's 
inode, the file's size, etc.

vnode

▪ There is one of these for each 
file on disk. 

▪ It contains all the information 
returned by stat(). 

inode 

[1]A file descriptor (FD, less frequently fildes) is a process-unique identifier (handle) for 
a file or other input/output resource, such as a pipe or network socket. 



Inodes and vnodes

syscall layer

NFS UFS

Free Space

▪ Each vnode has a standard file attributes 
struct.

▪ Vnode operations are macros that vector to 
filesystem-specific procedures. 

▪ Generic vnode points at filesystem-specific struct 
(e.g., inode, rnode), seen only by the filesystem. 

▪ Each specific file system maintains a cache of its 
resident vnodes.

➢ In the VFS framework, every file or directory in active use is represented by a vnode object in 

kernel memory.



Vnode Operations and Attributes

Type

Mode

nlink

ownerID

ownerGroup

fsID

fileID

fileSize

accessTime

modifyTime

generationNo

vnode attributes Generic Operations

Vop_getattr(vattr)

vop_setattr (vattr)

vhold()

vholdrele()

Directory Operations

vop_lookup (OUT vpp, name)

vop_create (OUT vpp, name, vattr)

vop_remove (vp, name)

vop_link (vp, name)

vop_rename (vp, name, tdvp, tvp, name)

vop_mkdir (OUT vpp, name, vattr)

vop_rmdir (vp, name)

vop_symlink (OUT vpp, name, vattr, contents)

vop_readdir (uio, cookie)

vop_readlink (uio)

Files Operations

vop_getpages (page**, 
count, offset)

vop_putpages (page**, 
count, sync, offset)

vop_fsync ()

vnode

Inode (s)



vnode/inode Cache

▪ vget(vp): reclaim cached inactive vnode from VFS free list
▪ vref(vp): increment reference count on an active vnode
▪ vrele(vp): release reference count on a vnode 
▪ vgone(vp): vnode is no longer valid (file is removed)

HASH(fsid, fileid) VFS free list head➢ Active vnodes are reference- counted by the structures 
that hold pointers to them.

▪ system open file table
▪ process current directory
▪ file system mount points
▪ etc.

➢ Each specific file system maintains its own hash of 
vnodes (BSD).

▪ specific FS handles initialization
▪ free list is maintained by VFS

➢ Methods



Pathname Traversal

o open(“/tmp/zot”)
o vp = get vnode for / (rootdir)

o vp->vop_lookup(&cvp, “tmp”);
o vp = cvp;

o vp->vop_lookup(&cvp, “zot”);

▪ crossing mount points

▪ obtaining root vnode (or current dir)

▪ finding resident vnodes in memory

▪ caching name->vnode translations

▪ symbolic (soft) links

▪ disk implementation of directories

▪ locking/referencing to handle races

▪ with name create and delete operations

➢ When a pathname is passed as an argument to a system call, the syscall layer must “convert it to a vnode”.

▪ Pathname traversal is a sequence of vop_lookup calls to descend the tree to the named file or 
directory.

➢ Issues in pathname traversal



NFS Protocol

➢ NFS is a network protocol layered above TCP/IP.

▪ Original implementations  use UDP transport for low overhead.

▪ Maximum IP packet size was increased to match FS block size, to allow send/receive of entire file 
blocks.

▪ Some implementations of NFS also use TCP as a transport.

➢ The NFS protocol is a set of message formats and types.

▪ Client issues a request message for a service operation.

▪ Server performs requested operation and returns a reply message with status and (perhaps) requested 
data.



Network Block Storage

➢ One approach to scalable storage is to attach raw block storage to a network.

▪ abstraction: OS addresses storage by <volume, sector>.
o Examples are iSCSI, Petal, FC: access through souped-up device driver

▪ dedicated Storage Area Network or general-purpose network
o Examples are FibreChannel vs. Ethernet

▪ shared access with scalable bandwidth and capacity

▪ volume-based administrative tools
o backup, volume replication, remote sharing

➢ Called “raw” or “block”, “storage volumes” or just “SAN”.



NAS  and SAN

➢ There has been some debate over whether NAS and SAN is good 

for enterprises.

▪ Network-Attached Storage has been the dominant approach to shared 
storage since NFS.

▪ NAS == NFS or CIFS: named files over Ethernet/Internet.
▪ Network Appliance Known as filers

➢ FibreChannel (FC) SAN is considered to be fundamentally faster way to access shared storage.

▪ No indirection through a file server
▪ Lower overhead on clients
▪ Network is better/faster (if not cheaper) and dedicated/trusted
▪ Brocade, HP, Emulex are some big players.

➢ Network Attached Storage (NAS) 

➢ Storage Area Network (SAN)
▪ SAN is a network which provides access to consolidated, block-level data 
storage. SANs are primarily used to access data storage devices like disk 
arrays and tape libraries from servers so that the devices appear to the 
operating system as direct-attached storage.

▪ In NAS, one or more dedicated file server or storage devices are made 
available in a LAN. Therefore, the transfer of data, particularly for backup, still 
takes place over the existing LAN.



NAS and SAN: What is better?

➢ FC is a high-end technology incorporating NIC enhancements to reduce host overhead but bogged down in 
interoperability problems.

➢ Ethernet is getting faster faster than FC such as gigabit, 10-gigabit, + smarter NICs, + smarter/faster 
switches

➢ The choice of network is fundamentally orthogonal to storage service design.
▪ Well, almost: flow control, RDMA, user-level access

➢ The fundamental questions are really about abstractions. For example, shared raw volume vs. 
shared file volume vs. private disks



Abstractions for storage

➢ Relational database (IBM and Oracle) such as tables, transactions, query language

➢ File system  such as hierarchical name space with ACLs

➢ Block storage such as SAN, Petal, RAID-in-a-box (e.g., EMC)

➢ Object storage where object == file, with a flat name space: NASD, DDS

➢ Persistent objects such as pointer structures, requires transactions: OODB, ObjectStore



Remote Procedure Call (RPC)

➢ A remote procedure call is an inter-process communication technique used for client-server-based 
applications. 

▪ When the server receives the request, it sends the required response back to the client. The client is blocked 
while the server is processing the call and only resumed execution after the server is finished.

▪ A client sends request message that the RPC translates and sends to the server. The request may be a procedure 
or a function call to a remote server. 

➢ The sequence of events involved in RPC are :- 

Functions

Stub

RPC

Functions

Stub

RPC

Client Machine Server Machine

A stub program on 
client machine is 

called.

1

Stub makes a system call 
to send the message to the 
server along with the 

parameters.

2

The message is 
transferred to the server 
by the client’s operating 

system.

3

The message is received 
by server OS is  passed 

to server stub.

4

Server stub removes 
the parameters.

5

Server stub calls 
server procedure.

6



Virtual Filesystem

➢ A virtual file system (VFS) or virtual filesystem switch is an abstract layer on top of a more concrete file 
system. 

It allows client applications to access different types of concrete file systems in a uniform way. 

TMPFS(/tmp) DEVTMPFS 
(/dev)

CGROUPS

memory

User space 
Programs

System Calls

SSD, NAND Network

Device Drivers

EXT4 NFS PROFS(/proc) SYSFS(/sys)

Virtual File System



Network File System (NFS)

NFS
Client

NFS
Server

Concrete FS Concrete FS

Virtual Filesystem

User Programs

syscall layer

Client Machine

syscall layer

Virtual Filesystem

Server Machine

vnodes

➢ VFS abstracts the concrete FS

▪ Users interreacts with 
VFS using system calls

▪ NFS client and server 
implement the RPC

▪ VFS builds the vnodes 
corresponding to inodes 
of concrete FS

▪ RPC communicates of 
TCP/UDP ports

▪ NFS implements stubs

▪ The nfsnode holds client state needed to interact with 
the server to operate on the file.



NFS file reference

volume ID inode # generation #

➢ In NFS, the reference is a file handle or fhandle, a token/ticket whose value is determined by the server.

▪ Includes all information needed to identify the file/object on the server, and find it quickly.



Stateless Behavior of NFS

➢ A classical NFS server maintains no in-memory hard state.

❖ The only hard state is the stable file system image on disk.

▪ no record of clients or open files

▪ no implicit arguments to requests

❖ no server-maintained file offsets: read and write requests must explicitly transmit the byte offset for 
each operation.

▪ no write-back caching on the server

▪ no record of recently processed requests

➢ Stateless behavior of NFS makes failure recovery simple and efficient.

➢ Stateful behavior vs Stateless Services



Stateless Behavior of NFS

➢ Recovery in Stateless NFS

➢ Although simple but Stateless behavior has problems

Server Restart

• No Need to rebuild in-memory state of 
server 

▪Client reestablishes TCP Connection

▪Client retransmits pending requests.

Connectionless

• Classical NDS uses which is 
connectionless protocol

▪Server failure is transparent to the 
client; no connection to break or 
reestablish.

▪A crashed server is indistinguishable 
from a slow server.

Error Masking

▪RPC masks network errors by 
retransmitting a request after an 
adaptive timeout.

▪A dropped packet is indistinguishable 
from a crashed server.

Constrained interface

▪ Recovery-by-retransmission 
constrains the server interface.

▪ RPC/UDP has execute-at-least-once 
semantics (“send and pray”), which 
compromises performance and 
correctness.

Update Operations

▪ Update operations are disk-limited.

▪ Updates must commit synchronously 
at the server.

Inconsistency

▪ NFS cannot (quite) preserve local 
single-copy semantics.

▪ Files may be removed while they are 
open on the client.

▪ Server cannot help in client cache 
consistency.



Stateless Behavior of NFS : Potential Remedies

Retransmissions and Idempotency

▪ Hope for the best and smooth over 
non-idempotent requests. 

o map ENOENT and EEXIST to 
ESUCCESS.

Synchronous Writes

▪ Delay the response until convenient 
for the server.

o NFS write-gathering optimizations 
for clustered writes (similar to group 
commit in databases). 

o Relies on write-behind from NFS I/O 
daemons (iods).

File Cache Consistency

▪ Timestamp invalidation 

(NFS).

o Timestamp each cache 
entry, and periodically 
query the server: “has 
this file changed since 
time t?”; invalidate 
cache if stale.

▪ Use TCP or some other transport 
protocol that produces reliable, in-
order delivery. 

o However, higher overhead...and 
we still need sessions.

▪ Implement an execute-at-most once 
RPC transport. 

o TCP-like features (sequence 
numbers)...and sessions.  

▪ Keep a retransmission cache on the 
server. 

▪ Remember recent request IDs and 
their results, and just resend the 
result.

▪ Throw hardware at it: non-volatile 
memory (NVRAM)

o Battery-backed RAM or UPS 
(uninterruptible power supply).

o Use as an operation log (Network 
Appliance WAFL) or as a non-
volatile disk write buffer (Legato).

▪ Replicate server and buffer in memory 
(e.g., MIT Harp).

▪ Callback invalidation (AFS, 

Sprite, Spritely NFS).

▪ Request notification 
(callback) from the 
server if the file 
changes; invalidate 
cache and/or disable 
caching on callback.

▪ Leases (NQ-NFS) Later: 

distributed shared memory



NFS V3

➢ NFS V3 sidesteps the synchronous write problem by adding a new asynchronous write operation.

▪ Server may reply to client as soon as it accepts the write, before executing/committing it.

o If the server fails, it may discard any subset of the accepted but uncommitted writes.

▪ Client holds asynchronously written data in its cache and reissues the writes if the server fails and 
restarts.

o When is it safe for the client to discard its buffered writes?
o How can the client tell if the server has failed?

▪ What if the client crashes?

➢ NFS V3 adds a new commit operation to go with async-write.

▪ Client may issue a commit for a file byte range at any time.

▪ Server must execute all covered uncommitted writes before replying to the commit.

▪ When the client receives the reply, it may safely discard any buffered writes covered by the commit.

▪ Server returns a verifier with every reply to an async write or commit request.

▪ The verifier is just an integer that is guaranteed to change if the server restarts, and to never change back.



NFSv4 Features

State-fullness

➢ The usage information of an object 
by an NFSv4 client is maintained by 
the server. 

➢ opening, locking, reading, and 
writing, carry state information that 
notify the server of the intentions on 
the object by the client. 

➢ The server can return information to 
a client about other clients  having  
intentions on the same object. 

➢ The use of a persistent open on the 
server avoids some situations 
where an NFS version 2 or 3 client 
could become locked out of a file 
while writing to it.

Byte-range locking and share modes 

➢ It provides support for byte-
range locking and share modes 
as part of the base protocol. 

➢ Locking in NFSv4 is lease-
based, which requires the 
NFSv4 client to maintain contact 
with the server to preserve open 
and lock state owned by the 
client.

Compound request format

➢ An NFSv4 client can combine 
several simple operations (for 
example, LOOKUP, OPEN, 
and READ) into a single 
request to the server. 

➢ The single request allows 
NFSv4 to perform a complex 
operation in one network 
exchange.

➢ Several new features have been added to NSF v4.



NFSv4

improved security 

➢ The NFSv4 protocol 
specifies improved 
security mechanisms 
over the others required 
by previous protocol 
versions.

➢ provides support for 
Kerberos 5 
authentication and data 
protection in addition to 
the traditional 
AUTH_SYS security. 

➢ The security API used by 
NFSv4 allows for easy 
addition of new security 
mechanisms in the 
future.

standardizes the 
representation of string data

➢ The NFSv4 protocol 
standardizes the 
representation of string 
data. 

➢ All string data used by 
the protocol is 
represented in UTF-8 as 
it crosses the network. 

➢ User and group 
information is passed 
between the client and 
server in string form, not 
as numeric values as in 
previous versions.

Unification

➢ The NFSv4 protocol 
combines the separate 
component protocols of 
previous NFS versions 
into a single protocol 
specification. 

➢ The single point of 
contact for the NFSv4 
protocol allows for better 
compatibility with 
network fire walls.

RPC Over TCP

➢ NFS Version 4 requires 
support of RPC over 
streaming network 
transport protocols such 
as TCP. 

➢ The NFSv4 support 
provided by IBM i uses 
TCP exclusively.



Installing NFS on Linux Server

▪ sudo apt install nfs-kernel-server

➢ Start the NFS server

▪ sudo systemctl start nfs-kernel-server.service

➢ Install the nfs-kernel-server software package.

➢ Configure the directories to be exported by 

adding them to the /etc/exports file.

▪ /srv     *(ro,sync,subtree_check)
▪ /cshare    *.vusna.com(rw,sync,no_subtree_check)
▪ /scratch *(rw,async,no_subtree_check,no_root_squash)

➢ Apply the new config via

▪ sudo exportfs -a

▪ rw

o It gives the client computer both read and write 
access to the volume.

▪ sync

o It forces NFS to write changes to disk before 
replying. This results in a more stable and 
consistent environment but reduces the speed 
of file operations.

▪ no_subtree_check

o It prevents subtree checking, which is a process 
where the host must check whether the file is 
actually still available in the exported tree for 
every request. This can cause many problems 
when a file is renamed while the client has it 
opened. In almost all cases, it is better to 
disable subtree checking.

▪ no_root_squash

o By default, NFS translates requests from a root 
user remotely into a non-privileged user on the 
server. This was intended as security feature to 
prevent a root account on the client from using 
the file system of the host as root. 
no_root_squash disables this behavior for 
certain shares.

▪ sudo systemctl restart nfs-kernel-server

➢ Check status or restart service



NFS Client Configuration

➢ To enable NFS support on a client system

▪ sudo apt install nfs-common

➢ Use the mount command to mount a shared NFS directory from another machine

▪ sudo mkdir /opt/cshares
▪ sudo mount cshares.vusna.com:/srv /opt/cshares

The mount point directory /opt/example must exist. There should be no files or subdirectories in the 
/opt/example directory, else they will become inaccessible until the nfs filesystem is unmounted.

➢ The general syntax for the line in /etc/fstab file is as follows:

▪ cshares.vusna.com:/srv /opt/cshares nfs rsize=8192,wsize=8192,timeo=14,intr
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Server Message Block (SMB)

➢ Operates as an application-level network protocol

➢ Provides an authenticated Inter-process communication mechanism.

➢ Most usage of SMB involves computers running Microsoft Windows:

➢ Server Message Block (SMB) is a client-server protocol that provides access to resources such as files, 
printers and serial interfaces, and facilitates communication between network processes. 

➢ SMB clients can communicate with any software that is configured to receive SMB requests over TCP/IP or 
NetBIOS.

➢ With SMB, you can mount a shared file folder directly on a local Windows or MacOS machine, or in a 
cloud virtual machine. Modern versions of SMB provide security features such as AES-based data 
encryption.

➢ SMB was formerly known as CIFS (Common Internet File System)—this is an old version of the SMB 
protocol which was decommissioned because it was inefficient and had severe security flaws.

➢ The SMB protocol operates in “request-response” mode—several messages are sent between the client 
and the server to establish a connection.



History

➢ Barry Feigenbaum originally invented SMB at IBM 
▪ Turn DOS "Interrupt 33" (21h) local file-access into a networked file-system

➢ Microsoft made considerable modifications to the version used most commonly

▪ Merged the SMB protocol with the LAN Manager
▪ Developing with 3Com (circa 1990)

▪ Continued to add features to the protocol
▪ Windows for Workgroups (circa 1992)

▪ Later versions of Windows.

➢ Original design of SMB envisaged it running on top of the NetBIOS and NetBEUI APIs
▪ Typically implemented with NBF, NetBIOS over IPX/SPX, NBT

➢ SMB can also run directly on the TCP/IP protocols Introduced with Windows 2000.

➢ About when Sun Microsystems announced WebNFS Microsoft launched an initiative in 1996 to rename 
SMB to Common Internet File System (CIFS)
▪ Added more features, including
▪ Support for symbolic links, hard links, larger file sizes-and an attempt at supporting direct 
connections without all the NetBIOS trimmings

▪ Largely experimental effort that required further refinement



SMB Versions

➢ Commonly  used versions of SMB are 

CIFS

• Common Internet File System 

• Also Known as SMB1

• a protocol that was extremely 
chatty and slowed down WANs 
due to the extra load it created. It 
also suffered from major security 
vulnerabilities.

SMB 2.0

• improved on CIFS and reduced 
chattiness by reducing the 
number of protocol commands 
from hundreds to under 20 and 
added support for symbolic links. 

• Also resolved critical security 
issues.

SMB 3.0

• an improved version of the 
protocol which provided features 
like SMB Direct, SMB 
Transparent Failover, and 
important security features 
including AES encryption. 

▪ Older versions of SMB used legacy protocols like IPE or NetBEUI. 

▪ Modern SMB software and devices commonly communicate directly over TCP/IP, or if this is not 
supported, via NetBIOS over TCP/IP. 

▪ Clients and servers can implement different versions of SMB and negotiate versions and capabilities 
before connecting.

➢ Older versions of SMB 



Supported OS

➢ Free and open source implementations of SMB include:

▪     FreeBSD—based on an SMB client implementation called smbfs
▪     Samba—a server that implements the SMB protocol and Microsoft extensions

➢ Operating systems that support SMB include:

▪     Microsoft Windows—all versions since Windows 95
▪     Linux kernel
▪     MacOS—starting from MacOS X Lion



SMB Direct

➢ Newer versions of windows servers include a feature called SMB Direct, which supports Remote Direct 
Memory Access (RDMA) network adapters. 

▪ RDMA-compatible network cards provide high performance with very low latency and low use of 
CPU resources.

▪ One or more of the computers are equipped with RDMA-compatible network 
adapters

➢ To use SMB Direct, the following conditions must be met:

▪ Connection is between two or more computers are running Windows Server 2012 R2, 
Windows Server 2012 or later

➢ SMB Multichannel checks the network adapter capabilities of connection partners. You must enable 
SMB Multichannel to use SMB Direct.

➢ When using SMB Direct in a failover scenario, ensure that the cluster network provides sufficient 
performance for SMB Direct, and that all cluster nodes have Receive Side Scaling (RSS) and RDMA 
network adapters.



SMB Security Threats

EternalBlue

• In 2017, a serious vulnerability 
called EternalBlue was found in 
SMB Version 1 (SMBv1).

• The vulnerability allowed an 
attacker to install malware on 
any computer running SMB1, 
without any action required by 
the user.

• Microsoft released an 
emergency patch (MS17-010) 
for this vulnerability that 
covered all supported Windows 
versions.

WannaCry

• WannaCry was an attack that 
leveraged the EternalBlue 
vulnerability. 

• It spread very quickly, 
destroying compromised 
systems. 

• If SMB1 is enabled on a 
system, WannaCry can use it 
without any user intervention, 
install ransomware payloads, 
and then scan and infect other 
SMB1 compatible systems 
connected to the infected 
system.

• WannaCry caused significant 
damage for governments, 
institutions and companies 
from the medical, automotive, 
communications, transportation 
and other industries. Microsoft 
took an unprecedented action 
and provided fixes for end-of-
life versions of Windows, 
including Windows XP.

Nyetya

• Nyetya was originally 
conceived as a supply chain 
attack, and was also distributed 
via EternalBlue. 

• It also took advantage of 
another SMB vulnerability 
called EternalRomance, which 
was very effective in old 
Windows versions. Nyetya
appeared to be Ransomware, 
but in fact it was wipeware. 

• It displayed a Ransomware 
message, but users couldn't 
pay, and all data on infected 
systems was lost.

Others

• There are additional scenarios 
in which attackers leverage the 
SMB protocol, even without 
relying on a vulnerability.

• Threats like Bad Rabbit, 
Olympic Destroyer and 
SamSam used various 
methods to gain access to a 
network, and once inside, used 
SMB to gain access to 
sensitive systems. 

• In other cases, attackers 
conducted brute force attacks 
on SMB shares, trying a large 
number of passwords until they 
gained access to sensitive 
data.



SMB Security Features

SMB Encryption

• Provides end-to-end encryption of all 
data transmitted over SMB, preventing 
interception of communications on 
unsecured networks. 

• SMB encryption does not require 
IPsec or WAN acceleration to operate. 

• It can be configured on a specific file 
share or a full file server. 

• SMB encryption is an important 
measure for protecting sensitive data 
and preventing man in the middle 
attack.

Secure Dialect Negotiation

• SMB 3.0 can detect attacks that 
attempt to downgrade the protocol 
from 3.0 to 2.0, or remove essential 
security capabilities. 

• When a client or server detects such 
an attack, the connection is terminated 
and a security event is recorded in the 
event log.

• However, secure language negotiation 
cannot detect or prevent a downgrade 
to SMB 1.0. 

• it is essential to disable SMB 1.0 
server, which has critical security 
flaws, on any legacy system that still 
supports it.

New Signing Algorithm

• SMB 3.0 uses modern cryptographic 
algorithms for signing, in particular 
AES-CMAC and AES-CCM. 

• These modern algorithms can 
significantly accelerate encryption on 
modern CPUs. SMB 2.0 also supports 
encryption, but using the older HMAC-
SHA256 algorithm.

➢ As a response to SMB security vulnerabilities and widespread attacks, Microsoft introduced several 
important security features.



• The following list explicitly refers to "SMB" as including an SMB client 
or an SMB server

• Including the various protocols that extend SMB 
• For simplicity and conciseness and vagueness, however, the list omits mention 
of the extent or completeness of the reimplementation or porting status for any 
of these implementations

• Lumps them all together simply as "SMB"

Versions and implementations



➢ Samba, a free re-implementation of the SMB protocol and of the Microsoft extensions to it, includes an SMB server 
and a command-line SMB client. 

➢ Samba TNG: a fork of Samba. 

➢ The Linux kernel includes two SMB client implementations that use the Linux VFS, providing access to files on an SMB 
server through the standard file system API: smbfs and cifs. 

➢ FreeBSD includes an SMB client implementation called smbfs that uses its VFS. 

➢ Solaris has a project called CIFS client for Solaris, based on the Mac OS X smbfs. 

➢ Sun Microsystems added in-kernel CIFS support to Solaris in October 2007 

➢ FreeNAS, a dedicated small-sized NAS server, runs FreeBSD for Network-attached storage (NAS) services, and 
supports protocols including CIFS/Samba 

➢ Network Appliance has an SMB server implementation 

➢ JCIFS offers an implementation of SMB in Java 

Versions and implementations
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File Transfer Protocol (FTP)

▪ File Transfer protocol is mostly used for downloading a file from a server and then is uploaded 
as a Web page file. 

➢ FTP allows user to install and transfer files or folders from one system to the other.  

▪ It also works in a similar way as HTTPfor transferring Web pages from a serverto a user browser. 

➢ The term FTP is owned by Apache

➢ Required FTP software to be installed on  both machines involved in transferring file

➢ Different software implementations are available, some are paid and some are free to use.



History of File Transfer Protocol(FTP)

➢ In April of 1971 the first FTP standard was created which was RFC 114. It was invented before TCP/IP 
was even invented. 

▪ to promote sharing of files
▪ to shield a user from variations in file storage systems among hosts
▪ to transfer data reliably and efficiently. 

➢ Objectives

➢ Made for Interoperability

▪ Many public organizations support FTP Servers
▪ Allows transfer across the OS, Systems and Different architectures



Procedure to used

➢ In order to Setup an FTP Service one must do the following:

▪ Install FTP software (Server and Client)

▪ Select file or files which need to be transferred 

▪ Send file or files by computer networks

▪ Final step: File or files start to transfer



ADVANTAGES OF FTP

➢ FTP can be used numerous amounts of time {Unlimited}

➢ FTP can be used any time

➢ Files can be transferred without any hassle 

➢ No limit as to how many files or folders can be transferred

➢ Any type of file or folder can be transferred

➢ Easy to install on machine



Disadvantages of File Transfer Protocol 

➢ Mostly used on Unix and Linux computer systems

➢ Not compatible with every system and lacks support 

➢ ASCII mode and Binary Mode are used and differ from the way they send data.



The problems FTP can solve

➢ File Transfer Protocol (FTP) is the standard mechanism provided by TCP/IP for copying a file from one 
host to another. 

➢ Although transferring files from one system to another seems simple and straightforward, some 
problems must be dealt with first. 

▪  The systems may use different file name conventions

▪ The systems may have different ways to represent text and data. 

▪ The systems may have different directory structures. 

➢ All of these problems have been solved by FTP in a very simple and elegant approach.



❑ The well-known port 20 for the data connection.

➢ FTP uses the services of TCP. 

▪ It needs two TCP connections. 

❑ The well-known port 21 is used for the control connection.

FTP Connections

UI

Control
Process

Data Transfer 
Process

Control
Process

Data Transfer 
Process

Network

HDD

FTP Client

HDD

FTP Server

Data Channel

TCP 20

Control Channel

TCP 21



➢ Opening of Connection takes place in two steps

▪ Server Control Process Opens a passive connection

▪ Client Control Process Opens an active connection

Client
CP

Server
CP

Passive Open, TCP 21

Action Open, TCP Ephemeral port TCP 21

FTP Control Connection Steps



FTP Control Connection Steps

➢ Client opens a passive data 
channel

➢ Client send an ephemeral port 
number via control channel

➢ Server opens an active data 
channel from port 20 to 
ephemeral port on client data 
process

Client 
Data

Process

Server
Data

Process
Passive Open, TCP Ephemeral port

Port 20Data Channel

Client 
Data

Process

Server
Data

Process
Send Ephemeral Port to Server

Port 21Control Channel

Client 
Data

Process

Server
Data

Process
Active Connection

Port 20Ephemeral Port



Using Data and Control Channels

Client
CP

Server
CP

Port 21

Network Virtual Terminal (NVT) ASCII 
character set, defined in RFC 854

Client 
OS

Server
OS

Client-
Side code

Server-Side 
code

Client
DP

Server
DP

Port 20

Client Defines, File Types, Data structures , 
And transmission mode

Client 
OS

Server
OS

Client-Side Types Server-Side Types

➢ Control communications takes place using NVT ASCII

➢ Client defines the transmission mode along with file types and related data structure

➢ Client Sends commands and Server replies with responses

Client
CP

Server
CP

Port 21Send Commands

Send Responses



Connection Commands

Used to 
specify user-
id

USER
Used to 
Specify 
Password

PASS
Account 
Information

ACCT
Used to 
Reinitialize

REIN
Logout of the 
system

QUIT
Abort last 
command

ABOR

➢ Connection commands are used to maintainer or disconnect session  between client and server



Data Exchange Related Commands

CWD

Change directory

CDUP

Goto parent 
directory

DELE

Delete a File

LIST

Display 
files/directories

NLIST

Display 
files/directorie
s without 
attributes

MKD

Create a new 
directory

PWD

Display current 
working  directory

RMD

Delete a directory

RNFR

Identify the file 
to be renamed

RNTO

Rename a
file

SMNT

Mount file system

➢ Commands  used to manipulate data related operations



Data type, Port and organization commands

➢ Specify type of file

▪ A – ASCII
▪ E – EBCDIC
▪ I – Image
▪ N – Nonprint
▪ T - Telnet

Type

➢ Specify 
organization of 
data

▪ F – File
▪ R – Record
▪ P - Page

STRU

➢ Specify Mode of 
Transmission

▪ S – Stream
▪ B – Block
▪ C - Compressed

Mode

➢ These commands are used to specify the data type and their structure

➢ Specify a digit port 
number 

PORT
➢ Sever to select a port

PASV



Data Transfer Related Commands

Retrieve a 
file from 
server

RETR
Store a 
file to 
server

STOR
Same a 
STOR, but 
uses 
unique file 
name in 
directory

STOU

Allocated 
Storage at 
server

ALLO

Position 
File 
marker at 
given data 
point

REST
Gets the 
status of 
files

STAT

Same as 
STOR but 
appends 
data if file 
exists

APPE

➢ Followings commands are used for data transfer related functions

Retrieve 
about 
server

HELP

Check if 
server is 
alive

NOOP
Retrieve 
informatio
n and 
Server OS

SYST

Site 
Specific 
command
s

SITE

➢ Other Commands



Responses

Initial Reply

120 Service will be ready shortly

125 Data Channel Open, DT will start shortly

150 File Statis OK, DC  will open shortly

Completion Replies

200 Command OK

211 System Status or Help Reply

212 Directory Status

213 File Status

214 Help Message

215 Naming the system type

220 Service Ready

221 Service Closing

225 DC Open

226 Closed DC

227 Entering passive mode; server sends its IP address and port number

230 User Login OK

250 Request file action OK

Immediate Replies

331 Username OK, Password Required

332 Need account for logging

350 File action is pending, more information required

Negative Completion Replies

500 Syntax Error: recognized command

501 Syntax Error in parameters or arguments

502 Command not implemented

503 Bad sequence of commands

504 Command Parameter not implemented

530 User is not logged in 

532 Need account for storing file

550 Action is not done; file not available

552 Requested Action aborted; exceeded storage quota

553 Request action no taken; file name not allowed

Transient Negative Replies

425 Cannot open DC

426 Channel Closed; Transfer aborted

450 File Action not taken; file not available

451 Action aborted; local error

452 Action aborted; insufficient storage



TFTP

➢ There are occasions when we need to simply copy a file without the need for all of the features 

of the FTP protocol. 

▪ For example, when a diskless workstation or a router is booted, we need to download the bootstrap 
and configuration files. 

▪ Here we do not need all of the sophistication provided in FTP. We just need a protocol that quickly 
copies the files.



➢ TFTP uses the services of UDP on the well-
known port 69.

➢ Message Categories

Code = 1 Filename 0s mode 0s

16 bits variable 8 bits variable 8 bits

RRQ Message

Code = 2 Filename 0s mode 0s

16 bits variable 8 bits variable 8 bits

WRQ Message

Code = 3 Block No. Data

16 bits 16 bits Up to 512 bytes

Data Format

Code = 4 Block No.

16 bits 16 bits

ACK Message

Code = 5 Error No Error Data 0s

16 bits 16 bits variable 8 bits

Error Message

▪ RRQ

▪ WRQ

▪ DATA

▪ ACK

▪ Error



TFTP Error Messages

0 No defined

1 File Not found

2 Access Violation

3 Disk Full or Allocation Exceeded quota

4 Illegal Operation

5 Unknown port number

6 File Already Exists

7 No Such User



Connection Procedure

1 ASCII 0 File 0

RRQ Message

3 1 1st block of data

Data

5 Error data

Error

S
E

R
V

E
R

C
L

IE
N

T

➢ Reading File from server

2 ASCII 0 File 2

WRQ Message

4 1

ACK

5 Error data

Error

S
E

R
V

E
R

C
L

IE
N

T

➢ Storing File on server



UDP port numbers used by TFTP

Client Server
Passive Open

TCP 69

Client Server
Active Open

TCP 69TCP 50032

Client Server
TCP 50032 TCP 62000



Addressing

Week 13 (Part 1)



1-6  ADDRESSING

➢ Four levels of addresses are used in an internet employing the TCP/IP protocols: 

▪ Used on 
Physical and 
Data link Layer

▪ Examples are 
MAC Address…

Physical
▪ Used on Network 
Layer

▪ Examples are IP 
and IPX 
addresses

Logical
▪ Used on Transport 
Layer

▪ Examples are 
TCP/UDP 
Addresses

Port
▪ Used on Application 
Layer

▪ Examples are 
Socket Addresses 
etc.

Specific



➢ Physical addresses are imprinted on the NIC. Most local-area networks (Ethernet)  use a 48-bit (6-byte) 
physical address written as 12 hexadecimal digits; every byte (2 hexadecimal digits) is separated by a colon.

Example:

07:01:02:01:2C:4B
A 6-byte (12 hexadecimal digits) physical 

address.

Physical Address

➢ The physical addresses in the datagram may change from hop to hop.

➢ known also as the MAC address

➢ Is the address of a node as defined by its LAN or WAN

➢ It is included in the frame used by data link layer



➢ The physical addresses will change from hop to hop, but the logical addresses usually remain the same.

Logical Address

➢ IPv4 Addresses

8bits

Network Address Host Address

8bits 8bits 8bits

➢ Dotted decimal notation

32 bits

192.168.1.1

➢ IP addresses are necessary for universal communications that are independent of physical network.

➢ No two host address on the internet can have the same IP address

➢ IP addresses in the Internet are 32-bit address that uniquely define a host.



IP Addressing

➢ Network Mask is used to identify the network and  host addresses

Network Address Host Address All 1s All 0s/

Bits for Network 
Address

Bits for Host 
Address

11000000 10101000 00000001 00000001 11111111  11111111  11111111  00000000 

192 168 1 1 255 255 255 0

192.168.1.1/24

192.168.1.1 mask 255.255.255.0



Classes of Network Addresses

Class A Network

Class B Network

Class C Network

Class D Network

Class E Network

Special IP address

0  - 127

128 - 191

192 - 223

224 - 239

240 - 255

0.0.0.0/8

127.0.0.0/8

169.254.0.0/16

addresses used to communicate with the 
local network

Loopback Addresses

Link-local Addresses

/8

/16

/24

-

-

1st octet Network MaskClass



Public and Private Addresses

Private IP Address

• Used with LAN 

• Not Recognized  over internet

• Assigned by Sas

• No Cost

Public IP Address

• Used in Public Network

• Recognized on Internet

• Assigned by IANA

• Unique Globally

• Not Free

• Class A : 10.0.0.0 to 10.255.255.255

• Class B : 172.16.0.0 to 172.31.255.255

• Class C : 192.168.0.0 to 192.168.255.255

• Class A: 1.0.0.0 To  9.255.55.255

• 11.0.0.0 To 126.255.255.255

• Class B :  128.0.0.0 To 172.15.255.255

• 172.32.0.0 To 191.255.255.255

• Class C : 192.0.0.0 To 192.167.255.255

• 192.169.0.0 To 223.255.255.255



Unicast Vs Multicast Addresses

➢ A unicast address represents a single device in the network. 

➢ A multicast address represents a group of devices in the network. 

➢ A broadcast address represents all devices in the network. 

IP multicast address range Description Routable 

224.0.0.0 to 224.0.0.255 Local subnetwork No 

224.0.1.0 to 224.0.1.255 Internetwork control Yes 

224.0.2.0 to 224.0.255.255 AD-HOC block 1 Yes 

224.1.0.0 to 224.1.255.255 Reserved

224.3.0.0 to 224.4.255.255 AD-HOC block 2 Yes 

225.0.0.0 to 231.255.255.255 Reserved

232.0.0.0 to 232.255.255.255 Source-specific multicast Yes 

233.0.0.0 to 233.251.255.255 GLOP addressing Yes 

233.252.0.0 to 
233.255.255.255 

AD-HOC block 3 Yes 

234.0.0.0 to 234.255.255.255 Unicast-prefix-based Yes 

235.0.0.0 to 238.255.255.255 Reserved

239.0.0.0 to 239.255.255.255 Administratively scoped Yes 



Fixed  and Variable Length Subnet Masking

➢ Fixed vs. Variable Length Masking

▪ For subnetting an IP address for a network, one of two approaches can be used: VLSM or Fixed Length 
Subnet Mask (FLSM). These methods differ in three keyways:

❖  FLSM creates subnets of the same size and an equal number of host identifiers, while VLSM creates 
subnets with varying sizes with a variable number of hosts.

❖ FLSM is a better choice for private IP addresses, while VLSM is more suitable for public IP 
addresses.

❖ FLSM tends to use more IP addresses than are necessary, which leads to wastage. In VLSM, 
wastage is minimum because it uses a given IP address range more efficiently.

➢ In subnetting, a large network is logically or physically divided into multiple small networks or "subnets." 

▪ subnetting a large network is to address network congestion and its negative impact on speed and 
productivity. 

▪ Subnetting also improves efficiency due to the way an address space is utilized in a small network. 

▪ The divisions between subnets allow organizations to enforce access controls, which improves network 
security, and helps contain security incidents.



IPv6 Addresses

2001:0718:1c01:0016:020d:56ff:fe77:52a3

➢ 128 bits (or 16 bytes) long: four times as long as its predecessor. 

➢ 2^128 : about 340 billion billion billion billion different addresses 

➢ Colon hexadecimal notation: 

▪ addresses are written using 32 hexadecimal digits. 

▪ digits are arranged into 8 groups of four to improve the readability.

▪ Groups are separated by colons 

➢ IPv6 Zero Suppression

▪ To simplify the representation of IPv6 addresses, a contiguous sequence of 16-bit blocks set 
to 0 in the colon hexadecimal format can be compressed to “::”, known as double-colon. 

❖ loopback address   :   0:0:0:0:0:0:0:1 ->  ::1

❖ link-local address   :   FE80:0:0:0:2AA:FF:FE9A:4CA2 ->  FE80::2AA:FF:FE9A:4CA2. 

❖ multicast address   :   FF02:0:0:0:0:0:0:2 -> FF02::2

▪ Zero compression can only be used once in a given address.



IPv6 Prefixes

➢ The prefix is the part of the address that indicates the bits that have fixed values or are 

the bits of the subnet prefix. 

➢ An IPv6 prefix is written in address/prefix-length notation. 

▪ For example, 21DA:D3::/48 and 21DA:D3:0:2F3B::/64 are IPv6 address prefixes.

➢ IPv6 Address Categories

▪ IPv6  have three types of addresses

❖ Unicast : Transmission from source to single host

❖ Multicast : Transmission from source to  group (of hosts) address

❖ Anycast : Transmission from source to single address of host where host has multiple 
ipv6 addresses



IPv6 Address Types



Port address is a 16-bit address represented by one decimal number ranged from (0-65535) to choose a 
process among multiple processes on the destination host.

▪ Destination port number is needed for delivery.
▪ Source port number is needed for receiving a reply as an acknowledgments.

Port addresses 

In TCP/IP , a 16-bit port address represented as one single number. Example:  753

The physical addresses change from hop to hop, but the logical and port addresses usually remain the same.



Port addresses
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1. Delivery    →   Correct destination
2. Accuracy  →    Accurate data
3. Timelines  →    Real-time transmission
4. Jitter         →    Uneven delay

Data communications

➢ Data communications are used to exchange data between two devices via some form of transmission 
medium such as a wire cable or wireless. 



Five components of data communication

2 - Sender 3 - Receiver

1 - Message

4 - Medium

Rules
5 - Protocol➢ Message

➢ Sender

➢ Receiver

➢ Medium

➢ Protocol



Data types and flows

➢ Data Types

➢ Data flow

▪ Text

▪ Numbers

▪ Images

▪ Audio

▪ Video

▪ Simplex

▪ Half-duplex

▪ Full-duplex

Data Flow N1 to N2 only

Data Flow N1 to N2 at T1

Data Flow N2 to N1 at T2

Data Flow Between N1  
and N2 All the time

N1 N2 Simplex

N1 N2 Half Duplex

N1 N2 Full Duplex



1-2   NETWORKS

➔A network is a set of devices (nodes) connected by communication 
links. 

◆A node can be a computer, printer, or any other device 
capable of sending and/or receiving data generated by other 
nodes on the network.



➢ Multipoint

▪ More than two specific devices share 
a single link

Types of connections

N1

N2

N3

N1

N2

N3

N4

Link : P2MP

➢ Point to point
▪ A dedicated link is provided between two 
devices



Physical Topologies

Network 
Topologies

1
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2

4
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1

32 4

Star

1 32 4

Bus

1
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2

4

Ring

1

32 4

Tree



▪ Local Area Network (LAN)

▪ Wireless Local Area Network (WLAN)

▪ Metropolitan Area Network (MAN)

▪ Wide Area Network (WAN) 

▪ Virtual Private Networks
▪ L3 VPN
▪ L2 VPN

Categories of Networks



➢ The Internet has changed many aspects of our daily lives. 
➢ It has affected the way we do business as well as the way we spend our 
leisure time. 

➢ The Internet is a communication system that has brought a wealth of 
information to our fingertips and organized it for our use. 

1-3   THE INTERNET



➢ Protocol is synonymous with rule. Standards are agreed-upon rules.

1-4   PROTOCOLS AND STANDARDS

➢ Protocols 
• Syntax        →  format of the data 
• Semantics  →   meaning of each section
• Timing       →   when data should be sent and how fast.

➢ Standards 
• De facto →  by fact (not approved as a standard)
• De jure →    by Law (approved)

• International Organization for Standardization (ISO)

• International Telecommunication Union - Telecommunication Standards (ITU-T)

• American National Standards Institute (ANSI)

• Institute of Electrical and Electronics Engineers (IEEE)

• Electronic Industries Association (EIA)

➢ Standards Organizations 



➢ A network model is a layered architecture

◼ Task broken into subtasks

◼ Implemented separately in layers in stack

◼ Functions need in both systems

◼ Peer layers communicate

LAYERED TASKS

➢ Protocol: 

◼ A set of rules that governs data 
communication

◼ It represents an agreement between the 
communicating devices

Higher Layers

Middle  Layers

Lower Layers

Higher Layers

Middle Layers

Lower Layers

Node 
A

Node
B

Data 
Generate
d & Sent

Data 
Received

MailBox

Post Office

Courier

Road Network



➢ A network model is a layered architecture

◼ Task broken into subtasks

◼ Implemented separately in layers in stack

◼ Functions need in both systems

◼ Peer layers communicate

LAYERED TASKS

➢ Protocol: 

◼ A set of rules that governs data 
communication

◼ It represents an agreement between the 
communicating devices

Higher Layers

Middle  Layers

Lower Layers

Higher Layers

Middle Layers

Lower Layers

Node 
A

Node
B

Data 
Generate
d & Sent

Data 
Received

MailBox

Post Office

Courier

Road Network
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➢ Established in 1947, the International Standards 
Organization (ISO) is a multinational body 
dedicated to worldwide agreement on international 
standards. 

THE OSI MODEL

S
e
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d

e
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R
e

c
e
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e
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➢ An ISO is the Open Systems Interconnection (OSI) 
model is the standard that covers all aspects of 
network communications from ISO. It was first 
introduced in the late 1970s. 

➢ Layered Architecture

▪ A layered model
▪ Each layer performs a subset of the required 
communication functions

▪ Each layer relies on the next lower layer to 
perform more primitive functions

▪ Each layer provides services to the next higher 
layer

▪ Changes in one layer should not require 
changes in other layers

▪ The processes on each machine at a given 
layer are called peer-to-peer process

• Application Layer 7

• PresentationLayer 6

• SessionLayer 5

• TransportLayer 4

• NetworkLayer 3

• Data LinkLayer 2

• PhysicalLayer 1



PEER – TO – PEER PROCESS
◼ Communication must move downward through the layers on the sending device, over the communication 
channel, and upward to the receiving device

◼ Each layer in the sending device adds its own information to the message it receives from the layer just 
above it and passes the whole package to the layer just below it

◼ At the receiving device, the message is unwrapped layer by layer, with each process receiving and 
removing the data meant for it

◼ The passing of the data and network information down through the layers of the sending device and backup 
through the layers of the receiving device is made possible by interface between each pair of adjacent layers

◼ Interface defines what information and services a layer must provide for the layer above it.



The interaction between layers in the OSI model

Application

Presentation

Session

Transport

Network

Data link

Physical

Network

Data link

Physical

Network

Data link

Physical

Application

Presentation

Session

Transport

Network

Data link

Physical

S

N1

R

N4N2 N3



➢ The physical layer is responsible for movements of individual bits from one hop (node) to the 

next.

◼ Function

◼ Physical characteristics of interfaces and media

◼ Representation of bits

◼ Data rate

◼ Synchronization of bits

◼ Line configuration (point-to-point or multipoint)

◼ Physical topology (mesh, star, ring or bus)

◼ Transmission mode ( simplex, half-duplex or duplex)

Physical Layer

From Data Link Layer

To Data Link Layer

P
h
ysica

l m
e
d
ia

1010101010010

Physical layer

Sender Side

1010101010010

Physical layer

Receiver Side



➢ The data link layer is responsible for moving 

frames from one hop (node) to the next.

◼ Functions

◼ Framing

◼ Physical addressing

◼ Flow control

◼ Error control

◼ Access control

Data Link Layer

From Network Layer

To Network Layer

10101010H2

To Physical layer

Sender Side

10101010H2

From Physical layer

Receiver Side

T2

T2

Datalink Layer

Datalink Layer



Hop-to-hop delivery

N3

N1

N2

R1

R3

R2

Link

Link

Link

Link

Link

DLL

PHY

DLL

PHY

DLL

PHY

DLL

PHY

DLL

PHY

DLL

PHY

Hop-1 Hop-3

H2H deliveryH2H delivery H2H delivery

E2E delivery



The network layer is responsible for the delivery of 

individual packets from the source host to the 

destination host.

◼ Source-to-destination delivery

◼ Responsible from the delivery of packets from the original 
source to the final destination

◼ Functions

◼ Logical addressing

◼ routing

Network Layer

From Transport Layer

10101010H3

To Data link layer

Sender Side T3

Network Layer

To Transport Layer

10101010H3

From Data link layer

Receiver Side T3

Network Layer



➢ The transport layer is responsible for the delivery of a message from one process to another.

◼ Process-to- process delivery

◼ Functions

◼ Port addressing

◼ Segmentation and reassembly

◼ Connection control ( Connection-oriented or connection-less)

◼ Flow control

◼ Error control

Transport Layer



➢ Segmentation and reassembly

Transport layer

DataH4 DataH4DataH4

Data

Segment-1 Segment-2 Segment-n

To network layer

From Session layer

T
ra
n
s
p
o
rt L
a
ye
r DataH4 DataH4DataH4

Reassembled Data

Segment-1 Segment-2 Segment-n

From network layer

To Session layer

T
ra
n
s
p
o
rt L
a
ye
r



Reliable process-to-process delivery of a message



➢ The session layer is responsible for dialog control and synchronization.

➢ It establishes, maintains and synchronize the interaction between communicating system

▪ Function

▪ Dialog control

▪ Synchronization (checkpoints)

Session Layer



Synchronization

Session layer



➢ The presentation layer is responsible for translation, compression, and encryption.

▪ Concerned with the syntax and semantics of the information exchanged between two system

▪ Functions

▪ Translation (EBCDIC-coded textfile→ASCII-coded file)

▪ Encryption and Decryption

▪ Compression 

Presentation Layer



The application layer is responsible for providing services to the user.

◼ Functions

◼ Network virtual terminal (Remote log-in)

◼ File transfer and access

◼ Mail services

◼ Directory services (Distributed Database)

◼ Accessing the World Wide Web

Application Layer



Summary of layers



OSI Model

Data 

unit
Layer Function

User 

support

layers

Data

7.Application Network process to application

6.Presentation Data representation and encryption

5.Session Inter-host communication

User 
Network

Segment4.Transport End-to-end connections and reliability

Network 

support

layers

Packet 3.Network
Path determination and logical 

addressing

Frame 2.Data Link Physical addressing

Bit 1.Physical Media, signal and binary transmission

S
e
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d

e
r

R
e

c
e
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e
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Summary of layers
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TCP/IP PROTOCOL SUITE

➢ The layers in the TCP/IP protocol suite do not exactly match those in the OSI model. The original TCP/IP protocol 
suite was defined as having four layers: 

❑ host-to-network
❑ Internet
❑ Transport
❑ application. 

➢ However, when TCP/IP is compared to OSI, we can say that the TCP/IP protocol suite is made of five layers: physical, 
data link, network, transport, and application.

OSI Model TCP/IP  Model

Application

Presentation

Session

Transport

Network

Data link

Physical

Several Protocols Dependent on 

Underlaying networks

SMTP FTP HTTP DNS

SNMP TELNET ….

SCTP TCP UDP

IGMP ICMP RARP ARP

App layer

Transport Layer

IP Layer

Host-to-Network
 Layer

❑ Address Resolution Protocol (ARP)
❑ Reverse Address Resolution Protocol (RARP) 
❑ Internet Control Massage Protocol (ICMP)
❑ Internet Group Massage Protocol (IGMP)

▪ TCP/IP support the IP ( unreliable).
▪ IP is a host-to-host protocol.

▪ Supporting protocols:

▪ User Datagram Protocol (UDP)
▪ Transmission Control Protocol (TCP)
▪ Stream Control Transmission Protocol(SCTP)

▪ Process-to-process protocol.

➢ Internet Layer

➢ Transport Layer
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Collision and Broadcast Domains

➢ Broadcast Domains

▪ In data link layers perspectives, The collection of nodes in  a given broadcast domain.

Examples are :
▪ VLANs
▪ Isolated Networks

▪ In network layer perspectives, The collection of nodes having IP address from a distinct network 
address specified with mask.

➢ 192.168.1.0/24

➢ Collision Domains

In a group of devices or nodes, only one node can  transmit at a given time due shared medium.



Broadcast and Collision Domains

BD2

CD1

CD4

CD3

CD2

Host

Host

Host

Host

➢ Broadcast Domain

▪ All hosts can listen

➢ Collision Domain

▪ Only one host can send at t time.

BD1

CD1

CD4

CD3

CD2

Host

Host

Host

Host

➢ Hub, Bridge, Switch and Router


