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DNS ZONE

» TheDNS Bbioken up Mo many dieretzones. These zones
diiErentee betveen dstinctly m anaged areas N te DNS nam espace.

> ADNS zone Ba portibn oftbe DNS nam egpace tatBmanaged by a
Soecilic oiganzatibn oradn nsEabr-A DNS zone Ban adn nstatie
goace whith albyvs HBrm ore granubrcon@olcfDNS aom ponents,
sudh as authoriatie nam esenels.

» The doman name goace Ba herardhaltee,w ih te DNS oot
domamn atthe p-A DNS zone starts ata domanw ihin te tee ad
can albBo extend dovn b subdom ains o tatm ullipe subdonans

can be m anaged by one entily. zone

» DontassocEk aDNS zone w ih adanan name orasingk DNS serer-
h Bct,a DNS zone can conan m uliplke subdom ans and mullipke zones
Gan exston e sam e serer.DNS zones are notnecessanly prhysaly
separaed fon one anotber, zones are sctly used Brdelbgating conolL Jone

» ABofthe information for a zone is stored in what’s called a DNS zone /\

ik, whith B te key © uderstnding hov aDNS zone opelaes

Zone zone



DNS Record Types

1 SOA 2 Aand AAAA 3 CNAME 4 MX 5 NS 6 PTR 7 CAA
sAdn mhEmail *A Banaddiess *CNAME or A mailledhange *A neames=ener(\S) *A ponerTR) *The CAA recod Ba
1ecoid. "canonical name* is UXDrecod, Ba recod specilies te 1ecod provies a tpe of DNS recod
- LastUpdate a recod tatpoins DNS recod §pe autoriaetie DNS domannamebr us=d O pilovide
-Showvs te P adomanname @n tatshovswhere senerbradomain. ieveise bokup.- additibnal
R Rate addiessof alies) b anoter emaik bradoman confim ation Bre
hostham e ordom ain damain- shoul be roued ©.- *TheNS recod « iS5 e opposie of Certiitation
helps poitbwhere anA recodas i Autorily CAwhen
-AAAA recoid,, jist « The subdomain *AnMX record nemnetappkatons provides te domain \aliating an SSL
Ee A 1ecod poi1t ng exam pk.oom m akes itpossbk O e aweb blovser neme lkedban P certiitate-
e e s Gan pointb diectemakba canfidte P addiess instead of
Hradan ain eanpkom using m allsener- addiess bra te P address Hra
CNAME _Here donanname. donan.
ean pkoom poins
bteactalP
addiessusingan A
record.
8 ™XT 9 SRV 10 CERT 11 DCHID 12 DNAME
*TXT sands Hr *Using i EDNS * This recoid gpe *ThisDNS recod *DNAME B
"Bt 'ad b recod §pe, 1S sborespubkC keys Hpe sbies "delegation name.”
record §pe Es e possbE © sbre te certicates. mbm ation rekted
owvnerofadom ai_'l P addiessad port O dynam i;host - kworks ery
sore exbales n ‘Brgpecilic sevies confipuration sin i/ O CNAME .
teDNS. procol ©OHCP).
_ » fpons alite
*Severalsevies sUbdom ains HBre
use tisrecold b aisbte
\erilyovnershp of canonicaldom ain
adanan

nme.



SOA Records

» The Start of Authority (SOA) record is a mandatory record in all zone files.

> It must be the first real record in a file (although $ORIGIN or $TTL specifications may appear above).

> It is also one of the most complex to understand.

» Example

SOA Nsl.doman.goom . adn ndoman.aom -
-Serplnumber

;liefiesh nenal

icty nernal

ey pernd

negatme TTL

doman.goom -

Vsegsg



A and AAAA Records

> Both of these records map a host to an IP address.

» The “A” record is used to map a host to an IPv4 IP address, while “AAAA” records are used to
map a host to an IPv6 address.

» The general format of these records is this:

= host IN A IPv4 address

= host IN AAAA |IPv6_address

= nsi IN A 111.222.111.222
= ns1.domain.com. IN A 111.222.111.222

= WWW IN A 222.222.222.222

= domain.com. IN A 222.222.222.222

- @ IN A 222.222.222.222

= IN A 222.222.222.222



CNAME Records

» CNAME records define an alias for canonical name for your server (one defined by an A or
AAAA record).

» For instance, we could have an A name record defining the “server1” host and then use the
“www” as an alias for this host:

Lrnerl N A 1M1111 111111
WWW N CNAME =s=reri

> Be aware that these aliases come with some performance losses because they require an
additional query to the server.

> Most of the time, the same result could be achieved by using additional A or AAAA records.

» One case when a CNAME is recommended is to provide an alias for a resource outside of the
current zone.



MX Records

» MX records are used to define the mail exchanges that are used for the domain. This helps
email messages arrive at your mail server correctly.

» Unlike many other record types, mail records generally don’t map a host to something, because
they apply to the entire zone. As such, they usually look like this:

N MX 10 malldomanaom .

» Example

The M X record shouH generally pornto a hostdetined by an A orAAAA record ,and notone defined by a
CNAME. So, let’s say that we have two mail servers. There would have to be records that look something like

ts:
N M X 10 m allL dom an.oom - N M X 10 m aillL
N M X 50 m ailP doman.oom N M X 50 mailP
m ailL N A 111 111 111 211 maiL. N A M1 111111 411
mailP N A DD 2D 29D 2D mailP N A 20 202 202202




NS Records

> NS record type defines the name servers that are used for this zone.

Question : if the zone file resides on the name server, why does it need to reference itself?”. Part of

whattm akes DNS 0 sucoesstilis ismullipk bek ofcadhing.-

»  One reason Brdefning nam e sernersw ihin te zone fik B tatte zone ik may be acaly

beng serned fom a cadhed aopy on anotbermam e sener.

» Like the MX records, these are zone-wide parameters, so they
do not take hosts either. In general, they look like this:

* You shouH have atEasttvo nam e servers defined neadh zone il
N order o gperak conectly Fbere sBa prabEn wilh one serer-

» MostDNS sernersoftvare consoersazone fikf bbe mall fftele B
onlyasingk name sener-

» Asalvays, ncllide te m gaoping Brite hossw h A orAAAA records:

N NS nsldomanaonm.
N NS n=2domanaom.

N NS nsldonmanoom.
N NS n=2domanoom .
nskl N A 111 222 111 111
N2 NA 123211111233

» There are quite a few other record types you can use, but these are probably the most common

types that you will come across.




PTR Records

> The PTR records are used define a name associated with an IP address.

> PTR records are the inverse of an A or AAAA record.

» PTR records are unique in that they begin at the .arpa root and are delegated to the owners of the IP addresses.

» The Regional Internet Registries (RIRs) manage the IP address delegation to organization and service providers.

» The Regional Internet Registries include APNIC, ARIN, RIPE NCC, LACNIC, and AFRINIC.

» Example of a PTR record for 111.222.333.444 would look like:

> 444 333222 111 n-addrapa. 362 N PTR hoste>am pk.oom .

» Example of a PTR record for an IPv6 address shows the nibble format of the reverse of Google’s IPv6
DNS Server 2001:4860:4860::8888.

88880000000000000000068406841 002 p6ampa.-86400N PTR googkpubic-dnsagoogke.oom .



PTR Records

» The command line tool dig with the -x flag can be used to look up the reverse DNS name of an IP address.

» An example of a dig command. The +short is appended to reduce the output to the reverse DNS name.

diy x8844+dort

»  The oupputbrte dg conmand above w llbe te donan name N te PTR record HBre P addiess-googk-
pubic-dnsb googke .oom .

» Servers on the Internet use PTR records to place domain names within log entries, make informed spam handling
decisions, and display easy-to-read details about other devices.

> Most commonly-used email servers will look up the PTR record of an IP address it receives email from.

> If the source IP address does not have a PTR record associated with it, the emails being sent may be treated
as spam and rejected.

> It is not important that the FQDN in the PTR matches the domain name of the email being sent. What is
important is that there is a valid PTR record with a corresponding and matching forward A record.



CAA Records

» CAA records are used to specify which Certificate Authorities (CAs) are allowed to issue SSL/TLS certificates for
your domain.
=  AsofSepenber8,2017 allCAs are required © dredk brbese recoids bebie Bauing a certiicate.- ifno recod B
present any CAmay BSUe a certicate.
= Otenv e, onl/te soeciied CAsmay Bsue certicates. CAA records can be gpplied © sigE hosks, orentae

domans.
» An example CAA record
eanpkoom . N CAA O e "EFeenayptog”

» The host, N ,ad recoid spe CAA)are canmon DNS febs. The CAA-specilic nbim ation above s te O BsLe
"'Eeenayptog "portion - ik m ade up oftiee pars: fibgs O), Bgs (=aue), ad \valies (Feenayptorg').

= Flags are an integer which indicates how a CA should handle tags it doesn’t understand. If the flag is 0O, the record
w illbe pDnored. IFL, e CA mustieD=e © B2ue te certitate.

" Tags are strings thatdenoke e puipose ofa CAA record .. Cunently tiey can be Bsue © autorze a CA © aeae
certicates PHra goecilic hostham e, Bsuew i1 0 authorze w lHicard certiitaes, or bdefo define aURLwhere CAs

can reportpoicy vbhEthNs.
= Values are a string associated with the record’s tag. For issue and Bsuew i thsw ligpall/be te donan ofbe CA
you’re granting the permission to. For pdefthismay be the URL ofa contactbim ,oramaiib: Ink brem alteedoadk.

> You may use dig to fetch CAA records using the following options:

dpeanpkon §pe2s7
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> Netvork Fik Sysem (N\FS) sBadstibued fik sysem protocoldevebped by SunM miosysens Gun) n
1984.

»  abbwvs auseron a clientoom puter b aoccess fills overa aom puterrmetvork mudh ke balsbiege B
aooess=d

»  Muses e Open Netvork Can puting Rem oe Procedure CalONC RPC)system .
» NFS Banogoen ETF sandard defined na ReguestbrCanments RFC),albying anyone ©

mn pkem enttbe proocol
NFS
e — I
NFS  —— Netork
Client
NFS

Cient



Review ofLnuxFik Sysem

» A volume is a set of directories and files; a host’s file tree is the set of directories and files visible to

processes on a given host.

» Fik teesale builtby grafiing volm es fonm diiErentvolbmesor
fon netvork senels.

» The graftoperation B e prvieged moutsysem calland
eachwvoblme safibsysen.

/

» Mounting volumes

= mouttdss,volme)
o drs -drecbry patmame
o woblme:devie goeciierometvorkvolbme
o wolm e rootoonents beaom e vebE atpathname dis

Mount point | &olLme 1o

UseIs




FiEsysems

> Each file volume (filesystem) has a type, determined by its disk layout or the network protocol used to
access it.

« UE@BE), E,nE, 16,k et.

» Fibsysemsare adn nstered ndependentdy.

> Modern systems also include “logical” pseudo-filesystems in the
naming tree, accessible through the file syscalls.

» prock-te fioc filksysem albws actess D proaess nemak.

» mB:temenoy ik sysem Bamenorbased scath sbie.

> Processes access filesystems through common system calls.



» Sun Microsystems introduced the virtual file system interface in 1985 to accommodate diverse
filesystem types cleanly.

o VFS albwvs dieirse soecic fik system s © coexstn a fik tee, Bohting allFS-dependences n
plLoggabk filesysem modubks.

» VFS was an nemalkemeliestuctring w ih no efiect
on te sysallnerbce.

»  |hoomporates dopctoretted conceps ke agererc
procedural nerbce wiih mulipe mpken enations.

» Based on aostiactobpcswih dynam ©
metod bnding by §p0e NC .

= Oteraostactnerboss n te kemekdevie dners,
ik dbpct, eea b filEs,men oy ODECK.




hodes and \vnodes

» The operating system (OS) has three kinds of data structures for files:

w» File table entry @ vnode ‘ inode

» Foreach fie desapoifl]bra » Thete Boneoftese Breach " Thete Bone ofhese Breach
usertere B ik bk ety physiaHik tathas been fie ondek.

* Moontains ithim ation ke te opened.
aunenteek poner,and a = hoonains allte him ation
porero avnode. » koonaisaponerovtefiks I€tined by set)).

= W hen you sartyourprogiam ,, node, te kS ske, etc.
te 0S has tree ik BOE
entres one each brsdn,
stout, sttenr-

» Eachtine open(Q) sGalEd,anew
ik bk entty Baeatd nte
OS.

LR ik desaopor @D, Ess fequently fibles) B a processunipue oentiier Gandie) br
a ik oroter nputOupUtresource ,sudh as a pipe ormetvork sodet



hodes and \vnodes

> In the VFS framework, every file or directory in active use is represented by a vhode object in
kernel memory.

»  Eadh goecic ik sysem manans a cade ofils Froe S
IeS'I | | i ree space

= Eadh wode has a sendard ik atirbues
stuct

»  Generc\vnode pont atiibsystem -goecilic stuct
€ g-, node, mode), seen only by e flbsysem .

*  VVNnode operations are m acios thatvecbr o
filbsyseEm -gpecilic procedures.

NFS UFS




Vnode O peratibns and Atiribues

vnode attributes

—> Mode

—> nihk

—> ownerD
—>  oNVNelG Iioup
—— 6D

— kD

— TSk

» acoessime
—> modiyTme
— gereratorNo

Generic Operations

— Vop_cettr(ati)
— \Op_ScEtir(at)
— \oHQ

— \iobieEQ

Directory Operations

Files Operations

— \VOp_lename (p,name, thp,tp,name)
— vop_ MkdrQUT op,name,\vatin)

— \Oop_mdr§p,name)

— \op_sym Mk OUT \fp, nam e, \atir, corents)
— \op_teaddir(UD,ao0kE)

— \vop_leadink @D)

—— vop_bokup QUT \vpp,neme) |, \Oop_getages @age™,
— caeat QUT \op,name,\vati)

R | ’ , \VOop_putpages @age™,
— \Op_lIEemowe (p,name) coutgsync,ofBsD
— vop_Ihk¢p,neme) —— \vop B



» Actie vhodes are ieerence-aouted by e stiucties
tathoH poners b tem .

» sysem gpen ik 6ok )
" process aunentdeecory
= ik sysem mountports
= er.

HASH @sid, fileid)  VFS fee Bsthead

()
» Eadh goecic fik sysem manans isovn hash of ®
vinodes BSD).

» goeciic FS handkes nialization

FS handk @ ()
» fee Btemantned by VFS v
()

> Metods

" voetp):rechin caded nactae vode fom VS fee Bt
» viek): haem entaeerence counTton an acte vode o—0-0
» viekB(p): rekase ekrence counton avode

= vgone@p)-vinode 5o brngenalid @ik s emoved)




Pathnan e Tiaveral

> W hena patham e B passed as an algun entb a sysem Gl te syscalllayer must “convert it to a vnode'.

» Pathan e tiaversal B a sequence ohvop  bokiup calb © descend e tree b benamed B or
drecbry.
o open(‘/tmp/zot”)
o = getvode Dr/@oodr)
vP=>vop_bokup@op "tnp);
MO =,
vPp=>vop_bokup@&ovp, “zot');
> Bues n pathan e taveral
"  a0ssIg mouttportts
» Obtaning Iooctvode ©raunentdr)
» fnding resoaettvodes nmemory
»  caching nam e=>uwode tianshtibns
= symbolic G ks
= dek mpEnmentatin ofdeecbres
»  bdkngAeErencing © hadEk races
= wilh name aeatke ad delkEe gperatns

O O O O



NFS Protoool

» NFS Banetvork protocol iyered above TCPAP.

 OrmgnmalnpkEnenttibns use UDP wansportbr by overhead.

Maxmum P padetsie was naeased b matth FS bbdk sire, © alby sendfeceie ofentae ik
bbd<s.

= Same mpkEnentatibns ofNFS albo use TCP as a angoort

» The NFS protbocol b a setofm essage Him ats and §pes.
» CIEntBeLes a reguestim essage bBra sewvine gpelation.-

» Senerperbm s regueskd operation and retumns a rieply m essage w th status and @erhaps) requested
data.



Netvork B bdk Sbrage

> One goproadh © scalBbE sbiage B L atidh raw bbdk sbirage © a netvork.

= abstiactibn-0S addiesses sbrage by <vollim e, secr>.
o BExampksare BCSLPetal, FC -aactess tirough soupedup devie drier

» dedcated Storage Area Netvork orgeneralpuipose netvork
o Bxampksare FbieChanehs.Etemnet

» dhared acoessw iih scalbbE bandw mh and capacily

* voblme-based adn nstatie ok
o badwp,volim e iepiaton, rem ok sharmg

» Called “raw” or “block”, “storage volumes” or just “SAN”.



NAS and SAN

> Network Attached Storage (NAS)

=  hNAS,one ormore dedicated ik senerorsbiage devies are made
availbbE n aLAN _Therebie, te tanskrofdat, partoubrly Bricadwp ,stll
akes phoe overte exsting LAN

» Storage Area Network (SAN)
=  SAN Banetvorkwhioh provides acoess © consolidated , bbd<-bveldata
sbirage . SANs are prin arly used © aoctess data sbirage devies ke dek
anays and gpe Ibrares fan serers o thatte devies gopear b te
operating sysem as drectatibded sbrage.-

» There has been some debate over whether NAS and SAN is good
for enterprises.

»  Netvork-Atlbdhed Strage has been the dom nantappioach © shared
sbiage snce NFS .

= NAS —=NFS orC FS -nam ed files overttemethenet

» Netork Applance Knovn as filkrs

» FibreChannel (FC) SAN is considered to be fundamentally faster way to access shared storage.

No ndeection tiough a file serner

Loveroverihead on cliens

Netvork B betierbster @otdheapen) and dediaedAused
Brocade ,HP,Emulkxare some bg plhyers.
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NAS and SAN W hats betier?

» FC sahophend tednobgy ncowporating N IC enhancem ents O reduce hostioverhead butibogged dovn n
neropeiabilily prabEn s.

> Etemets getiing BskerbBstertan FC sudh asgpebi, 10gnabi, + snarerN Cs,+ snareBser
svides

> The doe ofnetvork B Tindam enally ortbogonalb sbirage servibe desin.
= Wellaihostfby coniolLRDMA ,user-b\elacoess

> The tindam enalguestions are really aboutabstiactions.. Foream pke ,,shared rav volbme \s.
shared ik voblme \s_priat deks



» Rehltbnaldatbase (BM and O ieck)sudh as Hbks, tansactions, query Binguage
> Fiksysem sudhasherardhalname sopace wIhACLs

> Bbdksbiage sudh as SAN ,Petal,RA D-nabox @ g-,EMC)

> Obpctsbrage whete copct— ik, w ih a fhtnam e goaceNASD ,DDS

> Perssentobpct sudh as ponerstuctes, requies tansactions-:00DB ,Obpc e



Rem ot Procedure CallRPC)

> A rem ot procedure call B an nerprocess aom m unication edninue used breietesenerbased
aopicatnns.
= A cient=ends regquestim essage tatbe RPC wanshies and sends © e sener: The requestm ay be a procedure
oratinction callb a rem ot sener-

= W hen te sernereceiles te request,; isends e required response badk © e client The clients bbded
whilk te server B processing e alland only resum ed exeaution aferte serner s Theed.

» The sequence ofevernts moled NnRPC are =

C EentMadchne SererMachne
Themessage B
Acabilp';?q'?ne%q tansEnred bteserer  Senerstb iemoves i R
by the client’s operating te param eters. Functions
calkd.
sSysem . \ J
1 2 3 4 5 6 t
Stb
Stbmakesasysem call - _
The message B receiled
bs=dtemessage e by sereroS i Sererstb alb t
sererabgwih te b ene IIOI essed sererpiocedue. RPC <

param eers. <




> Avrtaliik sysen (VFS)orvrtalfiesysem swiloh B an abstiacthyeron tp ofam ore conaete ik
system .

Kkalbys clientappicatinns O acoess diliEEetipes ofconaete ik sysems naunibm way.

————————————————

v v l v l

Devie Dners




Netvork Fik Sysen (NFS)

> VIS aostiack e aoonaeke FS

* VFS builis e vnodes C lentiachine ServerMachine
conesponding © nodes UserPiogiam s
ofconaeeF s @000 0@l S
syscallher sysallher
» Users neneacswin _ }
rcalFisysen VrtalFikEesysem
VFS using sysem cals v i
= NFS clentand serer O &) SN ™ -
in plm ertbe RPC 00960 e
Q
o0
» RPC conmunatesofr <
TCPDP pors MEs
Cient

= NFS mpEnentsstios

» The nEnode holbis clientsate needed © Neractv n
te s=nerpoperake onte ik



NFS ik ebrence

> hNFS, e ekbrence sa ik hadk orfadE,a tkentdetwwhose valie Bdeteim ned by e serer-

= Ihclbdes allimbim atibn needed © Dentily e filkObpcton e s=rern ad ind iouickly.

vwblme D| node# generaton #




StekssBehavprofiNFS

» Stateful behavior vs Stateless Services

> A classical NFS server maintains no in-memory hard state.
s The onlyhard st B te sBbE ik sysem mage ondek.

* o recod ofclients orgpen files

* No mpkialgunent L requests

< no sernerrm ananed ik ofeets: read and wrie request m ustepiIicily tansn tbe bye ofestbr
each operatin.

* nowrie-badk caching on te sener
* o record ofrecently processed requestks

> Stateless behavior of NFS makes failure recovery simple and efficient.



StekssBehavprofiNFS

> Recovery in Stateless NFS

* NoNeed © rebull mHmemory st of * CbssalNDS useswhoh B » RPC masks netvork enors by
sLner connectibnkess prooool Ietansn iting a requestaieran
adaptie tineout
» C IentteestbEes TCP Comnection » Senerfillie B tangpalentb te
clent; no connection © break or » A diopped padets ndstinguEEbE

= C IeThetansn ks pending lequests. reestbiEn. ffom aaashed server.

» A aashed serner s ndstingushabk
fon asbwv serer.

» Albhough sm pk butSeat kss behavbrhas probken s

Constrained interface Update Operations Inconsistency
» Recovery-oyHetansn Bsbn » Update operatbns are disk-in ied. » NFS camnot@Quiie)pres=erne baal
aonstans te senernerbce. singk-aopy semantecs.
» Updates m ustoomm synchionously
» RPCAUDP has exeate-atikastonce atbe s=rer. * Fiesmaybe emovedwhik teyale
semantics_(“send and pray”), which openontbeclient
com pram Besperbmance and = Sernercanothep in clentcadhe

aonecthess. aonssENCy.



StekssBehavorofiNFS -PoentmeIRemedies

Retransmissions and Idempotency

Synchronous Writes

File Cache Consistency

= Hope for the best and smooth over
non-idempotent requests.

o MapPENOENT and EEXBT
ESUCCESS .

= Use TCP or some other transport
protocol that produces reliable, in-
order delivery.

o However, hoheroverhead _ad
we stillneed sessDns.

Delay the response until convenient
for the server.

o NFS write-gathering optin Zatibns
HBrclsered wries G #ro group
commit n dattlbases).

o Relesonwrie-behind fom NFS 0O
deemons (ods)-

Timestamp invalidation
(NFS).

o Tmestmp each cade
entry,and pernodaly
query the server: “has
ts ik dhanged snce
tet?’; invalidate
cade Fskek.-

= Implement an execute-at-most once
RPC transport.

o TCP-lke fatures GEguence
num bers)._.and sessins.

= Keep a retransmission cache on the
server.

» RememberrecantequestDsad

terreaubls,ad psteserd te
resulic

Throw hardware at it: non-volatile
memory (NVRAM)

o Bateeryrbaded RAM orUPS
Oninenuptb e poversuppl).

o Useasan gperation bg (Netvork
ApplBnce W AFL)orasa non-
vohtik dekwrie bufer (Cegat).

Replicate server and buffer in memory
(e.g., MIT Harp).

Callback invalidation (AFS,
Sprite, Spritely NFS).

»  Requestnotiication
Gahbad)Ton e
sener e ik
dnanges; nalae
cade andOrdsabke
caching on callbadk.

Leases (NQ-NFS) Later:
distributed shared memory




NFS V3

> NFS V3 sidesteps the synchronous write problem by adding a new asynchronous write operation.

= Sernermay repl/ O clientas soon as kaoosp s e wrile, bebre exeauting/Oomm iiing k&
o IFbe serneraik, im ay decard any subsstofthe acosped butunacomm ied wrkes.

= CIentholbs asyndonously wrien data n s cade and ieBssues e wries e seneralk ad
iIestrs.

o W hen B iakE Drte clieto decad s bufBred wrnkes?
o How can te cientell ite senerhas failked?

» NFS V3 adds a new commit operation to go with async-write.

» Clientmay Bsue aacomm kbra fik bye mge atany tine.
= Servermustexeaut allcovered unaomm ied wrikes bebie repl/ig b teconm i

= W hen te clientteceies te ieply, im ay saly discard any bufered wriles covered by e conm i

= Senerretumsa\erierw i eery iepl/  an asyncwrie oracomm maeguest

» The\eniier B pstan negertiats guaraieed © dange fibhe senerestars,and © neverdange bad<.
= W hatifte clientaashes?



NFS\A Feates

> Severlnew Batures hanve been added ©NSF A

State-fullness Byte-range locking and share modes Compound request format
> Theusage Mbmatbnofancbpct > Ipovides supportbrioyte- » AnNFS\A clienttcan acombine
by an NFS\V clients m ananed by range bdking and dhare modes saeralsm pk operatins (br
e s=ner. as partofte base probool ean pk,LOOKUP,OPEN,
ad READ) nbasigke
> opening, boking, reading, and > Locking NNFS\V i base— IeqUestD e serer
wriling,, cany seie nbm ation that based ,whioh requiies te
notily te serverofte nentibnson NFS\V clientomanan conect > The sigk requestalbiys
e dopctiy te client w ih e serero presene gpen NFSV © perbim a aom pkex
ad bdk st ovned by e opelation N one netvork
> The servercan ietun bim atbn © clent edange-
a clientalboutotercients having
meTtinns on e sane dbpct

» The use ofa perssiEntopen on e
LErneravoms somn e skatns
where an NFS versbn 2 or3 client
aouH beaom e bded ocutofa e
whiEwrtiihng © i



NFSW

improved security

> The NFS\Wv protoool

Soecilies mpioved
Sseaurnlymedaniens
overte oters requred
by previbus protocol
\eIsDns.

provides supportbr
Kerbelos 5
autentcation and daea
protection n addon ©
te tediibnal
AUTH_SYS seaurly.

The seauniyy AP lused by
NFS\Y albws breasy
addtion ofnew seaurnly
mednaniens nte
Tite.

standardizes the

representation of string data
> The NFS\v protoool

sadadeestbe
Iepiesenation ofskng
data.

> Alsting dataused by

te protbool B
iepresated NnUTFS8as
Eaoss=s e netvork.

Userand gioup

mbm ation B pass=d
betveen e clientad
sener n stng bim ,not
asnunerc\albesas n
prevDus \eIsDns.

Unification

> The NFS\Wv protoool

aom bnes e separae
aom ponentpilobcok of
prevbus NFS versbns
b a sgk prooool
Soeciicatnn.

» The sngk pontof

conectbrte NFS\A
protbcolalbwys brieter

aom patibilly w ih
netvork frie wals.

RPC Over TCP

» NFS Versbn4 requees
supportofRPC over
steam ng netvork
wangoortprobook sudh
asTCP.

» The NFS\wv support
provided by BM 1uses
TCP eclsiel/.



hsalihg NFS on Linux Serner

> Install the nfs-kernel-server software package.

» sudo gptnsalinElkemnelsener

» Start the NFS server
» sudo sysen cisartnEtemnellsener=seivme

» Configure the directories to be exported by
adding them to the /etc/exports file.

» Av Nosycsbtee dedXk)

» Lhare wugaoom @ syncho subtee dedl)

= Acath (v asyncjo_subtiee dnedk)jo oot sguash)
> Apply the new config via

= sudo exqorts a
» Check status or restart service

» sudo sysem clresartnEkemellserner

o Mgieste clientoom puteriot reed and wrie

aoarssbtevoblme.

o KbriaesNFS bwrie dhanges b dekbebre

iepl/ing.-Ths resuls namore sebkad
conssenternvaom entbbutreduces the goeed
offfie opelatibns.

no_subtree_check
o Nprevent subtee dhedking,whith Ba process

where te hostim ustthedkwheterte ik B
actiall/ stillanailbbE N te exqported ee Dr
eery request Thscan cause many piobkens
when afik B renamedwhike te clienthes ©
opened. halh cstallcases, KB betero
dsabk subtee dhedking.

no_root_squash
o BydeBuEENFS wanshes irequests fon a oot

userem oely N a nonprvikged useron e
rer.Thswas nended as seaunly Eatre
preventa 1iootacooutton e clientiom using
te fik sysem ofte hostas oot

No 1ot souash dsabkes s behavorbr
cereain shares.



» To enable NFS support on a client system
» sudo gptnsalinb-aonmon

» Use the mount command to mount a shared NFS directory from another machine

»  sudo mkdrOotl=shares
»  sudo moutticshalesMusna.com Arv Opttshares

The m ounpontdrecry Opteam pk m ustexst There shouH e no files orsubdirecbres n e
Lpteam pk drecbry, el ey w llbeacom e naoccessbE uniite Nk filbsysem Bum ouned.

» The general syntax for the line in /etc/fstab file is as follows:

" ccharesMushaoom Aiv Ootcshares b sie=8192 ywsine=8192 i ec=14
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Server Message Block GMB)

» SernerM essage B bdk GM B) B a clientsenerpiotco lbatprovies acoess O iesources such as ks,
priners and seralnerboes, and Bcilliates com m unication betveen netvork processes.

» SMB clients can aommunicate w ih any softvare tats confipured O receile SMB requess over TCPAP or
NeBDS.

» O perates as an gppicaton-kbvelnetvork protocol
> Provides an autentcated herpiocess aomm unicatibn medanien -
» Mostusage ofSMB mvolles aom puéeers iumning M mrosoftv ndows:

> W #h SMB ,you can m ounta shared fie Bherdrectly on a balW ndovsorMad)S machne,orna
cbud vrtialm adhne .M odem \veirsibns ofSM B provioe seaunly Eatires such asAES-based data

encryjotion.
» SMB was bmerlykovn asCFS Canmon hemet-ik Sysem )—ts Ban ol \eisbn oftbe SMB
protcolwhioh was deconm Bsibned because twas neficentand had severe seaunly thws.

» The SMB protocol operates in “requestfesponse” mode—saveralm essages are satietveen e client
ad e serner esBbliEh a comnectin.



» BanyFepenbaum orgnally mented SMB atBM
» TumDOS "henut33 " 1h) baHik-aotess Nb a netvorked filksystem
» M Dosoftm ade aconsierab ke m odilications © e \versbn used m ostoomm only
» Merged te SMB protocolw ih the LAN Manager
» Devebpgwih 3Can €Crca 1990)
» Continued b add Eattres © e protoool

= W ndows BrW orkgroups €Crca 1992)
" aenersonsofiV ndows.

» Orgnaldespn ofSM B ewvieaged nuningonopofte NeB DS and NeBEU IAP B
» Typaly mpeEnenedwih NBF,NeB DS over PX6PX ,NBT

» SMB can ako run dectly on te TCPAP protocok hteoduced wih W ndows 2000.

» Aboutiwhen SunM Dosysem s amnounced W eoNFS M orosofithundyed an nidetie N 1996 O rename
SMB b Canmon hemet-ie Sysem CFS)

» Added more Eatnes, ncbhding

»  Supgportbrsym boic Inks, hard Inks, hirger ik sires-and an atiem ptatsupporting deect
comectonsw ihoutallte NeB DS Tinm ngs

»  Lagely eqoerm entalefbrtbhatiequred Tirteriefmenent



SMB Versbns

» Commonly used versions of SMB are

CIFS SMB 2.0 SMB 3.0
« Canmon hemet-ik System  mpioved on CFS ad reduced « an mpoved verson ofte
dhattiness by reducing te protcoiwhioh provided Eates
. ABOK SMB1 num berofprotcolconmands ke SMB Dsect SMB
rovnas fon hundreds b uder20 ad TrangparentFaibver,ad
added rtb ol Inks._ i poratsecurily Eatl
. o I e el supportbrsym i porE rily Lies
probooltatwas exaen nclding AES encrsfotion.
dhatty and sbved dovnW ANs _
due D te extia bad kaeaked. k * Ao rlesoled aialseaurily
alo sufBred fom maprsecurily EElESs
wihercbiltes.

» Older versions of SMB
* O Henersons ofSM B used Egacy prooaok ke PE orfNeBEU L

» Modem SMB softvare and devibes acomm onlly comm unicae deectly over TCPAP ,or i Bnot
suppored,veNeB DS overTCPAP.

» CliEnsad serners can mpken entdiErentversons ofSM B and negotae \ersbns and cGapabillties
bebre comecting -



Suppored 0OS

> Operating sysem s tatsupportSM B nclide:
: M DrosoftV ndovs—alhersbns snce W ndowvs 95
2 Lnux kemel
3 MacdO S—strting fan MacOS X Lbn

> Free and open source m pkEm entations ofSM B ncllde:

3 FreeBSD—based on an SM B clientim plem entation caled snbbs
: Sam ba—a servertatm pEm ents the SM B protocoland M orosoftexensons



> Newenersons ofw ndows senelrs ncloe a Eatre called SM B D rect,which supgpors Rem ok D kect
M em ory Acoess RDM A)netvork adapers.

* RDMA-aom patbk netvork cards provioe hiph perbim ance w ih very by Bencyand bw use of
CPU resources.

» Touse SMB D rect, e Dby ing condiibns mustbe met

= Camectin B betveen tvo orm ore aom puters are ining W ndows Serner2012 R2,
W ndows Serner2012 or Bter

* Oneormore oftte aom puters are equipped w ih RDM A-aom patibe netvork
adaptrs
» W hen using SMB D rectin a fib\erscenarp, ensuie tatthe clisermetyork provioes suficett
perbm anae HBrSM B D rect, and tatallicblisernodes haanve Receile Soe Salihg RSS)ad RDMA
netvork adapters.

» SM B MulIbhamelldhedks the netvork adapotercapab ilities oftonnection parters.You m usternablke
SMB Mulidhamelto use SMB D rect



SMB Security Threats

EternalBlue

+ h2017,aserbuswihercbilily
calkd EemaBlewasBbud n
SMB Versbn 1 SGMBVL).

* The wiherabilly albrved an
atedero nselinalvare on
any aom puteriuning SMB1,
w ihoutany action required by

teuer-

* M mosoftrelbased an
em elgency patth M S17-010)
HBroiswihercbilily tat
aovered allsuppored W ndowvs
\erIsons.

WannaCry

* WamaCrywas an ateXk tat
bPweiaged te EEMaB e
wiiherabilily/.

* spread \very quirkly,
destoyng aom pran iB2d
sSysems.

* ISMB1 senabEdona
sysem ,WamaCriycanuse k
w ihoutarny user nernenton,
nstalliansonware paybads,
and ten scan and nectoter
SMB1 com patibk sysens
aonneced  te neced
sysem .

* W amneCry caused soniicant
dam age brgovemrments,
NSt itions and com panies
fon te medalauomotie,
QoMM uNiCatDnNs,, fangporation
and oter ndustes-M mosoft
ok an unprecedertied actibon
and provided fxes brend-ofF
e \ersbns ofiV ndows,
nclbding W ndowsXP.

Nyetya

* Nyetawas orgnally
conceled asa supply dan

atbdk,and was albo dstributed

vi EemaBle.

 kako tokachantege of
anoterSM B wiherabilily

calEd EemaRon ance,whith

was \ery efectie nol
W ndovs\ersons.Nyeta

appeared © be Ransonwaire,

butin Bctiwasw pevare.

» kdephyed aRansomware
message, butuseis coubn
pay,and alldata on neced
sysemswas bst

Oters

* There are addbnalscenarnns

nwhith atieders berage te

SMB pirotbaol,even w ihout

iel/ing on awhebilily.

Threats ke Bad Ralobi,

O ImpccDestoyerad

Sam Sam used varbus
metbodsbganacessba
netvork,and once nside,,used
SMB b ganacoess
sensiie sysems.

h otercas=s, atbders
conducted biute bice atbds
on SMB shales, tying a hige
num berofpassyords untiitey
gained acoess b sensiile
data.



SM B Seauntyy Feates

N porantseaunty Eatues.

SMB Encryption

Provies end-o-end enarypotion ofall
data tansn #ed overSM B , preventing
nmerogption ofcommunicatbnson
unseaured netvorks.

SM B enarypotion does notiequizre
Ps=corWW AN aocceEration © gpelate.

can be confipured on a specilic file
shaie ora Tk s=rer-

SMB encryption Ban mporant

m easure Drpioecting sensiile daga
ad preventingman ntem odke
atedk.

Secure Dialect Negotiation

SMB 3.0 can detectatbds tiat
atiem ptto dovngiade e protocol
fom 30 20,oriemove essental
Seaurly Gapabiltes.

W hen a clientorsernerdeteck sudh
an atibdk, the connection B &m natd
and a seaunly events recoided nte
eventhbg.

Howe\ver, seaure lhinguage negotiation
cannotdetectorprieventa dovngrade
OSMB 10.

Esessentalbds=abkESMB 10
sener,whioh has criiicalseaunly
Thws,on any Egacy sysem tatstll
[Uppors ik

» Asa regoons= © SM B seaunly vuiherabilities and w tlespread atbds ,M Drosoitntoduced several

New Signing Algorithm

+ SMB 30 usesmodemn ayptogiapohic
aboribm s brspnng, n partoubr
AES-CMAC and AES-CCM .

* Thesemodem aborbmscan
soniicantly acce brate encrspptiopn on
modemn CPUs_SMB 2.0 alko supports
encrypton, butusing te oberHMAC -
SHA256 alborim .



Versions and implementations

* The Dby ing Bl eEis  "SMB™'as nclding an SMB clieit
oran SMB s=aner
 IhclLding te varpus probcok tatexend SMB
» Forsm picily ad concieaness and vagueness, hovever;, e Istom iEmattion
ofte exatoraom pkEteness of e 1Iem plEm entation orporting sets bray
oftes= mpEnatatins
* Lumpsten alltbtgetersmpl/as'SMB'™



Versions and implementations

» Sam ba,a fee re-in plen erttation oftbe SM B protocoland ofbe M mrosofitexensions © &, nclbdesan SMB serner
and a command-Hine SMB client

» SambaTNG a bk ofSam ba.

> The Linux kemel nclbdes two SM B clientm pkEm enations thatuse te LInux VS , providing acoess b flelsonan SMB
serertiough te sandad ik sysem AP EsnbBand cib.

» FreeBSD nclidesan SM B clientim pem entation callked snbb tatuses I VFS.
» Sohrs has a propctcalied C FS clientbrSohlrs, based on teMac0S X anbk.
» SunM oosystem s added nHemelC FS sugporto Solrs n O cooer2007

> FireeNAS ,a dedicated sn allsired NAS serer; uns FireeBSD Biri\ etvork-attieded sbrage AS) servioes,and
supporss protbcok ncblding C FSGanmba

> Netvork Applance has an SM B server m plkEm enation

» ICFS ofersan mpknentation ofSMB nJava
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File Transfer Protocol (FTP)

» FTP allows user to install and transfer files or folders from one system to the other.

» aboworks nasm ihrwvay asHT TP Breanskening W eb pages fon a senerb a userbrovser.

» Fik TransErpiotool Em ostly used HBrdovnbading a filk fon a sernerad ten B upbaded
asaW eb page fik.

» The term FTP is owned by Apache

> Required FTP software to be installed on both machines involved in transferring file

> Different software implementations are available, some are paid and some are free to use.



H sy oft- e TranserP1riococol-TP)

> hAprilofl1971 te fast-TP sahdard was aeated whbh was RFC 114.. kwas mvered bebie TCPAP
was even mvatted.

> Objcties

» D pron ok sharmng offiles
» Oshebauserfon varatons n fik sbiage sysem sanog hoss
» O tanskErdata eleblyad eficent,.

> Made DBr heiopeiabilily

» Many publC oiganzations support-TP Senelrs
» AbvstansBEraaosste 0S,Sysemsad D #iEentachiectres



Procedure to used

> hodero Settp an FTP Service one mustdo te Bibyving:

» hsallFTP softvare Gernerand C Iiend)
= Selkctiik orfies whioh need © be tansEned

» Send filk orfiks by com puerrmetvorks
» Fnalsep:Fik orfiks sarto tansker



ADVANTAGES OF FTP

» FTP can be used num erous am ounts oftin e Uniin ied}
» FTP canbeusedaytine

> Fiks can be tanskEned w ihoutany hassk
»> No In &as 1 how many ks orbbers can be ®tanséened

> Any e offik orbbercan be tanskened

» Easy© nsallonmadine



Disadvantages of File Transfer Protocol

» Maostly used on Unkand Linux com puersysems

» Notoom patibke w ih every sysem and hds sugport

» ASC limode and B nary M ode are used and dilier fon the way tey sernd data.



The problems FTP can solve

> Fik TransErPiooolETP) B e stidard mednanien pirovioed by TCPAP Braogpyng a file fom one
hostb anoter-

> Albough tanskening filks fon one sysem b anocterseem ssim pk and siaghtbrvard ,some
probEm s m ustioe dealtw #h fast

»  The sysensmay use diierentiik nam e convetions
» The sysemsmay have diiErettways D iepresentextand dat.
» The system smay have diierentdrecbry stuctiies.

» Alloffte=se probkEm s hanve been soled by FTP na\ery sin pk and ekkegantapproadn.



> FTP us=es e servies of TCP.

= Meedstvo TCP caomectons.

0 Thewellknovn port21 B used HBrie conolconnection.
d Thewellknonvn port20 Bre data connection.-

FTP Client FTP Server

Catolcrarey——<_ 7 7 A

TCP 21
Netvork e ]

TCP 20
Data Chanrel




FTP CoteolConection SEps

» Opening ofConnection akes phce N o seps

= SenerContolProoess O pens a passie aonmection
» CiIentCaotolProcess O pens an actie aonmection

Passie Open, TCP 21

Action O pen, TCP Ephem eraljport TCP 21




FTP CoteolConection SEps

Data Chanel

Passie Open, TCP Ephem eralport

» C Ientsend an gghem eralport

_ ContoIiChanel
Nnum bervie oo ldanel

Send Ephem eralPorto Serner

> Senergpans an actie daga
darelHion port20

ephem eralporton clientdaa
process

Ephem eralPort
Actie Conection




Using Data and CotwolIChaneb

» Control communications takes place using NVT ASCII

CENtE SenersSe

ChEnt | Sikeode . ChiEit Portzl Senrer | aode | Serner

oS CP Netvoik VirtalTem nal VTASCH CP oS
dnaracersst.defined NRFC 84

A
A
A

> Client defines the transmission mode along with file types and related data structure

Client | CEntSeTypes
oS | ]

» Client Sends commands and Server replies with responses

Po

SererSteTyes| Serer

C EEtDefines, F ik Types,Data stuctiies |, OS

And ®ansn Bsbnmode

SendCanmands PortZl_’I

Chint Serner

CP B Send Responses CP




» Connectibn aomm ands are used © m anmanerordBoonnectsessnn  betveen clientarnd sener

USER , PASS @ ACCT @ REIN @ QuIT @ ABOR
Used © Used © Acoourtt Used © Logoutofte Aborthst
Soecly user- Specily hbm atibn Reninlire system acaommard
o Passvord



Data E>xxdange Relbted Canmands

» Canmands used b manipule dat relbted gperlatins

CWD « CDUP w DELE w LBT @ NLBT @ MKD
Change diecry Gob parent DekkaFik Diphy Dphy Createanew
drecbry fibstiecbries fistiecore diecbry
swihout
atiributes
@® PwD w RMD w RNFR @ RNTO @ SVNT
D nment
W;?(?é(:jjiecuy Dekt adeecbry tb)lelr;etij/teg _F:iaerﬂnea M ountfie system



Data §/pe, Portaind oiganzatibn comm ands

» These aommands are used D goecily e data §pe and terstuctne

e @ STRU ® Mode
> Speclygpeoffi > Specily > SpeciyMode of

= A-ASCH olganization of Transn BN

= E-EBCDL dat . S_s

o " FoFe « B-Bbdk
" N-Norprt * R-Recod
= T-Tehet = C —Canpress=d
= P-Page
@ PORT ® Pasv
> Specilyadgiport > Severo sekcta port

num ber



Data TraskErRebed Canmands

» Folbwvings commands are used Brdata tanskrebted Tinctons

. RETR & SIOR

Rewive a Sbiea
fil fom ik
LRer ISS \V'S 8

> OterCanmands

-

HELP

Retee

about
Lner

w APPE

Saneas
STOR but

appends
data iFfil

exsBt

w STOU

Sanea
STOR ,but
uses
unope ik
name n
drecbry

SENer

NOOP o SNE @ SYST

Chedk F
LREers
alke

Sk
Speciic
ammad
s

Retm\e
nbm ato
naxd
SerneroSs

@ ALO @ ResT @ STAT

Albcated
Sage at

Positibn Geste
Fik satisof
m arkerat fies
gLendaa

ot



Responses

Transient Negative Replies

Initial Reply
120 Servire w llbe ready shortly
125 Data CharelOpen,DT w ilistartshortly

150

Fik S&atsO0K ,DC w illopen shortly

Completion Replies

425 CamnotopenDC

426 ChannelC bsed; TransErabored
450 Fiik Action notken; fik notavailbbke
451 Actibn aboreed; bcalenor

452 Actibn abored; nauficentsbrage

Negative Completion Replies

200 Canmand OK

211 Sysem SausorHep Reply
212 D recry Sttis

213 FESats

214 HebMessage

215 Nam g te sysem §pe

220  Servie Ready

221  SewieCbsig

225 DCOpen

226  Cbs=dDC

227 Entering passie m ode;sernersends s P addiess and portnum ber
230 UserlognOK

250 Requestfik actbn OK

Immediate Replies

331 Usemam e OK ,Passvord Required
ICC Need acocountbrbgging
330 Filk action B pending,more nbim ation required

500 Syitex Enor: recognized conm and

501  SynexEnorn paan e ersoraijgun ents

502 Canmand notim pkemented

503 Bad sequence ofcommands

504 Canm and Param etermottin plem ered

530 Usersnotibgged n

52 Need accountbrsoring fie

550 Actbn snotdone; fik notanvaibbke

552 Reqguested Actibn aborted ;exaeeded sbirage quota
553 Reguestaction no Bken; ik nam e notalbrved




TFTP

> There are occasions when we need to simply copy a file without the need for all of the features
of the FTP protocol.

» Foream pk,when a dekkss workstation ora rouger B lbooted ,we need © dovnibad e bootstap
and cornipuration filks.

» Here we do notneed allofthe sophstcation provioed n FTP.W e pistineed a protocoltbatouinkly
aopeste fiks.



> TFTP uses te servibes of UDP on tewelk- RRQ Message

knowvn portao. Fikname | mode |
variable 8 bits variable 8 bits
» Message Categores
WRQ Message
= RRQ
WR Code=2 FiEname | mode |
| ]
Q 16 bits variable 8 bits variable 8 bits
= DAITA Data Format
= ACK oles=—<| Bbd<NoO. Dat
= Enor 16 bits 16 bits Up to 512 bytes
ACK Message
T
16 bits 16 bits
Error Message

EmorNo | EnmorDatg
16 bits 16 bits variable 8 bits




THTP EmorM essages

No defined

Fie Notbud

AaxrssVDHEEIDN

D Bk FullorA Ibcatibn Excoeeded quota

Il0alO peration

Unknown portnum ber

FikAleady ExiE

N ojga|l~hWINIF|O

No Such User




> Reading Fik fom serer » Storng Fie on serer

RRQ Message WRQ Message

ASCH Fik AE ASCH Fik

ACK

B -
Error
‘—E Enmordat

Data
1 Istbbdk ofdata

Error

d3AH3S
AIN3ITO
d3JAN3S

o p oo

Enmordata




UDP port numbers used by TFTP

Passie Open
CHIt [« TP Sener
Actae Open
< » Sener
Clent TCP 50032 TCP &9
TCP 50032 TCP
ChHEit | » Sener




Week 13 (Part 1)

Addressing


Week 13 (Part 1)


1-6 ADDRESS NG

> Four bvel ofaddresses are used nan nmemetem pbying te TCPAP probbook:

- Physial g Logial @ Port @ Speciic

= Usedon » Used onNetwvork » Used on Trangoort » Used onAppicaton
Physalad Layer Layer Layer
Data InkLayer  banpksare P » BPanpksare  Bbanpksare
 Banpksae ad PX TCPXADP SodetAddresses

MAC Address... addiesse=s Addiesse=s er.



PhysalAddiess

> Physaladdresses are m pritied on e N E .M astbcalarea netvorks Etemned) use a48-bkGhye)
physaladdriess wrilien as 12 hesadecim aldgis; every by Q hexadecm aldpgis) B separaed by a cobn.

Example:

07:01:02:01:2C:4B

A 6-byte (12 hexadecimal digits) physical
address.

» knovn albo aste MAC address
> B te addiess ofa node as defined by i5 LAN or'W AN
> Ikt nclbded N te fam e used by data InK lyer

> The physaladdresses n e dategian may dhange fan hop © hop.



» P addresses are necessary brunilersalcom m unications thatare ndependattofphyscalnetvork.
» No two hostaddress on e nemetcan have te same P addiess

> P addies=es n e hemnetare 32-bitaddiess tatunouely define a host
> The physaladdiesses w lldhange fan hop © hop, buthe Ibgaladdiesses usually eman te same.

> P\AAddiess=s

> Dotied decm alno&atibn




> NetvorkM ask Bused © pdentily te netvork and  hostaddiesses

Netvork Addiess HostAddiess || / Allls ANOs
B s biriNetvork B bDrHost
Addiess Addiess
11000000 10101000 00000001 00000001 11111111 11111111 11111111 00000000
192 168 1 1 255 255 255 (9]
1921681124

1921681 1 mask2552552550



C bsses ofiNetvork Addresses

Class 1st octet Network Mask
C bssA Netvork 0 -127 8
C bssB Netvorlk 128 -191 A6
C bssC Netvork 192 -223 24
C bssD Netvork 224 -239 -
C bssE Netvorlk 240 -255 -
Specul P addiess 00008 addresses used b aammuncae w ih te
balnetvork
1270008 LoopbadkAddiesses

1692540 0A6 Lnk—bcalAddiesses



PUubiC ad Prniate Addiesses

Private IP Address

Usedwih LAN
NotRecognred over nemet

Asspned by Sas
No Cost

ChssA 11000010 10255255255
ChssB -17216 00017231 255255

ChssC 11921680010 192168255255

Public IP Address

Used n PubkcNetvork
Recognizked on hemet
Asspned by RNA
Unipue G boally
NotH-ree

ChbssAZ1000To 9256555255
* 1100070 126255255255

ChssB - 128000T0 17215255255
c 1723200T0191 255255255

ChssC 1192000To 192167 2565255
19216900 To 223255255255



UnastVs M ulicastAddresses

> A unastaddiess igpresents a singk deviee n e netvork.
» A mulitastaddiess represents a group ofdevies n e netvork.

> A broadcastaddiess represents alldevioes N e netvorkk.

IP multicast address range Description Routable
2240000 22400255 Localsubnetvork No
224010022401 255 hemnetvork contol Yes

22402 0102240255255 AD-HOC bbdk1 Yes
24100102241 255255 Reserned
22430010 2244255255 AD-HOC bbdk?2 Yes

2250000231 255255255 Reserned

230001 23R 255255255 Source-specic mulitast Yes

2330000233251 255255 GLOP addessing Yes

233252000
>33 55, 255, 55, AD-HOC bbdk3 Yes

234000 1 234 256 255 255 Uncastpiefxbased Yes

2350000 238255255255 Reserned

2390001 239256255255 Adn nstataely sooped Yes




Fxed and Varebk Laegth SuonetM asking

> In subnetting, a large network is logically or physically divided into multiple small networks or "subnets."
» subnetting a hige netvork B 1 addiress netvork congestion and s negatie m pacton goeed ard
productyily.
= Subnetiing albb m proves eficency due O e way an addiess goace B utized na snallnetvork.

» The dwisDns betveen subnets albw oilganizations L enbice acoess coo b, whioh m proves netvork
seaunly, and helbs conmain seaurly ncoents.

» Fixed vs. Variable Length Masking

» Forsubnetiing an P addiess Dra netvork, one oftvo approades can be used-VLSM or-xed Length
SubnetM ask ELSM )-These m etbods diliEr n tiee keyways:

% FLSM aeates subnets ofe san e sive and an equalnum berofhostdentiiers, whik VLSM aeakes
ubnesw ih varying sivkesw ih a varebe nunm berofihose.

s FLSM Babeterdore brpnate P addiesses,whik VLSM Bm ore suebE Brpubiic P
addiesses.

s FLSM ends usemoie P addiesses than are necessary, whioh keds bwastege- hVLSM ,
wastbge Bm ninun because kusesa gven P addiess range more eficently.



P\6 Addiesses

> 128 bits (or 16 bytes) long: four times as long as its predecessor.

> 2728 : about 340 billion billion billion billion different addresses

» Colon hexadecimal notation:

» addressesare wrilien using 32 hesadecm aldpiis.
» dgiks are ananged no 8 groups of buro m prove e readabilily.
» G roups are separaed by cobns

20010718101 0016 020d 56HE 77 52a3
> IPv6 Zero Suppression

» Tosmplily te iepresanetibn of PVG addiesses, a contipuous sequence of16-bitbbds s=t
to 0 in the colon hexadecimal format can be compressed to “:"

7. known as double-aobn.
<+ Inkbaladdiess - FESDODODOD2AAFFFEOQAACA2 = FESO2AAFFFEQAACAZ2.

< mullitastaddiess - FFO20000002 = H0O22
< bophadkaddress - 00000001 =

» Zeyo aom pressibn can onllybe used once nagilen addiess.



P\6 Piefxes

» The prefix is the part of the address that indicates the bits that have fixed values or are
the bits of the subnet prefix.

> An IPv6 prefix is written in address/prefix-length notation.
» Foreamplk,21DA D348 and 21DA D30 2F3B 64 are P\6 addiess piefyes.

> IPv6 Address Categories

» P\V6 have tree §pes ofaddiess=s

s Unast:-Transn sson fon source © singke host

s Mulltast:-Transn BsDn fon source © group Ofhosk)address

s Anycast:-Tranan Bsbn fon souree O sig ke address ofihostivhere hosthas mulipke
D\VG addiesses



P\6 Address Types



Portaddress B a 16-btaddiess represened by ane decim allnum berranged fom O-656535) b doose a
process an ong m uliplke processes on the destination host

»  Destination portnum ber B needed Brdelery.
=  Source portnum ber B needed bBrireceiing a ieply as an ad<own Bdgnents.

hTCPAP ,al6-biportaddiess igpresented as one singke num ber-BE>ampk: 753
The physaladdresses dnange fan hop © hop, buthe bgaland portaddiesses usualy ieman te same.



———= Datalinklayer ———— IE :

e T g

Internet
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» Data com munications are used  exdange data betveen o devies via som e bim ofeansn ssbn
medim suchasawie GbE orwirekbss.

1. Dehay — Coredttestistin

2. Acauxy — AadusakedahR

3. Tmelhss— RaaHmetasn =
4. e —  Umnevendely



> Sender

> Recerer
> Medim

> Protoool

=T - 5 - Protocol
EE 1 - Message
2 - Sender < 4 - Medium

3 - Receiver




> Data Types

= Text
= Numbers
= Ihages
Audb
Vibeo

> Data flow
= Smpkx
» HalFupEx
= FulldupEx

DataFbyv N1 ©N2onl
>

DataFbv N1 ©N2 atTl1
>

<
DataFby N2 ODN1 atlT2

< >

Data Fbny Betveen N1
axdN2ATbe e

HalfDupkx

FUBDuUpEX



122 NETWORKS

> A netvork B a sstofdevines (hodes) connecked oy comm unication
s

+ A node can bbe a aom puter, prner, orany otherdevie
capab ke ofsending andOrreceving data generated by otber
Nnodes on te netvork.



Types ofcomectibns

» Pomntb pont
» Adedated Ik B provioed betveen o
devies

» Mulipont

* More than o goeciic devies dhale
asigk Ik




Netvork
Topobges

@@ @ o O o O o, RO @@
® 0 ee6 @00060||6 0|06




Catgores ofNetvorks

: LomlAsaNetvork CAN)
W iekssLoalAiaNetvork @V LAN)D
M esqolinAieaNetork (1 AN)D

W BeAaNeok @AN)

: VirtalPriaeNetvoks

= | 3VHEN
= [ 2VEN



183 THE NTERNET

> The harnethesdagdmay egoactsofaxcally Res.

>  tesalibced tewaywedo L maesaswellastewaywesosadar
ERetne.

> The hanst Baanmunicaion s tetheslya.gitaweaih of
Nnobmatim o o fiigartossad aganiEd Horaun e



14 PROTOCOLS AND STANDARDS

> Priotool sBs/aynasw ih ke Sachdsaeagesch pmniues.

» Protoob
* Syntax — format of the data
°* Semantics — meaning of each section
* Timing — when data should be sent and how fast.

> Sarhads
* De facto — by fact (not approved as a standard)
* Dejure —» by Law (approved)

> SacadsOigmeEtns
. harnaioalO iganication BrSechdizatin (BO)
. hematonalTelbcom m unicatibn Unibn —Telbocom m unication Standards @TUu-1)
*  AmaianNairalStthads hsetitie @QNSD
. IhstitieofE bcralad E bcaoncsEgieas(EEE)
*  Eboonc hdsresAsocatin ER)



LAYERED TASKS

> Anetvorkmodel s a hyered archikecte

. Taskbioken b Sbbsks Node | Da& Data Node
S — ; ; A Generae Receied B
p separel/ N hyers nsbdk d& Sent
= Functionsneed nbobh sysems
= Peerhelscaonmuncate
HDherLayers MaiBax H DherlLayers
} 1
P " M odk Layers PostOfie M odE Layers
» A sstofiubs tatgovemns data
Qomm unication l 1
= loepresents an agreem entbetveen te )
comm unicating devioes LoverlLayers Courer LoverlLayers

Road Netvork



LAYERED TASKS

> Anetvorkmodel s a hyered archikecte

. Taskbioken b Sbbsks Node | Da& Data Node
S — ; ; A Generae Receied B
p separel/ N hyers nsbdk d& Sent
= Functionsneed nbobh sysems
= Peerhelscaonmuncate
HDherLayers MaiBax H DherlLayers
} 1
P " M odk Layers PostOfie M odE Layers
» A sstofiubs tatgovemns data
Qomm unication l 1
= loepresents an agreem entbetveen te )
comm unicating devioes LoverlLayers Courer LoverlLayers

Road Netvork
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THE OSIMODEL

» EstbEed n 1947, te hematnalStedaids
O iganization (B0) B amuliinatinalbody
dedicated © worblv De agreem ernton nematonal

strdaids. Leyer/ - Applicaton R
» An BO Bte Open Sysemns hercomecton OSD -
maodel B te sbndaid tat covers all agpeck of L@erﬁ ° Presartatibn
netvork conmuncatons fon BO. kwas fist
nmeoduced N e bk 19/0s. —
5 | Layers ¢« Sessin .
> Layered Aichiiectiie S >
0 @
A lyeredmodel Layerd - Trangoort ks
» Eadh lyerperbim s a subsstofte requised
aom m unication ©inctions
» Eadh hyerrelikeson te nextbrver yeroo L@Erg ° Ne'lZVC)Ik
perbm more prin tie tnctions

. Eﬁﬂ@erpnwiﬂ&&wimbtermmﬂler v L@E"z o Da:al_“(
= Changes none lyershoul notrequise

e ocesecs cn cext Layerdl - Physial

»  The processes on each machine atagien
bEyerare caled peerrbpeerpiocess



PEER — TO — PEER PROCESS

=  Canmunicatibn m ustim ove dovrward tirough e lyers on te sending deviee ,overtbe acommuncaton
dnarel,ad yovard O te rece/ing devie

» Eadh hyern te s2nding device adds s ovn nbim atibn © e m essage receies fan te hyer pst
above and pass=es e Whok padage © e lyer pstioebw i

»  Athe receiving devie, te message s uwigoped lyerby byer,w h eadch process recewving ad
iIemoving te daameatbr i

=  The passing oftte data and netvork imbm ation dovn trough te lyers ofte sending device and badap
tiough e lyers ofte receiving devibe BEm ade possbE by interface betveen each parofadpoentihers

»  Ieerbce defines whatinbm atibn and servibes a byerm ustpirovioe brte lyerabove L



The neracton betveen lyers nte OSImocel

N1 N4
Application €= =»1 Application
Presentation [« » Presentation

Session [ =»| Session
Transport [€= =» Transport




» The physical layer is responsible for movements of individual bits from one hop (node) to the
next.

Functibn

Physaldharacerstcs ofnerboesand media
Representation ofbiks

Data it

Synchioneaton ofbis

Line coipuration @@omeb-pontorm uliipont)
Physicaltopobgy @ esh, str; ring orbus)

Tranan Bsbnmode (sin pkex, haliFupkExordupExX)

Fion Dat LnklLayer

ToData LinklLayer



> The data link layer is responsible for moving
frames from one hop (node) to the next.

» Physaladdiessing
= Fbw contol

= Enoraonteol

= Access anol

Fion Netvork Layer

V4

SaderSie || H2| 10101010 | T2

DatainkLayer

ToPhysallher

Fron Physalbhyer

Datalink Layer

ReceierSike || H2| 10101010 | T2

v

ToNetvork Layer




H2H delery H2H delery H2H delery

< E2E dehery >




Netvork Layer

Fiom Trangportiayer
The network layer is responsible for the delivery of

individual packets from the source host to the @
destination host.

SaderSie || H3| 10101010 | T3

Netvork Layer

ToData Nk lyer
= Souree-DO-destination dellery

= RegoonsbhE fon e delery ofppadets fon te orgmal

souree D e Tmalldestination From Dat Bk Byer
= Fuxctbs
= Logitaladdiessing Neword &er
= JOUting

To TransportLayer



» The transport layer is responsible for the delivery of a message from one process to another.

»  Process-processdelery
= Functibns
= Portaddiessing
s Segnentaton and reeass=embly
= Comection conol(Caonectionorented oraomection-Ess)
= Fbw comiol

= Enoraosol



» Segn entatbn ad reassem bl

U

Fran Sessbn lyer

]

To Sesson lyer

Gy =T

r———- — e e — —-— . — —

{

= ', Dam ! I quassanbladd I
g ,'I____JI____J'____J\ = ,'l____J____ﬁtf___J\
I /7 (I \ ) AR A \
I 1 PN \ I 1 PN \
1 / 1 I N ! ! ! ! \\
I ! \ I \ ! ) ! ! \
| / R | / R
a S
Segn el Segnene2 Segn erntn SegnenEl Segnente2 Segnerntn
Tonetvorik lyer From netvork lyer




fﬂ_.ﬂ.n mm—%\\
\"'--.._,______.-l""

Netwecik layer
Hasi-to-host delivery

Transport layor
Process-to-process delivery



> The session layer is responsible for dialog control and synchronization.

» It establishes, maintains and synchronize the interaction between communicating system

= Function
= Dialog control

= Synchronization (checkpoints)



Synchronization




> The presentation layer is responsible for translation, compression, and encryption.

= Concerned with the syntax and semantics of the information exchanged between two system
= Functions

= Translation (EBCD C-aoded &<tk > ASC Ihaoded i)

= Encryption and Decryption

= Compression




Appicaton Layer

The application layer is responsible for providing services to the user.

= Functins
» Netwokvrtalem nal@@enoe bgn)
» FikwanskErand aocoess
= Malls=wvies
= D iecbry servies O stribued Dattbase)
» AccessingteWortW mdeW eb




Sunmary ofiyers



Sender

OSI Model

Data
i Layer
unit
User 7 ApicaAn
support | DA g pyegin
layers .
5.5 ==
User~

Netvork Sonat 4. Tiagoot

Pad<et 3_.Netvak
Network

support  Fame 2.Damal ik

layers
Bt 1 PhwaAl

Function

Netvak proeesss o gpicatimn
Daargoessaim adaayotin
Ihedocstaonmuncat

Eo-o-aed araeciosad ielsEbiily
Pathdeam matimad Ibgal
addiesag

Phyaaladohessag

M edim, sy allad binery eren BEsin

Receiver
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TCPAP? PROTOCOLSUNNE

> The hyers nte TCPA probocolsuie do notexactly m atth those n e OSImodel The orgmalTCPAP protocol
suike was defined as having Bur hyers:

» UserDategram ProtocolUDP)
»  Transn Bsbn ConolPioocol((CP)
= Stean CotolTiansn Bson PIioocolGCTP)

» Howenver,when TCPAP Baom pared © OS Lwe can say thatbe TCPAP probcolsuie Emade offie hyers:physal,
data Nk, netvork, angoort, and gopication.

» Internet Layer

« TCPP supportbe P (unielbE). OSI Model TCP/IP Model
» P Bahostbhostpiotoool e D
+ Steporiig pobak: -
0 AddiessResolition PIobcol@RP) Presentation App lyer
U Reverse Addiess Resolition PIobaolRARP) -
O hemnetContolM assage Proocol(CM P) Session
0 hemnetG oup M assage Proocol(GMP)
Transport Transportd_ayer
» Transport Layer

*  Process-bpirocess protbaol
0 hostornetvork
0 hemet
U Trangoort
O appication.
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CollsDn ad BroadcastDan ans

» Collision Domains
Ih a group ofdevibes ormodes, onlly one node can ansn kata gilen tine due shared medium .

> Broadcast Domains

»  hdata Ik hyers pergoectaes, The collection ofnodes N a given broadcastdom an.
E>anpksale :

= VLANS
=  Bobltd Netvorks

= |hnetvork lyerpergoecties, The coliection ofinodes having P address fon a dstinctnetvork
addiess goeciied with mask.

> 1921681024



Broadcastad Collspn Danans

» Hub, Bridge, Switch and Router

> Broadcast Domain

= Alhosk can IBen

CD3

CD4

> Collision Domain

» Onllyone hostcan serd attttin e

CD1

BD1
CD2
€Dl

BD2
CD2

CD3

CD4




