
Bridging

CD1

CD4

CD3

CD2

CD1

CD4

CD3

CD2

Bridging

➢ Bridging

Joining of the separate networks in a way that both becomes 
one. Generally, works at  data link layer

New Broadcast Domain

▪ Existing BDs Merged

▪ No Effect on CDs

▪ Operates at Datalink Layer

➢ Switching 

Joining of the separate networks in a way that both becomes 
one.



Routing

BD1
CD1

CD4

CD3

CD2

BD2

CD1

CD4

CD3

CD2

Routing

Other Networks

Default 
Gateway

Default 
Gateway

➢ Routing

▪ Joining of networks without loosing their 
separation

▪ Communications  between disconnected 
networks

▪ Default  route, Default gateway, minimal 
cost link,  shortest path, topology

Default  route

▪ Operates at Network Layer
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Virtual Private Networking

➢ Layer 2 VPNs

➢ Layer 3 VPNs

TunnelCE

CE

Internet or 3rd Party Network

▪ Extends networks at  datalink layer

▪ Can Carry  STP, VLAN and  other L2 Control packets

▪ More Secure than L3VPN , More Control

▪ Extends networks at network layer

▪ Can Carry  STP, VLAN and  other L2 Control packets

▪ Encryption or Without Encryption

▪ MP2MP

PE

PE



Tunneling Protocols

➢ Virtual Extensible Local Area Network

➢ Generic Routing Encapsulation

➢ Internet Protocol Security

➢ Ip-in-IP

➢ SSH

➢ Point-to-Point Tunneling Protocol

➢ Secure Socket Tunneling Protocol

➢ Layer 2 Tunneling Protocol



Generic Routing Encapsulation (GRE)

▪ The original IP packet enters a router, travels in 
encrypted form, and emerges out of another GRE-
configured router as the original IP packet as they 
have traveled through a tunnel. 

GRE GRE

IP IP

L2 L2

L1 L1

IP Header GRE Header IP Payload

GRE Flags Protocol Type Key

➢ Generic Routing Encapsulation is a method of encapsulation 
of IP packets in a GRE header that hides the original IP 
packet. 

▪ GRE header act as a new IP header with a Delivery 
header containing a new source and destination address.

▪ Only routers between which GRE is configured can 
decrypt and encrypt the GRE header. 

▪ A new header named delivery header is added above 
the GRE header which contains the new source and 
destination address.



Delivery Header GRE Header Payload Packet

Transport Protocol
Carrier Protocol

Encapsulation Protocol Passenger Protocol

Protocol TypeVersionFlagsRecursion

Checksum (Optional) 0

Key (Optional)

0 15 31



IP security

➢ IP security (IPSec) is an Internet Engineering Task 
Force (IETF) standard suite of protocols between 2 
communication points across the IP network that 
provide data authentication, integrity, and 
confidentiality. It also defines the encrypted, 
decrypted, and authenticated packets. 

Original Header Original Payload

IP Packet W/o ESP

Original Header Original PayloadESP ESP

IP Packet With ESP Transport

Original Header Original PayloadESP ESP

IP Packet With ESP Tunnel

New Header

Authenticated

Encrypted

Authenticated

Encrypted➢ The AH (Authentication Header) protocol provides 
a mechanism for authentication only. AH provides 
data integrity, data origin authentication, and an 
optional replay protection service.

➢ The ESP (Ecapsulating Security Payload) 
protocol provides data confidentiality 
(encryption) and authentication (data 
integrity, data origin authentication, and 
replay protection). ESP can be used with 
confidentiality only, authentication only, or 
both confidentiality and authentication.

➢ The protocols needed for secure key exchange 
and key management are defined in it.



IP-in-IP

IP-in-IP is a Tunneling Protocol for encapsulating IP packets inside another IP packet.



Point-to-Point Tunneling Protocol (PPTP)

➢ PPTP or Point-to-Point Tunneling Protocol generates a tunnel and confines the data packet. Point-to-Point 
Protocol (PPP) is used to encrypt the data between the connection. 

Client
VPN

Gateway
LAN

Internet

S1

S2PPTP

➢ PPTP is one of the most widely used VPN protocols and has been in use since the early release of 
Windows. PPTP is also used on Mac and Linux apart from Windows.



6. Secure Socket Tunneling Protocol (SSTP)

A VPN protocol developed by Microsoft that uses SSL to secure the connection, but only available for 
Windows.

Client Server

TCP Connection

SSL Negotiation

SSTP Over HTTPS

IP Binding

SSTP 

Tunnel



7. Layer 2 Tunneling Protocol (L2TP)

➢ sudo apt-get install xl2tpd openswan 
ppp

Client Server

Establish L2TP Tunnel

Establish L2TP Session

Establish PPP Connection

Encapsulation, Transmit Data

L2TP 

Tunnel

➢ L2TP stands for Layer 2 Tunneling Protocol, published in 2000 as proposed standard RFC 2661. 

➢ It is a computer networking protocol that was designed to support VPN connections used by an Internet 
service provider (ISP) to enable VPN operation over the Internet. 

➢ L2TP combines the best features of two 
other tunneling protocols- PPTP(Point-
to-Point Tunneling Protocol) from 
Microsoft and L2F(Layer 2 Forwarding) 
from Cisco Systems.



8. Virtual Extensible Local Area Network (VXLAN)

Virtual Extensible Local Area Network is short called VXLAN. 

It is a network virtualization technology that stretches layer 2 connections over layer 3 networks by 
encapsulating Ethernet frames in a VXLAN packet which includes IP addresses to address the 
scalability problem in a more extensible manner.

Switch1 Switch2

S1 S2

VXLAN Tunnel

Internet
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Introduction

➢ To access the Internet, one public IP address is needed, but we can use a private IP address in our private 
network. 

▪ The idea of NAT is to allow multiple devices to access the Internet through a single public 
address. To achieve this, the translation of a private IP address to a public IP address is 
required. 

➢ Network Address Translation (NAT) is a process in which one or more local IP address is translated into 
one or more Global IP address and vice versa in order to provide Internet access to the local hosts.

▪  Also, it does the translation of port numbers i.e. masks the port number of the host with another 
port number, in the packet that will be routed to the destination. 

▪ It then makes the corresponding entries of IP address and port number in the NAT table. NAT 
generally operates on a router or firewall. 



Network Address Translation (NAT) working 

➢ Generally, the border router is configured for NAT i.e the router which has one interface in the local 
(inside) network and one interface in the global (outside) network. 

➢ When a packet traverse outside the local (inside) network, then NAT converts that local (private) IP 
address to a global (public) IP address. 

➢ When a packet enters the local network, the global (public) IP address is converted to a local (private) IP 
address. 

➢ If NAT runs out of addresses, i.e., no address is left in the pool configured then the packets will be 
dropped and an Internet Control Message Protocol (ICMP) host unreachable packet to the destination is 
sent. 



Masking Port Numbers

➢ Consider, in a network, two hosts A and B are connected. Now, both of them request for the same 
destination, on the same port number, say 1000, on the host side, at the same time. 

➢ If NAT does only translation of IP addresses, then when their packets will arrive at the NAT, both of their IP 
addresses would be masked by the public IP address of the network and sent to the destination.

➢ Destination will send replies to the public IP address of the router. Thus, on receiving a reply, it will be 
unclear to NAT as to which reply belongs to which host (because source port numbers for both A and B are 
the same). 

➢ Hence, to avoid such a problem, NAT masks the source port number as well and makes an entry in the 
NAT table. 



NAT inside and outside addresses 

Inside refers to the addresses which must be translated. Outside refers to the addresses which are not in 
control of an organization. These are the network Addresses in which the translation of the addresses will 
be done.

H HNAT NATInternetPublic 
IP Address

Private 
IP Address

Private 
IP Address

Public 
IP Address

Inside local Inside Global Outside LocalOutside Global



Network Address Translation (NAT) Types

Static NAT

• In this, a single unregistered 
(Private) IP address is mapped 
with a legally registered 
(Public) IP address i.e one-to-
one mapping between local 
and global addresses. 

• This is generally used for Web 
hosting. These are not used in 
organizations as there are 
many devices that will need 
Internet access and to provide 
Internet access, a public IP 
address is needed. 

Dynamic NAT 

• In this type of NAT, an 
unregistered IP address is 
translated into a registered 
(Public) IP address from a pool 
of public IP addresses. 

• If the IP address of the pool is 
not free, then the packet will be 
dropped as only a fixed 
number of private IP addresses 
can be translated to public 
addresses. 

Port Address Translation (PAT)

•  Also known as NAT overload. 
In this, many local (private) IP 
addresses can be translated to 
a single registered IP address. 

• Port numbers are used to 
distinguish the traffic i.e., which 
traffic belongs to which IP 
address. 

• This is most frequently used as 
it is cost-effective as thousands 
of users can be connected to 
the Internet by using only one 
real global (public) IP address. 

➢ There are three types of NAT



Advantages/Disadvantages of NAT

     
     
     
 
     
     
     

➢ Advantages of NAT – 

▪  NAT conserves legally registered IP addresses. 

▪  It provides privacy as the device’s IP address, sending and receiving the traffic, will be hidden. 
▪  Eliminates address renumbering when a network evolves. 

➢ Disadvantage of NAT – 

▪  Translation results in switching path delays. 

▪  Certain applications will not function while NAT is enabled. 

▪  Complicates tunneling protocols such as IPsec. 

▪  Also, the router being a network layer device, should not tamper with port 
numbers(transport layer) but it has to do so because of NAT. 



Common Uses of NAT

➢ Wireless Routers or Access Points

➢ Virtual Machines

➢ Container Hosts
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Introduction to IP tables

➢ All modern operating systems come equipped with a firewall – a software application that regulates 
network traffic to a computer. 

➢ Firewalls create a barrier between a trusted network (like an office network) and an untrusted one (like 
the internet). 

➢ Firewalls work by defining rules that govern which traffic is allowed, and which is blocked. The utility 
firewall developed for Linux systems is iptables.



Working Principles of IP Tables

➢ Network traffic is made up of packets. Data is broken up into smaller pieces (called packets), sent over 
a network, then put back together. Iptables identifies the packets received and then uses a set of rules 
to decide what to do with them.

➢ Iptables filters packets based on:

Tables

•Tables are files that join 
similar actions. 

•A table consists of 
several chains

Chains

•A chain is a string of 
rules. 

•When a packet is 
received, iptables finds 
the appropriate table, 
then runs it through the 
chain of rules until it 
finds a match.

Rules

•A rule is a statement 
that tells the system 
what to do with a 
packet. 

•Rules can block one 
type of packet or 
forward another type of 
packet. 

•The outcome, where a 
packet is sent, is called 
a target.

Targets

•A target is a decision of 
what to do with a 
packet.

•Typically, this is to 
accept it, drop it, or 
reject it (which sends 
an error back to the 
sender).



Tables and Chains

Mangle
Prerouting Postrouting

OutputInput ForwardAdjusts IP header 

properties of packets

Filter Input Forward Output

Decides  what packet get 

in and what packets get 

out of network

NAT OutputPrerouting Postroutin

Applies the NAT Rules, Used 

to alter  source/destination 

packets

Raw Prerouting Output
To exempt packets from 

connection tracking

Security Input ForwardOutputManage special 

access rules

➢ Linux firewall iptables has four default tables. 



Chains

Input
Pre-

Routing
Forward

Post 
Routing

Output



Targets

➢ A target is what happens after a packet matches a rule criteria. Non-terminating targets keep matching the 
packets against rules in a chain even when the packet matches a rule.

➢ With terminating targets, a packet is evaluated immediately and is not matched against another chain. The 
terminating targets in Linux iptables are:

accepts the 
packets to 
come 
through the 
iptables 
firewall

Accept
the dropped 
package is 
not matched 
against any 
further chain

does not 
generate an 
error

Drop
sends the 
packet back 
to the 
originating 
chain 

Return
rejects a 
packet

Generates 
an error to 
the 
connecting 
device

Reject

➢ Four Targets are defined.



Installation and Status

▪ sudo apt-get update
▪ sudo apt-get install iptables

➢ Check the status of current iptables configuration

▪ sudo iptables -L -v

Here, the -L option is used to list all the rules, and -v is for showing the info in a more detailed format. 
Below is the example output:

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target     prot opt in out   source destination

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target     prot opt in out   source destination

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target     prot opt in out   source destination

➢ Install IP Tables



Defining Chain Rules

➢ A rule can be inserted  with following command

▪ sudo iptables -A <chain> -i <interface> -p <protocol (tcp/udp) > -s <source> --dport<port no.> -j <target>

➢  -i (interface)

▪ The network interface whose traffic you want to filter, such as eth0, lo, ppp0, etc.

➢ -p (protocol)

▪ The network protocol where your filtering process takes place. It can be either tcp, udp, udplite, icmp, 
sctp, icmpv6, and so on. Alternatively, you can type all to choose every protocol.

➢ -s (source) 

▪ The address from which traffic comes from. You can add a hostname or IP address.

➢ –dport (destination port)

▪ the destination port number of a protocol, such as 22 (SSH), 443 (https), etc.

➢ -j (target) 

▪ the target name (ACCEPT, DROP, RETURN). You need to insert this every time you make a new rule.



Allow traffic on localhost

➢ The command above will make sure that the connections between a database and a web application on 
the same machine are working properly.

➢ To allow traffic on localhost, type this command:

▪ sudo iptables -A INPUT -i lo -j ACCEPT

➢ Use lo or loopback interface. It is utilized for all communications on the localhost. 



Enabling Connections on HTTP, SSH, and SSL Port

▪ sudo iptables -A INPUT -p tcp --dport 443 -j ACCEPT

▪ sudo iptables -A INPUT -p tcp --dport 22 -j ACCEPT

▪ sudo iptables -A INPUT -p tcp --dport 80 -j ACCEPT

➢ Allow SSH Traffic

➢ Allow HTTP Traffic

➢ Allow HTTPS Traffic

sudo iptables -L -v

➢ Check Status of IP Tables



Filtering Packets Based on Source

sudo iptables -A INPUT -s 192.168.1.3 -j ACCEPT

➢ Allow packets from 192.168.1.3

sudo iptables -A INPUT -s 192.168.1.3 -j DROP

➢ Deny packets from 192.168.1.3

sudo iptables -A INPUT -m iprange --src-range 192.168.1.100-192.168.1.200 -j DROP

➢ Deny packets from a range of IP addresses

➢ Dropping all Other Traffic

sudo iptables -A INPUT -j DROP



Deleting Rules

➢ remove all rules and start with a clean slate

▪ sudo iptables -F

➢ delete a specific rule

▪ sudo iptables -L --line-numbers

▪ sudo iptables -D INPUT 3

➢ delete a specific rule from specific chain



Persisting Changes

▪ sudo iptables-save> /etc/iptables/rules.v4
▪ sudo iptables-save> /etc/iptables/rules.v6

▪ sudo iptables-restore < /etc/iptables/rules.v4
▪ sudo iptables-restore < /etc/iptables/rules.v6

▪ sudo apt-get install iptables-persistent

➢ Save Rules to file

➢ Restore rules from file

➢ Enable Auto Save 
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Simple Network Management Protocol

SNMP agent

SNMP
manager

SNMP agent

SNMP agent

SNMP
protocol
messages

➢ SNMP is a framework that provides facilities for managing and monitoring network resources on the Internet. 

➢ Components of SNMP: 

SNMP agent is 
software that runs 
on a piece of 
network equipment 
(host, router, 
printer, or others) 
and that maintains 
information about 
its configuration 
and current state in 
a database

Agent
An SNMP manager 
is an application 
program that 
contacts an SNMP 
agent to query or 
modify  the 
database at the 
agent.

Manager
Information in the 
database is 
described by 
Management 
Information Bases 
(MIBs)

MIB
SNMP protocol is 
the application 
layer protocol used 
by SNMP agents 
and managers to 
send and receive 
data. 

Protocol



Interactions in SNMP

MIB

IP

UDP

SNMP

SNMP 

Manager

Management Server

IP

UDP

SNMP

SNMP Agent

Node

SNMP Messages

Network



ASN.1 Notation

DemoProtocol DEFINITIONS ::= BEGIN

    DemoQ ::= SEQUENCE {
        trackingNumber INTEGER,
        question       IA5String
    }

    DemoA ::= SEQUENCE {
        questionNumber INTEGER,
        answer         BOOLEAN
    }

END

➢ Abstract Syntax Notation One (ASN.1) is a standard interface description language for defining data structures that can 
be serialized and deserialized in a cross-platform way. 

➢ It is broadly used in telecommunications and computer networking, and especially in cryptography

➢ ASN.1 is a joint standard of the International Telecommunication Union Telecommunication Standardization Sector (IT̀U-T) 
in ITU-T Study Group 17 and ISO/IEC

➢ ASN.1 is a data type declaration notation. It does not define 
how to manipulate a variable of such a type. 

▪ Manipulation of variables is defined in other languages 
such as SDL (Specification and Description Language) 
for executable modeling or TTCN-3 (Testing and Test 
Control Notation) for conformance testing. 

▪ Both these languages natively support ASN.1 
declarations. It is possible to import an ASN.1 module 
and declare a variable of any of the ASN.1 types 
declared in the module. 



MIBS

➢ A MIB specifies the managed objects

➢ MIB is a text file that describes managed objects using the syntax of ASN.1 (Abstract Syntax Notation 1)

➢ ASN.1 is a formal language for describing data and its properties

➢ In Linux, MIB files are in the directory /usr/share/snmp/mibs

▪ Multiple MIB files

▪ MIB-II (defined in RFC 1213) defines the managed objects of TCP/IP networks



Managed Objects

➢ Each managed object is assigned an object identifier (OID) 

➢ The OID is specified in a MIB file.

➢ An OID can be represented as a sequence of integers separated by decimal points or by a text string:

▪ Example: 
1.3.6.1.2.1.4.6. 
iso.org.dod.internet.mgmt.mib-2.ip.ipForwDatagrams

➢ When an SNMP manager requests an object, it sends the OID to the SNMP agent.



Organization of managed objects

➢ Managed objects are organized in a tree-like hierarchy and the OIDs 
reflect the structure of the hierarchy. 

➢ Each OID represents a node in the tree. 

➢ The OID 1.3.6.1.2.1 (iso.org.dod.internet.mgmt.mib-2) is at the 
top of the hierarchy for all managed objects of the MIB-II. 

➢ Manufacturers of networking equipment can add product 
specific objects to the hierarchy. 

root

iso(1)

org(3)

vup(4)

ipForwDatagrams(6)

system(1) at(2) icmp(3) udp(4) ip(5) udp(7)

directory(1) mgmt(2) experimental(3) private(4)

internet(1)

mib-2(1)



Definition of managed objects in a MIB

➢ Specification of ipForwDatagrams in MIB-II.

::= { ip 6 }

ipForwDatagrams OBJECT-TYPE

SYNTAX  Counter

ACCESS  read-only

STATUS  mandatory

DESCRIPTION

"The number of input datagrams for which this entity was not their final IP 
destination, as a  result of which an attempt was made to find a  route to 
forward them to that final destination.  In entities which do not act as IP 
Gateways, this  counter will include only those packets which were  
Source-Routed via this entity, and the Source- Route option processing 
was successful."



SNMP  Messages

get-response

get-response

get-response

get-request

Port 161

get-next-request

Port 161

set-request

Port 161

trap

Port 162

Agent
Manager

➢ SNMP manager and an SNMP agent communicate 
using the SNMP protocol

▪ Generally: Manager sends 
queries and agent responds

▪ Exception: Traps are initiated by 
agent. 

Get-request. Requests the values of one or more 
objects 

Get-next-request. Requests the value of the next 
object, according to a lexicographical ordering of 
OIDs.

Set-request. A request to modify the value of one 
or more objects 

Get-response. Sent by SNMP agent in response to a 
get-request, get-next-request, or set-request 

message.

Trap. An SNMP trap is a notification sent by an SNMP 
agent to an SNMP manager, which is triggered by 
certain events at the agent. 



Traps

➢ Traps are messages that asynchronously sent by an agent to a manager

➢ Traps are triggered by an event

➢ Examples of Defined traps are

Even that an 
interface went 
down

linkDown

unexpected 
restart (i.e., 
system crash)

coldStart
soft reboot

warmStart
the opposite of 
linkDown

linkup
AuthenticationFail
ure

SNMP …



SNMP Versions

➢ Three versions are in use today:  

1990

SNMPv1
▪ 1996

▪ Adds “GetBulk” 
function and some 
new types

▪ Adds RMON 
(remote monitoring) 
capability

SNMPv2c
▪ 2002

▪ SNMPv3 started from 
SNMPv1 (and not 
SNMPv2c)

▪ Addresses security

SNMPv3

➢ All versions are still used today

➢ Many SNMP agents and managers support all three versions of the protocol.



• SNMPv1 Get/Set messages:

Format of SNMP Packets

Version Community SNMP PDU

PDU Type Request ID

Error Status

Object 1, Value 1

Object 2, Value 2

Error Index

...

Cleartext string that is 
used as a password

PDU type, e.g.:
32: SNMPv1 Get 
64: SNMPv2 Get

Unique ID to match 
requests with replies

Sequence of name-value 
pairs 



SNMP Security

➢ SNMPv1 uses plain text community strings for authentication as plain text without encryption

➢ SNMPv2 was supposed to fix security problems, but effort de-railed (The “c” in SNMPv2c stands for 
“community”).

➢ SNMPv3 has numerous security features:

▪ Ensure that a packet has not been tampered with (integrity), 

▪ Ensures that a message is from a valid source (authentication) 

▪ Ensures that a message cannot be read by unauthorized (privacy).



SNMP Security

➢ Security model of SNMPv3 has two components:

1.Instead of granting access rights to a community, SNMPv3 grants access to users. 

2. Access can be restricted to sections of the MIB (Version-based Access Control Module (VACM). 
Access rights can be limited 

▪ by specifying a range of valid IP addresses for a user or community,

▪ or by specifying the part of the MIB tree that can be accessed. 



Security levels in SNMPv2

➢ SNMP has three security levels:

Authentication with 
matching a user 
name

noAuthNoPriv

Authentication with 
MD5 or SHA 
message digests

authNoPriv

Authentication with MD5 or 
SHA message digests, and 
encryption with DES 
encryption

authPriv

➢ Compare this to SNMPv1 and SNMPv2c:

▪ SNMPv1, SNMPv2: Authentication with matching a community string.
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Email Service

➢ Email (electronic mail) is a way to send and receive messages across the Internet. It's similar to traditional 
mail, but it also has some key differences.

➢ Elements of Email

Addresses

• Traditional mail service uses postal 
addresses  that consists of  name, 
house no, street address, city, state 
and country.

• Sender postal address

• Receiver postal address

• Different formats

Delivery

• Traditional mail is sent as sealed 
envelope and dropped in local 
mailbox.

• Sender -> sMailbox -> rMailbox -> 
Receiver

• User physical transport means  and 
involves the courier services

Time

• Takes time to reach destination.

• Email address use a standard 
format.

• Standard format consist of 
username and email server 
address joined by @ .

• Uses passwords or other 
authentication mechanisms

• Email is sent from sender device to  
sender mailbox on providers 
premises.

• Mailboxes implements IMAP or 
POP3 to retrieve emails.

• senderDevice ->sSMTP ->rSMTP

• Transmission is encrypted

• Instantly delivered to receiver



Email Architecture

▪ Email Client
▪ Email Server
▪ Mailboxes
▪ MTA
▪ Spool
▪ Network

▪ SMTP
▪ SSL/TLS
▪ IMAP
▪ POP3
▪ IP

➢ Components

➢ Protocols

UA

Spool Mailboxes

Database Aliases

MTA MTA

Network

UA

Spool Mailboxes

Database Aliases

MTA MTA

Network

Internet

User A User B



Email Service Components

• Normally a program which is used 
to send and receive mail

• Examples are Outlook, Thunderbird 
etc.

• Should support Email Operations

Email Client

▪ responsible for transfer of mail 
from one system to another. 

▪ To send a mail, a system must 
have client MTA and system MTA.

▪ The delivery from MTA to another 
MTA is done by SMTP Protocol

MTA

▪ A local file to collect mails. 
▪ Delivered mails are in this file.
▪ To use e-mail system Users must 
have a mailbox . 

▪ Access to mailbox is only to 
owner of mailbox.

Mailbox

• This file contains mails that are to be 
sent. 

• User agent appends outgoing mails in 
this file using SMTP. 

• MTA extracts pending mail from spool file 
for their delivery.

• E-mail allows one name, an alias, to 
represent several different e-mail 
addresses. 

• It is known as mailing list, Whenever user 
have to sent a message, system checks 
recipient’s name against alias database.

Spool

• it is used as a blanket term for both mail 
transfer agents (MTA) and mail delivery 
agents (MDA), each of which perform a 
slightly different function

Mail Server

MTA used IP networks to deliver email.

Network



Email Service Protocols

SMTP

• SMTP stands for 
Simple Mail Transfer 
Protocol. 

• SMTP is the principal 
email protocol that is 
responsible for the 
transfer of emails 
between email clients 
and email servers.

POP

• POP stands for Post 
Office Protocol. 

• Email clients use the 
POP protocol support 
in the server to 
download the emails. 

• This is primarily a one-
way protocol and does 
not sync back the 
emails to the server.

IMAP

• IMAP stands for 
Internet Message 
Access Protocol. 

• IMAP Protocol is used 
to sync the emails in 
the server with the 
email clients. 

• It allows two-way sync 
of emails between the 
server and the email 
client, while the emails 
are stored on the 
server.

SSL/TLS

• SSL/TLS certificates 
are used to 
authenticate and 
encrypt emails

IP

• IP protocol is 
underlyaing network 
protocols



SMTP Protocol

➢ It developed in 1982  in rfc0821 by Jon Postel

➢ Basic Purpose: To transfer mail reliably and efficiently

SMTP
Client

SMTP
Server

Sender Receiver
Ephermeral 
Port

TCP 
Port 25

➢ Basic Architecture



SMTP : UA and MTA

➢ SMTP clients and servers have two main components

➢ User Agents – Prepares the message, encloses it in an envelope. (Eudora for example)

➢ Mail Transfer Agent – Transfers the mail across the internet 

MTA
Client

MTA
Server

Ephermeral 
Port

TCP 
Port 25

UA

Sender Receiver

UA

User
Agent

Mail Transfer
Agent

Mail Transfer
Agent

User
Agent

Client-side SMTP
Server-side SMTP

➢ These components are required on both sides.



SMTP Relaying

➢ SMTP also allows the use of Relays allowing other MTAs to relay the mail

MTA
Client

MTA
Server

Ephermeral 
Port

TCP 
Port 25

UA

Sender Receiver

UA

User
Agent

Mail Transfer
Agent

Mail Transfer
Agent

User
Agent

Client-side SMTP
Server-side SMTP

MTAR MTAR

MTA Relay



SMTP Gateway

➢ Mail Gateways are used to relay mail prepared by a protocol other then SMTP and convert it to 

SMTP

MTA
Client Mail SystemUA

Sender Receiver

User
Agent

Mail Transfer
Agent

Client-side SMTP Server-side SMTP

MTA

Mail Gateway



Email Structure

From: admin@ email.vusna.com
To : conactus@ email.vusna.com

From: Administrator
Tp: Contact us
Date : 16/07/3
Subject: SNA

Dear Team,

Thanks for the SNA Course

Regards..

Administrator

Envelop

Message

Header

Body

➢ Mail is a text file

Envelope – 

▪ sender address
▪ receiver address
▪ other information

Message –

▪ Mail Header – defines the sender, the receiver, the 
subject of the message, and some other 
information

▪ Mail Body – Contains the actual information in the 
message



Return-Path: <admin@email.vusna.com>

Delivered-To: admin@email.vusna.com

Received: by email.vusna.com (Postfix, from userid 62)

 id 17FBD328DE; Wed,  16 July 2023 11:27:02 

Received: from email.vusna.com 

 (email.vusna.com [192.168.19.9])

 by email.vusna.com (Postfix) with ESMTP id 

 5F41832893 for <admin@email.vusna.com>; Wed,  16 July 2023 

11:27:01 

Received: by email.vusna.com (Postfix, from userid 62)id 47509456C; 

Wed,  5 Nov 2003 11:27:01 

Received: from email.vusna.com(email.vusna.com [192.168.19.9])by 

email.vusna.com (Postfix) with SMTP id 7C2943D79 for <admin@ 

email.vusna.com>; Wed,  16 July 2023 11:26:34 

Message-Id: <30031105162634.3C2943D79@ email.vusna.com>

Date: Wed,  5 Nov 2003 11:26:34 

From: admin@email.vusna.com

To: admin@email.vusna.com: ;

MIME-Version: 1.0

Welcome to IT601P course.

POP Mailbox

POP mail route

Receiver

 Mailbox

Email Delivery Example



• The Essentials Commands  are

How SMTP works (A-PDU’s)

DNS of 
Sender host

Identifies the 
domain 
name of the 
sending host 
to SMTP

HELO

Sender 
Email 
Address

MAIL FROM

Receiver 
Email 
Address

RCPT TO

Message 
Body

DATA

Close

QUIT



• The Additional Commands are 

How SMTP works (A-PDU’s)

Reset

RSET

Verify 
Name

VRFY

No 
operation

Used for 
testing 
purpose

NOOP

The roles 
of server 
and client 
to be 
reversed 
in a 
session

TURN

Mailing list

EXPN

Command 
Name

HELP



Status Codes

The Server responds with a 3 digit code that may be followed by text info

2## - Success
3## - Command can be accepted with   more information
4## - Command was rejected, but error   condition is temporary
5## - Command rejected, Bad User!



SMTP MTA Connection Establishment

Client Client

Client Server

TCP Session

220 service ready

HELO emai.vusna.com

250 OK



Message Progress

Client

Client Server

MAIL FROM : admin@ email.vusna.com

Client

250 OK

RCPT TO: admin@ email.vusna.com

250OK

DATA

354 Start Mail Input

From: Admin

To: Admin

Date : 16/7/23

Subject: Test Email

Empty line

Dear Admin

Text

Text

Regards

Admin

250 OK

➢ Email sending sequences are are followed.



Connection Termination

Client Server

QUIT

221 Service closed

TCP Connection 
Termination



Problems with SMTP

➢ No security

▪ Authentication
▪ Encryption

➢ Possible Solutions:

▪ VRFY command
▪ Signature

➢ Only uses Non Virtual Terminal (NVT) 7 bit ASCII format

➢ Emails can easibly forged



• MIME – Multipurpose Internet Mail Extensions
• Transforms non-ASCII data to NVT (Network Virtual Terminal) ASCII data

• Text   

• Application  

• Image  
• Audio
• Video

Extensions to SMTP



• Goes between the Email Header and Body
• MIME-Version: 1.1
• Content-Type
• Content-Transfer-Encoding
• Content-Id
• Content-Description

MIME Headers



• Content-Type – Type of data used in the body of the message

• Text – plain, unformatted text; HTML
• Multipart – Body contains multiple independent parts
• Message – The body is whole mail message, part of a message, or a pointer to a message

MIME Headers



• Image – The message is a stationary  e.g image (JPEG or GIF)
• Video – The message is an animation  e.g Mpeg
• Audio – The message is 8 kHz standard e.g audio data
• Application – The message is a type of data not previously defined

MIME Headers



• Content-Transfer-Encoding – The method used to encode the messages
• 7 bit – no encoding needed
• 8 bit – Non-ASCII, short lines
• Binary – Non-ASCII, unlimited length lines
• Base64 – 6 bit blocks encoded into 8-bit ASCII
• Quoted-printable – send non-ASCII characters as 3 ASCII characters, =##, ## is the hex  representation 
of the byte

MIME Headers



• Divides binary data into 24 bit blocks
• Each block is then divided into 6 bit chunks
• Each 6-bit section is interpreted as one character causes 25% overhead

Base64 Encoding

11001100  10000001  00111001

110011   001000   000100   111001

01111010 01001001 01000101 00110101

(51) (8) (4) (57)

(z) (I) (E) (5)



• Used when the data has a small non-ASCII portion
• Non-ASCII characters are sent as 3 characters
• First is ‘=‘, second and third are the hex representation of the byte

Quoted-Printable Encoding

01001100  10011101  00111001

00111101 00111001 01000100

(=) (9) (D)



MIME Headers

➢ The following headers are defined in MIME:

MIME-Version

MIME 1.0

Content-Type

Contains media type
And its subtype

Content-Transfer-Encoding

Base64
quoted-printable
7bit/8bit – no enc

Content-ID

identify body parts

Content-Disposition

how to present a 
message or a body 
part

Content-Description

Description of content

Content-Base

Special header

Content-Location

Special header



From: admin@email.vusna.com
To: admin@email.vusna.com
Subject: Test Message
MIME-Version: 1.0
Content-Type: multipart/mixed; boundary=17

- 17
Content-Type: text/enriched; charset="us-ascii"
Content-Transfer-Encoding: 8bit
Content-Description: Greetings 
Welcome to IT601P

- 17
Content-Type: application/octet-stream
Content-Transfer-Encoding: base64
Content-Description: Spec sheet saved as MS Word file
- 17 - 

Example Multipart, Encoded MIME Message 



• MTAs do the actual mail transfers
• MTAs are not meant to be directly accessed by users.
• MMDF
• SENDMAIL

Mail Transfer Agents



• The MTAs place the email in the user’s mailbox
• The Mail Access Protocols are used by the users to retrieve the email 
from the mailbox

• POP3
• IMAP4

Mail Access Protocols



• Simple
• Allows the user to obtain a list of their Emails
• Users can retrieve their emails
• Users can either delete or keep the email on their system
• Minimizes server resources

Post Office Protocol v3



• Has more features then POP3
• User can check the email header before downloading
• Emails can be accessed from any location
• Can search the email for a specific string of characters before 
downloading

• User can download parts of an email
• User can create, delete, or rename mailboxes on a server

Internet Mail Access Protocol v4



• Postfix
• Courier-imap
• Dovecot
• E.t.c

Linux Packages for Email Service



Postfix

➢ It is Wietse Venema's mail server that started life at IBM research as an alternative to the widely-used 
Sendmail program. Now at Google, Wietse continues to support Postfix.

➢ Postfix attempts to be fast, easy to administer, and secure. The outside has a definite Sendmail-ish flavor, 
but the inside is completely different. 

▪ apt update

▪ apt install postfix



Postfix Configuration Types

• The installation 
process will not 
configure any 
parameters.

No 
configuration 

• Use Postfix for 
sending emails to 
other MTAs and 
receiving email from 
other MTAs.

Internet Site 

• Uses postfix to 
receive email from 
other MTAs but 
using another smart 
host to relay emails 
to the recipient.

Internet with 
smart host

• Uses smart host for 
sending and 
receiving email.

Satellite 
system

• Uses  emails are 
transmitted only 
between local user 
accounts.

Local only



Authentication

➢ Configure mailbox location

sudo postconf -e 'home_mailbox = Maildir/'

➢ SMTP authentication

SMTP-AUTH allows a client to identify itself through the Simple Authentication and Security Layer (SASL) 
authentication mechanism, using Transport Layer Security (TLS) to encrypt the authentication process. 
Once it has been authenticated, the SMTP server will allow the client to relay mail.

▪ Configure SMTP authentication

sudo postconf -e 'smtpd_sasl_type = dovecot'
sudo postconf -e 'smtpd_sasl_path = private/auth'
sudo postconf -e 'smtpd_sasl_local_domain ='
sudo postconf -e 'smtpd_sasl_security_options = noanonymous,noplaintext'
sudo postconf -e 'smtpd_sasl_tls_security_options = noanonymous'
sudo postconf -e 'broken_sasl_auth_clients = yes'
sudo postconf -e 'smtpd_sasl_auth_enable = yes'
sudo postconf -e 'smtpd_recipient_restrictions = \
permit_sasl_authenticated,permit_mynetworks,reject_unauth_destination'



TLS

▪ Configure TLS

• Obtain a digital certificate for TLS. MUAs connecting to your mail server via TLS will need to recognize the 
certificate used for TLS. This can either be done using a certificate from Let’s Encrypt, from a commercial CA or 
with a self-signed certificate that users manually install/accept.

• For MTA-to-MTA, TLS certificates are never validated without prior agreement from the affected organizations. 

• For MTA-to-MTA TLS, there is no reason not to use a self-signed certificate unless local policy requires it. See our 
guide on security certificates for details about generating digital certificates and setting up your own Certificate 
Authority (CA).

• Once you have a certificate, configure Postfix to provide TLS encryption for both incoming and outgoing mail:

sudo postconf -e 'smtp_tls_security_level = may'
sudo postconf -e 'smtpd_tls_security_level = may'
sudo postconf -e 'smtp_tls_note_starttls_offer = yes'
sudo postconf -e 'smtpd_tls_key_file = /etc/ssl/private/server.key'
sudo postconf -e 'smtpd_tls_cert_file = /etc/ssl/certs/server.crt'
sudo postconf -e 'smtpd_tls_loglevel = 1'
sudo postconf -e 'smtpd_tls_received_header = yes'
sudo postconf -e 'myhostname = mail.example.com'



SASL

Postfix supports SMTP-AUTH as defined in RFC2554. It is based on SASL. However it is still necessary to 
set up SASL authentication before you can use SMTP-AUTH.

Configure SASL

Postfix supports two SASL implementations: Cyrus SASL and Dovecot SASL.

To enable Dovecot SASL the dovecot-core package will need to be installed:

sudo apt install dovecot-core



Configure SASL

Next, edit /etc/dovecot/conf.d/10-master.conf and change the following:

service auth {
unix_listener auth-userdb {
    #mode = 0600
    #user = 
    #group = 
  }
    
  # Postfix smtp-auth
  unix_listener /var/spool/postfix/private/auth {
    mode = 0660
    user = postfix
    group = postfix
  }
 }

auth_mechanisms = plain login

sudo systemctl restart dovecot.service
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IT601 – System and Network Administration

Arif Husen

Department of Computer Science and Information Technology,

 Virtual University of Pakistan

Week 15 (Part 2)



Database Services

➢ Database is essential to any web-based application for saving records and user data. A database is an 

organized collection of data so that it can be easily accessed. To manage these databases, Database 

Management Systems (DBMS) are used.

In general, there are two common types of databases:
▪     Non-Relational
▪     Relational

➢ Types of DBMS

➢ Non-Relational Database Management System (Non-RDBMS)

▪ In Non-RDBMS, data is stored in key-value pairs. For example:

Customers = [ {id: 1, name=furqan, age=40}, {id=2,name=aisha,age=22}]

➢ In RDBMS, data is stored in tabular format. For example,

ID Name Age

1 Furqan 40

2 Aisha 22

▪ Commonly used Non-RDBMS: MongoDB, Amazon DynamoDB, Redis, ES etc.

▪ Commonly used RDBMS: MySQL, PostgreSQL, MSSQL, Oracle etc. 



Elements of Relational Databases

▪ The basic structures of a relational database (as defined by the relational model) are tables, 
columns (or fields), rows (or records), and keys. 

Tables

Types

Kernel Table
Association 
Table

Characteristic 
tables

Elements

Columns

Indexes Keys

Rows

➢ Relational databases are based on the relational model. 

▪ The relational model is a group of rules set forth by E. F. Codd based on mathematical principles (relational 
algebra), and it defines how database management systems should function. 



Types of Tables

Tables are generally grouped into three types:

Kernel tables 

• Tables that are independent 
entities. Kernel tables often 
represent or model things that exist 
in the real world. 

• Some example kernel tables are 
customers, vendors, employees, 
parts, goods, and equipment.

Association tables 

• Tables that represent a relationship 
among entities. 

• For example, an order represents 
an association between a customer 
and goods.

Characteristic tables 

• Tables whose purpose is to qualify 
or describe some other entity. 

• Characteristic only have meaning in 
relation to the entity they describe. 

• For example, order-lines might 
describe orders; without an order, 
an order-line is useless.



Elements of Tabe : Row

➢ A row is a single occurrence of the data contained in a table; each row is treated as a single unit. In the 
Customer table image in Tables, there are four rows, and each row contains information about an 
individual customer.



Elements of Tabe : Column

➢ Rows are organized as a set of columns (or fields). All rows in a table comprise the same set of columns. 
In the Customer table image in Tables, the columns are Cust Number, Name, and Street.

<Name>



Elements of Tabe : Keys

Primary key Foreign Key

➢ Keys identify a unique row

❑ mandatory

❑ unique

❑ stable

❑ short

▪ A primary key is a column (or group of 
columns) whose value uniquely identifies each 
row in a table. Because the key value is 
always unique, you can use it to detect and 
prevent duplicate rows. 

▪ A good primary key has the following 
characteristics:

▪ A foreign key is a column value in one 
table that is required to match the column 
value of the primary key in another table.

▪ If the foreign key value is not null, then the 
primary key value in the referenced table 
must exist. 

▪ It is this relationship of a column in one 
table to a column in another table that 
provides the relational database with its 
ability to join tables.



Elements of Tabe : Indexes

➢ An index in a database operates like the index tab on a file folder. It points out one identifying column, such 
as a customer's name, that makes it easier and quicker to find the information you want.

▪ If users frequently look up customers by last name, then the last name is a good choice for an index. 
It is typical to base indexes on primary keys

▪ A single column can be used to define a simple index, or a combination of columns to define a 
composite or compound index. 

▪ To decide which columns to use, you first need to determine how the data in the table is accessed. 



Database Schema

➢ Schemas commonly use visual representations to communicate the architecture of the database, 

becoming the foundation for an organization’s data management discipline.

➢ A database schema defines how data is organized within a relational database.

▪ It covers logical constraints such as, table names, fields, data types, and the relationships 
between these entities. 

➢ Types of database schemas

Conceptual schema 

• It provides a big-picture view of 
what the system will contain, how 
it will be organized, and which 
business rules are involved. 

• Conceptual models are usually 
created as part of the process of 
gathering initial project 
requirements.

Logical schema 

• It is less abstract, compared to 
conceptual schemas. 

• It  clearly define schema objects 
with information, such as table 
names, field names, entity 
relationships, and integrity 
constraints.

Physical schema 

• It provide the technical 
information that the logical 
database schema type lacks in 
addition to the contextual 
information, such as table 
names, field names, entity 
relationships, et cetera.



Strcutured Query Language

➢ Structured Query Language (SQL) is a standard query language that is used to work with relational 

databases.

▪ The SQL  is used to perform several operations.

➢ SQL is generally used with relational databases, however there is no standard way of using non-relational 
databases

▪ Example : SELECT first_name, last_name 

FROM Customers;

❑     Data Definition Language (DDL)
❑     Data Manipulation Language (DML)
❑     Data Control Language(DCL)
❑     Transaction Control Language(TCL)
❑     Data Query Language (DQL)

▪ SQL queries are general divided into 5 classes



MYSQL

➢ MySQL is a very popular open-source relational database management system (RDBMS).

▪     MySQL is a relational database management system
▪     MySQL is open-source
▪     MySQL is free
▪     MySQL is ideal for both small and large applications
▪     MySQL is very fast, reliable, scalable, and easy to use
▪     MySQL is cross-platform
▪     MySQL is compliant with the ANSI SQL standard
▪     MySQL was first released in 1995
▪     MySQL is developed, distributed, and supported by Oracle Corporation
▪     MySQL is named after co-founder Monty Widenius's daughter: My

▪     Huge websites like Facebook, Twitter, Airbnb, Booking.com, Uber, GitHub, YouTube, etc.
▪     Content Management Systems like WordPress, Drupal, Joomla!, Contao, etc.
▪     A very large number of web developers around the world

➢ Applications



• MySQL, 
• Microsoft SQL Server
• Oracle
• Microsoft Access.

Common RDBMS



Installing MYSQL Server

sudo apt update

sudo apt install mysql-server

mysql --version

sudo mysql_secure_installation

▪ Add a Dedicated MySQL User

sudo mysql

mysql> CREATE USER ‘<username>’@’<hostname>' IDENTIFIED WITH authentication_plugin BY 
'password';

mysql> CREATE USER ‘<username>’@’<hostname>' IDENTIFIED BY 'password';

➢ Installation MySQL Service

➢ Secure MySQL Service



Installing MYSQL Server

systemctl status mysql.service

▪ Managing MySQL Service

sudo mysql -u root

▪ Log in to your MySQL Server

▪ Grant Privileges to Secure MySQL

mysql> GRANT PRIVILEGE ON database.table TO 'username'@ 'host';

GRANT CREATE, ALTER, DROP, INSERT, UPDATE, DELETE, SELECT, REFERENCES, RELOAD 
on *.* TO ‘username'@'localhost' WITH GRANT OPTION;

FLUSH PRIVILEGES;

systemctl start|restart|enable mysql.service



Use of mysqladmin 

➢ It has several valuable tools which can be used for

➢ mysqladmin package used by Database Administrators to easily perform basic tasks in MySQL. 

Server 
Maintenance

Server 
Configuration

Server 
Monitoring

Database 
Backup

Resource 
Management

MySQL Service 
Management

Managing User 
Roles Many More

SQL CRUD 
Operations



Common Tasks Performed with mysqladmin 

▪ It assigns users permissions to work on the Database Server Management and Maintenance 
activities. 

➢ mysqladmin has a controlled set of procedures and workflow. It can perform Database operations and 
queries with the help of standard and easy-to-use Structured Query Language (SQL). 

▪ Here are some of the important tasks that can be performed with mysqladmin.

Monitor MySQL Server 
processes

Create and drop 
Databases in MySQL 
Server

Flush information logs, 
statistics, status 
variables, and tables

Reload/reset MySQL 
privileges

Kill running queries
Start and stop the 
server with backups

Start and stop 
replicas

Check server 
configuration and status



Benefits of mysqladmin

▪ Provides defined and improved structure of settings vital for the performance of the MySQL Server. 

▪ Visualize the flow by displaying a graphical representation, making it easy for users to read, interpret, and 
fine-tune the settings of the MySQL Server.

▪ Takes care of Security Risk Management, hence you can feel super safe working around your data.

▪ Easily import and export data files from the MySQL Server depending on the limited file size.

▪ It maintains User Accounts, their Passwords, and is also capable of locking or unlocking users whenever 
needed.

▪ It provides open-source flexibility and secure transactional support with high scalability and continuous 
uptime.

➢ Below are some of the advantages of mysqladmin.



Administering MYSQL with mysqladmin

Create a new Database. create db_name

Delete a Database. drop db_name

Check the status of all MySQL Server variables. extended-status

Flush all information in the host cache. flush-hosts

Flush all tables. refresh

Set a new password. password new_password

Stop the server. shutdown

Display the server variables. variables

Change the MySQL Root Password mysqladmin -u root password [New_Password]

Change the MySQL Root Password mysqladmin -u root -pOld_Password password 'New_Password'

see if your MySQL server is up and running. mysqladmin -u root -pPassword ping

Check MySQL Server Uptime mysqladmin -u root -pPassword status

check the version of the MySQL server mysqladmin -u root -pPassword version

Check the Status of a MySQL Server mysqladmin -u root -pPassword status

Extended Status of a MySQL Server mysqladmin -u root -pPassword extended-status

Check MySQL Server Variables mysqladmin -u root -pPassword variables

Check the MySQL Process List mysqladmin -u root -pPassword processlist

kill the MySQL client process mysqladmin -u root -pPassword kill 195003



▪ Security
▪ It has some built-in security features, but it may not be as robust as Debian.

▪ Stability
▪ It is generally stable but may not be as reliable as Debian.

▪ Compatibility
▪ It may require additional steps to install and configure PHPMyAdmin on a separate system.

▪ Familiarity
▪ It may require some learning if not familiar with Ubuntu.

phpmyadmin

➢ Phpmyadmin is an  Web based alternative to mysqlamin. Its main features are 



Installaing PHPMYADMIN

sudo apt update

sudo apt install phpmyadmin php-mbstring php-zip php-gd php-json php-curl

sudo apt install phpMyAdmin

phpenmod mbstring

sudo systemctl restart apache2

➢ Access via Web Interface http://<hostname>/phpmyadmin

➢ Update APT Repositories

➢ Install PHP Support

➢ Install phpMyAdmin

➢ Restart Web service



Non-Relational Databases

➢ Relational Databases are not suitable for large data, unstructured or semistrucutre data

▪ NoSQL databases are non-relational databases and addresses above issues

➢ There are four major types of NoSQL Databases

Document databases

• Store data as semi-
structured 
documents, such as 
JSON or XML, and 
can be queried using 
document-oriented 
query languages

Key-value stores

• Store data as key-
value pairs, and are 
optimized for simple 
and fast read/write 
operations.

Column stores 

• These databases 
store data as column 
families, which are 
sets of columns that 
are treated as a 
single entity. 

• Optimized for fast and 
efficient querying of 
large amounts of 
data.

Graph databases

• Store data as nodes 
and edges, and are 
designed to handle 
complex relationships 
between data.



Key Characteristics of NoSQL 

Dynamic schema

• Do not have a fixed 
schema and can 
accommodate changing 
data structures without 
the need for migrations 
or schema alterations.

Horizontal scalability

• Designed to scale out 
by adding more nodes 
to a database cluster, 
making them well-suited 
for handling large 
amounts of data and 
high levels of traffic.

Document-based

• Some NoSQL Dbs, such 
as MongoDB, use a 
document-based data 
model, where data is 
stored in semi-
structured format, such 
as JSON or BSON.

Key-value-based

• NoSQL based Redis, 
use a key-value data 
model, where data is 
stored as a collection of 
key-value pairs.

Column-based

• Some NoSQL 
databases, such as 
Cassandra, use a 
column-based data 
model, where data is 
organized into columns 
instead of rows.

Distributed and high 
availability

• NoSQL databases are 
often designed to be 
highly available and to 
automatically handle 
node failures and data 
replication across 
multiple nodes in a 
database cluster.

Flexibility

• NoSQL databases allow 
developers to store and 
retrieve data in a flexible 
and dynamic manner, 
with support for multiple 
data types and changing 
data structures

Performance

• NoSQL databases are 
optimized for high 
performance and can 
handle a high volume of 
reads and writes, 
making them suitable for 
big data and real-time 
applications.

➢ Key Characteristics of NoSQL databases are 



Merits/Demerits

High scalability

• Use sharding for horizontal scaling
• Vertical Scaling Complex
• MongoDB, Cassandra are 
examples of horizontal scaling 
DBs.

• Handle a huge amount of data, as 
the data grows it scale itself to 
handle that data in an efficient 
manner

Flexibility

• Designed to handle 
unstructured or semi-structured 
data, which means that they can 
accommodate dynamic changes 
to the data model. 

• This makes it suitable for 
applications that need to handle 
changing data requirements.

High availability

• Auto replication feature in 
NoSQL databases makes it 
highly available because in case 
of any failure data replicates 
itself to the previous consistent 
state.

Performance

• Designed to handle large amounts 
of data and traffic, which means 
that they can offer improved 
performance compared to 
traditional relational databases.

Cost-effectiveness

• More cost-effective than 
traditional relational databases, 
as they are typically less 
complex and do not require 
expensive hardware or 
software.

Agility

• Ideal for agile development.

➢ NoSQL has the following Benefits



Merits/Demerits

No standardization No ACID compliance Narrow focus

No complex queries Not Mature Complex Management 

➢ NoSQL has the following demerits



Applications of NoSQL Databases

➢ It is important to carefully evaluate the specific needs of an application when choosing a database 
management system.

➢ They can also be used for other applications, such as content management systems, document 
management, and customer relationship management.

➢ NoSQL databases are often used in applications where there is a high volume of data that needs to be 
processed and analyzed in real-time, such as social media analytics, e-commerce, and gaming. 

➢ NoSQL databases may not be suitable for all applications, as they may not provide the same level of data 
consistency and transactional guarantees as traditional relational databases. 



Available NoSQL Databases

Graph Databases

➢Amazon Neptune
➢ Neo4j

Key value store

➢Memcached
➢Redis
➢Coherence

Tabular

• Hbase
• Big Table
• Accumulo

Document-based

• MongoDB
• CouchDB
• Cloudant
• Elasticsearch ?

➢ Following are commonly available NoSQL based databases.



Elasticsearch

▪ Commonly referred to as the ELK Stack (after Elasticsearch, Logstash, and Kibana), the Elastic Stack 
now includes a rich collection of lightweight shipping agents known as Beats for sending data to 
Elasticsearch. 

➢ Elasticsearch is a distributed, free and open search and analytics engine for all types of data, 

including textual, numerical, geospatial, structured, and unstructured. 

▪ Elasticsearch is built on Apache Lucene and was first released in 2010 by Elasticsearch N.V. (now 
known as Elastic). 

➢ It is known for its simple REST APIs, distributed nature, speed, and scalability, Elasticsearch is the 

central component of the Elastic Stack, a set of free and open tools for data ingestion, enrichment, 

storage, analysis, and visualization. 

➢ To some people known as  "an index," "a search engine," "an analytics database," "a big data 

solution," "it's quick and scalable," or "it's like Google." 

▪ All of above are correct, which is part of Elasticsearch's appeal.



Operations of ES

➢ Raw data flows into Elasticsearch from a variety of sources, including logs, system metrics, and web 
applications. 

▪ Data ingestion is the process by which this raw data is parsed, normalized, and enriched before 
it is indexed in Elasticsearch. 

➢ Once indexed in Elasticsearch, users can run complex queries against their data and use aggregations to 
retrieve complex summaries of their data. 



Elasticsearch index

➢ During the indexing process, Elasticsearch stores documents and builds an inverted index to make 

the document data searchable in near real-time. Indexing is initiated with the index API, through 

which you can add or update a JSON document in a specific index. 

➢ An Elasticsearch index is a collection of documents that are related to each other. Elasticsearch 

stores data as JSON documents. 

▪ Each document correlates a set of keys (names of fields or properties) with their corresponding values 
(strings, numbers, Booleans, dates, arrays of values, geolocations, or other types of data).

➢ Elasticsearch uses a data structure called an inverted index, which is designed to allow very fast 

full-text searches. An inverted index lists every unique word that appears in any document and 

identifies all of the documents each word occurs in.

▪ An inverted index is a mapping of each specific ‘word' (token) to the list of documents (locations) 
containing that word, allowing users to easily find documents containing given keywords. Index data is 
contained in one or more partitions, also defined as shards. Elasticsearch also automatically distributes 
and allocates shards to cluster nodes.



Elasticsearch index
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Basic Terms in ES

JVM

• JVM allows running 
java programs on 
specified servers.

Shard

• Shards, on the other 
hand, are the "Apache 
Lucene" application 
itself that provides 
indexing of data within 
nodes.

Index

• Each record in 
ElasticSearch consists 
of JSON documents. 
Elasticsearch indexes 
is a collection of 
JSONson documents. 
In short, each index is 
a kind of database.

Segment

• The Lucene index is 
split into parts, which 
are smaller 
directories. A segment 
is a subset of the 
Lucene index.

Mapping

• Mapping is the 
method of specifying 
how a document and 
the fields contained 
inside it will be stored 
and indexed. Each 
index has a single 
mapping form that 
defines how the text is 
indexed.

Node

• Any single instance 
(elasticsearch installed 
machine ) is defined as 
Node.

Document

• In Elasticsearch a 
document represents a 
basic unit of information 
that can be indexed.

Replica

• Elasticsearch sends a 
copy of each data to 
other machines, thus 
preventing data loss if 
one of the machines is 
down. Theise replicated 
machines or shards are 
defined as Replica.

Cluster

• A cluster in 
Elasticsearch is a set of 
nodes with the same 
cluster namecluster 
.name attribute. As 
nodes join or exit a 
cluster, the cluster 
reorganizes itself to 
spread data equally 
over the available 
nodes.

Type

• In Elasticsearch, a type 
represents a class of 
related documents and 
is identified by a name 
such as customer or 
product.

➢ Some basic terminology related to ES are 



Why use Elasticsearch?

▪ Integration with Beats and Logstash makes it easy to process data before indexing into Elasticsearch. 

➢ Elasticsearch is fast. 

▪ built on top of Lucene which excels at full-text search. 

▪ a near real-time search platform, Lowest Latency, typicaly 1s

❑ A requirements for time-sensitive use cases such as security analytics and infrastructure monitoring

➢ Elasticsearch is distributed by nature. 

▪ The documents stored in Elasticsearch are distributed across different containers known as shards

▪ Shards are duplicated to provide redundant copies of the data in case of hardware failure

▪ scale out to hundreds (or even thousands) of servers and handle petabytes of data.

➢ A wide set of features

▪ In addition to its speed, scalability, and resiliency, it has a number of powerful built-in features such 
as data rollups and index lifecycle management.

➢ Simplified data ingest, visualization, and reporting

▪ Kibana provides real-time visualization of Elasticsearch data as well as UIs for quickly accessing 
application performance monitoring (APM), logs, and infrastructure metrics data. 



➢ Application search

➢ Website search

➢ Infrastructure metrics and container monitoring

➢ Application performance monitoring

➢ Enterprise search

➢ Geospatial data analysis and visualization

➢ Security analytics

➢ Logging and log analytics

➢ Business analytics

ES Applications



ES Node Roles

Master

•  A node that has the master role, 
which makes it eligible to be elected 
as the master node, which controls 
the cluster. 

Data

• Data nodes hold data and perform data related 
operations such as CRUD, search, and 
aggregations. A node with the data role can fill any 
of the specialised data node roles. 

• Data_content
• Data_hot
• Data_warm
• Data_cold
• Data_frozen

Ingest

• Ingest nodes are able to apply an 
ingest pipeline to a document in order 
to transform and enrich the document 
before indexing. 

• With a heavy ingest load, it makes 
sense to use dedicated ingest nodes 
and to not include the ingest role from 
nodes that have the master or data 
roles. 

ml

•  Allows to use machine learning 
features, there must be at least one 
machine learning node in your 
cluster. 

Remote_cluster_client

•  A node that has the 
remote_cluster_client role, which 
makes it eligible to act as a 
remote client. 

Transform

• Used to transform data, 
there must be at least 
one transform node in 
your cluster. 

➢ The main Node roles of ES are as follows



Data Ingestion

➢ Data ingestion refers to the tools & processes used to collect data from various sources and move 

it to a target site, either in batches or in real-time. 

▪ The data ingestion layer is critical to your downstream data science, BI, and analytics systems which 
depend on timely, complete, and accurate data.

➢ ES provides following tools for data ingestion

Elastic Beats

• Elastic Beats are a 
set of lightweight 
data shippers that 
allow to conveniently 
send data to 
Elasticsearch 
Service.

Logstash

• Powerful and flexible 
tool to read, process, 
and ship data of any 
kind

Language clients

• Python, ruby etc

Kibana Dev Tools



Elasticbeats

▪ Used to read, preprocess and ship data from sources that come in the form of log files. 

▪ Filebeat further supports a number of other data sources including TCP/UDP, containers, Redis, and 
Syslog. 

▪ Large No. of module ease collection and parsing of log formats for applications such as Apache, MySQL, 
and Kafka.

Filebeat

▪ Collects and preprocesses system and service metrics. 

▪ System metrics include information about running processes, as well as CPU / memory / disk / network 
utilization numbers. 

▪ Can collect data from many different services including Kafka, Palo Alto Networks, Redis, and many more.

Metricbeat

•Collects and preprocesses live networking data, therefore enabling application monitoring, as well as security 
and network performance analytics. 

•Among others, Packetbeat supports the following protocols: DHCP, DNS, HTTP, MongoDB, NFS, and TLS.

Packetbeat



Elasticbeats

▪ detects changes to critical files and collects events from the Linux Audit Framework. 

▪ Different modules ease its deployment, which is mostly used in the security analytics use cases.
Auditbeat

▪ uses probing to monitor the availability of systems and services. 

▪ Heartbeat is useful in a number of scenarios such as infrastructure monitoring and security analytics. 
ICMP, TCP, and HTTP are supported protocols.

Heartbeat

▪ collects logs and metrics from within a serverless environment such as AWS Lambda.Functionbeat

•is all about capturing event logs from Windows operating systems, including application events, hardware 
events, and security and system events. 

•The vast information available from the Windows event log is of much interest for many use cases.

Winlogbeat



Logstash

➢ Logstash is a powerful and flexible tool to read, process, and 
ship data of any kind. 

▪ Logstash provides several capabilities that are not 
currently available or too costly to perform with Beats, 
such as enriching documents by performing lookups 
against external data sources. 

➢ However, this functionality and flexibility of Logstash 
comes at a price. Also, hardware requirements for 
Logstash are significantly higher than for Beats. 

▪ Logstash should generally not be deployed on low-
resource devices. Logstash is therefore used as an 
alternative to Beats, should the functionality of the latter 
be insufficient for a specific use case.

➢ A common architectural pattern is to combine Beats and Logstash: use Beats to collect data and use 
Logstash to perform any data processing that Beats are not capable of doing. 



Logstash Pipeline

➢ Logstash works by executing event processing pipelines, whereby each pipeline consists of at 

least one of each of the following: 

▪ Read from data sources such as 
files, http, imap, jdbc, kafka, syslog, 

tcp, and udp.

▪ Enrich data by performing DNS lookups, 
adding geoinformation about IP addresses, or 
by performing lookups against a custom 
dictionary or an Elasticsearch index. 

▪ Additional filters allow for diverse 
transformations of the data, for example, to 
rename, remove, copy data fields and values 

(mutate filter).

Inputs Filters Outputs

▪ write the parsed and enriched data 
to data sinks and are the final stage 
of the Logstash processing pipeline. 

▪ While many output plugins are 
available, here we focus on ingestion 
into Elasticsearch Service using the 

Elasticsearch output.

▪ Process and enrich the data in various ways. 
▪ Filters can parse CSV, JSON, key/value pairs, 
delimited unstructured data, and complex unstructured 
data on the basis of regular expressions (grok filters). 



Logstash Example Pipeline

input { 
  rss { 
    url => "/blog/feed" 
    interval => 120 
  } 
} 

output { 
  stdout { 
    codec => dots 
  } 
  elasticsearch { 
    hosts => [ "https://<your-elsaticsearch-url>" ] 
    index => "elastic_blog" 
    user => "elastic" 
    password => "<your-elasticsearch-
password>" 
  } 
}

filter { 
  mutate { 
    rename => [ "message", "blog_html" ] 
    copy => { "blog_html" => "blog_text" } 
    copy => { "published" => "@ timestamp" } 
  } 
  mutate { 
    gsub => [  
      "blog_text", "<.*?>", "", 
      "blog_text", "[\n\t]", " " 
    ] 
    remove_field => [ "published", "author" ] 
  } 
} 

input Transformations Output



• Refer to LAB Session, Week 15.

Installing ES on Linux Server
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Introduction to Help Desk

➢ Helpdesk is the primary mechanism to provide customer support

▪ A helpdesk is a place, real or virtual, where people can get answers to their computing questions, report 
problems, and request new services. 

▪ It may be a physical desk that people walk to, or 
it may be a virtual helpdesk that people access 
electronically. 

➢ Significance of Helpdesk

▪ Nothing is more important than it for ITOps. 

▪ It is the face of an organization. The HD staff is the 
first impression on customers and maintain 
relationship, good or bad, with them. 

▪ The HD fix the issues , part of living with computers 
and are the heroes. Customers call in an emergency. 

▪ A good helpdesk reflects well on your organization. The typical customer sees only the customer support portion of 
your organization and often assumes that this is your entire organization.

▪ Customers have no idea which back-office operations and infrastructure duties are also performed. In short, a helpdesk is for 
helping the customers. 

▪ Don’t forget the help in helpdesk.



Introduction to Help Desk

➢ Is a Helpdesk really required?

▪ Every organization has a helpdesk.

▪ It may be physical  like walk-up counter
▪ Virtual like by phone or email. 
▪ Sometimes unofficial.

▪ Small orgnizations may not have formal helpdesk, 
but still leads to issues.

▪ Large orgnizations needs anyhow a formal helpdesk

▪ Developing a formal helpdesk should 
be part of that organizational 
planning

▪ Symptoms of lacking formal helpdesk

▪ Communication Problems

▪ SAs unable to complete Project Tasks

▪ Continuous SAs Interuuptions Source : https://klik.solutions/managed-it-services/it-help-desk-services/



Introduction to Help Desk

▪ The transition from ad hoc to formal helpdesk can be uncomfortable to customers.

▪ SAs should expect this push-back and do their best to ease the transition.

▪ Communicating the new helpdesk procedures clearly is important.

▪ Helpdesks do not need to be purely physical locations but instead can be virtual.

▪ Problems can be reported and replies returned via email. 

▪ Telephone, text-based, and audio chat systems can also be used.

▪ Self-help systems are also popular but should not be considered a replacement for systems that 
involve human interaction.

▪ A simple repository of documentation for customers on such topics as how to get help or request 
service activation and solutions to common problems.

❖ These systems can reduce the workload of helpdesk attendants but cannot provide interactive 
debugging or resolve workflow issues that require real-time interaction. 

❖ There should be a phone number to call to report that the self-help system is down.



Key Consierations for Helpdesk
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A Friendly Face

Reflect Corporate Culture

Enough Staff

Scope of Support

How to Get Help

Processes for Staff

Escalation Process

Defining “Emergency”

Request-Tracking

Statistical Improvements


