Brogng

» Bridging

Joning ofte separate netvorks n away tatiooth beacomes
one.Gererall/,works at data Ik lyer

» Exsting BDsMerged
* NoEfEctonCDs

» OperatsatDaaink Layer

» Switching

Joning offte separae netvorks N away tatiooth becones
one.

CD1

CD2

CD1

CD2

CD3

CD4

CD3

CD4




Routing

> Routing
CDh1 CD3
= Joning ofnetvorks w ihoutbosing therr BD2
Sepaiation CD2 CD4
/T\
= Canmuncatbns betveen diBoomected Defuk
Gateway
netvorks |
» OperaesatNetvork Layer OterNetvorks
Raﬂig ¢ Defuk loue >
» Detuk oute,Detullgaevay,m nmal
aostink, shoreestpath, pobgy ‘ DeBuk
Gaeway
CD1 BD1 CD3

CD2 CD4
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VrtalPnae Netvorking

» Layer 2 VPNs

» Extends netvorks at daaink lyer
» CanCany STP,VLAN and oterl 2 Cotolpad<et
» More Seaure tan L3VPN ,More Cotol

CE

hemnetor39 Party Netvork

» Layer 3 VPNs
» Extends netvorks atnetvork lyer
= CanCany STP,VLAN and otterl 2 Contolpadet
»  Enayption orV ihoutEncrspotion
= MP2VP



Generc Routing Encapsultion

hemnetP 1iooolSeaurly

b-nP

SSH

PontbPPontTureiing Protoool
Seaure Sod<etTuneling Protoool
Layer2 Tunnelihg Piobol

VrtalExensbE LocalArea Netvork



» Generc Routing Encapsultion Bam ethod ofencapsultion
of P padet N aGRE headertathoes te orgmal P
padket

» A new headermam ed delbery header B added above
e GRE headerwhh acontans te new souroe ad
destination addiess.

» GRE headeractasanew P headerwih aDelery
headercontaning a new source and destinatibn addiess.

= Onl/outers betveen whioh GRE B confipured can
decryptand enarypthe GRE header-

» Theommal P padetenteisa iouer, taveb n
encrypoed Bim ,ad em eiges ocutofanoterGRE-

confipured 1outeras te orgnal P padetas tey
have tanekd trough a tmel

GRE |« » GRE
P |« » P
12 [e » L2
L1 [e » L1
PHeader | GREHeader | P Paybad
- ~
- ~
-~ ~
-~ ~
- ~
GRE Fhgs | ProboolType Key







> P seaunly (PSeo) Ban hemetEngineerng Task
Force (ETP)standaid suile ofpiotoolks betveen 2 P PadetV OESP
aom m unication pons acaocss te P netvork thatt
piovide data authertication,, inegrily, ad
conitentalily. kalko defines te enaryped,
decrypoed ,and autentatd padets.

P PadetW th ESP Trangoort
> The protoaok needed Brseaure key exdange
and keym anegem entare defined n i OrpinalHesder  ESP  OrialPaybed

> TheAH @uithenticattion Header) proboolpiovites | - Enosypted ]
amednaniBn brautentcation onll/.AH provides |
data negrily, data orgin authentcation,and an
optonalreply protection sevie.

> The ESP Ecapaulbting Seaunly Paybad)
protocolprovites data conftenta iy
@ayption) ad autentcation Cata
egnly, data orgin autentcation,ad
iephy proection).ESP canbe usedwih
confoentia iy only, authentication onlly,or
both confoentialily and autbhenttication.-

OrmgmalHeader O rgmalPaybad




P-nP

P-n-P BaTureiihg Probocolbrencapsulbting P padets nsoe another P pad<et




Point-to-Point Tunneling Protocol (PPTP)

» PPTP orPontb-PontTureling Pioboolgererats a timelland conines te data padet Ponteb-Pornt
Piroocol CPP) B used © enayptbhe data betveen the connection.

» PPTP BOone oftte mostw pely used VPN protocok and has been nuse since e early ekase of
W ndows.PPTP Bako used on M acand Linux gpartiom W ndows.

PPTP z




6. Secure Socket Tunneling Protocol (SSTP)

A VPN protocoldevebped by M mosoftthatiises SSL 1 seaure e aonnection, butonlly availbbke Dr

W ndows.
SSTP
— Tinne Sener
TCP Comection

SSL Negotation

SSTP OverHTTPS

P Bidig



7. Layer 2 Tunneling Protocol (L2TP)

> LZTP stands bBriayer2 Tuneliihg Probool, publEhed n 2000 as proposad sendard RFC 2661

» It a aom puermetvorking protocolhatvas despned 1 supportVPN aconnections used by an hemet
servie provioer (BP) b enabk VPN gperatibon overte hemet

> L2TP aom bines the bestEatuies oftvo

otertmeling proocok-PPTP ok L2TP
OPontTureliihg Protbcob fon Tom =P
M iosoftand L2F (ayer 2 Fowarding) unne

fon CBO Sysems.

> udo gptgetnstallxPid gpensvan >
PP

)

4



8.VrtalExensbE LoalArreaNetvork (VXLAN)

VrtalExensbE LocalArea Netvork B shortcallied VXLAN .

B a netvorkk virtalization tdyobgy tatstetdes lhyer2 amectons over hyer 3 netvorks by
encapaubting Etemet fames N a VXLAN padetwhioh ncldes P addiesses © addriess te
scabbillly probkEm namore exensbE manmer-
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h&oduction

> Toaooess e hemnet, one pubic P addiess B needed, butive can use a prvat P addiess n ourpriate
netvork.

» The dea ofNAT B albyv mullipk devies © access e hemetthiough a singk pubiic
addiess_To achie\e &b, te tanshtbn cfapniat P addiessbapubic P addiess B
required.

> Netvorkk Address Transhltion NAT) B a process nwhioh one orm ore bcal P addiess B ftanshied no
one ormore G boal P addiess and vibe \ersa N oider O provioe hemetaocess 0 te balhos.

» AR, idoes the tanshtibn ofjportnum bers ke .-.m asks e portinum berofttbe hostw th anocter
portnum ber, N the pad<«ethatw llbe routed D e destination.

= lthen m akes the conegponding eiries of P addiess aind portnum ber n te NAT 8bE_NAT
gererally operates on a louerorfiewall



Netvork Address Transhktion AT)working

> Gererall, te borderouter s anipured BriNAT 1e te riouterwhioh has one nerboe N te bal
(soe)netvork and one nerbce N e ghbbal @utoe) netvork.

> W hen a pad<etaverse outsie te bal (soe)netvork, ten NAT converts tiatbcal priate) P
addiess  a gbal (oubb) P address.

> W hen a padetentrs te balnetvork, the gbbal @ubib) P address B aonnvered b a baloniat) P
addiess.

> INAT runs outofaddiesses, ke .,no address B Efltn the poolconipured ten e padetsw llbe
drgoped and an hemetConolM essage Protocol (ICM P) hostunreadab ke padketb e destinatibn B
sent



M asking PortiNum beis

» Consier;, n anetvork, tvo hossA and B are conmnected -Now ,both ofttem requestbrte sane
destination , on e sam e portnum ber;, say 1000, 0n e hostsoe, atbe same tine.

> INAT does only tanshtion of P addres=es, ten when terpadet w llamie atbe NAT, both ofter P
addresseswoul be masked by the pubic P address ofte netvork and sentb the destination.-

» Destination w lllsend replies O e pubic P address ofbe rouger- Thus,on receving a reply, kw llbe

uclkaro NAT as b whith 1ieplly bebngs © whith host@oecause sourae portnum bers Briooh A and B are
tesame).

» Hence, b avod sudh a probEmn ,NAT m asks the sourae portnum beraswelland m akes an entety nte
NAT Bbk.



NAT nsoe and ousDe addresses

hside ks L e addiesses whith m ustioe tanshted O utsiDe iefrs L e addresseswhioh are notn
conolocfan oiganization - These are e netvorlk Addiesses nwhioh e tanshtion ofbe addiesseswill
e done.

Prnake Pubiic Pubiic nae
S Ao NAT 4 P Addiess |:> Adjleél NAT y—

&




Netvork Address TranskEtion (NAT) Types

> There are tiee §pes ofNAT

SEICNAT Dynam CNAT PortAddiess Transhktion CAT)
 htis,asngk uregsercd « htispe ofNAT,an + ABo knovn asNAT overbed.
Cnae) P addiess Bm goped unregseled P addiess B htis,many balpnat) P
wih a Egally regstercd wanshtd b a regsered addresses can be wtanshed ©
Cub) P address 1e oneO- @ub) P addressfan a pool asigk regstered P addiess.
one m apping betveen baal ofpubic P addresses.
and ghoalladdiesses. * Portnum bers are used ©
» Ifbe P addiess ofte pool B dstingueh te i ie_,whioh
» This Bgenerallyused Br eb notiee, ten te padetw llbe wafic bebgs bwhh P
hosting-These are notused N drgpped asonlya fxed addiess.
oiganzatinns as ere ale num berofprivat P addresses
m any devibes tatw llneed can be wanshed b pubic - This Bmostiequentl/ used as
hemnetaocoess and D provie addiess=s. i aostetEctive as tousands
henetaccess,a pubic P ofusers can be comeced
addiess Bneeded. te hemnetby using onlyone

realgbal oubid) P addiess.



» Advantages of NAT —

=  NAT con=enes Bgally regstered P addiesses.
= |t provides privacy as the device’s IP address, sending and receiving the traffic, will be hidden.

»  EIn nates address rernum bering when a netvork evoles.

» Disadvantage of NAT —

»  Transhton resuls N sy ikohing path deblys.
»  Certan gopications w linotEnction while NAT senabked.

» Canpiates turelhg prooook sud as Psec.

»  ABo,te louerbeng anetvorik lyerdevice ,shoull nottiem perw ih port
num bers@@angportiyer) butiihas © do so because ofNAT.



CanmonUsesofiNAT

> W rekbssRouters orAcess Ponts
> VrtalM achines

> CotanerHosk
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» AlIm odemn gperating system s aom e equipped w iih a frewall- a softvare gopication tatregubes
Netvork &afic © a con pur-

> Frewalb aeatke a banreribetveen a tusted netvork (like an offite netvork) and an utiusied one (ke
te nemnel).

» Frewalbwork by defining ks tatgoven whioh #afic s albved,,and whith B bbd<«ed .- The utiily
frevalldeebped Drinuxsysems B pEbEs.



Working Principles of IP Tables

> Netvork wafic Bm ade up ofppad<et.Dat B bioken up N snalkerpeces @GIEd pade), sarntover
a netvork, then putibadk together- b ks dentlies te padet receiled and ten usesa sstofiubes
1 dece whattb dow ih tem .

> pbks filers padets based on:

Tabks Chans Rulks Taiges
- Tabks are fiess tatpn « Adan sasting of - Aruk BastEnait - A taigetBadecsDn of
s dhractns. ks tatelk te sysem whatbdowiha
whatbdowiha pad<et
- A bk corsiBiof - W hen a padetis padet
serldans lecered, pebks finds * ypall, ©E B D
e gppropree ok, * Rubscan bbdkone aoccept,diop K or
ten iuns thiough e e ofpadetor Iepcti@vhich sands
danocfiubsuttlic ‘HBrvard anoter §pe of an enorbadk  te
hdsamath. padet sender).

* The cutom e, where a
padets sent, B calied
ataget



» Linuxfiewvall pbks has burdebultebks.

Decides what packet get

- in and what packets get > i 1 Forv utut
Filter out of network ENE) o
Applies the NAT Rules, Used
NAT to alter source/destination ——— | Pigjoutig | Ouput = Poskoutin
packets
Mangle Adjusts IP header > hput ] Output FOIWE_:\Id
properties of packets Prerouting Postouting
To exempt packets from .
Raw connection tracking > Prelouting Output

Manage special

> hout Output Fomward

Security access rules






s

> A taigets whatihappens afera pad<etm atdhes a ik arera - No-eim nating taagets keep matthing te
padket aganstaulbs nadan evenwhen te padetmathesa k.

> W ih&m natihg taget, a padets evaliaed mmedeelyand B notm atthed aganstancterdan.The
Bm natig aagets N Lnux pebkEs are:
> FourTaget are defined.-

- Acept g Diop @ Reun @ Rejpct

aooepte e diopped sndste IepECcka
pade padage B %adtfm padket
ane notm atthed

_ o Generakes
tiough te aganstary orgnatng anenorb
peEbEs Tirterdan dan te
Trewall doesnot connecting

genelak an devie



hsalhthn ad Satus

> Ihsall P Tabks

"  Sudo aptgetupdat
»  sudo aptgetnstll pebEs
> Chedkte stattus ofaunentiptb s coniipuration
» sudo pebks-t v
Here, te -+ gotion Bused © IBallte ks, ad - s brdoving e nb namoie deailkd Bbimat
Bebv Bte eanplk oupput

Chan NPUT @olicyACCEPT O padsets,0 byes)
pkisbyEes tiget protoptn out source destination

Chan FORW ARD @olkcyACCEPT O padets,O bytes)
pkisbyes tiget  protoptn out Source destination

Chan OUTPUT @oiky ACCEPT O pad«et,O bytes)
pkisbyes taiget  protoptn out source destinattion



Defihing Chain RUES

> Ak canbe n=ered wiih Bibying aconmand

* suo pebbsA<dai> p<pobol@dp)> -Ss<souie> —doortporo>  jJ<tuget

> -i (interface)
» The netvork nerboe whose tafic you wanto filler, such asetO, b, g0, etc.
> =-p (protocol)

* The netvork protbcoliwhere your-filering process akes plhce - lican be ebher o, udp,udplie, oDnp,
s, Onp\6,ad so on Alkematiel/, you can e allio doose every protocol

> -s (source)
» The addiess fom whith =it com es fom . You can add ahostham e or P address.
» —dport (destination port)
* e destination portnum berofa protocol, sudh as 22 GSH),443 (ts), etc.
> - (target)
» e tigetnane @QCCEPT,DROP,RETURN).You need © nserthsevery tine youmake anew k.



A byv t&=iic on balhost

» Toalbw tafic on bcaahost, e ttsacommand:
= sudo pebks-A NPUT ab j4JACCEPT
» Use b orbgooadk nerbce. ks utiired HBrallcom m unications on e bahost

» The acommand above w llm alke sure thatthe connections betveen a datlbase and a web gopication on
te sam e madhine are working properl/.



Enabling Connections on HTTP, SSH, and SSL Port

» Allow SSH Traffic

= sudo pebEs-A NPUT ot —dport22 4JACCEPT
» Allow HTTP Traffic

= sudo pebEs-A NPUT 1t —dport80 JACCEPT
> Allow HTTPS Traffic

= sudo pbEs-A NPUT -p tp —eportdd3 JACCEPT

> Check Status of IP Tables
sudo pebks -1 v



Filtering Packets Based on Source

> Allow packets from 192.168.1.3
sudo pebks-A NPUT 1921631 .3 §JACCEPT
» Deny packets from 192.168.1.3
sudo pebEks-A NPUT 51921681 3 4DROP
> Deny packets from a range of IP addresses

sudo pebEks-A NPUT m prange —sictange 1921681 1004921681 200 4 DROP

» Dropping all Other Traffic
sudo pebEs-A NPUT DROP



Deleting Rules

> remove all rules and start with a clean slate

» sudo pebks+
> delete a specific rule

» sudo pebks -+ —ne+rumbers

> delete a specific rule from specific chain

= sudo pebkEs-D NPUT3



Persisting Changes

> Save Rules to file

» udo pbkessave > At/pEbEsAulbs 4
» sudo pbkessave > AcApBbEsAuESNG

> Restore rules from file

» sudo pebEstesbre < A/pbbEsfubs\4
» sudo pebkEstesbie < At/ApBbkEsAUuEsS NG

> Enable Auto Save

»  sudo gptgetinstll pebEsperssEet
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S m pE Netvork M anagem et rotocol

» SNMP Bafan evork tatprovioes Bciliies HBrm anaging and m onibring netvork resouraes on te hemet
» Canponents ofSNMP:

- Ageit g Manager @ M B ©® Pl

SNMP agent B ANnSNMP manager hbmatibn nte SNMP protocol B
softvare tattuns B an gppicaton datbase B e gpplicaton
onapeceofr program tat described by hyerpriotocolused
netvorkk equipm et contecsan SNM P Management by SNMP agerts
Gost ouEr, agernto gueryor Information Bases andmanagers
prveer, oroters) modily te (MIBs) send ad receile
and tatmanans datbase atte data.

mbm ation albbout agent

s confipuration

ad aurentsee N
adatbhase







»  AbstiactSynexNottibn One ASN 1) Ba stndard nerbce descrption bhguage ‘Brdefining data stucties thatcan
be sermaliired and desernalized N a acsspHEbm way.

» It broadl/ used N kcon m uncatibns and com putermetvorking , and especilly n ayptography

» ASN 1 Badata tpoe dechiatipn noEtion .. kdoes notdefne
howv © manipulbie avarebk ofsudch a §pe.

»  Manpultion ofvarebkes B defined n ober binguages
=udh as SDL Gpecilicatibn and Desarption Language)

HBreeastbE modeling or TTCN-3 (Jesting and Test
Conto N otation) HBraobim ance esting.-

» Both tese Binguages nataely sUpportASN L
dechiatins. s possbE © mportan ASN 1. module
and dechre a varebk ofany oftbe ASN 1 §foes
dechred ntemoduke.

» ASN 1 Ba pntsandad ofte hematibnalTelbaom m uncatibn Unbn Telbocom m unication Stendardzation Secor @ U-)
n MUT StdyGroup 17 and BO/AEC



MBS

» AM B goecilies te managed dopcts
> M B Bat&xthik tatdescribes m anaged dbects using e synmex ofASN 1 @QlbstiactSyitex Notation 1)

» ASN 1 sabHimalbguage Brdescribing data and s propertes

> hLnux,M B filesare n te deecry/usr/share/snmp/mibs

= Multiple MIB files

= MIB-II (defined in RFC 1213) defines the managed objects of TCP/IP networks



» Eadhmanaged dbpcts asspned an copctoentiier © D)
» TheO D Bgoeciied naM B k.
» AN O D can be iepresented as a sequence ofnegers separaed by decm allponts ory a extsng:

» B>anpk:
13612146.
B0 .O1g dod nemetn gn tn b2 ppFomDatgran s

» W henan SNMP managerrequests an dbct, isends te O D © te SNMP agant



> Managed dopcts are oiganieed N a tee-like herardyad e O Ds
iefiecthe stiucture ofte herlardy.

» Each O D representsanode nhe tee.

> TheOD 136121 (s0ogdod.nemetimgntn b2) Batthe
p ofte herardy Brallim anaged cbpcts oftbe M B-IL

> ManuBbcters ofnetvorking equipm entccan add product
Soeciic AbpECE O e herlardy.




Definiibn ofm anaged coppcs naM B

» Speciicatibn ofpFomvDategrans nM B-IL

ipForwDatagrams OBJECT-TYPE

SYNTAX Counter
ACCESS read-only

STATUS mandabry
DESCR PTDN

"The num berofinputdategiam s Brwhioh s entily was notber-imal P
destination,asa resulkofwhioh an atiem ptwasmade © find a roue ©
‘Drvard tem O tatimaldestination. h entties whioh do notactas P
Gaeways, s counerw llinclde only tiose pades whioh welre
Source-Routed v s entily, and the Source—R oute gotibn processing
was sucoesshil”



SNMP Messages

» SNMP managerand an SNM P agentcomm uncae
using te SNM P pirotocol

» Gernerall/-M anagersands
qgueres and agentregponds
» BExogpton:-Tigps are nidEted by
agent
Get-request. Request te valies ofone ormoie
Obfc
Get-next-request. Request te \valle ofte next
obct, acocoiding © a EExnogriaphaloidering of
ODs.

Set-request. A requestio modily te vale cforne
ormore oogcs

Get-response. Sentioy SNMP agentn iesponse b a
get-request, get-next-request, or set-request
message.

Trap. An SNM P ®ap Ba notiication sentloy an SNMP

agetb an SNMP manager,whih B tipgered by
ceran everts atbe agent

Portl61l

Portl61




> Tigps are m essages tatasyndionously Y - '

> Tipsae tmgered byanevent
> BExamplks ofDefined tepsare

— WOon O obstrt g wamSart@ Fap @ SNVP
Even tatzn unexpected softieboot te opposie of ekt

nerboewertt iestart@e., o
donn sysem aash)



SNMP Versons

» Three\ersbns are n use tday-

<« SNMPVL @ SNMPv2e @ SNMPWE

1920 1906 2002
Adds “‘GeBukK *  SNMP\3strtd fon
Ttncionand some SNMPVL @Gd not
new §pes SNMP\V20)
AddsRMON = Addiesses seaunly
@Gemote monibring)
Cpabilily

> ARIhersDns are stillused day
» Marny SNM P agerts and m anagers supportalitree versons ofte protbcoll



Fom atofSNM P Padets

* SNM PVL G etcetimn essages:

Version |Community SNMP PDU
/// //

C Earextsting tats ,/ rad
used as a passvord ( 4

/ PDU Type Request ID
PDU §pe,eg.:
:SNMPVLGet Err atus | Error Index
64-:SNMP\2 Get ~

Object 1, Value 1
Unioppe D bmath Object 2, Value 2
requestsw ih Ieplies
Sequence cimamevale

pars



SNM P Secunty

» SNM PV uses phin £&xtoom m unily steings bBrautentcation as plhin extw ihoutencryfotion

» SNM P\2 was supposed © Tk seaunty problen s, butetbrtderailed (The “c” in SNMPv2c¢ stands for
‘community”).

» SNMP\3E has num erous seaunly Eaties:

»  Ensure tata padetias notloeen &m pered w ih {ntegrity),
» Ensures tatamessage s Ton avald source @uthentication)
»  Ensures tatam essage cannotoe reed by unautorized @rivacy ).



SNM P Secunty

» Seaurily m odelofSNM P\3 has tvo aom ponents:
1 _hstead ofgranting acoess rghts © a aomm unily, SNM P\E grants aotess D uselrs.

2 _Aacess can be resticed © sections ofbe M B (Version-based Access Control Module (VACM ).
Aaccess s canbe I ed

» by goecilying a range ohvalid P addiesses Bra useroraconmunily,
»  orby goecilying e partoftte M B tee thatcan be aocoessed.



Seaunty Bveb n SNMP\2

» SNMP has tree scaunly Bek:

wr noAuthNoPriv @) authNoPriv ‘ authPriv

Authetication w ih Authertication w ih Autetticatibn wih MD5 or

matthing auser MD5 orSHA SHA message dpest,ad

name m essage dpesk encayptonw ih DES
encrypton

» Canpare tis b SNMPVL and SNM PV2c:
= SNMPVL,SNMP\2-Authetication w ih m atthing a comm unilyy steng .-
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EmallSernie

» Emaill@kconcmaid saway © s2d and receile m essages aacss e hemnet i5sim ihro tedtional
m aill, butialko has som e key diierences.

> EbEnentsofEmail

Addresses Delivery Time
» Tredtonalm allserviie uses posal + Tredtonalmall b satas sealked + Takestin e O reach destination -
addiess=es tatconssts of name, envelbpe and diogped n bcal
house no, stieetaddiess, cily/, stae m aibox.
and country. « Sender- s\laibox = i aibox =
+ Senderpostladdiess Receier
+ Receirerpostladdiess * Userphyscaltansoortmeans ad

« DiBlentbmat noles te courersaves




Em aArchiecte

» Components UserA UserB

EmaillC Ient

EmallSerner

M aiboes

MTA

Mot L 1 L 1
Netvork $ 1 1

S ﬁ T ﬁ T
SSLALS

MAP
POP3

P

S



EmallServ/ibe Can ponaertts

* Nomallya progran whioh sused » iegponsbhE Dreanserofmall » A baHik b okctm aik.
bserdad recciemal fonm one sysem L aoter- = Deleredmaikae nhis k.
« BExampksare Outbok, Thundetbrd | (= Tosandamailbasysem must T @sysem U ust
et. have clientM TA and sysem MTA. égiziox =T
+ ShouH supportEm aillo peratibns = Thedeleryfom MTA © anoter . A g
MTA Bdone by SMTP Protocol gNognmaaimx sonb©
EmailiC ket MTA M albox
*+ Thisfie comainsmail tatare bbe « kBusedasabbnketem Briochmail MTA used P netvorks b delleremail
sent i i wansEragent (| TA)and mailldeery
» Useragentappendsougongmaik n agents (DA), each ofwhich perbim a
ts ik using SMTP. siohtly diErentfncton
* MTA extiacts pending m alfiom spoolHie
Drercelkery.

* E-mallabvsone name,anales,©
iepiesentseverldiErete-mal
addiesses.

« kBknovnasmaiing BBtL\W heneveruser
hanve D serntam essage ,sysem dedks
recipient’'s name against alias database.

Spool MallSener Netvork



Em allSernie Prooaob

SMTP

* SMTP sends br
SmpEMalTansker
Protobool

* SMTP Bte princpal
emailpicobcohtats
responsbE brte
twanseErofemaib
betveen em allclients
and em allserers.

POP

* POP standsbrPost

Ofim= ProobolL

s EmalcieEnsuse= te

POP protocolaugport
n tes=nero
dovnbad teemaik.

* Thise Bprmarlyaone—

way protbcoland does
notsyncbadk e

emalb b te s=ner-

IMAP

s MAP sidsDr

hemnetM essage
Aaess Piroobaol

« MAP Proobocolsused

sy ctbeenakn
te s=rerwh e
emailclient.

+ Iabvstoway syc

ofem alk betveen te
E=rneradteenal
cientwhikE teemaib
are sbred on the
LREer-

SSL/TLS

* SSL/TLS certirats
aeused
autentcake ad
encryptemaibs

IP

* P prooools
uderiang netvork
protoaok



SM TP Protoaol

> devebped N 1932 n ri0821 by Jon Posel

» Basrc Purpo=e:To tanskerm allrelBbly ad eficently

> Basc Archiiecte

Sender

SMTP
Client

<
Ephemera %

Port

<>

TCP

SMTP
Sener

Port”25

Recerer



SMTP :UAadMTA

» SMTP clients and servers have two main components
» UserAgents— Prepares te m essage ,enchbses En an envelbpe . Eudora brexan pk)
> MalTranskErAgat- Transkers te mallaaoss e nemnet

» These components are required on both sides.

Sender

Recerer
/ Ephem eQ / \

M«—» MITA | FPort L MTA m

Chiet TCP Sener
dTransker ron £ U

User Ma s
Agat Agent Xg:';rt d Agat
\_ / \_ )

C leresme SMTP Sernersoe SM TP



» SMTP also allows the use of Relays allowing other MTAs to relay the mail

Sender

Recerer
/ Ephemeral \
MTA Port
MTA
83— cene [~ o —

User MallTransker User
MallTrasker

Agent Agent Agent

\_ -/ MTARehy \_ Agent Y

C letspe SMTP

Sernersoe SM TP



» Mail Gateways are used to relay mail prepared by a protocol other then SMTP and convert it to
SMTP

Recerer

MalSystem

J

Senersoe SM TP




EmalStuctne

> Malsatexthk

Emnelbpe -

. Eederaddiess
= receleraddiess
= obernbim ation

Message —

= MallHeader— defines the sander;, the receier; e

SUbpctofte message,and soane oter
mbm ation

= MaillBody—- Cotans te actialinmbmation nte
message

From zadn N@ emalbdusaoom
To :conactid em albhusa.oom

From -Adn nstiabr
Tp:-Contectus
Dat 16078
SUbpECESNA

DearTeanm ,
Thanks Brte SNA Course

Regaids...

Adn nsabr

- =

Header

:

4------

*---»

]
g



EmalDelery BE>ampk

POP Maibox

POP malhoute

Recerer
M aibox

Return-Path: <admin@email.wvusna.com>
Delivered-To: admin@email.wvusna.com

Received: by email.vusna.com (Postfix, from userid 62)
id 17FBD328DE; Wed, 16 July 2023 11:27:02
Received: from email.vusna.com
(email.vusna.com [192.168.19.9])
by email.vusna.com (Postfix) with ESMTP id
541832893 for <admin@email.vusna.com>; Wed, 16 July 2023
11:27:01
Received: by email.vusna.com (Postfix, from userid 62)id 47509456C;
Wed, 5 Nov 2003 11:27:01
Received: from email.vusna.com(email.vusna.com [192.168.19.9])by
email.vusna.com (Postfix) with SMTP id 7C2943D79 for <admin(@
email.vusna.com>; Wed, 16 July 2023 11:26:34
Message-Id: <30031105162634.3C2943D79@ email.vusna.com>
Date: Wed, 5 Nov 2003 11:26:34
From: admin@email.wvusna.com

To: admin@email.wvusna.com: ;
MIME-Version: 1.0

Welcome to IT601P course.



Howv SM TP works @Q-PDU's)

e The Essermtmb Caonmands are

<« HELO w MAILFROM @ RCPTTO ' DATA ‘ QUIT
DNS of Sernder Recerer Message Cbhb=
Senderhost Emal Emal Body
Addiess Addiess
Henties te
domamn
nam e oftbe
sending host

OSMTP



Howv SM TP works @Q-PDU's)

 The AddiDnalCanmands are

RSET VRFY NOOP g TURN @ EXPN @ HELP
Resst Verly No The ks Maiing st Caonmad
Name opelaton ofsener Name
ad client
Used Br obo
erpoeeg ieversed

na
=SSN



The Sererrespondsw ih a 3 dgicode tatm ay be Dibwved by ©<tnb

2HH -Suooess

3# —Canmand can be acoepted wih more nbm ation

4+ —Caommand was repced, butenor condiibn B &M porary
5## —-Canmad epcted,,Bad Us=!



SMTP MTA Corectibpn Eseb M ent

< TCP Sessmn >

HELO emanug a0  e——)

< 2500K




» Emaillsending segquenaes are are bibved.

n
»

Empty Ihe




— Qumr

¢ ICP Corne_clijn —
Tem natibn



PiobEnswih SM TP

> NoOseaunly

= Authentication
" Encypotin

> PossbE Soblthns:

= VRFY ammad
 Spate

» OnlyusssNon VirtalTem mal@VvT) 7 b’ASC Ilbm at

» Emailk can easbly Hirged



ExXEernsDns O SM TP

* M ME — Mullipuipose hemetM allExEensDns
 TransbimsmMn-ASC ldata DNVT (NetvorkkV rtialTem nmabASC Bdata
 Text
» Applicaton
- lhage
 AudbD
* VIbeo



M ME Headers

» Goes betveen e EmallHeaderand Body
- MME-Versbn:-11
 Comentlype
« Conentd ranskerEncoding
« Conentd
« Comatbescrption



M ME Headers

« Conentype - Type ofdata used N e body ofbe message

» Text= phn,utbmatied excHTML
« Mullipart— Body comans m ulipE ndependentparts
+ Message - The body BwholE mallm essage, partofa m essage ,ora pornteerb amessage



M ME Headers

hage—- Themessage sastatibnary eg mage (PEG orG F)
VDeo- Themessage sananmatibn egMpeg
Audb- The message B8 kKHz stihdard e g audp date
Applicatibon— The message B a $foe ofdata notprevusly defined



M ME Headers

« CoteanHanskErEncoding - The m ethod used  encode e messages
* 7 b= no encoding needed
 8bit=— NO-ASC I, sortines
 Bnary— NOn-ASC ILuniim ied Bgh Ines
+ Baset4 - 6 bitbbdks encoded o S-bASC Il

» QuotdprmebE - send NnoNASC lldharackers as 3ASC ldalackrs,=##,#%# B e hex iepresentation
ofte by



+ Dwibesbnmary data no 24 batbbds
« Eadh bbdk B ten divied b 6 bkdunks
+ Eadh 6bitsection B nempieted as one dnaracercauses 2560 overhead

)
01111010 01001001 01000101 00110101




Quoted-Prittbk Encoding

» Used when te data has a snallinon-ASC liportion
 NON-ASC lldaracers are s2tas 3 dnarecers
 First is ‘=, second and third are the hex representation of the byte

01001100 10011101 00111001

/ |9) \(D)

00111101 00111001 01000100




M ME Headers

» The DBibving headers are defined NM ME:

MIME-Version
MME 10

Content-Disposition

how © presenta
message orabody
part

Content-Type
Cotansmedin tpe
And issubgpe

Content-Description
Descrption ofconternt

Content-Transfer-Encoding Content-ID
Baset4 ] ety body parts
quotd-pmebk

7biBb=— noenc

Content-Base Content-Location
Speculheader Specilheader



Example Multipart, Encoded MIME Message

From: admin@email.vusna.com

To: admin@email.vusna.com

Subject: Test Message

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary=17

- 17

Content-Type: text/enriched; charset="us-ascii"
Content-Transfer-Encoding: 8bit
Content-Description: Greetings

Welcome to IT601P

- 17

Content-Type: application/octet-stream
Content-Transfer-Encoding: base64
Content-Description: Spec sheet saved as MS Word file
-17 -



 MTAs do te actialm alltansErs

* MTAs are notim eatto be drectly aocoess=d by usels.
* MMDF

« SENDMAL



MaBAcoess Prooaoks

 The MTAs place the email in the user’s mailbox

* The MallAaess Protbook ale used by he useis © ereve teenail
fon the mabox
- POP3
- MAP4



- Smpk

 Abwvs e usero dotan a IstoftereEmaib
 Usaiscan ettee teremaib

» Usars can eberdeEe orkeep the en allon tersysem

e M NN FES SR IesoUrses



hemnetM alAoco=ss Prooacoih4

« Hasmore atures ten POP3
» Usercan dredk e em allheaderibebre dovnibading
* Emallk can be aooess=d ffan any bcation

« Can seardh the em allibra goeciic steing ofdnaracers bebie
dovnibading

» Usercan dovnbad parsofanemail
o Usercan aeate,deEe,orenan e m aiboes on a Sener



Linux Padkages BrEm allServie

« Courer-map
* Doveaot
- EXC



e

> KBW = VeremasSmalssnertatsared BE atBM researdh as an alematie © te w belrus=d
Sendnallprogram -Now atGoogk,W Ete continues H© sugportPostik.

> Postik atiem pts 0 be Bst, easy © adn nsker, and seaure . The outsite has a defniie Sendn al-sh flhvor;,
butte nse B con pEel/diEient
" gotupdae
= gptnstallpostik



p
+ Use Postik br
serdingemalk
obterM TAsad
recev/ing em aliam
oberM TAs.

-
* Usespostik D
leceile enaion
oterM TAsbut
using anobersnart
hosto rehyemaiks
D e recpent

. Usessmarthostbp
sernding ad
recevngemail

p

e Uses emalkale
w@nsn ied only
betveen bcaluser




Authertation

» Configure mailbox location

> SMTP authentication

SMTP-AUTH albvs a cliento pdentily iseiftirough e S m pE Authentication and Securly Layer GASL)
authentation mednanien ,using Trangoortd_ayerSeaurly (11L.S) 0 enaypothe authenticatipn process.
Once thas been autentcaed , e SM TP serverw llalby te cliento ebhymai

= Configure SMTP authentication




TLS

= Configure TLS

Obtan adpg®llceraicat HBrTLS .MUAs comnecting © yourm allsenervia TLS w llineed © recogniee te
certificate used for TLS. This can either be done using a certificate from Let’'s Encrypt, from a commercial CA or
w ih a selisDned certitate tatusers manually nsellaooept

ForiM TA-b-M TA, TLS certitats are nevenalated w ihoutprpragreem ention e afecied oiganzatins.

FOor'M TA-O-MTATLS , tere 5o reason notb u=se a s=ispned certicae unkss balpolny requises ESee our
guitie on seaunly certicates HBrdetaik aboutpenelating digialcerticates and setiing up yourovn Certiicate

Autorily CA).

Once you have a certiicae , coniipure Postik © provioe TLS enaryfotion HBriooth noom ng and outgong maik




Postik auppors SM TP-AUTH as defined N RFC2554 .. Itk based on SASL_Howvever ks stillnecessary ©
s=tup SASL authentication bebre you canuse SMTP-AUTH .

Configure SASL
Postik suppors tvo SASL. m pEm enations:-Cyirus SASL. and DoveaotSASL .

To enabk DoveaotSASL the doveaotaoie pad<age w llneed © be nsklkEd:



Confijuie SASL

Next, edi&tOovecotCoioA0-m aseroonfand dange e Dby ing:

auth mednanens=phn bgn

sudo sysem ctlrestartdovecot=evie
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» Database is essential to any web-based application for saving records and user data. A database is an
organized collection of data so that it can be easily accessed. To manage these databases, Database
Management Systems (DBMS) are used.

> Types of DBMS

Ih general, tere are o aomm on pes ofdattbases:
- No-Rebtnal
- Rektibnal

» Non-Relational Database Management System (Non-RDBMS)
= hNoRDBMS ,data Bsored n key~vale pars.Foream pk:

= Canmonllyused NonHRDBM S -M ongaDB ,Am azon Dynam aDB ,RedB,ES etc.

> In RDBMS, data is stored in tabular format. For example,

» Canmonlyused RDBM S :MySQL ,PasgreSQL ,MSSQL,O rck etc.



E bEn ents ofkRebtmalDattbhases

> Rebtihnaldathases are based on the ielbtionalm odell

» The reltinalm odel s a group oftules setbrh by E _F.Codd based on m atbem atialprincp s @gehbtonal
abebia), ad defines how dattlbbase m anagem entsysem s shoul tinction.

» The basic stucties ofa rehltbnaldatlase @s defined by te ehltonalm odebaie Boks,
aoblmns ©riebs), Iovs Orrecods),ad keys.

Types EEnent

Tabk oks Coblmns Rows




Typesoflabks

Tabks are generally grovyped N tiee §foes:

Kernel tables

- Tabks tatare ndependent
entities_Kemelbks ofen

Iepresentorm ode lhings tatexst
n te realworll.

« Same exan pk kemelbksare
austom ers,\vendors,em pbyees,

parts,goods,and equpment

Association tables

» Tabks tatiepresenta iebltonshp
an ong entes.

» Forexam pk,an oiderepres=ants
an assocHEtbN betveen a austomer
and goods.

Characteristic tables

» Tabkswhose purpose s b qualily
ordescribe som e oterentily.

* Forexam pk,orider-linesm ght
describe oders;w ihoutan oider,
an oilder-ine suxkss.



» A rw Basigk occounence ofte data cotaned na bk ;eadh iov Beaked asasigke unik hte
CustmertbE mage n Tabks, tere are Buriows, ad each rov acoians nbim ation alboutan
ndvoualaustomer-




EEbEnaentoflabe :Coblimn

» Rows are organired as a setofcoblm ns ©rfebs) A lhowvs na bk aon pree e sam e setofooblimns.
Ih the CustomerttbE mage n Tabks, te cobmnsare CustNum ber,Nam e ,,and Steet




EEnmentoflaoe -Keys

» Keys identify a unique row

Primary key Foreign Key
. Aprinaryl-eyisaa)hnn_(orgl(}pof » Abeognkey sacbmnvale none
colmns)whose vale uniel) dentiies each bk tatis lequied bmatth te colmn
Iov hatbk.Because te keyvale B vale ofte prin ary key in anotertbk.
alvays uninue, you can use kb deectad
prevetoupicate 1ows. = Ifte Dien keyvale Enotrull ten e
_ _ prm ary keyvale n te rekrenced bk
= A good primary key has te Bibving m ustexast
dnaracerstrs:
» kst rehtbnshp ofacobmn none
d mandatory bk baomblmn hanotertbk tat
Q uniue provioes te ehltonaldatbase wih B
0O sebk abilly © pn BbEs.

d dhort



E bEn et ofTabe - hdees

> An Nndex n a dabase operates ke the ndex b on a filk HBher: iponts outone oentillying colmn,sudh
asaaustm ers nam e, tiatm akes keaskerad quidker © find the nbm ation you wart

»  Asigk coblimn can be used © define a sin pk ndex, ora com bnation ofcolmns  define a
aam posike oraom pound ndex.

» Todece whioh colmns b use,you fistneed © deerm ne how e daa n e Bk Baocoess=d.

»  fusers fequently bok up austom ers by bstnam e, ten e bstnam e B a good dhoe Bran ndex.
It $pal base ndecesonpmary keys



> A database schema defines how data is organized within a relational database.

»  oovers bgaloonstants sudh as, 8ok nam es, febs, data §fes, ad te eltbnships

betveen bese enties.

» Schemas commonly use visual representations to communicate the architecture of the database,
becoming the foundation for an organization’s data management discipline.

» Types of database schemas

Conogpalsdhema

« Mprovibes a bprctue vew of
whatte sysem w llcoan,how
v llbe oilganiked ,and whioh
business ks are moled.

» Concgptalnodek are usaly
aeated as partofte progess of
gaterng namlpiopct
requen ants.

Logalsdhema

» It Essabstact, com pared ©
conaepalsdhemas.

» Ik ckarlydefne sdhema dbpcs
w ih Imbim ation, such as Bbk
nam es, fel nam es, entily
riebtonships,ad nmegnly
aonskant.

Physalsdena

 Mprovie te ednical
mbm ation tatte bgal
datthase sdhemape bds n
addtion © e conexcal
mbm ation, sudh as €bk
nam es, fel nam es, entily
relbtbnships, etcetela.



Strcutured Query Language

» Structured Query Language (SQL) is a standard query language that is used to work with relational

databases.
_ ) SOL Command
» TheSQL Bused O perbm saveralopeiatnns.
» SQLqueresare gereraldimed Nno 5 chsses
0 Data Demniiibn Language O©DL) | '
4 DataManpultion Language OML) l l l l l
0 Data ConwolLanguage@©CL) DDL DML DCL TCL DQL
0 Transacion Conwollanguage(CL)
a DaaQLeWLaw ©Q L) — Create — Insert — Grant — Commit — Select
= Example : SELECT first_name, last_name — Drop — Update |~ Revoke |~ Rollback
FROM Customers;
— Alter — Delete — Save
point
— Truncate

» SQL sgenerally used w ilh reltinaldatias=es, hovevertere Bno sandard way ofusing nonHe bitional
datlbas=es



MYSQL

» MySQL sa\ery popubrgoensourae rebtonaldattioase m anagem entsysem @DBM S).

MySQL B a rehtmnaldatbase m anagem attsysem

MySQL B opensource

MySOQL Bfee

MySQL B dealbribooth snallad hige gopicatins

MYSOQL BVery Bst, elBbk,scabbk,axd easy buse

MySQL B acssphltbim

MySQL Baom pliantw ih te ANS I1SQ L sandard
MySQL was fastrekbased n 1995

MySQL B devebped,dstributed ,and suppored by O iacke Corporatibn
MySQL B named aferco-buderM oty W menussdaugher-My

> Applicatons

L Huge welbssiies ke Faashbook, Tw itier; A sonb ,Booking com ,Uber, G IHub, YouTube,etc.
" ConentM anagem entSysem s ke W ordPress, Diigpal, Joom R, Cono,etc.
k A\ery hige num berocfweb devebpers around te worl



CanmonRDBMS

* MySQL,

M DIosoitSQ L Serner
 Orack

M DxrosoftAaoess.



hsalig M YSQL Serner

> Installation MySQL Service

» Secure MySQL Service

= Add a Dedicated MySQL User




hsalig M YSQL Serner

= Grant Privileges to Secure MySQL

= Managing MySQL Service

= Log in to your MySQL Server




Use of mysgladmin

> mysgbdn n padkage used by Dattlbase Adn nstiabors © easily perbim basctsks NnMySOQL.

> has saveraivalliab ke tobwhioh can be used Br

Serner Serner Serner Datthae Resource

- Maienance wr Cofpuraton W Monibrig ' Badwp ' Managem ent
MySQL Servie Managing User SQLCRUD .
. Management Roks O peratibns MarnyMore



Common Tasks Performed with mysgladmin

> mysgbdn n has a comoliEd s=tofprocedures and workibw - liican perbim Database operations ad
aueresw ih te hep ofsadard and easy-bu=se Stuctured Q uery Language GQL).

" Massons users pem BSDns O work on e Datbase SernerM anagem entand M anenanace
actviles.

» Here are some oftte n poranttasks tattican be perbim ed w ih mysgbdn n.

Create and diop FlLsh nbm ation bgs,
MonibrMySQL Serer Dattbases nMySQL satstcs, sats Rebadfes=tV ySQL
WYV plocesses Serer varbebks,and BbEks privikEges
Startand sobp e Strtand sop ‘ Chedkserer
W  K#luning queres ' sererw ih badwups iepkas confipulation and sets




Benefils ofm ysgbdn n

» Bebw are som e ofte achvanteges ofm ysglbdn n.

» Provides defined and m proved stiucte ofs=stiings vilallbrte perbm ance ofte MySQ L Serner-

» VEualkkee te Tbv by disphying a griaphcaliepresentation,m aking keasy Bruseis o reed, nempretad
Tne-tine e s=tiings ofbe MySQ L Serner-

= Takes care ofSeaurily R BkKM anagem aent; henae you can Eelaupersae working around yourdata.
» Easilly mportand exortdata files fan te MySQ L Sernerdepending on te In ied ik se.

= Mmanans UserAcoounts, terPassvords, and B alko capab ke ofbdking orunbdking useiswhenever
Nneeded.

»  Mprovies gpensource fExbilly and seaure iansactibmnalsupportw ih hioh scabbililyy and cotinuous
uotine.



Adn nsemgMYSOQLwihmysgbdn n

Create a new Database. create db_name

DeFEt aDatbase. diopdb name

Chedk e status ofaliM ySQ L Serenarebks. exendedstatis

FLsh allnbim ation N te hostcade. flsh-hosts

Flush all tables. ieffesh

Set a new password. passvord new_passvord

Stop the server. shutdovn

Display the server variables. varebks

Change the MySQL Root Password mysglbdn n -u rootpassvord New  Passvord |
Change the MySQL Root Password mysqbdn n -u 1otp0 H Passvord passvord New Passvord™
see if your MySQL server is up and running. mysgibdn n -u rootpPassvord ping

Check MySQL Server Uptime mysqdn n -u IotpPassvord sats

check the version of the MySQL server mysgldn n -u rlotpPassvord \verson
Check the Status of a MySQL Server mysgdn N -u 1otpPassvord sets
Extended Status of a MySQL Server mysqdn N -u IotpPassvord exended-sats
Check MySQL Server Variables mysqdn N -u IotpPassvord varebes
Check the MySQL Process List mysqdn N -u 1otpPassvord processist

kill the MySQL client process mysqdn N -u IotpPassvord kKill195003




phomyadn n

» Phpmyadn n Ban W eb based alematie © mysgbnm n. lsman Eatres are

" Seaurly
»  thas san e buillien seaunly Eates, butim ay notloe as 1ibustas Deban.

Stbillly
» ks generally sebE butm ay notloe as ielBbk asDebin.

Cam patbilly

»  may require addtionalseps © nstallad coipure PHPM yAdn N on a separae sysem .

Fam iiarky

= Mmay requie some kaning iotiem iarw h Ubunto.



hsalkhing PHPM YADM N

» Updake APT Reposibres

> hstallPHP Support

> bhsallphpVyAdn n
> Restart\l eb s=awme

> AaessvR W eb herboe htip ZAhostham e=fhpom yadn n



No-ReltnalD atghbases

» RehltbnmalDatbases are notsuiBbE Dr hige daa, unstiuctred orsem stuaute daga

» NOSQ L dattbases are norHe hitbnaldattbases and addiesses above Baues

> There are burm aprpes ofNoSQ L Dattbases

Document databases Key-value stores Column stores Graph databases

s Sbhredatbassem v « Sbredathas key- » These datbases + Sre data asnodes
stuctred vale pars,ad are sbre dataasoobimn and edges,and are
doament,sudhas optin k=d Brsmpk m ies,whibhh are despned © hadke
JSON orXML,ad and Bstaeadfv e s ofooblmnstat aom pEx elEmnships
can be quered using operatnns. are teaked asa betveen data.-
doaum entorentd sigk entily.
query bhguages

* Optin k=d Drbstad
eficentoueryng of
hige anounts of

daa.



Key Characteristics of NoSQL

> KeyCharacerstics ofNoSQ L datlbases are

Horizontal scalability Document-based Key-value-based

» Do nothave a fxed * Despgned b sak out « SameNaSQL Dbs,such * NOSQL based Reds,
sdemaand can by adding m ore nodes asMogoDB ,us=a use a keyrvale data
acoomm odate danging D adatbase cliskr, doaum entbased dat modelbwhere dat B
data stuctes w hout m aking tem wellsuiied modelbwhere dat B sbied as a colkection of
te need Drm pratibns ‘Hrnadiing hige sored NnsEm key~valbe pars.
orsdem a aleratins. amounts ofdat ad stuctred Bim at, sudh

hoh bvekofeaiic. as JSON orBSON .
T

« Sane NoSQL * NOSQL dattbases are * NOSQL dattlbases albw * NOSQL dattlbases are
datbases, sudh as ofen despned D be denvebpers b sbie ad optin r=d Brhoh
Cassandia,us= a hohlyavalbbEad icte\e dat nafexbke perbmance and can
coblm nHbased data autom atcally hande and dynam Ccmamer, handle ahoDhvolme of
modelLwhere data B node fRillres and daa w ih supportbrim ulipke leedsandwries,
oiganized Nnb ooblmns riepicaton aaoss data §pes and dhanging m aking tem suebE Dr
nstad ohiowvs. mulipk nodes na data stuctnes bpdataad reaHme

dattbase cliséer- appicatons.



» NoSQL hasthe Dby g Benefils

* Use sharding Brihorrontlscaiing

» VertalScaaling Canpkx

« MongoDB ,Cassandra are
exam pks ofhorronalscaling
DBs.

+ Handk a huge anountofdata, as
te datagionvs isak ==o
hand ke tiatdata n an eficient
manner

* Despned © hadk
unstiuctired orsam stuctred
data,,whioh m eans tattbey can
acoomm odate dynam ©dnanges
O te daamodel

* ThBmakes i=ubE Dr
appiatons tatneed © hand ke

dhanging data requiem ents.

* AUD repication Eatie n
NoSQL dattbasesmakes ik
hiohlly availBbE because ncase
ofany e data riepicates
=D e previous conskeEent
see.

* Despned © handk hige anouts
ofdata ad 'afic, whohmeans
tatbey can ofer m proved
perbm anae aom pared ©
tedibnalrebhtonaldatbases.

* More aostefectae tan
edibnaliebtonaldatbases,
asteyare ypally BEss
aom pkexand do notrequire
eqoansie haldvare or
sofvare.

+ Healbragik develbpoment




» NoSQL haste Dby ing demernis



Appicatins ofMNoSQ L Datebases

» NOSQ L databases are ofen used N gpplications where tere Ba hiph voblm e ofdata thatneeds © be
processed and anal/zed n realHin e, sudh as socihalm edim amal/ics, e-aomm erce ,and gam ng.-

> They can albo be used Broteraopicatins, Sudh as conerntm anagem entsysem s, doaum et
m anagem ent;, and austom er'relltibnship management

» NOSQ L databases m ay notloe suiBbE HBrallgppicatins, as tey m ay notpiovioe te sane bwelofdat
conssENCy and tansactibnallguarantees as taediiibhalie libnaldattbases.

> It m porato caretilly evalate e goecilic needs ofan gppiicatibn when dhoosing a datbase
m anagem entsysenm .



AvaibbE NoSQ L Dattbases

> Following are commonly available NoSQL based databases.

G rioh Datbases Keyvale sbie Tabulr Doaum entoased
» Am azon Nepttne »Memcaded * Hbas= « MongoDB
> Necdj »RedB - BpTabk « CoudDB
»Caoherence - Acaumub « Cbudant

 Ebstrseaich ?



E bstrcs=ardh

» To some people known as "an index,"” "a search engine,” "an analytics database,” "a big data
solution," "it's quick and scalable,” or "it's like Google."

=  Allofabove are conect,whioh B partoft bsticseardhs gopeall

» Elasticsearch is a distributed, free and open search and analytics engine for all types of data,
including textual, numerical, geospatial, structured, and unstructured.

» Ebstcseardh B bulition Apade Lucene and was fasstirekased N 2010 by E bsticseardh N V. (ow
knowvn as E Bst).

> Itis known for its simple REST APIs, distributed nature, speed, and scalability, Elasticsearch is the
central component of the Elastic Stack, a set of free and open tools for data ingestion, enrichment,
storage, analysis, and visualization.

= Canmonly reened b aste ELK Stadk @fiert bstcseardh, Logstesh ,and Kibana), te E bstic Sedk
nov ncludes a rh coliection ofiohtve phitshipping agents knowvn as Beatts Brsanding daa ©
E bbstics=ardn.



Operations of ES

» Raw data fbvs o E bsticseardh fon a\arety ofsouraes, nclbding bgs, sysem metrcs,and web
aopiatnns.
» Data ngestion B e process bywhioh s raw da B parsed , noim allired , and enrdhed bebre
s ndeved n E bstcseardh.

» Once ndexed n E bstcseardh, useirs can lon aom pEx gueres aganstberdat and use aggregatibns ©
iete\e aom pkExsunmares ofterdat.

B o - = = @k

beats logstash  elasticsearch  kibana
Data Data Indexing & Analysis &
Collaction Aggregation slorage visualzation

& Procassing



Elasticsearch index

» An Elasticsearch index is a collection of documents that are related to each other. Elasticsearch
stores data as JSON documents.
» Eadh doaum ettoonebies a setofkeys (an es offetis orpropertes)w ih terconesponding valbes
Gngs, num bers, Bookans, dates, anays ohvales, geobcatins, oroter §pes ofdat).

> Elasticsearch uses a data structure called an inverted index, which is designed to allow very fast

full-text searches. An inverted index lists every unique word that appears in any document and
identifies all of the documents each word occurs in.

= An inverted index is a mapping of each specific ‘word' (token) to the list of documents (locations)
conaning tatword,,alby ng users © easilly find dooum ens comaining gien keywords. hdexdat B

conaned N one orm oie partiions, alBo defined as daids. E bsticseardh alko autom atcally dsibues
and albcates shards © clisermodes.

» During the indexing process, Elasticsearch stores documents and builds an inverted index to make

the document data searchable in near real-time. Indexing is initiated with the index API, through
which you can add or update a JSON document in a specific index.



Elasticsearch index




Doaum entSre

ES CLser



BascTems NnES

» Same basceim nobgy ebed OES are

___Shard | index Q| Segment J  Mapping

+ VM albvs runing * Shards,on te oter * Each recod n * The Lucene Ndex B * Maoping sbe
JBvaprogiamson hand,are te "Apade E bstrSeardh consets SN parts,whith m etbod ofspecilying
Soeciied senels. Lucene" "appication ofJSON doauments. are snaker howv adoaumentad

= Ftatprovies E bsticseardh ndees drecores A segnent te febsconaned
ndexing ofdaaw ihin Bakctonof Basbs=stofte nsoe kv llbe sored
nodes. JSONsondoaum ents. Lucene ndex. and ndeced_Eadch
h shorteach ndex s ndexhasasmgke
a kind ofdatbas=. m apping HBim tat
defineshow e Xt
ndeed.

"~ Node W Document _
« Anysingk nsence * hEbstrseaidch a * Ebstrseaich sendsa « Aclsern * hEbstrs=cadh,agpe
Ebstcseardh nskelied doaum entiepresents a aopy ofeadh daa © E bsticseaich Ba sstof Iepiesens achssofr
madhine ) sdefned as basCc untofnbim ation otermachines, tus nodesw ih te same ieklted doauments ad
Node. tatcan be ndexed. preventng dat bss F clisermamecliser B Dentilied byaname
oneofte machnes B name atirbue _As such asausbmeror

dovn.Theee repicated nodes pn orexia product
madhines orsharids are clser; te clser
defined asReplka. ieoiganiees i=efo

Soread data equaly

oerte avalbbk

nodes.



Why use Elasticsearch?

> Elasticsearch is fast.

*  builiton p oflLucane whioh exoe b atilHextseardn.
*  aneareaHn e seard plEtbhim ,Lovest atency, spaly 1s
0 A requiem ents Britm e-sensiile use Gases udh as seaunly analars and nifiastuctire m onibrmng

» Elasticsearch is distributed by nature.

* The doaum ents sbored N E bsticseardh are dstributed acoss diEientaonaners knovn as daids
» Shards are dupiicaed 0 provioe redundantaopies ofte data N Gase ofhardvare e
» scalkk outto hundreds ©reven tiousainds) of=eners and hande petblbytes ofdaa.

> A wide set of features

»  haddtbn © i goeed, sabbillly, ad resiiency, ihas a num berofpovertilbuilien Eatres such
asdata iollbps ad ndex IBEcy,ck management

» Simplified data ingest, visualization, and reporting
»  hegiation w ih Beats and Logstash m akes ieasy 0 process daa bebie ndexing no E bsticseardn.

»  Kibana provies ieaHin e vBeLalikation of £ bsticseardh data aswellas U B braukly accessing
appIicatibn perbm ance monibring @PM), bgs,and niflastuctre metcs data.



» Appicatin seadh

> W ebsie scaidh

»  hifastuctre m etrics and conanerm onibring

»  Appicaton perbm ance m ontorng

» Enteiprise search

» Geogpatmldata analss and veualization

> Seaurly analArs

» Logging and bg analArs

> Bushessamalrs



ES Node Roks

> The main Node roles of ES are as follows

T

: vﬁhﬁmﬁ%ﬁglﬁ@ .+ Anode tathas te ) .+ Abvs b usemachine baning
as e m asternode,,which comtok iemot_clser clientok,whith Eatuies, tele m usthbe atkastone
te clser makes ielpbk bactasa madhine lkFaming node N your

iIem ok client clser-
T | Tensom
* Ihgestnodes are abk b gppl/an » Data nodes hoH data and perbim dat iebed . w=nsbim dat,
ngestppeline H a doaum ernttn oider operatbnssuchasCRUD, seandw ad :flgr?l,stbea“tnbast
O tansbm and enrth te doaum ent aggregatinns A node w ih te data 1ok can fillany —
bebie ndexing. ofte specilibed data node 10ks. one ®ansbm node n
yourclser.
* W #h aheaw ngestbad, km akes * Data._coent

=n=e O us= dedicaed ngestinodes . Data hot
and  notinclide te ngestaokke fam . Data wamm
nodes tathave e maskerordata . Data. H

iIoks.
- Data_fozen



Data Ihgestion

> Data ingestion refers to the tools & processes used to collect data from various sources and move
it to a target site, either in batches or in real-time.

= The data ngestion lyer s aicallo yourdovnstieam data scence,B L and anal/tics sysem swhith
depend on tin ell,acom pEt ,ad acaurate dat.

> ES provides following tools for data ingestion

E bstcBeats Logstsh Language clients Kibana DevTook
- EbsticBeatale a » Powertiland fExbE * Python, iy etc
sstofiDhtveDhit ol read , proaess,
data shippers tat and ship data ofany
albv © comnenently kind
sddat
E bsticseardh

Sewvie.



E bstieats

Used © reed, preprocess and ship daa fom souraes tatoom e nte Bim ofibg files.

»  FiEbeathirbersupports a num berofoterdata sources nclbding TCPAUDP, contaners,Reds,ad
FilEbeat Syshbg.

»  Large No.ofm odulke ease coliection and pairsing ofbg Bim ats Brappications sudh asApade ,MySQL.,
and Kaka.-

» Colkctad preprocesses sysem and sevie M etcs.

Mekibeat Sysem m etrics nclude mbim ation aboutyunning process=s, aswellas CPU /mem ory /dEk/netvork
utilization num bers.

» Can ookctdat fon many diierentservibes ncliding Kaka,Pab A b Netvorks,Reds,and manymole.

+ColEc and preproces=es e netvorking data, tierebre enabliing gppication m onibrng ,aswellas seaunly

Packet and netvork perbim ance analArs.

*Am ong oters, Pad<«etbeatsuppors te Dby ng proocok-DHCP,DNS ,HTTP,MongoDB ,NFS ,ad TLS.



E bstieats

» B allaboutcaptirmg eventibgs fom W ndows operating syskem s, ncluding app ication events, hardwvare
evat,and seaunly and sysem events.

W nibgbeat
*The vastinbm ation avalbbk fon te W ndows eventbg B ofm udh nelestbrrm any use Gases.
»  detect dnanges L aiialfies and colEck events fon e LinuxAudi—ram ework.

Audibeat
» D iErettmoduls ease s depbym ent,whioh Bmostly used N e seaunly anal/ics use cases.
" uses probing © monibrte avalbbilily ofsysem s and sevies.

Hearteat

»  Hearteats usstiln a num berofsoenaros such as nifiastuctiie m onoring and seaunly analArs.
CMP,TCP,axdHTTP are supported piobaok.

Functibnbeat = oolkcs bgsand metrics fon wiihin asenerbsserviom aentsuch asAWV S Lambda.



ogen

» Logstash B a poverfiland fiexbE ol reed, process,ad
ship data ofany kind.
»  Logstsh provioes seeralcapab ilies tatare not
aunentlly avalbbE ortto acostl/ © perbim w iih Beats,

udh as enrthing dooaum ents by perbim ng bokups
aganstexemaldat sources.

> However, i Tinctionalily and fiexibilily ofl.ogstsh
aom es ata price A o, hardvare requrements Hr
Logstash are sonilicantly hghertan brBeats.

»  Logstash shoul generally notoe deplbyed on bw—
Iesource deviies. Logstsh B telebie used asan
alematie b Beats,shouH e Tincibnalily ofte Hter

e NnauiiceEntbra goecilic use Ga<e.

» A aomm on arxchiiectralpatiem B combine Beats and Logstesh-use Beats © colkectdata and use
Logstash © perbm any data processing hatBeats are notcapable ofdong.



» Logstash works by executing event processing pipelines, whereby each pipeline consists of at
least one of each of the following:

» Prooessand enrh te data n\varbusways.

» Fierscanparse CSV,JSON , keylale pars,
delin ied unstiuctred daa,and acom plEx unstuctred
data on te bask ofregulbreiessions @rok flers).

hous Filers

= Enrith data by perfom ng DNS bokups, n
» Read ffom datasources such as a‘:u“ggeorb"b_""am ' aboutlP addiesses, or
- i - Ik by by peroim ing bokups againsta austom
,1tp, nap, Poc, -SYSY, dictonary oran E bsticsearch ndex.

»  Addibnaliersabby brdierse
wansbim atibns ofte dat, breanpk,
Ienam e, remove,aopy data febsand \valbes
Ghutate filen).

wrike te parsed and enrihed data
© data shksad are te Tnalstge

ofte Logstash processing ppelne.

= W hikmanyouputplgnsare
availbbE , here we HBaus on ngestion

b E bstcseardh Serwvibe using e
E bsticsearch oufout



Logstesh E>an pk P peline

Transformations




hstalihg ES on LinuxSener
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 htoductbn b Heb Desk
* Denelbpom entaind O peratins Oaevops)



» Helpdesk is the primary mechanism to provide customer support

A hebbdesk Ba phboe, realorvrtial,where peop ke can getansvers 0 teraom puting gquestions, ieport
pirobkEm s,and requestnew servies.

=  MEmay be a physaldesk tiatpeopkE wak ©,0r

im ay be a virtialhe bdesk thatppeopk acoess
ekconall,.

» Significance of Helpdesk

Nothing Emore m poranttan EbrM0ps.

It e Boe ofan oilganzaton . The HD saffis e
fastn pressbn on ausom ers and manan
reltinship,,good orad ,w ih them .

The HD Tk te BsLes , partofii/ing w #h com puters
and are e heroes_Custm ers calln an em elgency.

A good helpdesk iefiects wellon yourorganizatibn - The paloustom ersees onlly the austom ersupportjoortion of
youroganieatibn and ofen assum es taths B youratae oiganeation.

Custom ers have no tlea whioh badk-ofiine gperations and nfastucte dutes are albo perbm ed. h sort, a helbdesk s Hr
helping te austmers.

Don’t forget the help in helpdesk.



> |s a Helpdesk really required?

Every oiganization has a helbdegk.

= Mmaybe physal ke wak-up couner
» Vitallke byphone oremail
= Sanetinesuoficel

Sm alloigneatibns m ay nothave Bim alhelpdesk,
butstll EBads © BLEes.

Laige oignkatibns needs aryhow a Him alhepdesk
» Devebpig abimalhepdeskshoud
e partoftatorganizational
phmning
Sym pton s ofbdking Bim allhepdesk
= Canmuncaton Prabkems
= SAsunabE © anpEe Propctlasks
» Contuous SAs heryotons

Source : https://klik.solutions/managed-it-services/it-help-desk-services/



* The tanstion fom ad hoc © Him alhelpdesk can be unacom Brebk © assbm elrs.
» SAs shouH expecths push+Hbad< and do terbestb ease e tansin.

= Conmunicating te new helpdesk procedures clkarly B I por&ant

» Helpdesks do notneed 0 be purely physical bcatins butinstead can be virtiall
* PraoblkEmscan be rigpored and replies ietumed v email

» Telkohone, Exdoased ,and audb datsysem s can ako be used.

» SelFeb sysem s are ako populbribbutshoul Nnotle consitered a iephoem entbrsysem s tat
mole human neractn.
s These sysem s can reduce e workibad ofihe bdesk attiendaints butcannotprovioe nerlctie
debugging orresole workiby  Bsues tatreguire iealHin e neractin.

% There shouH be a phone Nnum bert calfo ieporthatte selFeb sysem Bdovn.

» A s pk reposibry ofdoaum eation Braustom ers on sudh pies as how © getheb orrequest
Sevie actiation and solutions © canmon probken s.



Key Conskeratibns DBriHebdesk

- A Friendl Face

— RefiectComporate Cublure
— Enough S&ffr

- Saope ofSupport
Howv bGetHeb

— Proocesse=es brStair

- Esabton Prooess

Key Conseratins
[

— Defining “Emergency”

— RequesH radking

—  Sttstcalin piovements



