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Information Technology Infrastructure

- Credit Hours: 3

- Lecturer: Shafaq Nisar

* Lecturing Style: Video L ecturesof short duration (5-7 mnues)
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The definition of IT infrastructure

| nroduction

I T Infrastructure

The | nfrastructure M odd
Non-funciond Atiributes
Non-funciond Requrarants
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What is IT Infratsructure?
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Various Kinds of Architecture
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Business architecture
Enterpnse architecture

Daia architedure,

A pplication architecture and
| nfrastructure architecture
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I there-acGenerakDefinition ob 11 difrdstiuctoare? 1) )« -/

No genadly accepted defintion of I T infrastruciure
sensiexs

|n literature, many ddfinions of I T infrastructure are
desaribed. Someof hemae
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IT Infrastruciure consists of the egqupmat, Sysians,
sofwware, and savices usad I comon aooss an
organization, regadliess of msson/progamproject. | T
Infrastructure dso saves as the foundaion yoon which
mission/program/project-speciic systems and  capabiiies
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(o/lon v V"




Traditional IT Infrastructure

11
Infrastiuctore
Managerment
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Infrastructure for business analyst

Infrastructure for application user

Infrastructure for systems manager
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Information Technology Infrastructure

* Credit Hours: 3
* Lecturer: ShafaqNisar

* Lecturing Style: Video L ecturesof short duraion (5-7 mnues)
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Introduction to Non-Functional Attributes

- I T infrastruciure provides savices to godications
- Many of these services can beddfined as funcions such as
+ Processing,
- Connectivity
However most of these savices ae nonfunctiond in naure
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Non functional attributes describe the quilitative behawvior of the Ssystem
raihe thenits spadific functiondity andtheseinclude

- Avalilability

- Securiy

+ Performnace

- Recoverability

- Testtaility

. CAanlahilih /
\JLIC“C“J"'L_Y



Handling Conflicting NFRs

Itis unsud to encounter corflictingNIFRss for indance usas may wanta

systemthat is secure but not want o be bathered by passwords

- |tis the tesk of the infradructure architect to bdance these NFRS, in
soe cases soe NFRs may take prionty over others and the architet
nustinvol ve the rd evant stakeholdars
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Information Technology Infrastructure

- Credit Hours: 3

- Lecturer: Shafaq Nisar

* Lecturing Style: Video L ecturesof short duration (5-7 mnues)
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|ntroduction

Cdcuaionof Avalaality
Meaen Time Beween Falues(MTBF)
Sources of Unavalaality

Typesof aros

Environmend issues

Conplexity of theinfrastruciure
Avalahlity Patems

Redundancy, Fallover

Business Continuty



Inteeditctionm

AVAILABILITY CONCEPTS
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Introduction

- BEveryone expects thelr infrastructure to be avallable
all the time
- A 100% guaranteed availability of an infrastructure is
iImpaossible
* A faed offlifée
- Thereisdways achanceof dowrtime
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Introduction

Functional
managemeant

Processes / Information

T

Application
management Applications
Platform

management | | APPlication platform

Infrastructure |rﬂfraﬁtry@:tprg

managemeant [ _ _ . I
| Operating Systems i %‘ E =
| Computs 1E N INE
| Storage 1
I Datacenters |
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Calculation of Availability

- Avallability can neither be calculated, nor guaranteed upfront
~ It can only be reported on dterwards, when a systemhas run for sone
years
- Owver the yeas, nmuch knowledge and eqoerience is ganed on how ©
design high available systems
- Fallover
* Redundancy
- Structured progranming
- Avoiding Single Poaints of Failures (SPOFs)
 Inplemering sysEE TR




Calculation of Availability

The avalaality of a sysem is usudly expressed as a
percentage of uptime In a gven time period, usualy one
year or one month

Exanple for downtime expressad as a paceniage per year

Availability % Downtime Downtime Downtime
per year per month per week
99.8% ‘ 17.5 hours 86.2 minutes 20.2 minutes
99.9% ("three nines") 8.8 hours 43.2 minutes 10.1 minutes
99.99% ("four nines") 52.6 minutes 4.3 minutes 1.0 minutes
99.999% ("five nines") 5.3 minutes 25.9 seconds 6.1 seconds
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Typicd requrements used in savice levd agreamants today
ae 98% o 999% avalaality per month for a ful IT
Ssystem

The avalaality of the infrestructre nust be much

higher

> Typicdly inthe rarge of 9999%or higher



Calculation of Availability

- 90909% upime s aso known as camer grade
availability

- For one component, higher availabiity levels for a
conplete sysem are vaty unconmon, as they are dnost
Impossidle to reach
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Calculation of Availability

It IS a good prectice tO agree on the
frequency of unavailability

Mex UM

Its

Unavailability Number of ever
(minutes) (per year)

0-5 <=35

5-10 <=10

10 -20 <=5

20 - 30 <=2

>30 <=1
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MTBF and MTTR

- Mean Time Between Failures (MTBF)
- Theaveragetine that passes beween falures

- Mean Time To Repair MTTR)

- Thetimeittakes to recover fromafalure

| Unawailability |
— -

’ ¢ MTBF > MT]'H> ’  MTBF
o
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MTBF and MTTR

- Some conponatis heave highe M TBF then otha's

 Some typical MTB'’s:
Component MTBF (hours)
Hard disk 750,000
Power supply 100,000
Fan 100,000
Ethernet Network Switch 350,000
RAM 1,000,000
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- MTTR can be kept low by.
- Having a service contract with the supplier
- Having spare parts on-site
- Autometed redundancy andfallover



MTTR

- Steps o conpleeregpars:
- Natfication of thefault (time before seaing an dammnessage)

+ Processing the alamm

+ Anding the roat cause of the enmor

- Lookinguprepar infonmetion

- Getling spae componants from storage

- Having tedhnid an coe to the detacenter with the spare componat
~ Physically repairing the fault
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Calculation Examples

o MTBF
Availability = x 100%
(MTBF + MTTR)

Component MTBF (h) ﬂdTTR (h) Availability in%
Power supply 100,000 8 0.9999200 99,99200
Fan 100,000 8 0.9999200 99,/99200
System board 300,000 8 0.9999733 99,/99733
Memory 1,000,000 8 0,9999920 99.99920
CPU 500,000 8 0.9999840 99,99840
Network
Interface 250,000 8 0.9999680 99,99680
Controller (NIC)
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Calculation Examples

- Send conmporenis: One ddfect leedsto domtine

Power : :’I,. | System |
::mply Fan ' board I Memory CPU NIC

- Examle thedove  system’s avaldalityis

0.9999200 x 0.9999200 x 0.9999733 x 0.9999920
x 0.9999840 x 0.9999680 = 0.99977 = 0. UUH%

(eech conporents  ’ availability is at  |east 99.9%%0)
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99% availability

Fower System

o cP NI
supply 4n ] baard Memory [ ] | &
Power System
siinbiy Fan oA Memory CPLU MIC

99% availability
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- 80% of outages impacting mission-criical services s caused by
people and processissues
Exanples
- Pafomming atest in the production emronmeant
+ Switching off the wrong component for repair
- Swapping a good working disk in a RAID sd indeed o the
defective one
+ Restoring thewrong beckup tgpe to production
- Acadendly removing files
- Mall folders, configuration files
- Acddentdly reroving ceisbese entries
- Drop tableX instead of drop adle y



Sources of Unavailability - Software Bugs

~ Because of the complexity of the software, it is nearly impassible (and
very costly) to create bugHree software
- Apdicaion software bugs can stop an entire system
- Opaaing systiars are software too
- Opading systas containing bugs canlead to

- conmupted fie systems,
- neworkfalures, or

ninghub.xyz | by VU Learnin ing HUB
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Sources of Unavailability - Planned Maintenance

- Somelmes needad o parfarmsysies nanegenent iasks
- Upgrading hadware or software
-~ Inplementing software changes
+ Migrating data
- Creation of backups

* Dunng planned maintenance the systemis nore vuingradle to
downii e than under nonrel drounsiances

- Atemporary SPOF could be introduced

— Syslens maenegerscoud meie mSBkes o 1o



Sources of Unavailability - Physical Defects

- Bverything breaks down eventually
- Mechanicd pats are nostlikdy to lresk first
- BExanples:
* Fans for cooling equipment  usLaly bresk becausedf dusinthe
bearings

- Disk drives contain moving parts

- Tapes aevery winaabeto ddfedts as thetgpeis spun onand off
the reels all the time

- Tape drives coniain very sensiive peces of mechanics thet can
break easly
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Sources of Unavailability - Bathtub Curve

- A component falure is most likely when the conponent is new
- Someimes a conponant doeant even work at all when unpacked for
the first ime. This is called a DOA component —Dead OnAmvA.

- When a component stil works after the first month, it is likely that it

will continue working without

failre unil theend of itslife /K /
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- Environmantd 1ssues can cause downtine | ssues with
- Power
- Cooling
J Extemal factors like:
- Disasters
- Fire
- Earthguakes
- Hooding



Sources of Unavailability - Complexity of the

Infrastructure
- Adding nore conponats to an overal system design can undamine high
availability
- Bvenifthe extra components are implemented to achieve high availability
- Comilex sysiens
+ Have more potential points of failure
- Are noredifficdtto inmplement carectly

- Are hardarto manege

- Somdinesiitis better to just have an edra Soae systemin the doset than to use
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Availability Patterns

- Asingle point of failure (SPOF) is a component in the infrastructure that, if
it falls, causes downtime to the entire system.

+ SPOFs should e avoided In I T infrasructures as they pose alage sk to
the avaiabiity of a system.

- Wejust need to knowwhat is shered and if theri sk of shering is acogpteble

- To dimnate SPOFs, a comingion of redundancy, falover, ad fdlbeck
canbeused
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Redundancy

- Redundancy s the duplication of critical comjponents in a singie system, to
avoid a single point of failure (SPOF)

- BExamples:
- Asingle component having two power supplies; if one falls, the other
ekesove
- Dual networking interfaces
* Redundant cabling
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Failover

- Falover is the (semijautomatic smitch-over 1o a standoy system or
comporent
- BExanples:
- Windows Server fallover clustering

- VMwaeHighAvaldality
- OradeRed A pdication Cluger (RAC) datebase
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- Fdlback is the mamud switchover to an identicd siendby conmuter
system in a different location

- Typicdly used for dsaster recovay

- Threebesic foms of fdllback soluions:

- Hot site

- Coldste

- Wam sie



Business Continuity

+ In case of adssstg; the infrasiruciure coud becore unavailable, in sore
cases for a longer penod of time.

- Business continuity is about identifying threats an organization faces and
providing an effective response.

- Tohandetnedfet of dsastars, fdlowmng processes ae

- Bugness Continuty Managerent(BCM) ard
- Disaster Recovery Planning (DRP)
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Business Continuity

- An IT dissste Is ddfinad a5 an Irgpaalde problem in a daacants,
meking the datacanter unusable

Natural disasters: Manmade disasters:

Floods Hazardous matevial

Huncanes spills

Tomadoes | nfrastructurefalure
Earthquakes Bio-terrorism







Information Technology Infrastructure

- Credit Hours: 3

- Lecturer: Shafaq Nisar

* Lecturing Style: Video L ecturesof short duration (5-7 mnues)
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Performance Concepts

1  Introduction
2. Peaaaved Paformance
3. Peafomanceduing | nfrastructure Design
+ Benchmarking, User Profiing, Viendor experience
~ Prototyping
4.  Performanceof aRuming Sydem
- Managing Batll enecks and Performence Testing
5  Paformance Patars
- Increasing pafomence on Upper layer
- Caching
6. GrdCorpuing
7- me vulearningEub.xyz | by VU Learning HUB



Intredizctionm

Performance Concepts
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Perceived Performance

- Percaved pafomancerefas to how quickly a system
aopeas 1o paefomitstask
- Ingenad, peodetend o ovarestimeie thar own paience

- People tend to value predictabiity in performance
- Whenthe paformence of a systemis fluduaing, usars revene a

=l

bed eqenence

" Bven if the fluctuiation i relaively rare”


V IMPORTANT


| = Copying 325 items (177 MB)

Copying 325 items (177

from My Dropbeoe (R Dropbos] to Deskbop [T, Decktop)
Discovered 325 tems (177 MEL..

= |

'E‘)Mur: details. t Cancel
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Performance during Infrastructure Design

A sduion must be designed, inplenentsd, and sugparted i meet
the paformence requirarernts
Even under increasing load

Cdauding paformence of asystemin the design pheseis.
Extremely difficult

Very unreliable
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Performance during Infrastructure Design

Paformence must be considared:

Whenthe sysemworks as expeded
When the system is in a special state, like:
Failing parts

Manenancestate

Performing backup

Running batch jobs
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Performance during Infrastructure Design

Sonewaystodothisare
- Benchmarking
- Using vendor experience
- Prototyping and User Profiing
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Benchmarking

- A bandhmak uses a adfic test progam o assess the rdaive
peformence of an infrastructure conponant

- Bendmarks conare;
- Peformence of var ous sutsystens
- Across differernt systamarchitectures
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- Benchmaks conman ng the raw speed of pats of an infrastruciure
- Like thespeed dfference betwean rocessors or between disk diives
- Nottaking into account the tyjacd usage of such conponants
- Examples:
- Hoating Point Operations Per Second - FLOPS

- Million I ngructions Per Secord - MIPS of aCPU



Prototyping

- Alsoknown as proof of conceat (PoC)

* Proiotypes messure the paformence of a systiemat anealy Sage

- Building prototypes:
* Hinng equipment from suppliers
- Using data centre capacity at a vendor’s  DEIMSE
+ Using cloud computing resources
- Focus on those pats of the systemthat pose the highest risk, as eally as
Heinthe des
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Vendor Experience

- Thebestway to detiaminethe pafamence of asyseminthedesgn
phese usethe eqperience of vendors
- They havealot of eqerience ruming thar produdts invarous
infrastructurre configurations
- \Vendors can provide:
- Todls

- Fgures

vulearninghub.xyz | by VU Learning HUB
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User Profiling

- Predict the load a new software systerm will pose on the infrastructure
before the software is actualy buitt
- Geagood indicaion of the expectad usage of the system

+ Define a number of typical user groups (personas)
- Credealist of tasks pasonas will paformon the new system

- Deconmposetasks o infrastructure acions
- Estimate the load per infrastructure action

rninghub.xyz | by VU Learnin g HUB
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Performance of a Running System
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- Thepafomence of asystemis basad on:

- Thepafomence of dl its conponents

- Theinteroperdality of various conponents

- A componantt causing the system to reach sone limit is refared o as the
battieneck of the system

- Evety systemhas a least one batl eneck that limits its pafomance

- |f the bottlenaeck does nat negatively | nfluence pafonmence of the conplee
systemunde the highest eqpected load, itis OK



Performance Testing

* Load testing - Shows how asystemparforms undar the expected load

+ Stress testing - Shows how a systemreads when itis under extreme
load

 Endurance testing - shoas how asysembehaeswhenitisusad &
the expected load for a long period of time
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Performance Testing - Breakpoint

- Rampuptreload

- Statwith asmd| nunbea of
virtual users

- Increase thenunba over aperiod
oftime

- Thetestresult shows how the
performance varies with the load,

gven as numer of usars versus

Response time

[&emnc

Mumber af simulated ysers

rmﬁ rTE vulearninghub.xyz | by VU Learning HUB



Performance Testing

+ Performance testing software typically uses:
- Oneor noresavers o act as injectors
- Eachemddinganunbea of usas
+ Each running a sequence of interactions
- Atest conductor
- Coordinating tasks
- Gathering metrics from each of the infectors

- Coleding performaince dlaia. for reporingouUposes



Performance Testing

- Pefomancetesting should be dorein aproduction-like environment
- Pefomencetests in adevelopment emronmant ustdly leed o
results that are highly unrelialle

- Even when undapowered test systerrs pafarmwell enough to get
good test resuits, the faster production systemcoould show
peformenceissues thet did not oocur in thetests

- Toreduce cost

- Useatenporary (Hired) test evironment ™ °



Performance Patterns
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- 80% of the paformanceissues are dueto badly behaving goplications

- Apgdicaion pafomence can bendit from
- Database and goplicationtuning
- Priontizing tasks
- Working from menory as nuch as possble (as oppossd i working with deta
ondisk)
- Making good use of queues and schedulers

~ Typicaly nmore dfective then adding confoute power



Disk Caching

- Disks are mechanical devices that are Slow by nature
- Caching can beinplementad i:

* Disks

- Disk controllers

~ Opeatingsystam
- Cadhe memoy.

- Slores d| daarecaty read fromdisk

- Stores some of the disk blocks following the recently read disk blocks



Caching

ESREGHRET Time it takes to fetch 1MB of
data (ms)

Network, 1 Gbit/s 675

Hard disk, 15k rpm, 4 KB disk blocks 105

Main memory DDR3 RAM 0.2

CPU L1 cache 0.016
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- When usas browse the intemet, data can be cached in a web proxy
e’
- Aweb proxy saveris atype of cache
- Ealier acoessad ddta can befeched from cache, insteed of from theintemet
- Benefits:
+ Usasgetthar datafester
- All ather users ae provided nore bandwidh 1 the intamet, as the dda does

not rﬂBID mm%ﬂm%nay VU Learning HUB



Grid Computing

- A compuer gndis a high paformance duder that consists of systars
thet are Soread geographically
- Thelimted bandwidth is the botleneck
- BExamples.
- SETI@QHOME
- CERN LHC Conpuiing Grid (140 conmputing centers in 3 countries)

- Broker firms extst for commercial exploitation of grids

arninghub.xyz | by VU Learnjng HUB
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Capacity Management

- Cgpadty manegamant guaraniees high paformeance of a syseminthe
long term

- To emsure pafamance says within acogaiade limits, pafamence
mustbe nonitored

- Trend andlyses can be usad to pred c parfomance degradaion
- Antidpade on hudness cdhangss (ke fothcomng makeing

(a‘rmg’s) vulearninghub.xyz | by VU Learnin g HUB






Information Technology Infrastructure

Credit Hours: 3

Lecturer: Shafaq Nisar

Lecturing Style: Video L ecturesof short duration (5-7 mnues)
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Security Concepts

1
2
3

|ntroduction
ComoLter Crmes

Secunty Cortrols
Attack vectores

Secunity Pattans
IdemyandAmesrrmagamIard Layeledsa:unly




Intredirctionm

Security Concepts
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Functional

et | | Processes [ Information
Application i
i ert| | Applications
Platform P
ent| | APplication platform
Infrastructure| | Infrastructure
managemeant

| End User Devices

K
I
r

-

Availability

Performance

Sacurity
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Computer Crimes

Reasors for coomitiing cine agangt I T infrasructures
Personal eqposure and prestige
Creding damece

Financial gain

Terorism

Warfare
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Personal Exposure and Prestige

|n the pest, the hacker comunity was vary keen on geting pasonal
or group eqposure by hacking into a secured I T infrastructure. When
heckears proved tha they could erter a secured system ad meck it
pudic, they gained repect from ather hackers.

While nowadays most hacking actvty is done for other reasons, there
are siil large communities of hackers that enjoy the game.
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Creating Damage

Creating damegeto organ zaions to create bed publiaty

For instance, by defacng webstes, bingng down systems or
websites, or

making intemal documents public

vulearninghub.xyz | by VU Learnin g HUB



Financial Gain

For instance, by holding deia hostage and asking for ransom noney,
stedling crediit card data, changing account detalin bank systens

OR

Stedling passwords of customears and ordering goods onthar berdlf
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Terrorism

The main purpose of terrorism is creating fear in a society
A well-planned atack targaed a catan conputar systans, like the
Conputer sysemthat maneges thewater supaly

or

A nudear power plant, could result in cheos and fear anongst atizens
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Certain governments use hacking praci ces as adts of war

Since economes and soddies today lagdy degpend on te IT
infradructures, bringng inportant 1T sysers down in a catan
country could causethe econony to collgose

Bringing down the intamet acoess of a country for exanple means: no
acoess to socal media, no edmails, No web shops, no stock trading, No




Risk management
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Risk management

< Managingsecurity is dl aoout menaging risks

K/
%

The dfort we put in secuing the infrastrucire shoud be drectly
related to the risk at hand

<+ Riskmanagarattis the process of:

Q' Determining an acceptale level of nisk

QO Assesangthe curent levd of risk

Q0 Taking steps to reduce risk to the accepieble levd

o Manﬂnu‘gﬂtﬁd@a@.xyz | by VU Learning HUB



Arisk list can be used to quartify risks

Risk is calculated based on:

Asset name - componentthat nesds to be proiected

Vulnerability - weekness, prooess or physi cal eqposure thet mekesthe ast
susceptitle to exploits

Exploit - away to useoneor more vulnaahilities o atack anassa

Probability - an esiimation of the likelihood of the occurmence of an exploit
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Risk Response

Conrols can be designed and implermented besed on idenified severity of
the risk in the risk list

Therefour nsk responses:
A coeptance of therisk
Avoidance of the risk - do not perform actions that impose risk
Trandfe of therisk - for indance transfer therisk to aninsrance




| nformetion can be stolen in meny ways

Examples.
K ey loggers can send sengtive informetion like pessvords to third
parties
Network sniffers can show network packages that contain sensitive
information or replay a logon sequence
Data.on beckup tgpes outside of the buil ding can get into wrong hands
Disposed PCs or disks can get into the wrong hands
Corrupt or dissatisfied staff can copy information
End users are led to a malicious websie that steals information (phishing)

vulearninghub.xyz | by VU Learning HUB



Security Controls
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Threecoregods of secuity (CIA):

Q2 Confidentiality
Q | ntegrity
Q Availability
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Confidentiality - prevents the intentional or unintentional
unauthorized disclosure of deta
| niegnty - ensures thet

No nodifications to daaare mede by unauthon zed StEff or processes

Unauthorized nodifications to ceta ae not mede by author zed statf or
[rooesses
Data is consistert

Avallahility - ensures therelidble andtinely accessto cetaor | T

ESOUCES



Exarple of confidentidity levds

Confidentiality Level

Description

1 Public information
2 Information for internal use only
Information for internal use by restricted
3 group
Secret: reputational damage if information is
4 made public
c Top secret: damage to organization or society

if information is made public
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CIA

Exame of integity levds

Integrity Level Description
1 Integrity of information is of no importance
2 Errors in information are allowed
Only incidental errors in information are
3 allowed
No errors are allowed, leads to reputational
4 damage
c No errors are allowed, leads to damage to

organization or society
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Exarple of avalaality levds

Availability Level Description
1 No requirements on availability
Some unavailability is allowed during office
2 hours
Some unavailability is allowed only outside of
3 office hours
No unavailability is allowed, 24/7/365
4 availability, risk for reputational damage
No unavailability is allowed risk for damage to
° Vlearinonn QYETIZELON O syciety




Controls mitigate rnsks
Secunty controls must address a leest oneof the CIA
| nfornation can e classfied besed on CIA levds

Controls can be designed and inplemented based on theidentified nsk
level for CIA



Control

Standard security policy

Central archiving of documents

User based password protection
Anti-virus measures

Screensaver lock when leaving workplace
Webmail not allowed

Logging of authentication and authorization
requests

Secured datacenter and systems management
room

Encrypted laptops

Security key management

Penetration hack-tests

IDS systems

Internet access limited to specific sites
Encrypted e-mail

Printing only allowed in specific closed rooms

[y
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x

X X X X X X &g

X

x

X X X X X X X

X X X X X X 44

x
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x

x

X X X X
X X X X
X X X
X X
X X
X X
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Attack Vectors

Mdicious coce
A pplications that, when activatied, can cause nework and server
overload, sied ddaand pessnvords, or ease dda

Woms
Selfreplicating programs that spread from one computer to
anather; leaving infections as they travel
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Attack Vectors

Virus
Selfrepicating program fragment that attaches itself to a program
or fileendbling it to spread from one conputer o anothe, leaving
infections as it ravels

TrojanHase
A ppears to be useful software butwill actudly do daege once
instaled or run on your computer
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Attack Vectors

Denial of service attack
An atempt to overl oad an infrastructure o cause disruption of asavice
Canlead to downtine of asystam disabling an organization to do its
busness
In aDistibued Denid of Service (DDoS) atack the atiacker uses neny
compuers o overload the sarver

Groups of conputas that are infected by ndlicious code, called boinets,
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Prevertive DD0S meesures
Spiit business and public resources
Movedl public facing resourcesto an extemnd cloud provider
Setup automeatic scalabiity (auto scaling, auto deployment) using
virtualization and cloud technology
Limtbandmdh for certain treffic
Lowe theTineto Live(T TL ) of the DN'S recardsto be adleto reroutetrefic
to ather servers when an afack occurs
Setup monitoring for early detection



Attack Vectors

Phishing

Atechnique of obtaining sensitive information

The phisher sends an el that gopears to cone fromalegtinee
souce, ke a bank o cedt cad company, requesing
"venficaion' of informretion

Theemal usudly coniains alink to afrauduent web pege
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Security Patterns
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Identity and Access Management (IAM)

The process of meneging the identity of peode and systans, and thar

PEMISSIONS

ThelAM process fdlows three steps.
Users or systerms daim who they are: identification
Thedanmedidenity is checked authentication
Pamssions ae gantad related o the identity and the groups it
belongsto:  authorization |

vulearninghub.xyz | by VU Learnin g HUB



Layered Security

L ayered secunty (aso known as aDefense | n-Depth strategy)
Implements various security meesures invaious pats of thel T
infrastructure
| nsteed of hanng ore big firewdl and have dl your secunty dependonit, itis
better to implement several layers of security
Preferably security layers make use of different technologies
Thismekesit harder for hackers to bregk through dl bamers, as they will need
speaiic knowledge for each step
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Cryptography

Thepradice of  hiding information uUsing encryption and decryption
technoues

Encryption s the conversion of information from a readable state to
goparent randomaoaia

Only the receiver has the ability 1 decrypt this data, ransforming it
back to the onginal information

A cipher is a par of algoithms that implements the enaryption and

decryption process. The operation of a Gpher is controlled by a key



Block ciphers
| nput
A block of plaintext
Akey
Outout
A block of cipher text
Usad aoross awderangeof godicaions, fromATl' M mechinedda
enayption o e-mal privacy and sscure renote access
Sandards:
Data Encryption Standard (DES)
Advanced Enayption Siandad (AES)



Cryptography

Stream cphers
Create an arbiarly long stream of key material
Conthines key streamwith the plaintext bit-by-bit or character-by-
cheradier
Used when ciiaiis in trarsit over the nework

RC4 is a widely-used stream cipher
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Cryptographic Attacks

Every enayption method can be broken using abrute force atack
Except a oneine pad dphe with the key of equd or greger
lengththanthe message

A brute force attack consists of systematically checking all possble

keys until the comect key is found

The arount of dfort needed is exponentidly dependant on the size of

— tekey wieaminghubyZ | by VU Learming FUB




Cryptographic Attacks

Effective security could be achieved if tt is proven that no efficient
method (as opposad o the tine consuning brute force method) can be
foundto bregk the dipher

M ost successful afacks are besed onflans inthe inplemantation of an
encryption cpher

To esueadp is flaMess, the source code is usudly open source




IT Infrastructure
Architecture

.

&

Data Centers
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(] <> Eg

Cormparte Metwork Storagge

Large datacenters eontain shipping gontainers
packed with thousands of servers each
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Sub Equipment Room (SER)

Main Equipment Room (MER)

Organization owned datacenter

Multi-tenant datacenter
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Emvironmend Visibility

wcﬂtédnﬁqﬁargigm gLt
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Doors
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Disadvantages

g,
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Power Generators

Power the data centre for an indefinite period of time as long as fuel is available
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Computer Room Air Conditioners (CRAC)

Computer Room Air Handlers (CRAH)
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R » End User layer
ppltr

- o Symtax |
‘ Presentation [ pNeSEm.E

‘ Session [

Transport

» Packets
| 17 IEMP, IPsec, P

e Frames
» Ethernet, PPP, Switch, Bridge

- | * Physical
Physical [l
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Ethernet IP TCP HTTP command TCP IP Ethernet
header | header | header checksum| checksum | checksum
Payload >
< TCP >
( : )
Ethernet

-
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Horizontal

Vertical cabling

cabling

A

Datacenter

h———_h

vulearninghub.xyz | by VU Learning HUB




Local

Exchange
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‘Leasad Line Internet Connectivity
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HUB
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|Types of Ethernet

Ethemet
connections
that use coaxial

cables
el Ethernet

connections
via twisted
pair cables
Connections
via fiber optic
cables

ETHERNET Il {DIX) FRAME
Glgﬂb[[ ’ ~ Ghytes i Bytes 2 bytes 46 to 1500 bytes 4 bytes
Ethernet DST sRC | rveey DATA FES
MALC MALC LENGTH o ' [cRC)
Ew&tch-ha?ed - '
heme HEADER TRAILER

10 Gigabit
Ethernet

Wired Ethernet

SPICEWOrksS
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Ethernet: CSMA/CD (continued)

Figure 6-11: CSMA/CD process
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Wi-Fi vs. WLANs vs. Wireless

Wi-Fi, is a certain type of WLAN that
uses specifications of the 802.11
wireless standard.

The terms WLAN arnd Wi-Fi are often

linked and used interchangeably. A
WLAN can be built on various

wireless technologies.

Wi-Fi networks are WLANs. But Wi-
F11s not the only type of WLAN.
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Access Point

MM%

Cell P-I'IDIIE

Cell Phﬂnf.‘:
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IPV4 address represented in dotted-decimal notation

192 . 168 .1 . 5
1 i 1 1

11000000 10101000 00000001 00000101
| ; j L | : [ S

I

B-bits d-bits B-bits g-bits

| ]
T

32-blts(4-bytes)

0 . 121 . 12 . 16

Network prefix Host number
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Class A

prefix

Host number

Class B

Meatwork prefix

Host mumibser

Class C

Metwork prefis

Host
numbear
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Address 196 . 121 ‘ 12 241
Network prefix Sub Host

net
Subnet mask 255 . 255 ., 255 240
11110000

Binary 11111111 . 11111111 . 11111111
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Router
NAT
ﬂ. -h
Ly 11
Y \j
Internal network Internet
192.168.100.1: 3425 217.149.139.184 : 2334
10.10.23.213 : 2311 217.149.139.184 : 134
vulearminghubxyz | by VU Learning HUB 172.16.34.23: 433 217.149.139.184: 74
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Location 2
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Location 1

T . | — . — . i .

Internet
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TRANSLATEION

ENCRYPTION
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:tadl? clllzrckkur Reference
OmIcC ClOCK Or cinck
GPS clock
NTP server
NTP server

Infrastructure p¢
components
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Stratum 2



