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About This Handout

This handout covers CS514 Internet of Things — the full stack from sensors to cloud
analytics. 10T is a systems subject: every lesson connects hardware, networking,
software, and security into working designs. Read with a builder's mindset: for each
concept, ask 'what would | use this for?' The exam rewards both precise definitions
(protocols, QoS levels, standards) and design thinking (justify your choices). After
each lesson, close the handout and reproduce the key diagrams and tables from

memory.
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Lesson 1: Introduction to the Internet of Things

Learning Objectives
e Define IoT and trace its origins
* Describe the four-stage IoT pipeline
e Distinguish IoT from embedded/M2M systems
e |dentify loT value propositions

The Internet of Things is the network of physical objects — sensors, actuators, vehicles,
appliances — embedded with electronics, software, and connectivity that lets them
collect and exchange data. Kevin Ashton coined the term in 1999 at P&G;, envisioning
RFID-tagged objects feeding the internet; the vision matured as sensors got cheap,
wireless got ubiquitous, and cloud got scalable. An loT system always has four stages:
sense (collect data), connect (transmit it), process (analyze), act (trigger responses).

What distinguishes loT from plain embedded systems or M2M: scale (billions of devices),
internet-protocol connectivity, cloud integration, and data-driven intelligence. A smart
thermostat is IoT; a standalone digital thermometer is not. The value proposition:
instrument the physical world, close feedback loops automatically, and optimize what
was previously invisible — energy use, machine health, crop conditions, traffic flow.

The stakes: projections of tens of billions of connected devices make loT the largest
attack surface and data source in computing history — which is why this course pairs
every capability lesson with its security and privacy implications.

Key Terms & Definitions
* [oT — Network of physical objects with sensing, computation, connectivity.
e Kevin Ashton — Coined 'Internet of Things' (1999); RFID origins.
e M2M — Machine-to-machine; precursor, usually closed systems.
* Feedback loop — Sense — decide —» act automatically; the core loT value.

Example / lllustration

e Smart irrigation: soil-moisture sensors (sense) = LoRa gateway (connect) -
cloud analytics deciding watering schedules (process) — automated valves
(act). All four stages in one system.

Lesson Summary
* loT = connected physical objects exchanging data.
* Pipeline: sense, connect, process, act.
e Scale + IP connectivity + cloud = what makes it IoT.
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Exam Pointers — Very Important@

* The four-stage pipeline (sense-connect-process-act) and Ashton's 1999 origin
are standard opening questions.

Lesson 2: 10T Architecture and Reference Models

Learning Objectives
* Draw the five-layer loT architecture
e Compare 3-layer and 5-layer models
* Place computation on the edge-fog-cloud continuum

e |dentify cross-cutting design forces

The canonical IoT architecture has five layers. Perception layer: sensors and actuators
interacting with the physical world. Network layer: gateways and communication
technologies moving data. Middleware layer: device management, data storage, and
processing services. Application layer: the user-facing services (dashboards, alerts,
automation rules). Business layer: the analytics, KPIs, and decision workflows the
organization runs on loT data.

Alternative models: the 3-layer (perception/network/application) view for simple
systems, and the ITU/ISO reference architectures for standards work. The edge-fog-cloud
continuum overlays this: time-critical processing at the edge (on/near the device),
aggregation at the fog (local gateways/servers), and heavy analytics in the cloud.
Placing computation correctly — latency, bandwidth, privacy, and cost decide — is the
central architectural skill.

Design forces: constrained devices (battery, memory, CPU), intermittent connectivity,
massive scale, heterogeneity (hundreds of vendors/protocols), and security at every
layer. Reference designs from AWS loT, Azure |oT, and open-source stacks (ThingsBoard,
Kaa) instantiate the same layered pattern.

Key Terms & Definitions
* Perception layer — Sensors/actuators; the physical interface.
* Middleware — Device management, storage, processing services.
e Edge vs fog vs cloud — Where computation runs: device, local, remote.
* Reference architecture — Standard layered blueprint (ITU/ISO/vendor).

Example / lllustration

e Factory monitoring: vibration sensors (perception) — factory gateway over
Wi-Fi (network) — local server aggregating + cloud twin (middleware) -
maintenance dashboard (application) - downtime-KPI reports (business).
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Lesson Summary
 Five layers: perception, network, middleware, application, business.
* Edge/fog/cloud placement balances latency, bandwidth, cost.
e Constraints and heterogeneity shape every decision.

Exam Pointers — Very Important@

* Draw and label the five-layer architecture — a guaranteed diagram question.

Lesson 3: Sensors, Actuators, and Interfacing

Learning Objectives
* Classify sensors by measured quantity
* Read and compare sensor specifications
e Interface sensors via GPIO and serial buses
* Design power budgets with duty cycling

Sensors transduce physical quantities into electrical signals: temperature (thermistors,
DHT22), humidity, pressure, light (LDR, photodiodes), motion (PIR), proximity/ultrasonic
(HC-SR04), gas/air quality (MQ series), GPS, accelerometers/gyroscopes (IMU), and
cameras. Key specifications: range, accuracy/precision, resolution, sampling rate, power
consumption, and response time. Selecting a sensor means matching these to the
application's needs — a £0.5°C temperature sensor is fine for HVAC, useless for a
laboratory.

Actuators reverse the flow: they convert signals into physical action — motors (DC,
stepper, servo), relays/solenoids (switching mains loads), valves, buzzers, displays. The
sense-decide-act loop closes through them: the controller reads sensors, runs logic, and
drives actuators. Interfacing basics: digital vs analog signals, ADC/DAC conversion, GPIO
pins, and communication buses (12C, SPI, UART) connecting sensors to microcontrollers.

Calibration and error: sensors drift; calibration against references, filtering (moving
average, Kalman for noisy IMUs), and understanding quantization error separate working
deployments from demos. Power budgeting matters enormously for battery devices —
duty cycling (sleep most of the time, wake to sense/transmit) extends life from days to
years.

Key Terms & Definitions
* Transducer — Converts physical quantity « electrical signal.
* ADC/DAC — Analog-digital / digital-analog conversion.
e [2C / SPI / UART — Serial buses linking sensors to microcontrollers.
e Duty cycling — Sleep-wake scheduling to save battery.
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Example / lllustration

e Smart agriculture node: soil-moisture (analog, ADC), DHT22 (temp/humidity,
digital), LoRa radio; sleeps 15 min, wakes, senses, transmits, sleeps — 2xAA
batteries last ~2 years.

Lesson Summary

* Sensors in, actuators out; specs decide suitability.
e GPIO + 12C/SPI/UART = interfacing toolkit.
e Calibrate, filter, and duty-cycle for real deployments.

Exam Pointers — Very Importantl%

* Sensor specification terms (accuracy vs precision vs resolution) are classic
definitions to test.

Lesson 4: l1oT Hardware Platforms and Embedded OS

Learning Objectives
e Compare microcontrollers vs single-board computers
e Select hardware for loT applications
e Explain RTOS vs bare-metal trade-offs
¢ Plan OTA update strategies

loT hardware spans microcontrollers (Arduino/ESP32 — kilobytes of RAM, no OS,
programmed in C/C++/MicroPython) for constrained sensing, to single-board computers
(Raspberry Pi — full Linux, Python) for gateway/edge roles. The ESP32 dominates
hobbyist and many commercial designs: Wi-Fi + Bluetooth, dual-core, deep-sleep
modes, under a few dollars. Selection criteria: processing needs, connectivity, power
envelope, cost at scale, and ecosystem (libraries, community).

Operating systems for constrained devices: FreeRTOS (real-time scheduling on ESP32),
Zephyr, RIOT, Contiki-NG — tiny kernels with threading, timers, and networking stacks.
Versus bare-metal (super-loop) programming: an RTOS gives determinism and
modularity at small memory cost. Firmware update over the air (FOTA/OTA) is
operationally essential — devices in the field must be patchable; design partitions and
rollback from day one.

Development workflow: prototype on dev boards (ESP32/Arduino), validate with
breadboard sensors, then design for production (custom PCB, enclosures, certifications).
Emulators and hardware-in-the-loop testing catch issues before deployment. Remember:
hardware mistakes are expensive — a PCB respin costs weeks; simulate and prototype
first.
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Key Terms & Definitions
e Microcontroller — Small CPU+memory+I0 chip; no OS (ESP32, Arduino).
* SBC — Single-board computer; runs Linux (Raspberry Pi).
* RTOS — Real-time OS for constrained devices (FreeRTOS, Zephyr).
* OTA update — Over-the-air firmware updates; rollback capability.

Example / lllustration

e Smart door lock: ESP32 (Wi-Fi, deep sleep, cheap) + servo actuator + keypad;
Raspberry Pi would be overkill (cost, power). Gateway aggregating 50 locks:
Raspberry Pi 4 running MQTT broker + local rules.

Lesson Summary
* ESP32 for sensing, Pi for gateway/edge.
* RTOS gives determinism on tiny devices.
* OTA + rollback is non-negotiable in production.

Exam Pointers — Very Important@

* ESP32 vs Raspberry Pi selection criteria is a favourite comparison question.

Lesson 5: 1oT Communication Technologies

Learning Objectives
e Compare short-range protocols (Wi-Fi, BLE, Zigbee)
e Compare LPWAN options (LoRaWAN, Sigfox, NB-loT, LTE-M)
* Explain 5G's IoT roles
* Select protocols using a trade-off framework

Short-range: Wi-Fi (high bandwidth, high power — cameras, gateways), Bluetooth/BLE
(low power, phones/wearables, mesh in BLE 5), Zigbee (mesh, home automation),
Z-Wave (home automation, sub-GHz), NFC/RFID (touch-range identification and
payments). Each trades range, data rate, power, and topology — there is no universal
winner.

Long-range low-power (LPWAN): LoRa/LoRaWAN (unlicensed sub-GHz, km-range, years
of battery — the smart-city workhorse), Sigfox (ultra-narrowband, tiny messages), NB-loT
and LTE-M (cellular LPWAN — licensed spectrum, carrier-managed, better QoS). 5G's
MMTC (massive machine-type communications) promises dense loT, and 5G URLLC
(ultra-reliable low-latency) targets critical control (autonomous vehicles, industrial
robotics).

Selection framework: range? data rate? power budget? latency? licensed vs unlicensed?
cost per device + subscription? A soil sensor sending 20 bytes/hour over 3 km -
LoRaWAN. A video doorbell - Wi-Fi. A fleet tracker -» LTE-M/NB-loT. Draw the trade-off
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table in exams — examiners reward structured comparison over lists.

Key Terms & Definitions
* LPWAN — Low-power wide-area network; km range, tiny data.
* LoRaWAN — Open LPWAN standard on unlicensed sub-GHz.
* NB-loT / LTE-M — Cellular LPWAN; carrier-managed QoS.
e mMMTC / URLLC — 5G loT profiles: massive vs critical communications.

Example / lllustration

* Smart parking (1,000 sensors, 5 km city): LoRaWAN — one gateway covers
km, 10-byte occupancy messages, 5-year battery. Wi-Fi would need hundreds of
APs and constant power.

Lesson Summary
e Short-range: Wi-Fi/BLE/Zigbee for local; LPWAN for km-scale sensing.
* LoRaWAN = unlicensed; NB-10T/LTE-M = cellular.
e Match range, rate, power, latency, cost to the application.

Exam Pointers — Very Important@

* Build the protocol comparison table (range/rate/power/use-case) — the
highest-yield study artifact in this course.

Lesson 6: l1oT Messaging Protocols: MQTT and CoAP

Learning Objectives
e Explain MQTT publish/subscribe and topics
* Compare QoS 0, 1, 2 with use cases
e Contrast MQTT, CoAP, HTTP, AMQP
e Secure messaging with TLS/DTLS

MQTT (Message Queuing Telemetry Transport): lightweight publish/subscribe over TCP —
devices publish to topics, a broker fans out to subscribers. Three QoS levels: 0 (at most
once — fire and forget), 1 (at least once — acknowledged, may duplicate), 2 (exactly
once — four-way handshake). Topic design (e.g., factory/line3/motor7/temperature) and
retained messages / last-will-and-testament (LWT) for presence detection are the
practical arts. MQTT dominates IoT messaging.

CoAP (Constrained Application Protocol): RESTful request/response over UDP for the
most constrained devices — like HTTP but tiny, with confirmable messages and observe
(push) mode. HTTP itself still appears (gateways, cloud APIs) but is too heavy for
constrained nodes. AMQP suits backend/event-driven enterprise integration;
WebSockets/SSE stream to dashboards.
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Choosing: device-to-cloud telemetry -» MQTT,; constrained node polling - CoAP; browser
dashboards -» WebSockets; enterprise event buses - AMQP/Kafka. Security note: MQTT
without TLS exposes credentials and data — always use TLS (port 8883) and per-device
credentials; CoAP uses DTLS.

Key Terms & Definitions
e Publish/subscribe — Decoupled messaging via broker and topics.
e MQTT QoS 0/1/2 — At-most-once / at-least-once / exactly-once delivery.
* Broker — MQTT server routing topic messages.
* CoAP — Lightweight REST for constrained devices over UDP.

Example / lllustration

¢ home/livingroom/thermostat/temperature published QoS 1 every minute;
broker retains last value; dashboard subscribes; LWT tells the system if the
thermostat dies.

Lesson Summary
* MQTT pub/sub is the loT messaging standard; QoS 0/1/2.
e CoAP = tiny REST over UDP for constrained nodes.
e Always encrypt: TLS for MQTT, DTLS for CoAP.

Exam Pointers — Very Important@

* MQTT QoS levels 0/1/2 with examples is the single most-tested protocol
question.

Lesson 7: Edge, Fog, and Cloud Computing

Learning Objectives
* Explain edge/fog/cloud trade-offs
e Design continuum placement for applications
* Describe digital twins
e Explain TinyML workflows

Edge computing processes data on or near the device — filtering, aggregating, running
ML inference (TinyML) — cutting latency (no cloud round-trip), bandwidth (send insights,
not raw streams), and cloud cost, while improving privacy (sensitive data stays local)
and resilience (works offline). A vibration sensor streaming raw 10 kHz data would drown
a network; an edge model sending only 'bearing fault probability 0.87' every minute is
transformative.

Fog computing sits between: local servers/gateways aggregating multiple edge nodes —
factory-floor servers, retail-store controllers. Cloud handles training models, fleet-wide
analytics, long-term storage, and orchestration. The continuum decision: real-time
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control —» edge; site aggregation — fog; learning and history — cloud. Digital twins — live
virtual replicas of physical assets fed by loT data — typically live in cloud/fog, simulating
and predicting while the edge executes.

TinyML: running neural networks on microcontrollers (TensorFlow Lite Micro) — keyword
spotting, anomaly detection on-device. Model compression (quantization, pruning) fits
models into kilobytes. The pattern: train in cloud, infer at edge.

Key Terms & Definitions
* Edge computing — Processing at/near the device; low latency, offline-capable.
* Fog computing — Intermediate aggregation layer (gateways, local servers).
* Digital twin — Live virtual replica of a physical asset.
e TinyML — ML inference on microcontrollers.

Example / lllustration

* Predictive maintenance: edge runs vibration-anomaly model (ms latency,
offline-capable); fog aggregates line-level health; cloud retrains models monthly
on fleet data and updates digital twins.

Lesson Summary

e Edge: real-time, private, resilient. Fog: aggregate. Cloud: learn, store,
orchestrate.

¢ Send insights upstream, not raw data.
* Digital twins simulate; edge executes.

Exam Pointers — Very Important@

* Edge vs fog vs cloud placement rationale is a core architecture question.

Lesson 8: loT Platforms and Device Management

Learning Objectives
e List loT platform functional blocks
e Compare cloud vs open-source platforms
* Explain device lifecycle management
* Design the device-to-insight data path

loT platforms provide device management (provisioning, configuration, OTA,
monitoring), connectivity (MQTT/HTTP endpoints, protocol translation), data services
(time-series storage, stream processing, rules engines), and application enablement
(dashboards, APIs, digital twins). Major clouds: AWS loT Core, Azure loT Hub, Google
Cloud IoT; open-source: ThingsBoard, Kaa, Mainflux. Selection: scale, protocol support,
pricing model, data residency, and existing cloud commitments.
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Device management at scale is the unglamorous core: onboarding thousands of devices
with unique credentials (X.509 certificates), grouping, firmware rollouts, health
monitoring, and decommissioning. The rules engine ('if temperature > 40°C for 5 min -
alert + start fan') implements the act stage. Time-series databases (InfluxDB,
TimescaleDB) store sensor streams efficiently — regular databases choke on
high-frequency append-only data.

Architecture pattern: device —» gateway — broker — stream processor —» hot storage
(real-time) + cold storage (history) - analytics —» applications. Build vs buy: platforms
accelerate, but lock-in and per-message pricing at scale push large deployments toward
open-source or hybrid designs.

Key Terms & Definitions
* Device management — Provisioning, config, OTA, monitoring at scale.
* Rules engine — If-this-then-that automation on streams.
» Time-series DB — InfluxDB/TimescaleDB for sensor streams.
* X.509 — Certificate-based device identity.

Example / lllustration

¢ Cold-chain monitoring: 500 truck sensors —» AWS IloT Core (MQTT) — rules
engine flags >8°C — hot path alerts driver; cold path S3 history proves
regulatory compliance.

Lesson Summary
e Platforms = manage + connect + store/process + enable apps.
* Time-series DBs for streams; rules engines for actions.
e Unique credentials per device; plan for scale.

Exam Pointers — Very Important@

* List platform functional blocks (device mgmt, connectivity, data, apps) — a
standard question.

Lesson 9: loT Data Analytics

Learning Objectives
* Characterize IoT data (5 Vs)
e Build the ingest-to-insight pipeline
e Apply the four analytics types
* Explain predictive maintenance

loT data is high-volume, high-velocity, time-stamped, and noisy — the classic big-data 5
Vs. Pipeline: ingest (MQTT/Kafka) - clean (dedupe, outlier removal, gap filling) —» store
(hot/cold) — analyze - Vvisualize/act. Descriptive (dashboards, what happened),
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diagnostic (why), predictive (ML — what will happen: failure prediction, demand
forecasting), prescriptive (what to do: optimized setpoints).

Techniques: time-series analysis (trend, seasonality, ARIMA), anomaly detection
(thresholds, statistical, ML autoencoders), and classification/regression models trained in
the cloud and deployed to the edge. Feature engineering on sensor streams (rolling
means, FFT of vibration) often matters more than model choice. Data quality is the
hidden 80% of the work — miscalibrated sensors produce confident garbage.

Visualization: real-time dashboards (Grafana), geospatial (fleet maps), alerts with
severity and context. The goal is decisions, not dashboards — every chart should answer
'so what do | do?' Traceability matters in regulated domains (pharma cold chain, food
safety): immutable logs prove compliance.

Key Terms & Definitions
* 5 Vs — Volume, velocity, variety, veracity, value.
* Predictive maintenance — ML predicting failures before they occur.
» Feature engineering — Rolling stats, FFT — the real ML work.
* Hot vs cold path — Real-time alerts vs historical analytics.

Example / lllustration

e Wind farm: descriptive (turbine output dashboards) - predictive
(gearbox-failure model from vibration FFT features) — prescriptive
(maintenance scheduling optimizing output vs downtime).

Lesson Summary
e Pipeline: ingest - clean — store —» analyze - act.
* Descriptive —» diagnostic —» predictive - prescriptive.
e Data quality and features beat fancy models.

Exam Pointers — Very Importantl%

* The 4 analytics types (descriptive/diagnostic/predictive/prescriptive) with loT
examples are highly testable.

Lesson 10: loT Security and Privacy

Learning Objectives
e Describe the loT threat landscape (Mirai case)
* Design device-to-cloud security architecture
e Apply ETSI/NIST baseline requirements
* Balance privacy with functionality
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Threat landscape: Mirai (2016) enslaved insecure cameras/DVRs into a record DDoS —
default credentials were the vulnerability; the lesson still applies. Attack vectors:
weak/default credentials, unencrypted traffic, unpatched firmware, insecure APls/cloud,
physical tampering, and supply-chain implants. Consequences escalate beyond data
theft — compromised actuators can cause physical harm (medical devices, industrial
control, vehicles).

Security architecture: device identity (unique X.509 certs or secure elements, no shared
passwords), secure boot + signed firmware, encrypted transport (TLS/DTLS) and storage,
network segmentation (loT VLANs, gateways as firewalls), least-privilege APIs,
continuous monitoring and OTA patching. Standards: NISTIR 8259, ETSI EN 303 645
(consumer IoT baseline), IEC 62443 (industrial). Pakistan's Prevention of Electronic
Crimes Act 2016 and SBP cyber frameworks add local compliance context.

Privacy: 10T senses private life (homes, health, location) — data minimization, on-device
processing, consent, and retention limits are the principles. Design tension: security
costs money/power/usability, so threat-model each product (what's the worst case?) and
proportion controls accordingly.

Key Terms & Definitions
e Mirai — 2016 loT botnet via default credentials; the cautionary tale.
e Secure boot — Only signed firmware runs; blocks implants.
e ETSI EN 303 645 — Consumer loT security baseline standard.
* Threat modeling — Proportional security from worst-case analysis.

Example / lllustration

e Smart camera product: unique per-device password (no defaults), TLS to
cloud, signed OTA, secure boot, data minimized (motion clips only, 7-day
retention), ETSI 303 645 self-assessment.

Lesson Summary
» Default credentials + no patching = Mirai, still the top lesson.
* |[dentity, secure boot, TLS, segmentation, OTA.
* Privacy by design: minimize, localize, limit retention.

Exam Pointers — Very Important@

* Mirai as a case study and the ETSI/NIST baseline requirements are favourite
security questions.
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Lesson 11: loT Applications: Home, City, Industry, Agri,
Health

Learning Objectives
e Describe smart home/city applications
* Explain lloT and its stricter requirements
* Apply loT to agriculture and healthcare
* Analyze applications with the evaluation grid

Smart home: lighting, climate, security, energy — Matter/Thread standardizing
interoperability across vendors. Smart cities: adaptive traffic signals, smart parking,
waste-bin fill-level routing, air-quality grids, smart streetlighting — LoRaWAN/NB-IoT at
city scale, with dashboards for municipal operators. The pattern: many cheap sensors +
LPWAN + central analytics + actuation.

Industrial loT (lloT): predictive maintenance, digital twins of production lines, asset
tracking, worker safety — higher reliability/security demands (IEC 62443), often private
5G or industrial Ethernet with TSN. Agriculture: soil/crop sensing, precision irrigation,
livestock tracking, drone imagery — raising yields while saving water, directly relevant to
Pakistan's agrarian economy. Healthcare: remote patient monitoring (wearables),
cold-chain for vaccines, asset tracking in hospitals — with strict privacy requirements.

Evaluation lens for any application: which sensors, which connectivity, where's the
compute, what's the actuation, who pays, and what are the security/privacy stakes?
Apply this grid to any case study in the exam. |§|

Key Terms & Definitions
e Matter/Thread — Smart-home interoperability standards.
 [loT — Industrial IoT; reliability + security critical.
* Precision agriculture — Sensor-driven irrigation/fertilization.

* Application grid — Sense/connect/compute/act/pay/risks analysis.

Example / lllustration

e Lahore air-quality grid: PM2.5 sensors (sense) -» NB-loT (connect) - cloud
analytics + public dashboard (process) — traffic advisories, policy (act);
municipality pays; privacy low, availability critical.

Lesson Summary
* Same pipeline, different stakes per domain.
e lloT: reliability/security; healthcare: privacy.
* Use the grid to dissect any loT case study.
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Exam Pointers — Very Important@

* Apply the application-analysis grid (sense/connect/compute/act/pay/risks) to
unseen case studies.

Lesson 12: loT Networking: 6LOWPAN, Mesh, and
Gateways

Learning Objectives
* Explain 6LOWPAN and RPL
* Describe Thread/Matter stacks
* Design gateway and mesh topologies
e Survey satellite loT and energy harvesting

Constrained devices can't run full IP stacks — 6LOWPAN compresses IPv6 for IEEE
802.15.4 radios, RPL routes in lossy networks, giving every sensor an IP address (the
‘Internet’ in loT). Thread builds a mesh on 6LoWPAN; Matter runs over Thread/Wi-Fi
unifying smart-home ecosystems (Apple/Google/Amazon/Samsung agreement).
Understanding: mesh topologies self-heal — critical where gateways are sparse.

Network management: gateways bridge LPWAN/mesh to IP backhaul; protocol
translation (LoRaWAN - MQTT); store-and-forward for intermittent links; remote
diagnostics. Quality of service: match network to need — alarms need low latency and
acknowledgments; periodic telemetry tolerates delay. Capacity planning: duty-cycle
regulations (1% in EU 868 MHz), gateway density, and collision behavior at scale.

Emerging: 5G network slicing (dedicated virtual networks per |oT service), satellite loT
(direct-to-device for remote areas — relevant for Pakistan's deserts/mountains), and
energy harvesting (solar, vibration) reducing battery dependence. The trajectory:
connectivity gets cheaper, more ubiquitous, and more heterogeneous — architects must
stay technology-agnostic.

Key Terms & Definitions
* 6LOWPAN — Compressed IPv6 over low-power radios.
* RPL — Routing for lossy, low-power networks.
* Thread/Matter — Mesh networking + application-layer unification.
* Network slicing — Dedicated virtual 5G networks per service.

Example / lllustration

* Warehouse asset tracking: Thread mesh (6LoWPAN) among shelf sensors -
border router » MQTT to cloud; mesh self-heals when a forklift blocks a path.
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Lesson Summary
* 6LOWPAN brings IP to tiny radios; mesh self-heals.
* Gateways bridge, translate, and buffer.
* Slicing, satellite, harvesting = the next wave.

Exam Pointers — Very Important@

* 6LOWPAN's purpose (IPv6 for constrained radios) is a standard short question.

Lesson 13: Interoperability, Testing, and Deployment

Learning Objectives
* Explain interoperability standards
* Design loT testing strategies
* Plan scaled deployments
* Compute total cost of ownership

Interoperability: devices from hundreds of vendors must work together — standards
(oneM2M, OCF, Matter) and open APIs/MQTT topics prevent walled gardens. Data models
matter: SenML (Sensor Measurement Lists) and LwM2M standardize payload formats so
analytics work across vendors. Without this, every deployment becomes custom
integration.

Testing loT systems: unit-test firmware, simulate sensors (hardware-in-the-loop),
network emulation (lossy, latent links), scale testing (thousands of virtual devices
against the broker), and field pilots before rollout. Chaos testing — killing gateways,
corrupting packets — validates resilience. Monitoring in production: device health
dashboards, alert on silent devices (a sensor that stops reporting is a failure).

Deployment realities: site surveys (radio coverage), installation logistics, provisioning at
scale (QR-code onboarding, zero-touch), maintenance windows, and total cost of
ownership (devices are cheap; connectivity, cloud, and truck-rolls dominate). Pilot -
limited rollout —» scale, with success metrics defined upfront (e.g., 20% energy saving,
not 'sensors deployed').

Key Terms & Definitions
* Interoperability — Cross-vendor compatibility via standards.
* SenML / LwWM2M — Standard sensor-data and device-management models.
* Hardware-in-the-loop — Testing firmware against simulated physical I/0.
* TCO — Total cost of ownership; connectivity + ops dominate.
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Example / lllustration

e Smart-meter rollout: pilot 500 homes (validate radio coverage, billing
integration) —» 50,000 homes; TCO dominated by installation labor and 10-year
cellular subscriptions, not meter cost.

Lesson Summary
» Standards (Matter, LwWM2M, SenML) prevent lock-in.
» Test firmware, networks, scale, and chaos.
e Pilot first; TCO is mostly ops, not devices.

Exam Pointers — Very Importantl%

* Total-cost-of-ownership thinking (beyond device price) is a mature exam
discussion point.

Lesson 14: RFID and Auto-ID Technologies

Learning Objectives
* Compare RFID tag types and bands
* Explain EPC and Ashton's vision
* Design RFID deployments
e Address RFID privacy issues

RFID is loT's original auto-ID technology: tags (passive — powered by the reader's field;
active — battery-powered, longer range; semi-passive) communicate via readers using
backscatter. Frequencies: LF (125 kHz, animal tags), HF (13.56 MHz, NFC/contactless
cards), UHF (860-960 MHz, supply-chain, meters of range). EPC (Electronic Product
Code) gives every item a globally unique ID — Ashton's original vision of internet-linked
objects.

Applications: retail inventory (Zara tracks every garment), logistics, access control,
contactless payment, livestock, and library systems. NFC (near-field, cm-range,
peer-to-peer) extends RFID into phones — payments, pairing, smart posters.
Barcodes/QR are the optical cousins: cheaper, line-of-sight, still dominant where RFID
cost can't be justified.

Design trade-offs: tag cost (cents matter at billions of units), read range vs interference
(metal/liquids detune UHF), reader collision (dense-reader mode, anti-collision protocols
like Aloha variants), and privacy (clandestine scanning of tags — Kkill/sleep commands
and blocker tags as mitigants). RFID rarely works alone — readers are loT edge devices
publishing tag events over MQTT.
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Key Terms & Definitions
* Passive vs active — Reader-powered vs battery tags.
* EPC — Electronic Product Code; unique item ID.
e NFC — 13.56 MHz short-range; phones, payments.
e Anti-collision — Protocols for reading many tags at once.

Example / lllustration

* Warehouse: UHF passive tags on cartons ($0.10 each), portal readers at dock
doors publish EPC reads via MQTT; WMS reconciles shipments automatically —
no barcode scanning.

Lesson Summary
* RFID = wireless auto-ID; bands LF/HF/UHF.
* EPC gives every object an internet identity.
* Readers are loT edge devices; watch privacy.

Exam Pointers — Very Important@

* Passive vs active tags and LF/HF/UHF bands are standard short questions.

Lesson 15: LoRaWAN in Depth

Learning Objectives
* Draw LoRaWAN architecture
e Compare device classes
* Explain OTAA security
e Plan LoRaWAN deployments

LoRaWAN architecture: end devices — gateways (transparent packet forwarders) -
network server (dedupe, security, ADR) — application server. Devices classes: A
(uplink-driven, lowest power — most sensors), B (scheduled downlink slots), C (always
listening — actuators). Activation: OTAA (over-the-air, dynamic keys — preferred) vs ABP
(personalized, static keys). Security: AES-128, separate network/app session keys; join
procedure establishes them.

Adaptive Data Rate (ADR): the network server optimizes each device's spreading factor
and power — near devices use fast/high-rate settings, far ones slow/robust —
maximizing capacity and battery. Duty-cycle limits (e.g., 1% EU) and fair-use policies
constrain traffic; design for tiny, infrequent uplinks. Link budget: spreading factors
SF7-SF12 trade rate for range/sensitivity.

Planning: gateway placement (height, density — urban needs more), coverage surveys,
private vs public networks (The Things Network community, commercial operators,
private enterprise networks — common in Pakistani industrial deployments). Alternatives
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compared: Sigfox (simpler, operator-only), NB-IoT (licensed, QoS, SIM-based) — choose
per coverage, cost, and control needs.

Key Terms & Definitions
» Classes A/B/C — Uplink-driven / scheduled / always-on devices.
* OTAA vs ABP — Dynamic-key join vs static personalization.
* ADR — Adaptive Data Rate; network-optimized SF/power.
e Duty cycle — Regulatory transmit-time limits (1% EU 868).

Example / lllustration

e Water-meter network: Class A devices, OTAA, SF9 average via ADR, 24-byte
uplink every 6 hours, 1 gateway per 2 km urban radius, 8-year battery on SF7-9
devices.

Lesson Summary
e Devices - gateways - network server - app server.
* ADR + duty cycling = capacity and battery.

* Classes match power vs downlink needs.

Exam Pointers — Very Important@
* Device classes A/B/C and OTAA vs ABP are the core LoRaWAN exam points.

Lesson 16: Wireless Sensor Networks

Learning Objectives
* Describe WSN node architecture
e Compare WSN routing protocols
* Explain energy-aware MAC design
e Contrast WSN with star-topology loT

A wireless sensor network is the self-organizing mesh of sensor nodes behind many loT
deployments: node = sensor + MCU + radio + battery; the sink/base station bridges to
the backhaul. Routing must be energy-aware — radio transmission dominates power, so
protocols minimize hops and idle listening: LEACH (clustered, rotating cluster heads),
RPL (DODAG routing for 6LoWPAN), and data-centric approaches (directed diffusion —
interests propagate, data flows back along gradients).

MAC challenges: collisions, idle listening, overhearing — duty-cycled MACs (S-MAC,
ContikiMAC) sleep radios aggressively. Topology control and coverage: enough nodes for
k-coverage of the area, redundant paths for reliability. Time synchronization (for
coordinated sensing/TDMA) and localization (where is each reading from? — GPS too
power-hungry; use RSSl/anchor-based methods) are the classic WSN research problems.
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WSN vs general IoT: WSN emphasizes multi-hop, energy-first, application-specific design;
modern loT often uses star topologies (LoRaWAN) with cloud intelligence. The WSN
literature (TinyOS, Contiki) is the intellectual foundation — exam questions still draw on@
LEACH/RPL concepts.

Key Terms & Definitions
e LEACH — Clustered routing with rotating heads.
* RPL — DODAG routing for lossy networks.
e Duty-cycled MAC — Sleep-heavy medium access (ContikiMAC).
* Sink — Base station bridging WSN to backhaul.

Example / lllustration

e Forest-fire detection: 200 nodes, LEACH clustering, 5-min sense cycle,
ContikiMAC duty cycling — cluster heads aggregate and forward to the sink;
network lifetime ~3 years on AA batteries.

Lesson Summary
* Nodes: sensor+MCU+radio+battery; radio dominates energy.
e LEACH/RPL route energy-aware; MACs duty-cycle.
 Localization and sync are the hard problems.

Exam Pointers — Very Important

* LEACH clustering and why radio dominates energy are classic WSN questions.

Lesson 17: Power Management and Energy Harvesting

Learning Objectives
* Build device energy budgets
e Compare harvesting technologies
* Select battery chemistries
e Compute battery lifetime

Battery limits define 10T design: energy budget = sense + compute + transmit + sleep
leakage, and transmit dominates — a single LoRa uplink can equal hours of sleep.
Strategies: duty cycling (already covered), data reduction (send deltas/threshold
crossings, not raw streams), efficient protocols (short packets, high rate when possible),
and low-power modes (deep sleep at microamps).

Energy harvesting removes batteries where possible: solar (outdoor nodes),
vibration/piezoelectric (industrial machines), thermal gradients, RF harvesting (tiny
power, trickle charging). Harvesting is intermittent — designs pair harvesters with
supercapacitors/rechargeable cells and energy-aware scheduling (transmit when the
capacitor is full). Battery tech: Li-SOCI2 primary cells (10+ year shelf, non-rechargeable)
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vs Li-ion rechargeable; match chemistry to maintenance reality.

Power profiling: measure real current draw (not datasheet hopes) across states, then
compute lifetime = capacity + average current. A disciplined power budget table is the
difference between a demo and a deployment — examiners reward worked lifetime
calculations.

Key Terms & Definitions
* Energy budget — Sum over states: sense/compute/TX/sleep.
e Duty cycling — Dominant battery-life lever.
* Energy harvesting — Solar/vibration/thermal/RF trickle power.
* Power profiling — Measured current per state; lifetime math.

Example / lllustration

* Node: sleep 5 pA, sense 10 mA x 1 s, transmit 40 mA x 0.5 s, every 10 min.
Avg = (5uA%599 + 10mAx1 + 40mAXx0.5)/600 = 0.055 mA. 2400 mAh + 0.055
mA = 43,600 h = 5 years.

Lesson Summary
* Transmit dominates: minimize and shorten it.
* Harvest + supercapacitor where batteries can't go.
* Measure, don't guess — profile real current.

Exam Pointers — Very Important@

* Work a battery-lifetime calculation from a duty-cycle table — a strong
numerical question.

Lesson 18: IoT Governance, Ethics, and Business
Models

Learning Objectives
* Map loT regulations (GDPR, PECA, PTA)
* Apply privacy principles to products
* Debate IoT ethics (surveillance, consent)
e Compare loT business models

Governance: loT crosses borders — data residency (where is Pakistani citizens' health
data stored?), sectoral rules (health, finance, critical infrastructure), and standards
mandates. GDPR (EU) sets the global privacy bar: consent, minimization, breach
notification — any loT product serving EU users complies. Pakistan's PECA 2016
criminalizes unauthorized access/interception; the Personal Data Protection Bill (in
progress) will localize GDPR-like duties; PTA regulates devices/spectrum (type approval,
LPWAN bands).
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Ethics: surveillance capitalism (who profits from home-sensor data?), algorithmic
decisions (insurance pricing from wearables), consent in shared spaces (smart offices
sensing employees), and the digital divide (who gets smart-city benefits?). Responsible
design: data minimization, transparency dashboards, user control (opt-outs that actually
work), and inclusive design (accessibility, affordability).

Business models: hardware margin, subscriptions (connectivity/platform), data
monetization (controversial — disclose it), and outcome-based (pay per uptime/energy
saved). The sustainable IoT business sells outcomes, not sensors — aligning vendor
incentives with customer value and avoiding perverse data-harvesting incentives.

Key Terms & Definitions
* GDPR — EU privacy regulation; global benchmark.
* PECA 2016 — Pakistan's cybercrime law; unauthorized access offences.
e Data minimization — Collect only what the purpose needs.
* Qutcome-based model — Sell results (uptime, savings), not hardware.

Example / lllustration

e Wearable for EU + Pakistan: GDPR consent flows, EU data residency option,
PECA-compliant logging, PTA-approved radio, transparent privacy dashboard,
subscription (not data-sale) revenue.

Lesson Summary
e Comply: GDPR + PECA + PTA type approval.
e Ethics: minimize, disclose, give control.

* Sell outcomes; align incentives with value.

Exam Pointers — Very Importantl%

* GDPR principles applied to an IoT product make a strong essay question.

Lesson 19: Revision: loT Systems Drill

Learning Objectives
* Run a timed mixed-topic drill
* Design complete IoT systems on demand
* Recall protocols and standards cold
* Self-assess readiness

Drill (two per lesson): (1) map a product to sense-connect-process-act; (2) draw the
five-layer architecture; (3) accuracy vs precision vs resolution; (4) ESP32 vs Pi selection;
(5) RTOS vs bare metal; (6) protocol trade-off table; (7) LoRaWAN vs NB-lIoT case; (8)
MQTT QoS 0/1/2 examples; (9) MQTT vs CoAP; (10) edge/fog/cloud placement; (11)
digital-twin design; (12) platform functional blocks; (13) device provisioning at scale;
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(14) four analytics types; (15) predictive-maintenance pipeline; (16) Mirai lessons; (17)
ETSI 303 645 checklist; (18) application grid on a new case; (19) 6LoWPAN purpose; (20)
TCO estimation; (21) RFID band/tag selection; (22) LoRaWAN classes + OTAA; (23)
LEACH vs RPL; (24) battery-lifetime math; (25) GDPR-by-design review. Keep the
protocol comparison table and the five-layer diagram on one page each — they answer a
third of the paper.

Design-question strategy: exams pose 'design an loT system for X' — answer with:
requirements - architecture layers - hardware/sensors — connectivity (justify) -
protocols - compute placement - platform — security —» analytics - deployment plan.
This structure turns open questions into full marks.

Final checklist: Ashton 1999; four stages; five layers; ESP32; MQTT QoS; CoAP; LoRaWAN
vs NB-loT; edge/fog/cloud; TinyML; digital twin; Mirai; ETSI 303 645; 6LoWPAN; Matter;
predictive maintenance; TCO; RFID bands; LEACH; energy budget; GDPR. Say each
term's one-line definition aloud — fluency is the exam. El

Key Terms & Definitions
* One-page table — Protocol comparison: range/rate/power/cost/use-case.
* One-page diagram — Five-layer architecture, labeled.

e Design structure — Requirements - layers - HW — connectivity - protocols —»
compute — security —» deploy.

e Fluency drill — One-line definitions spoken aloud.

Lesson Summary
* Protocol table + architecture diagram = core revision.
* Design answers follow the ten-step structure.

* Fluency on terms = fluency in the exam.

Exam Pointers — Very Important

* Practice one full 'design an IoT system' answer under timed conditions before
the paper.
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