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- Precautions taken to guard against unauthorized access to data (in electronic form) or information
Systems connected to the internet

Ans: Protecting information and information systems from unauthorized access, use,
disclosure, disruption, modification, or destruction.

— People
— Process
— Technology
(CIA)
- Confidentiality: keeping information secret
- Integrity: keeping information in its original form
- Availability: keeping information and information systems available for use

Ans:

1. Security hardening

2. Vulnerability management
3. Security engineering

4. Security governance

Ans — Assessing security risks and gaps

— Implementing security controls

— Manitoring, measurement, & analysis

—Management reviews and internal audit
Accreditation/testing

e Government

* Industry & sectors

e International organizations

e Professional associations

e Academia and research organizations
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* VVendors and supplier

Description:

SSH supports 2 different and incompatible protocols:

SSH1 and SSH2.

SSH1 was

the original protocol & was subject to security issues. SSH2 is more advanced and. secure.

— Any significant event that causes disruption of information technology processing facilities,
thus affecting the operations of the business.

— DR is an area of security that allows an organization to maintain or.quickly.resume mission
critical (IT) functions following a disaster

— Vulnerability assessment (VA)

— Penetration testing (PT)

— Other security tests through various automated tools
— Code review (initiated in test environment)

- 1. Examine assets to scan — Gather details on IP subnet — Look at potential issues with network traffic
— Inform asset owners and relevant department heads

2. Prepare scanner

— Set scanner parameters — Select type of scan— Look at credentials-based scan — Explore and research
plug-ins — Do a test run — Coordinate with.asset owner

3. Run vulnerability scan

Run the automated scan — Manitor network performance degradation issues — Generate report

4. Assess results

— Evaluate results - Prioritize according to the risk level — Collate results for asset owners -
Communicate:the results and remediation timelines

5. Patch systems

Research vulnerabilities — Evaluate fixes and remediation method - Test the patches and fixes — Apply
patches/fixes'— Monitor results

6.*Verify (re-scan)

Re-scan to confirm that the vulnerability scanner gives a positive report — Collate results of vulnerability
scan — Report findings

— Open VAS
— Nessus
— Qualys
— Rapid7
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Browser check,

SSL

1. Vulnerability
— 2. OWASP
— 3. Patch Tuesday

— 4. SCAP

Ans: Information security team

Ans: IT ops team

Initial

e Policy

e Responsibility

e Recourse and priority

e Periodic review
Intermediate

e Changeimanagement

e SOPSs

e Awareness
Monitoring
Mature

e Risk management

e Internal audit

e Incident management

and maure
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Q No 20: Question: Which kind of vulnerability scanner used code-based vulnerabilities
and configuration-based vulnerabilities (as enumerated by the Common Configuration
Enumeration Project).

Q No 21: Yeh question atta hai Responsibility ni hoti to apne activity and
Detail ko match kerna ho ga

ACTIVITY RESPONSIBLE DETAIL

POLICY DEVELOPED BY CISO SETS THE SCOPE, OBJECTIVES,
SIGNED OFF BY FRAMEWORK, REQUIREMENTS
BOARD/EXECUTIVE

RESPONSIBILITY & BOARD/EXECUTIVE ASSIGNS ROLES, RESPONSIBILITIES,
AUTHORITY AND AUTHORITY FOR INFOSEC
PROGRAM

RESOURCE BOARD/EXECUTIVE ALLOCATION OF RESOURCES AND
ASSIGNMENT & BUDGET FOR THE INFOSEC
PRIORITY SETTING FUNCTIONS

PERIODICREVIEW BOARD/EXECUTIVE MONITOR AND REVIEW THAT THE
GOALS OF THE INFOSEC PROGRAM
ARE BEING MET

Q No 22: What type of assets do not have a CIS/DISA STIG ?
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— Enterprise antivirus

— MS Active Directory (AD)

— Vulnerability manager

— Logs management

— Network & performance monitoring
Automated backups

e Edge router

e NGN FW

e DMZ:

¢ |PS & N-DLP

e Distribution switch

e Data center switch & FW
® Access switch

e NAC

e FW granular access lists

¢ Building an effective DMZ architecture

¢ Segregating the network with VLANs

¢ Adding a security tool such as SIEM, FW, DLP, NAC, etc

e App-DB encryption



FEATURE Cis DISA

CONTROL GOOD EXCELLENT
COVERAGE

ORG SUITABILITY SMALL AND LARGE ORGS
MEDIUM ORGS

USER GOOD SATISFACTORY
FRIENDLINESS

UNUSABLE NO YES
TERMINOLOGY

CONTROLDETAIL GOOD SATISFACTORY

TOOLS CAT (COMMERCIAL) SCAP
(MILITARY USE)

Q No 27: CIS benchmark in profile applicability

Q No 28: Disa STIG component/content names

Q No 29: Steps in Security engineering: (Repeated)

Q No 30: Security transformation project:
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¢ Security transformation project time line:

— Project initiation: 2 Mths

— Layer 1: security hardening of IT assets (6 Mths) —
Layer 2: VM (1 Mth)
— Layer 3: security engineering (1 Mth)

— Layer 4: Governance & ISO cert.(3 Mths

(for Mcqgz only. CCi stands\forn?)

— Strategy & Metrics
— Education & Guidance
— Policy & Compliance

— Security Requirements
— Threat Assessment
Secure Architecture



OWASP

The Open Web Application Security Project

Software
Development

Strategy & Education & Security
Metrics Guidance Requirements

Policy & Threat Secure
Compliance Assessment Architecture

*  OWASP Software Assurance Maturity Model (SAMM) Governance Phase:

Q No 32: What is business continuity? (BC.)

Q No 33: How web and email can secured against malware and attacks in enterprise

Q No 34: Software security flow?
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: Hackers used SWIFT credentials of

Bangladesh Central

Bank employees to send more than three dozen fraudulent money transfer requests.

- Requests sent to the Federal Reserve Bank of New York asking the bank to transfer millions of the
Bangladesh Bank’s funds to bank accounts in the Philippines, Sri Lanka and other parts of Asia.

— USD 81 million stolen

- Total impact could have been USD 1 billion

Recover 19 Million

Not claim : 81 million

» Key success factors: (see also minor detail of all these 06 points)
— Leadership

— Strategy

— Structure

— Reporting

— Project management

— Culture

— Under the Security Transformation Model, security controls are implemented by the IT teams

— Security controls are validated by the Information Security team or by a third party consultant
following the principle of segregation of duty

— To.check the completeness of the controls
—To check the correctness of the controls

— As an overall assurance



SN ACTIVITY TEAM SUPPORTED
BY

ANALYZE ASSETS INFOSEC IT OPS TEAM
PREPARE SCANNER INFOSEC -

RUN VULNERABILITY INFOSEC -
SCAN

ASSESS RESULTS INFOSEC IT OPS TEAM

VERIFY (RE-SCAN) INFOSEC IT OPS TEAM

REPORT FINDINGS INFOSEC ITSTEERING
COMMITTEE

4
5 TEST & PATCH SYSTEMS IT OPS TEAM INFOSEC
6
7

Q No 40: Topic No 254: CYBER SECURITY MATURITY MATRIX

Q No 41: Remote exploit

Q No 42: Ensure Use of Only Fully Supported Browser & Email Clients:

Q No 43: This table was given and arrange this



TYPICAL ORGANIZATIONALTIERS AND RESPONSIBILITIES

RESPONSIBILITY

BOARD ORGANIZATIONAL
(STEERING COMMITTEE) COMMITMENT, APPROVE

BUDGET, DIRECT
IT MANAGEMENT (CIO) REVIEW, MONITOR, PROPOSE

CISO/SECURITY HEAD PLAN, BUILD, RUN
IT & SECURITY TEAMS IMPLEMENT/EXECUTE

Q No 44: Question: Mention the name of frame work against which nessus scanner gives
configuration auditing feature?

Q No 45: Identify two security function from the which Asset management helps with the
following security functions:



— Annual appraisals, security awards and recognition

Information Security

Management Committee (ISMC)

IT / InfoSec Teams

Security is everyone’s responsibility and has to gradually take its place in org culture




Q No 48. Yeh CAT 1,2, ya 3 wale detail oper niche ho gi arrange kerne ho gi yeh detail.

SEVERITY DISA CATEGORY CODE GUIDELINES

CAT1 Any vulnerability, the exploitation of which
will directly and immediately result in loss
of Confidentiality, Availability, or Integrity.

Any vulnerability, the exploitation of which
has a potential to result in loss of
Confidentiality, Availability, or Integrity.

Any vulnerability, the existence of which
degrades measures to protect against loss
of Confidentiality, Availability, or Integrity

curity

Q No 49: Write the Names of Common SIEM solution for security Event detection?




ACTIVE-STANDBY SERVER CONFIGURATION

ACTIVE-ACTIVE SERVER CONFIGURATION

load balancer




HEAD OF DEPT

INFOSEC
ISMC TEAM LEAD ITOPSTEAM TEAM

¢ DRIVES THE
PROGRAM

* DECISION
MAKING

* MEMBER OF
ISMC

* REPORTSTO
HEAD OF
THE DEPT

* INCLUDES
ALL3-4
DOMAIN
TEAM LEADS

DESCRIPTION

IDENTIFY CRITICAL ASSETS
(& ASSET OWNER)

RESEARCH APPLICABLE SECURITY
CONTROLS

CHECLIST OF APPLICABLE SECURITY
CONTROLS

DOCUMENT CONTROLS INTO SOP

IMPLEMENT CONTROLS ON TEST
SETUP

VALIDATION OF CONTROL
IMPLEMENTATION

CHANGE MANAGEMENT PROCESS
FOR PRODUCTION

PRODUCTION & MONITOR

* TEAM THAT
WILL
IMPLEMENT
THE
SECURITY
CONTROLS

PERFORMED BY
ISMC

INFOSECTEAM

INFOSECTEAM

TEAMLEAD

IT OPERATIONS

TEAM

INFOSECTEAM

TEAMLEAD

IT OPERATIONS
TEAM

¢ REPORTSTO
CISOOR
INFOSEC
HEAD

* ORLEDBY
CONSULTAN
1

FACILITATED BY

HEAD OF IT SECTION

INFOSECTEAM

TEAMLEAD

IT OPERATIONS

TEAM
Ismc
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— Install unlicensed software on your PC
¢ DO's:
— Logout when getting up from your system

— Report security incident

For More info Contact 03337435091 M. Qasim Ali
Kindly subscribe My U tube channel VU STUDY-LAB

CS 205 Mid-Term Objective File by M. Qasim{Ali 3337435091

U tube channel VU STUDY JAB

MCQS: 1. --------- an attack in which attacker alter the system resources is called are?
A. Active attack

B. Passive attack

C. Direct attack

D. Indirect attack

2. Students are not Allowed to bring cell phone in the exam hall is example of?
A. Security Policy,

B. Security Council

C. Security mechanism

D. Security service

3. are three pillars of information security?

ANS: confidentiality, integrity, availability.

4. Ransom ware is ?

Ans: Is a type of attack that encrypt data on computers and servers.



MUHAMMAD QASIM ALI 03337435091. SUBCRIBE MY CHANNEL VU STUDY LAB

5. NESSUS tool is used at layer in information security transformation framework?
A. Security governance

B. Security engineering

D. Security hardening

6. mean effective management of security program?

B. Sec engineering
C. Vulnerability management.

D. Sec hardening

7. Which of the following will be considered the most specific standard / framework
applicable only to specific type of industry?

A.15027002.2013
B. COBIT
C. PCI.DSS
D. 1SO27001.2013

8. Which of the following may be applied to any type of industry in which information
technology is being used?

A. 15027002.2013

B. COBIT,.and ISMS

C. COBIT, ISMS, PCI

D. PCI, DSS, ISMS

9. are challenges of information security?
A. Lack of budget and insufficient resources allocation

B. Highly specialized and continuously changing technology
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C. Cloud and IOT

D. lack of owner ship, department silos, missing security hardening
10. There are ___ main steps in information security life cycle
A.6

B.7

C.9

D. 11

11. Regionally the most well developed cyber security strategy and framework Developed by
Malaysia is at rank ?

B.2

C.3

D.412. s prevention of the unauthorized use of a resource?
A. Access control

B. Data integrity

C. non repudiation

D. availability

13. The next generation firewall should be placed at ?
A.Inside the data center

B. Where it is physically secret
C. Inside the DMZ

D. At the network perimeter and at the entrance to the data center

14: Major security function performed be the perimeter NGN firewall are ?



MUHAMMAD QASIM ALI 03337435091. SUBCRIBE MY CHANNEL VU STUDY LAB

A. Web sec and email sec.

B. Malware filtering, access list fur traffic filtering band width filtering

C. Wan interface

D. APPT attack prevention

15. The key challenges with mobile technology is that ?

A. It Is leading to wastage of time and distraction

C. Location the user can be tracked
D. Apps on mobile device may be Trojans.
16. The recommend manners to protect sensitive data with a VM is to

A. Encrypt data stored on workstation

C. Encrypt data stored on USB

D. Encrypt data stored file servers

17. One of the main challenge in small sized organization related to securityis_____ ?
A. Lack of fund data center

B. Lack of budget and resourees allocate for security.

C. Lack of security vender

D. Lack of security devices

18. At which point a malicious entity/ black hat hackers attack for website defacement in an

IT'network ?

A. Edge router or edge firewall

C. Email gate way

D. Data center switch
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19. How web and email can be secured against malware and attacks in and Enterprise IT
network?
A. BY blocking unauthorized traffic at edge
B. By keeping a good and updated solution
C. By using web security an email ant spam gateway
D. By using malware protection at edge.

20. are the main phases/steps in a business continuity life cycle.

B. id entity, analyze, design, execute
C. Id entity, analyze, design, and execute, measure,

D. Analyze, implementation and valid ate

21. enterprises have their own vulnerability.scanner?
A. 90%

B. 75%

C. 50%

22. project sequence is followed in information projects.

A. Establish track, implement across IT

B. Pilot, implement across:T, continues improvement.

C. Establish.track, MSB, pilot, implement across IT, continues improvement
D.Establish.track, MSB, implement across IT

23. ___ category has maximum number of CIS benchmark

A. Operating system

B. Mobile device.

C. network device.

D. Cloud providers
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24. _ category has minimum number of CIS benchmark
A. Multifunction print device. 01

B. mobile device

C. network device.

D. Cloud provider

25. What does audit explain abut control in CIS benchmark?
A. Describe the control

B. Describe the benefit

C. Tells how to check the controls.

D. Tells how to apply controls

26. According to applicability CIS device controlin______ category?
A. Levell and level 2

B. Scored and unscored.

C. Catl, Cat2, Cat3

D. High critical, low critical

27. Frequency of updating the signature file for antivirus program must be setto ___?

B. weekly basis
C. fortnightly.basis
D. Monthly basis

28. The direct console user interface should be _ ?

B. Enable
C. Partially enabled

D. Monitored
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29. A program or device that can monitor data traveling over a network is called ?

A. Hoax
B. Router
C. Sniffer (Conform from google)
D. Spoof
30. Internationalized domain name are displayed as
A. Little ENDIAN
B. Big ENDIAN
C. UTFr32
D. UNICODE
31. Information security is combinationof __ ?
ANS: People process and technology
32. Under which category of CIS benchmark MS window servers fall?
A. server software
B. Mobile device
C. Operating system
D. Cloud providers
33. OWASP, cloud security alliance, ISACA and ISC2 are exampleof ____ ?

A. Cyber security government organization

C. Research organization

D. International security operations

34. MS Exchange serve falls under category of CIS benchmark.
A. Operating system

B. server software
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C. Desktop software
D. Cloud providers

35. What is the function of active directory AD in an enterprise network?

B. Windows update and configurations

C. Log collections and analysis

D. Network operation and performance management (not sure) r can also verify
36. DISA gives us the following features set as compared to CIS

A. Excellent control coverage with some useable terminology

B. User friendly and for small/medium size organization

C. Good control with no useable terminology (Nut sure maywbelA. See gomparison table)
D. Cat tool to check the compliance with standard

37. N+1 redundancy pattern is sometimes referred As ?

A. High Availability

B. parallel redundancy

C. active passive

D. Active Active

38. The best Model.in Pakistan to effectively address the weakness in the cyber security is to
adopt ?

A. ISMS

C. COBIT
D. CIS security benchmarks

39. is technique used to gain unauthorized access to computer, wherein the
intruder send messages with a source IP address that has been forged to indicate that the

messages are coming from a trusted source?
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A. Man in middle

B. Denial of the service
C. Zombie

D. Spoofing

40. The key and most important element in the management processis _____r?
A. Risk documentation

B. Risk determination

C. Risk assessment

D. Risk policy
41. is the first layer in the information security transformation framework?
A. Security governance

B. security engineering

C. Vulnerability management

D. Security hardening

42. Purpose of SIEM solution is ?

A. Malware filtering, access list fur traffic filtering, bandwidth filtering

B. Log aggregation, security @vents dashboard, event correlation and root cause analysis
C. Log collections

D. Malicious traffic detection

43, are four layers of transformation model in sequence?

44, Surprisingly in of all organization in Pakistan (All type) security posture has

been found to be deficient.
A. 80%
B. 85%

C. 90%



46: CIS critical control require to ensure that is take.
For improving security posture

47: is the best stage in a 3rd party penetration tasking.
System port scanning

48___is a part of deficient program structure and cause failure of security.
ANS: Ineffective Information Security Management Committee (ISMC)

— Not taking along other stakeholders

— Inexperienced IT or security leadership

— IT team not incentivized

May be any one of these options available

49: PCI data security standard appliesto ____ type of organization.

ANS: card environment to protect cardholder data

ANS: All companies that accept, process, store or transmit credit card into maintain a secure
environment. (Both are correct check the mcqgz in exams)

50: UEM tool combine the management of multiple endpoint in a single.

ANS: Single Console

51: s an open source vm tool.




ANS: OpenVAS

52: The CISO requires well-rounded ability in __.

(its ans is complicated see option ans select in paper one the following given.)
(have 5-10 years’ experience in IT followed by 3-5 years in Information Security,

A CISO requires good people management skills as the security transformation project

53: The information security transformation project will likely fail if ____if are not
adequately address.

ANs: leadership, strategy/structure, execution

54: How many steps are involved in policy compliance scan of qualys?
(i) Three

(i) Four

(iii) Five

(iv) Six

55: how many days Nessus scanner offer trial version?
(i) 7 days

(i) 15 days

(ii)) 30 days

(iv) 45 days

56: solution can be implemented to lower the chance of spoofed of modified
emails from valid email address?

(i) Enterprise antivirus

(ii) Film solution

(iii) DMARC policy and verification

(iv) Next generation Firewall

57: The function most closely associated with the 'SOC" is?
(i) Security management

(i) Security engineering

(iii) Security frameworks

(iv) Security operation

58: Guidelines are an optional form of?
(i) Procedures

(ii) Work instructions

(iii) Standards

(iv) Policies

59: is the recommended timeline for effective information security transformation
program ?




(i) 15 months
(ii) 18 months
(iii) 12 months (Actual ans is 12 to 15 month require)
(iv) 6 months

60: Enterprise Technology Governance & Risk Management Framework is a combination of
Ans: SBP state bank of Pakistan

61: Pakistan ranked almost at the bottom of the table in International ranking by ITU and Pakistan rank
is 67th




