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With how many time sources he clocks of all relvant (nfommalion piockesing sysiems should be synchonized 10 record avents and generske evidence’

’ &

"F.t least bwo kme sources

°l

| At least four time sources

O

o

Al leas three e soUfCes
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Quesbon # 9 of 10 { Stad tme: 09:27-30 PM, 16 February 2021 ) Total Marks: 1

i tha work-around for untrained (security) staff in & smeller-sized organization s to

Seled the comect opbon

Tram the staff first

O

|| Acguire msurance

O

|| Wit till competent staff ia available

] Hire a competenl secunty consultant

O I
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Juestion ¥ 6 of 10 ( Start e 09 59 45 PM. 16 February 2021 )

Under the contnual mprovement cycie proposed in this module, comrective actons are token by

Sedect the commect option
Risk department

| Informaton technology teams

TV mansgement and ikasec
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The ciso should be able ta complement hisfher own technical knowledge by.

Select the comect oplion
Qutsourcing work to third parties

@)

Seeking extra budge! from the board

Relying on it depariment to implement the security cantrols

' Building a good team
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The following will not be helpful for successful policy mmplementation:

Select the comect opion

@)

A clear and concise policy

O

Regularly updated and approved poiicy changes

l Poorly worded and badly structured palicy

] All departments reaching & consensus Em security standards
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The iotal numbers of discretionary controls in appendx a5 through a8 are:

Select the comect option
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| [ |
| b
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|
1
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One of the challenges of 5027001 2013 (sms) is that -
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The annexure does not always apply 1o every type of organastion

1t & genanic and not spaciic
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\ruch of the following activity should be performed to test organizationsl resdiness to identify and stop attacks or to respond quickly and effectrvely?

elect the correct oplion
[Penodic red team exerise

Immmmu&

|Quarterly intemal pen test

Annualy extemal pen test
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‘Whils mplermenting the 4-layer sacunity transformistion model. h‘

Swloct the comrec! oplion
H will b chaliengpag b fred sutable and iramed secunty rescurces

=
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l _:imm—wm are nct at ofl required
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Juestion # 7 of 10 { Start ime: 09:39:53 PM. 16 February 2021)
According to ths module, the masn function of the aso (in en organzabon where ciso is reporting 1o ci0) s to conduct the foliowing for the securty program.

Select the commect opion
Plan, build, and run

Rewew, montor. and propose

O

Perform security lestng and accredtation

Performance management and progress review
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Which of the following activity should be performed 10 test organazational readiness lo identify and stop atiacks or 1o respond quickly and effectively?

Select the correct oplion
|| Periodic red team exercise

@
O

[Quanterty external pen test

Quarterly internal pen lest

Annually extemal pan lest
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In & smali-sized security organzation in Pakistan. il is likely the number of security staff will be.
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In & large-s2ed sacurity arganizatian in Pakistan. dis [ikely the numbes of security s1aff will be.
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Select the comect oplion
Tram the staff first

Acuirs insurance

Whait tll competent siaff = avmilable

Hire a competent security consultent
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CS205 Quiz No. 2

Question & 10 of 10 ( Stort time: 10.02.34 PM, 16 February 2021 )
An information securty policy con best be described as

Quiz Stan Tane: 09 53

Select the comect ophon
I Rules & requirements for protecting agains! cyber attacks

| Formel statements produced and supported by senvor management. reflecting objectives for the information security program

‘ || Statements covering regulalory and compiiance requirements
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Question # 9 of 10 ( Start time: 100201 PM. 16 February 2021 )

Selecl the comect oplion

r'|
e

| adapted 1o solve Pakistan's securily posture chalienges while being practical nat to waste time on security governance in the absence of solid underlying security controls

Is overkil

Wil be rejected by the it dept 8s ¢ takes too much herd work

Takes oo much time and effort 1o implement

lly
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An information security policy can best be described as.

Select the comect option

Rules & requirements for protecting against cyber attacks
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Question # 10 of 10 ( Start ime: 09:29:03 PM, 16 February 2021 )
According to thie module. the main function of the (m &n organization where ciso s reporting to cio) s to conduct the following for the secunty program.

Select the comec! option
||Plan. build, and run

Review. manitor_ and propose

||Pertomn security testing and eccredatian

Performance management and progress review
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Question ¥ 6 of 10 { Start time 09 59 45 PM_ 16 February 2021 )

Quiz Start Time: 09

Under the cantinual mprovement cycle propased in this module, cormective aclions arne taken by

| Infarmabion technalogy teams

IT managemant and infosec




